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OTKprTb CTaTbio Ha canTe

[okymeHTaumna KpuntoAPM IDM

KpuntoAPM IDM — 370 cucTema knacca Identity and Access Management (IAM / IDM),
npegHasHavyeHHasa ons LeHTpasn3oBaHHOMO ynpaBneHus y4eTHbIMY 3anncamMmn U npaBamMmm gocTtyna
nonb3oBaTesnien B NOAKNHOYAEMbIX MIHOOPMALMOHHBIX CUCTEMAX.

30ech Bbl HaNOETe BCE He06X0aMMoe s ycrnewHon paboTbl C CUCTEMOMN.

[Tonck n HaBurayms

. |/|CI101'Ib3yFITe 6GOKOBOE MEeHI0 C/ieBa Aafd nepexona Mexpny pasaenamMu.
o Cnepgure 3a HGPEKpéCTHbIMM CCblJIKaMM B CTaTbAX — OHU BeAyT Ha CBA3aHHbIe TEeMbl.
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OTKprTb CTaTbio Ha canTe

O630p KpnntoAPM IDM — IDM cuctema
015 ynpaBneHus uaeHTMeuKaumen u
OOCTYNOM

KpuntoAPM IDM — 370 cucTeMa knacca ldentity and Access Management (IAM / IDM),
npegHasHavyeHHasa ons LeHTpan3oBaHHOMO yrnpaBneHus yY4eTHbIMU 3anncaMmn U npasamMmm gocTtyna
nonb3oBaTtenen B NOAKIOYaEMbIX UHHOPMALIMOHHBIX CUCTEMAX.

CopepxaHue:

e [1na Kakux 3agad nogxoant KpuntoAPM IDM
o KomnoHeHTbl KpuntoAPM IDM

» YCTaHOBKa 1 HacTpoWKa

¢ OcHoBHble mogynu KpuntoAPM IDM

¢ CMOTpUTe Takxe

na kaknx 3agad nogxoput KpuntoAPM IDM

KpuntoAPM IDM npegHa3HauyeHa g opraHmMsaumi, KOTOpbiM TpebyeTcs LeHTpan3oBaHHoOe
yrpasneHme AOCTYNOM U YYETHBIMU 3aMUCAMMU.

CucTtema nNo3BOSISET:

* YNpaBsTb KOPNOPaATUBHLIMW MNONIb30BATENSIMU U FPyNNamu;
e CTPOUTb OPraHM3aUMOHHYO CTPYKTYPY (Nanku, nogpasaenenus, rpynnbl);
e CMHXPOHW3NPOBATb NOJIb30BaTENEN N3 BHELLUHUX CUCTEM;

* yripaBnsaTb ponsmu n goctynamu (RBAC);

e KOHTPONNPOBATb JOCTYM K KOPNOPaTUBHbLIM pecypcam;

e 06beAMHATb YYEeTHble 3anNnUCK N3 pasHbIX UICTOYHUKOB B €AMHbIN Npodunb;
» o6ecrneynBaTb eAnHbIN BXOS, B KOPNOPATUBHbIE CUCTEMBI.

KomnoHeHTbl KpnntoAPM IDM

Cuctema KpuntoAPM IDM cocTouUT 13 gBYyX B3aUMOCBSI3aHHbIX KOMMOHeHTOB: ID 1 IDM.

KOMMOHEHTbI paGoTatoT COBMECTHO M 06pa3yoT eguHYH CUCTEMY YNpaBneHus 4OCTYNOM U
ngeHTudmKaumen.

ID oTBEYaEeT 3a:

e aBTOPM3aLNIO NOSb30BaTENEN;
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e yNpaBfieHne Npopunamu;

e CMOCOObLI BXOAaA;

e OAuth 2.0 n OpenlD Connect;

o MPUNOXEHNS N NONb30BaTENbCKNE CECCUN;
NINYHbIN KaBUHET NMonb30oBaTens;
MWHU-BUOXKET M KaTasnor NpuioXeHun.

» B akocucteme KpuntoAPM IDM cuctema ID BbicTynaeT kak Self Care Portal ana IDM —
nonb3oBaTelb CaMOCTOATENBHO YNpaBaseT CBOMM Npodunem, HacTponkamu 6e30nacHoOCTU U
nepcoHanbHbIMX AaHHbIMKU Yepe3 uHTepdeic ID.

Q\ MoppobHee 0 BO3MOXHOCTAX ID untanTte B cTaTbe OnucaHne cuctemsl ID.

IDM oTBeyYaeT 3a KopnopaTMBHOE yrnpaBneHne nageHtTmdmkaumen n gOCTynom:

e KaTasnor rnonb3oBaTenen;

e OPraHM3auUMoOHHYIO CTRYKTYPY;

e FPYNMbl U Narnku;

e RBAC-mopens;

KOpropaTUBHbIE POSIN U PEeCypChl;

CMHXPOHM3aLMIO NoNb3oBaTenen Yyepes KOHHEKTOPbI.

KapTa OTBETCTBEHHOCTH

DyHKUMA ID IDM
AyTeHTMdUKauus nonb3oBaTenemn v

Single Sign-On (SSO) v

OAuth 2.0 / OpenID Connect v

YripasneHue npoounem v

nonb3oBaTens

Cnocobbl BXxoga v

MWHU-BUOXET U NMNYHbIA KabUHeT v

KaTtanor nonb3oBaTtenen v
OpraHusaLumoHHas CTpyKTypa v
Mpynnbl 1 nankm v
RBAC-mogenb v
Ponn n pecypcel v
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DyHKUMA ID IDM
KoHHekTopbl LDAP v
VimnopT nonb3oBaTenewn v
ConocTaBfieHne nosb3oBaTenen v

YcTaHoBKa 1 HacTpouka KpuntoAPM IDM

Cuctema KpuntoAPM IDM nocTtaBnsieTcsl eAnHbIM SUCTPUBYTMBOM, BK/THOYAIOLWMM 06a KOMMOHEHTa
— ID n IDM.

Mpu pasBepTbiBaHUM IDM aBTOMaTMYECKM YCTaHABINBAOTCA U KOMMNOHEHTHI ID, ncnonbayemble s
ayTeHTUdMKaLMM Nonb3oBaTenemn, yrnpasneHms Nnpoduasmm, NPUAOXKEHUSIMU U NONb30BaTENbCKUMMU
crnocobamu Bxoga.

Moapo6HOE onncaHme npouecca YCTaHOBKKU M NepBOro 3anycka npmMBeneHo B MHCTPYKLUNAX:
1. YcTaHOBKa cuctembl:

o YCcTaHOBKa W1 NepBbiit 3anyckK
o HacTpoWka nepeMeHHbIX OKpYXeHUA

2. basoBasi HacTpolKa CUCTEMbI:
o HacTpoiika cuctemsbl (MHTepdenc, 6€30nacHOCTb M A0CTYnN)
3. HacTtpoiika komnoHeHTOB ID, ucnonb3yembix B akocucteme IDM:

o HacTpowka npoduna nonb3oBaTtens

o HacTpoWka crnoco6oB Bxofa

o HacTpoWka goBepeHHbIX NpoBanaepoB

o HacTponka MUHU-BUOXKETa

o YnpaBneHue NpuioXXeHUsmMu

o HacTpoWka wabnoHoB NUcem

o HacTpoWka yBefoMIeHMI NONb3oBaTeNen

Hoctyn k IDM

Pa6oTa nonb3oeatens B IDM pasgeneHa mexay OByMst MHTepdencamu:

NHTepdenc HasHaueHue

ID Bxop B cuctemy, npodusb nonb3osBaTtesnsd, Crnocobbl
BXOAa, NPUNOXEHUA

IDM
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UNHTepdeic HasHaueHue

YnpasneHue katanorom, RBAC, KOHHeKTOpamu u
KOprnopaTUBHOM CTPYKTYpOWn

Mepexopn B naHenb IDM ocylecTBnseTcs Yyepes MUHN-BUOKET CUCTEMBI.

Mpumep MUHN-BUAXKETA:

< Iy

AnekcaHpgpa Tumodeesa

~EH) IDM

2 Mpodunb [» Bebixon

[lns KaXgon opraHu3auum n CUCTeMbl UCNONb3yeTcsl COGCTBEHHas NaHenb IDM ¢ oTaenbHbIMK
HacTPOWMKaMM N CTPYKTYPON OaHHbIX.

OcHoBHble mogynn KpuntoAPM IDM

KaTtanor

KaTanor IDM npeacTtaBnsieT CO60M LEHTPanM30BaHHYIO CTPYKTYPY XpaHeHUs1 KOpnopaTUBHbIX
nonb3oBaTesnien, rpynn v nogpasaeneHnin.

KaTanor nogaep)uBaer:

nanku u BNOXeHHbIe CTPYKTYpPbI;
rpynnbl nonb3oBaTenen;

KOpMopaTuBHbIE YYETHbIE 3aMnuUCH;

CBSI31 NoNb3oBaTeNiel C BHEWWHUMU CUCTEMaMU;
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e UMMNOPT nonb3oBaTtenemn yepes3 KOHHEKTOPHbI.

CTpykTypa Kkatanora HanomMmuHaet Active Directory nnu LDAP-kaTanor n no3BofsieT opraHn3oBaTb
nonb3oBaTenen no nogpasgeneHuam, NPoeKTamM UM opraHM3aLmMOHHbIM eauHULAM.

RBAC
RBAC (Role-Based Access Control) — MexaHn3m poneBoro yrnpasrieHns 4OCTYMNOM.
C nomoubto RBAC B IDM MOXHO:

e CO3[aBaTb CUCTEMbI U PeCypcChbl;
 Ha3HayaTb PONM NOSb30BATENSAM U rpynnam;

e YNPaBNsATb OCTYNOM K KOPNOpaTUBHbIM pecypcam;

e OrpaHNuMBaTh AOCTYN K MPUIOXKEHUSIM HA OCHOBE Posen.

RBAC-mogenb IDM uvHTerpnpoBaHa C NpuUnoXXeHnaMu KomnoHeHTa ID.

KOHHeKTOpbI

KoHHekTopbl 06ecneydnBatoT UHTerpauuto IDM ¢ BHELIHUMU KOPNOPaTUBHBIMU CUCTEMAMU U
KaTasioramMum rnofnb3oBaTenen.

KOHHeKTOpr MCNONb3YHOTCA ONA:

e UMMOpPTa Nosb3oBaTenen;

e CUHXPOHU3ALMUN YUYETHBIX 3anucen;

e COMOCTaB/EHNA NoNb3oBaTeNewn;

e 06beAVHEHNs YYETHbIX 3anMcen U3 pasHbIX CUCTEM;
3KCMopTa U3MEHEHUIN 06PaTHO BO BHELLHWE CUCTEMBI.

JlnueHsunpoBaHue KpuntoAPM IDM

B IDM genctByeT NpMHUMM: OOUH KOHHEKTOP — O4Ha NULEH3US.

3TO 03HAYaeT, YTO KaXKAbli MOAKTHOYEHHbIN BHELHUA UCTOYHUK JaHHbIX TPpeByeT OTAeNbHOM
NULEH3UN.

Moapo6Hasa nHpopmaLuma o nuLeH3npoBaHun ID NpusefeHa B OTAENbHOWU UHCTPYKLUUK:
JlmueHnsnposanue ID.

» [o6asneHune n npusaska nnUeH3nn B IDM BbINONHAETCA B HACTPONKAX KOHHEKTOpa B
pas3gene MapameTpbl NOAKIOYEHUS.
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CMOTpUTE TakXe

e KaTanor B KpuntoAPM IDM — onucaHne CTPYKTYpbl KaTanora nosb3oBaTtesnen, rpynn u nanok.

e RBAC mogeneb B KpuntoAPM IDM — onucaHue poneBon Mogenn gocTyna, pecypcoB, POnen n nx
CBSA3U1 C Nonb30BaTeNsiMn 1 rpynnamu.

e KoHHekTopbl B KpnntoAPM IDM — 0630p KoHHekTopoB B KpuntoAPM IDM, BK/touast NpUHUMNbI
pPaboThbl, TUMbI MHTErPaLMIN U OBLLYH MOAESb CUHXPOHU3ALMM C BHELLUHUMU CUCTEMAMMU.
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OTKprTb CTaTbio Ha canTe

Kak yctaHoBUTb KpnntoAPM IDM

B aToM pykoBOCTBeE Bbl y3HaeTe, kak ycTaHoBUTb SSO cuctemy KpuntoAPM IDM yepes Docker Ha
cBoeM cepsepe. Mbl nponaeM BeCb NyTb — OT NOAFOTOBKM OKPYXXEHUS 00 NepBOro BXxoaa

aAMWHUCTpaTopa B CUCTEMY.

CopepxxaHue:

e TpeboBaHus K ycTaHoBKe { #installation-requirements }

» YctaHoBka Docker n Docker Compose
» YCcTaHOBKa CUCTEMDI

e Pexxumbl 3anycka cuctembl

¢ YyeTHbIe 3anumcu no yMonyaHuwo

» [MepBbIf BXO4, B CUCTEMY

» [MonesHble 3HAMNOUHTBI CUCTEMBI

¢ CMOTpUTE TakKXe

TpeboBaHUA K YyCTaHOBKeE

CucTteMHble Tpe6oBaHMA cepBepa

Mepepn yctaHoBkon cucteMbl KpuntoAPM IDM y6epuTtech, UYTo Balla MHOPaCTPYKTypa

COOTBETCTBYET TPEO6OBAHUAM.

CucTeMHble TpeGoBaHNA 3aBUCAT OT NaHUPYEMOW Harpy3ku. [1ns TeCToBbIX Cpef [OCTAaTOYHO
MUHUMaNbHOM KOHOUrypaumu, onsa production-cpenbl nyylle UCNonb3oBaTh PEKOMEHA0BaHHbIE

napameTpbl.

MunHUManbHas KOHUrypaums

KomnoHeHT

OnepaTtuBHas namaTb (RAM)
JuckoBoe NpoCcTPaHCTBO
Mpoueccop (CPU)

CeTeBoM UHTEpdelc

PekomeHoyemas KOHOUrypauus

KomnoHeHT

OnepaTtuBHas namaTb (RAM)

000 «Uundpposbie TexHoNnorum» o Trusted.ru

Tpe6oBaHus
4TB

50 I'b SSD

2 appa x86_64

1r6éut/c

Tpe6oBaHusA

8 b u 6onee

Penuns v1.0

i


https://trusted.ru/documentation/cryptoarm-idm/v1.0/id-docs-02-box-system-install/

KpuntoAPM IDM Penns v1.0

KomnoHeHT Tpe6oBaHusA
AunckoBoe NpoCcTpaHCTBO 100 I'b SSD/NVMe
Mpoueccop (CPU) 4+ anpa x86_64
CeTeBoM UHTEpdenc 1T6ut/c n Bbile

¥ CoserT: [ns BbICOKOHarpy>eHHblIX CUCTEM C TbhiCAYaMU nonb3oBaTenemn pekomMeHayeTc4A:

» 16+ ['b onepaTMBHOM NaMATH
e 8+ agep npoueccopa
e Vicnonb3osaHne NVMe AnCKoB gns MakCUMasnbHOM CKOPOCTU paGoThl b1

TpeboBaHUA K NporpaMMHOMY 0b6ecrneyeHunto

lMporpaMmmMHoOe obecneyeHne

KomnoHeHT Mopaep>xuBaemble Bepcumn JononHutenbHast UHGopMaLums
OnepauunoHHas cuctema Ubuntu 18.04 LTS (Bionic Beaver), Jto6on linux-gucTpuéyTme C
Ubuntu 20.04 LTS (Focal Fossa), nopaep>xkomn Docker

Debian 11 (Bullseye)

Docker Engine 19.03+ -
Docker Compose 1.27+ -
Nginx/Apache Ito6aa coBpemMeHHas Bepcud -

O6Lwue TpeboBaHUSA

[ns ycnewHon ycTaHOBKU U KOppekTHon paboTbl KpunTtoAPM IDM He06X0AMMO BbINOMHUTD
HECKO/IbKO YCNOBUM:

e Hanunuune cepsepa ¢ NocTosiHHbIM IP-agpecom.

 J[loCTyn KO BCEM PaboyYnUM CTaHLUMAM Yepes MopT, KOTOpbIN 6yaeT nCnonb3oBaTbCcsa Af1s 4OCTyna
K cucteme.

» Hannume cepsepa anekTpoHHOM noytbl (SMTP-cepsepa).

o [NoAKIOYEHME K CEPBUCY OOMKHO OCYLEeCTBNATbLCA No npoTokony HTTPS.

YcTaHoBka Docker n Docker Compose

KpuntoAPM IDM pa3sopaumnBaeTcs B BUAe HaGopa Docker-KkoOHTEMHEPOB U MOXET UCNONb30BaTbCS
Kak koprnopaTtueHbIn OAuth 2.0 Authorization Server n OpenID Connect Provider (IdP).
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g LokymeHTauus Docker

LLar 1. YctaHoBka Docker Engine

Ansa Ubuntu/Debian:

# O6HOBNeHMe nakeToB
sudo apt update && sudo apt upgrade -y

# YcTaHOBKa 3aBUCKMMOCTEW
sudo apt install -y apt-transport-https ca-certificates curl software-properties-common

# NobaBneHne GPG-kmwya Docker
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /usr/share/
keyrings/docker-archive-keyring.gpg

# [obaBneHne penosuTopus

echo "deb [arch=$(dpkg --print-architecture) signed-by=/usr/share/keyrings/docker-archive-
keyring.gpg] https://download.docker.com/linux/ubuntu $(lsb release -cs) stable" | sudo tee /
etc/apt/sources.list.d/docker.list > /dev/null

# YctaHoBka Docker
sudo apt update

sudo apt install -y docker-ce docker-ce-cli containerd.io

# lpoBepka yCTaHOBKMU
sudo docker --version

Ana CentOS/RHEL:

# YctaHoBka yum-utils
sudo yum install -y yum-utils

# [lobaBneHue peno3utopus Docker
sudo yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo

# YcTtaHoBka Docker
sudo yum install -y docker-ce docker-ce-cli containerd.io

# 3anyck u aBT03arpy3ka Docker
sudo systemctl start docker

sudo systemctl enable docker

# [lpoBepka yCTaHOBKU
sudo docker --version

Lar 2. YctaHoBka Docker Compose

# CkauymaHue Docker Compose
sudo curl -L "https://github.com/docker/compose/releases/latest/download/docker-compose-$(unam
e -s)-$(uname -m)" -o /usr/local/bin/docker-compose

# YcTaHOBKa MpaB Ha MCMOJIHEHUE
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sudo chmod +x /usr/local/bin/docker-compose

# [lpoBepka yCTaHOBKMU

docker-compose --ve

» Tpe6oBaHus k Bepcuam: Docker Engine 20.10+ 1 Docker Compose 1.29+. [115 npoBepKu

rsion

NCNonb3ynTe KoMaHabl docker --version M docker-compose --version.

YcTaHOBKa CUCTEeMbl

LLar 1. NMoarotoBka paboyen gupekTopum

Co3spante v nepengute B AUPEKTOPUIO AN1S1 YCTaHOBKMU:

# Co3paHue QUPEKTopUM
mkdir cryptoarm-id && cd cryptoarm-id

# lpoBepka TeKywero

nyTu

pwd # [onxHo oTobpa3uTtb: /home/Baw nonb3oBaTtenb/trusted-id

LLar 2. 3arpyska KOHUrypauMoHHbIX ¢annos

3arpysuTte HeoGxogMMble Gansibl KOHGUrypauuu:

# 3arpy3ka OCHOBHbIX
curl -0 https://git
curl -0 https://git
curl -0 https://git
curl -0 https://git

# lpoBepka 3arpysku
1s -la

CkauaHHble pannbi:

dann
docker-compose.yaml
nginx.conf

build.sh

.env

¢dannos
.digtlab.
.digtlab.
.digtlab.
.digtlab.

ru/trusted/cryptoarm/id/-/raw/main/docker-compose.yaml
ru/trusted/cryptoarm/id/-/raw/main/nginx.conf
ru/trusted/cryptoarm/id/-/raw/main/build.sh
ru/trusted/cryptoarm/id/-/raw/main/.env

HasHaueHue

KoHourypauust Docker-koHTenHepoB
HacTtpowku Be6-cepeepa Nginx
CKpuWNT HacTPOMKN N CE6OpPKK

MepeMeHHbIE OKPYXEHUA U HAaCTPONKU
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LLlar 3. HacTpourka npaB gocTtyna

Cpenavite CKPUNT COOPKU UCMONMHAEMbIM:

# YcTaHOBKa npaB Ha cKpunT cbopku
chmod +x ./build.sh

# lpoBepka npas
ls -1 build.sh

J- MNocne ycTaHOBKU peKOMEHOYeTCs BbINOMHUTL 6a30BYH0 KOHGUrypauumto. lNMogpobHoe
ornvcaHue Bcex napameTpoB AOCTYMNHO B pasgene [lepemMeHHble okpyxeHna KpuntoAPM IDM.

LLlar 4. HacTponka KOHpUrypaumm

OTpepakTupymnte ¢amn .env ¢ OCHOBHbIMWU HACTPOMNKaMMU:

# OTKkpbiBaeM dann pons pepakTMpoBaHMsa (MCNONb3YyWTE nano wau vim)
nano .env

O6s3aTenbHble HACTPOMNKMU:

# OCHOBHOW [OMEH CUCTEMbI
ID HOST=id.example.ru # 3aMeHuTe Ha Baw AoMeH unu IP

# Email apMuHucTpaTtopa
ADMIN MAIL=example@mail.ru # 3aMeHMTe Ha peanbHbii email

Lar 5. Co3gaHue ¢panna gns XxpaHeHns cepTndmkaTon

Cospante pann gna xpaHeHus cepTUOUKaATOB U 3afanTe npaea:

touch acme.json
chmod 600 acme.json

LLlar 6. 3anyck ckpunTta c60pKun

3anycTuTe CKpUNT HaCTPOMKMU:

./build.sh

B pesynbTaTte BbiNoNHeHus B gpanne nginx.conf nponuceiBaetcsa 3HayeHne nepemeHHon ID_HOST n
B panne .env nponucbiBatotcs nepemeHHble CLIENT_ID n CLIENT_SECRET.
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LLlar 7. 3anyck cuctembl

3anycTuTe NpoekT:

docker compose up -d

[Mone3Hble KoMmaHgbl Docker Compose

KomaHpa OnucaHue

MpocmoTp noros OTcnexvBaHue Noros B peanbHOM
BpeMeHU

OcTaHoOBKa OcTaHoBKa BCeX KOHTENMHEPOB

3anyck 3anyck oCTaHOBJIEHHbIX
KOHTEMHEPOB

Mepesarpyska Mepesanyck Bcex KOHTeNHepoB

Cratyc MpoCMOTp COCTOSAHUS KOHTEMHEPOB

PeXXnumbl 3afyCKa CUCTEMDbI

B cucteme gocTynHbl TpU pexXunma 3anycka npoekra:

MpuMep Ucnonb3oBaHUs

docker

docker

docker

docker

docker

» Production — 0CHOBHOM peXxunm paboTbl CUCTEMBI B paGoyen cpee.

° Development — peXum gnd paspa60TKM N TeCTUPOBaAHUA.

compose logs -f

compose stop

compose start

compose restart

compose ps

Penuns v1.0

o Safe-mode — cneunanbHbIN pexum ond paGOTbI nonb3oBatens root. B aTtom pexunmMme Bxoa B

CUCTEMY pa3peLleH To/bKO MNoJIb30BaTeNto root, BCe OCTaslbHble MOJSIb30BATE/IN HE MOTYT

aABTOPUN30BaATbCA.

YyeTHble 3anucum no YMOJTHaHUIO

I'Ile YCTaHOBKE CUCTEMbI aBTOMaTU4YECKN CO30at0TCA AB€E YHYETHbIE 3anncu:

e root (NOruH: root / maponb: changethis): YyeTHas 3anuck cynepnonb3oBaTens, KoTopas

NUTHOPUPYET CTaHOaPTHbIE NMOJTUTUKHU 6e30MacHOCTU 1 CNOCOO6DI ayTeHTVICI)VIKaLl,MVI. Bxop nof root

BO3MOXEH TOJIbKO B pexume safe-mode.

e admin (NOruH: admin / naposnb: admin): A,D,MMHVICTpaTVIBHaFl y4yeTHad 3anncb gnda nepBnYHOro

BXoda u HaCTpOVIKM CUCTEMDbI.

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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o OTv paHHble NPefoCTaBNSIOT MONHBIN AOCTYN K cucTeMe. O6A3aTeNbHO U3MEHUTE Naposib
cpasy nocrne nepBoro BxoAa.

[lepBbIX BXO4 B CUCTEMY

MepBbIn BXOS,
[nsa Bxoaa B Be6-uHTepdpenc KpuntoAPM IDM Heo6Xx0ANMMO NepenTun no agpecy: https://ID_HOST.

1. Ha nepBoM Lware BMAXeTa BXo4a BBeAUTE NOTMMH U HaXXMuTe BonTu.
2. BBegnte naponb Ha BTOPOM LUAre u Haxxmute BorTtm.

Mocne aBTOpuU3aunn npow3017|,u,eT nepexon B [Mpodunb nonb3oBaTens.

Mepexopn B NaHenb agMUHUCTpaTopa
HacTpoWkn agMUHUCTPUPOBaHKA pasMelLLeHbl B NMaHen agMUHUCTpaTopa.
Mepexop B NaHesb agMUHUCTPaTOpa OCYLLECTBNSETCA Yepes MUHU-BUAXKET CUCTEMBI.

MpuMep MUHU-BUOXETA:

AnekcaHgpa Tumodeea

@] I
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[Tonie3Hble SHAMOUHTbI CUCTEMDI

[Mocne ycnewHon ycTaHOBKN U HAacTponkn cuctembl KpuntoAPM IDM BLl MOXKeETE UCMONb30BaTb
cnepyrowme URL gna nHTerpauum n o3HakomseHus ¢ API.

OpenlID Connect Discovery

CtaHpapTHbIN endpoint ana nonydyenns koHpurypaumm OpenlD Connect Provider (IdP) gocTyneH no
agpecy:

https://ID HOST/.well-known/openid-configuration

3ameHuTe ID_HOST Ha AOMEH Ballero cepeepa (3HadyeHne nepemMeHHon ID HOST 3 dpanna .env).
OTOT AOKYMEHT COAEPXUT BCe HEOBX0AUMbIe JaHHble 11 HACTPOWMKMN KITMEHTOB:

e authorization_endpoint
 token_endpoint

e userinfo_endpoint

o jwks_uri

e issuer

 supported grant types, scopes un gp.

JNokymeHTtauma API (Swagger)

NHTepakTuBHasa gokymeHTaums REST API gocTynHa no agpecy:

https://dev.trusted.plus

Ha aTon cTpaHuue onucaHbl Bce JocTynHble MeToabl REST API ona ynpasneHus nonb3oBaTensimMu,
KNneHTamu, ponsamu n gpyrumm cywHoctamu KpuntoAPM IDM. [JokymeHTauus nossonser
TeCTUPOBaTb 3anpocChl HEMNOCPeACTBEHHO U3 6pay3epa.

CMOTpUTE TakXe

e Onuncanune cuctemsl KpuntoAPM IDM — 0630p ¢pyHKUMI cucTembl KpuntoAPM IDM.

e [lepemeHHble okpy>keHus KpuntoAPM IDM — pykoBOACTBO MO NOArOTOBKE KOHOUrypaunmu nepes,
3anycKoMm.

e HacTpoiika cuctembl — PyKOBOACTBO MO HaCTPOMKe UHTepdpenca n gocTyna nonb3oBaTtenen B
cUcTemy.
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OTKprTb CTaTbio Ha canTe

KaK HacTpouTb NepeMeHHble OKPYXXeHUs
KpnntoAPM IDM

B 3TOM pyKOBOACTBE Bbl y3HaeTe, Kak HaCTPOUTb nepemMeHHble okpyXXeHus KpuntoAPM IDM Ha
Ballem cepsepe. Mbl noapobHo paszbepem BCe napameTpbl — OT 6a3bl gaHHbIX 1 OIDC go kawa,
noyTbl M MHTepdeNnca, YToObI Balla cMCcTeMa paboTarna KOPPEKTHO C MepPBOro 3anycka.

CopepxxaHue:

o O6LWMe NnepeMeHHbIE OKPYXEHUS

e [lepeMeHHble OKpYy>XeHus 6a3bl AaHHbIX (PostgreSQL)
» Redis, ceccum n OIDC cookies

¢ OrpaHu4eHne CKOpPOCTU U NOrMpoBaHue

o MeTpuku

e CMOTpUTe Takxe

¢ YTOObI U3MEHUTb NEePeMEHHbIE OKPYXXEHUSA, HY>XXHO BHECTU M3MeHeHus B dpann docker-
compose.yml.

O6LuMe NnepeMeHHble OKPYXXeHuUs

3Tn NnepeMeHHble onpeaenstoT 6a3oBoe NoBefeHUe U UAeHTUGMKaLMIo cepBuca.

MepemeHHasn OnucaHue 3HayeHue rno ymosn4yaHuio

NODE_ENV Cpepa BbINOAHEHUSA MPUIOXEHUS production
(development unu production)

DOMAIN [omeH cepBuca —
ADMIN_ LOGIN NornH agmnHncTpartopa root
ADMIN PASSWORD Maponb agMUHUCTpaTopa changethis
DELETE PROFILE AFTER DAYS KonnuyecTBo gHen, yepes KOTopoe 30
npodunb nonb3oBaTtens 6yaet
yoaneH
CLIENT ID YHUKanbHbIN noeHTUGUKaTop —
npunoXxeHus (pekomeHayeTcs
uuID)

CLIENT_SECRET —
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MepemeHHasn OnucaHue 3HauyeHue no YMOT4YaHUIo

YHUKabHbIA CEKPET NPUSIOXEHNA
(pekomenpyeTcs UUID)

I\ lNepemMeHHble CLIENT ID 1 CLIENT SECRET ucnonb3ytotca gns ngeHtnomkaumm KpuntoAPM
IDM kak OAuth 2.0 / OpenlID Connect KnneHTa 1 ONXHbl XPaHUTbCS B CEKpPETE.

[MepeMeHHble OKpYy>XeHUs 6a3bl gaHHbIX (PostgreSQL)

MapameTpbl gnsa nogkntoveHms kK CYB[, PostgreSQL.

MepemeHHasn Onucaxwue 3HauyeHue No yMOs4YaHuIo

POSTGRES_USER Vima nonb3osatens gns user
nogknroyeHuns K PostgreSQL

POSTGRES_PASSWORD Maponb nonb3oBatens PostgreSQL password
POSTGRES DB HasBaHue 6a3bl JaHHbIX mydb
POSTGRES HOST XocT 6a3bl faHHbIX localhost
POSTGRES PORT MopT nogknoveHns K 6ase 5432
DATABASE_URL MonHas cTpoka NoAKIYEHUS B —

dopmate PostgreSQL

Redis, ceccum n OIDC cookies

HaCTpomKM ona XxpaHeHud ceccvu7|, KaWNpOoBaHNA OaHHbIX U 6e30MacHoOCTH ayTeHTVI(DVIKaLWIVI.

MepemeHHas OnucaHue 3HayeHue no ymosn4aHuio
REDIS HOST XocT Redis 127.0.0.1
REDIS PORT MopT Redis 6379
0IDC COOKIE SECRET CekpeT ons NoOANUCHU 1 MPOBEPKMU —
cookie
0IDC SESSION TTL Bpemsi Xn3HW ceccumn B ceKyHpax 86400 (24 vaca)
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OrpaHquHme CKOPOCTHU U nornpoBaHme

HacTpoiku ons 3awmTbl OT 3710yNOTPEBGNEHUIN U KOHTPOSSA TOrMPOBaHMSA

MepemeHHasn

RATE_LIMIT
RATE LIMIT TTL SEC

CONSOLE LOG LEVELS

MeTpukun

MepemeHHasn
YANDEX METRICA ID

GOOGLE METRICA ID

CMOTpUTE TakXe

OnucaHue 3HayeHue No ymonyaHuio

KonunyecTBo 3anpocos ans 15
OrpaHnyeHuss CKopoCcTn

Mepvog BpeMeHu B CeKyHaax ans 900
nMMUTa

YPOBHU NOrMPOBaHWSA A1 KOHCOSM log warn error

OnucaHue
ID pnsa nHterpauunmn ¢ AHgekc.MeTtpukon

ID gna nHterpauumn ¢ Google Analytics

¢ YcTaHoBka cuctembl KpuntoAPM IDM — pyKOBOACTBO MO YCTAaHOBKE CUCTEMBbI.

e HacTpoika cuctembl — PyKOBOACTBO MO HAaCTPOMKe UHTepdenca n gocTyna nonb3oBaTenen B

cuUcTemy.
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OTKprTb CTaTbio Ha canTe

Kak HacTpoutb KpuntoAPM IDM:
6e30MacHOCTb, UHTEPPEUC N OOCTYM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb UHTepdenc n nokanmsaumo KpuntoAPM IDM,
co3aaTb TUMbI NPUNOXEHUN, YNPaBASATb JOCTYNOM NoMb3oBaTenen, BKAUYUTL ABYXDaAKTOPHYHO
ayTeHTUMKaUMIO, a TaKXKe HaCTPOUTb MHTErpaunm Ansa N1orMpoBaHNs U1 MOHUTOPUHIA COBbITUI
yepes Sentry 1 Winston.

Pasgen npegHasHayvyeH gns agMUHUCTPATOPOB U CreunanncToB No 6e30nacHOCTU, KOTOPbIE XOTAT
3$PeKTMBHO ynpaBnsaTb HacTponkamun KpuntoAPM IDM.

CopepixaHue:

* VIHTepdenc n nokannsaums

e besonacHoCTb 1 gocTyn

e JlornposaHue

e TUNbI NPUNOXEHUN

o DKCrepuMeHTasnbHble QYyHKLMK
e CMOTpUTE Takxe

» Hactponku cuctembl pasmelleHbl B naHenu ID. [Ana gocTtyna K naHenu Heo6xoauma porb
ApMuUHUCTpaTop cepBuca.
Kak oTKpbITb NaHens ID -

NHTepdpenc n nokanmsauus

Has3BaHMe cucTteMbl U norotTun

HasBaHue 1 norotun otobpaxarotcs B uHTepdence cuctemol KpuntoAPM IDM, a Takxe B MUHU-
BULKETE N BUOYKETE BXOAA.

YT06bl HACTPOUTL Ha3BaHME U JIOTOTUI:
1. Mepengute B NnaHenb ID - Bknagka HacTtponku.

2. PackponTe 610k OCHOBHas UHGopMaLums.
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OcHoBHasi uHgopmauus A

Ha3asaHue npunoxexus *

Nmsa NpUNoOXeHus otobpaxaemoe nonb3oBarenim

TloroTun npunoxeHus

roeo yuanwrb

3. YKaxknte HoBOe Ha3BaHue B nosie HassaHue npuioXXeHus.

4. B 6noke Jlorotun npuioXXeHus Haxxmute 3arpysutb 1 BbibepuTe ¢panna ¢ NOroTUnom.

[obaBneHue nsobpaxeHus X

MN3o6paxeHue Gynet oTobpaxaTbCcsi B CMUCKe B KapTouke, B OKHe
[leTanbHoro npocMoTpa.

3arpysuTb
dopmar — JPG, GIF, PNG, WEBP
MakcumanbHbii pasamep — 1 Mb

LHonycTtumble dopmatel: JPG, GIF, PNG, WEBP; makcumanbHbi pa3mep 1 Mb.

5. HacTpowTe oTo6pa)xeHne n Haxmute NMpUMeHUTb.
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PenakTupoBaHue nsobpaxeHus X

BbibpaHHasa obnacTb 6yaeT ncnonb3oBaTbes Ans oTobpaxeHns
n3obpaxeHus

OTmeHa MpumMmeHuTL

6. Haxxmunte CoxpaHuUTb.

» CoserT: Vicrnonb3ynte SVG-dpopmart AJ15 BEKTOPHOrO JIOroTuna, YTobbl 06ecrneynTb YeTkoe
OTOBpaXKeHne Ha BCeX YCTPOMCTBAX U pa3peLLeHUsIX aKpaHa.

Jlokanunsauyms
KpuntoAPM IDM nopgep>xusaet nHTepdenc Ha WecTu sisbiKax:

e Pycckum (ru)
 English (en)

e Francais (fr)
e Espanol (es)
e Deutsch (de)
e [taliano (it)

000 «Uudpposble TexHoNnormm» e Trusted.ru

24



KpuntoAPM IDM Penns v1.0
BbiGpaHHbIN A3bIK BIUSET Ha 0TOOpaXeHne TeKCTa Bo Bcex MHTepdpencax KpuntoAPM IDM, Bkntovas
BUIOXKET BXO4a U MUHN-BULXKET.

Ecnu Bbl ncnonb3yeTe AOMNMoJIHUTENIbHbIE MoJA I'IpOd)VIﬂﬂ nonb3oBaTens u WabsioHbl MMcemM —
yﬁeﬂ,VlTer, YTO OHM OT06pa)KaI-OTCFI NnpaBUJIbHO.

Kak nameHuTb s13blKk MHTEpdenca
1. Mepengute B naHens ID - Bknagka HacTponku.

2. PackponTe 610K Jlokanusaumsa v BbIGepuTe HEOOXOOUMbIN S3bIK U3 CMMCKA.

JNokanusauus A

CMmeHa fA3blka

Pycckuin A

English

N

[ Pycckun

&

Frangais
Espafiol
Deutsch

Italiano M

3. Haxxmnte CoxpaHuUTb.

M3meHeHMe a3blka NPON3oNAET aBTOMaTUYeckn, 6e3 Nepesanycka cepBmca Unm 0GHOBIEHMS
CTpaHuULbl.

£3 MpepynpexpaeHue: MNocne CMeHbl A3blka BCe TEKCTbI B UHTEpdence, BKYas CUCTEMHbIE
COOO6LLEHNA 1 yBEOOMNEHUS, BYaQYT OTO6paXkaTbCs Ha BblIOPaHHOM s3blke. Y6eamnTechb, YTO Balumn
Nnosib30BaTesIv MOHMMAOT BblIOPaHHbLIN SA3bIK.

Ctununsauus

Pasgen CTunusauumsa no3BossieT HaCTPOUTb BHELLIHWUI BUA CUCTEMBI: LIBETA, CKPYT/IEHUS, TEHU 1
noeegeHne MHTepPHENCHbIX 3NEMEHTOB (KHOMOK, KapTOYEK, BKNALOK U CChIIOK).

HacTpoiku NpMMeHSaTCA KO BCEMY MHTEPdENCY M NOAOEPXKMBAIOT OTAENbHYHO KOHPUIypaLmto ans
CBeTION U TEMHOW TEMBI.

HacTponka ctunen

1. Mepengute B naHenb ID - Bknagka HacTtponku.
2. Hangute 6nok Ctunusaymusa 1 Haxmute HactpouTb.
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3. HacTponTe cucTteMHble NnapaMeTpbl:

o Papuyc ckpyrneHusi KOMnoHeHToB — OnpefenseT paguyc yrinoB KapToyek, Nonen u MeHto.
Yem B6onblie 3Ha4YeHne — TeM 6oree “Markme” yrnbi.

o Papguyc ckpyrneHus KHonok — HacTpauBaeT paguyc yrnoB BCeX KHOMOK. MOXHO cBA3aTb C
6/10KaMu, YTOObI OHW BbIMAAENN OLNHAKOBO.

o TonwwmHa o6soaku SurfaceBlock — PerynupyeT TonLWMHY rpaHnLbl BOKPYT KOMMNOHEHTOB.
PaGoTaeT ToNbKO ecnu BKtOYEHA BHYTPEHHSASA 06BoaKka SurfaceBlock.

o CKpbITb 06B0ogKY SurfaceBlock — MokasbiBaeT UM CKpPbIBaET rpaHuLy 6710KOB.

o TeHb SurfaceBlock — [Jo6aBnseT TeHb Nog 6710KN U KapToukn st adpdekTa rnyOuHbl
(npumep 3anuncu: 0 4px 12px rgba(0, 6, 0, 0.1)).

o Mo3unuuna KoHTeHTa - [103BONSET BbIGPaTh, FAe Ha CTpaHuue 6yaeT oTobpaXkaTbCsi OCHOBHOM
KOHTEHT: creBa, No LeHTPY unu cnpasa.

4. YKaxuTe LBeTa 4/s CBeTNon n TeMHon TeMbl B HEX-dpopmarTe.

Ctunusauyusa
PesyanaT penakTupoBaHusa TeMbl Nepeq coxpaHeHuem.
CMCTeMHHe cTUNn Bbl MmoxeTe nepekni4yaTbca mMexay CBETIION U TEMHOM
TemMoi, 4Tobbl NpoBepUTb, KaK Balln U3MEHEeHUA BNUAKT
Papunyc ckpyrneHnsi KOMNOHEHTOB Ha o6a BapnaHTa ohopMneHNs.
-0 12px
CeeTtnas TémHasn
Paguyc ckpyrneHus KHonok
TonwwuHa o6soakn SurfaceBlock [lononHuTenbHast
—. 5px
CkpbITb 06B0AKY SurfaceBlock ()
OCHOBHOW LBET TekcTa
BTOpVIHHbIVI TEeKCT NoMoraeT NpoBepuTb
Tenb SurfaceBlock
YUTAEMOCTb U KOHTPACTHOCTb.
0 4px 12px rgba(0, 0, 0, 0.1) einka

Mo3nums KoHTeHTa
MopanbHble okHa 1 naHenu

Mo ueHT| v
UEeHTPpY 370T 6nOK nokasbiBaeT hoH NOBEPXHOCTEN ANs

naHenen, MogasbHbIX OKOH U BITOXXEHHbIX
KOHTeNHepoB UHTepdenca.

CeeTnasg Tema v
Mepekntoyarterns COCTOAHNSA ()
Onucanue ansa nepeknoYyartens CoOCTOAHUA

TemHas Tema v
BoibpaTb

CoxpaHuTb O MepBbIt BapuaHT
Onucaxue Ans nepsoro BapuaHTa Bbibopa

5. MpoeepbTe pe3ynbTaT B 06/1aCTU NPeAnpoCcMoTpa cnpaBa. Bel MoXeTe nepekntoyaTtbCcs Mexay
CBETNON N TEMHOWN TEMOW, YTOObI OLEHUTb U3BMEHEHMS.

6. Haxxmnte CoXpaHuUTb.
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KOI‘IMpal?IT N CCblJIKa Ha CnpaBKYy
B 6noke JlononHuTesibHble NapamMeTpbl MOXXHO HAaCTPOUTb:

o KOMUPAWUT, OTOGPAXKAEMbIN B HUXKHEW NaHENN BUOXKETa U MHTepdenca CUCTEMD;
* CCbIJIKY Ha PyKOBOACTBO Nosib30BaTens, LOCTYMHYO MO cchlike CnpaBKa B HUXXHEN NaHenu
NHTepoerca cucTemsl.

I\ Ecnun ccbinka Ha PyKOBOACTBO He yKa3aHa, npu nepexone no ccholjike CnpaBKa OTKpPbIBaeTCA
BCTpOEeHHaA AOKYMeHTauna CUCTEMBbI.

Kak HacTpouTb KONUPAWT M CCbIIKY Ha CNpaBKy
1. Nepengute B naHenb ID - Bknagka HacTponku.

2. PackponTe 610K [LononHUTENbHbIE NapaMeTpbl.

,D,OI'IOﬂHVITeJ'IbeIe napameTpbl A
Copyright
' o
Copyright @

OTo6paxaeTcs B HWKHE NaHenu BuaxeTa u NnuyHoro kabuHeta.

Ccblinka Ha PYKOBOACTBO nonb3osatens

OTKpbiBaeTcs No cebinke «Crnpaska» B HWXKHE naHenu nuyHoro kabuHera. Ecniv none nycroe, oTKpbiBaeTCA BHYTPEHHASA JOKYMEHTauus

CUCTEMBI.

3. YKkaxuTe 3HayeHue B none Copyright.

ans HaCTpOVIKM 3Ha4YeHun Ha OPYrnx A3blkax He Tpe6yeTcsq MEHSTb A3bIK CUCTEMbI. HaXXmMuTe Ha
KHOTKY ,D,pyrue A3bIKH M B OTKPbIBLWUIEMCA OKHE 3ap,a17|Te 3Ha4YeHna ana Hy>XHbIX

NokKanusaumn.

« CYETUMK Ha KHomnKe Jlpyrue A3blIK1 NoKa3biBaeT KONMYECTBO A0GABNEHHBIX NEPEBOAOB.
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Copyright

RU

us

ES

FR

DE

IT

RU

EN

ES

FR

DE

IT

Copyright

Copyright

Copyright

OTmeHa MoaresepanTb

Penuns v1.0

4. Ykaxute URL cTpaHuuUbl C NoNb30BaTeIbCKOM AOKYMeEHTaLMen B none Ccbifika Ha pyKOBOACTBO

nosib3oBaTens.

5. Haxxmute CoxpaHUTb.

be3onacHocCTb M gocTyn

HacTpounkn gocTtyna

[ByxdakTopHasa ayTeHTUdMKaLnA

[ByxdakTopHasa ayTeHTUOUKauma (2FA) no6aBnaeT 4ONoSHUTENbHbIA YPOBEHb 3alLUTbl NpU BXOAE B
cuctemy. NMocne BBoga nepeoro ¢paktopa (NormH/naponb Unm g4pyron cnoco6 ayteHTudukaumm)
nosib3oBaTesNb AO/MKEH NOATBEPANTL CBOO JIMYHOCTb BTOPbLIM GaKTOpOM (TenedoH, anekTpoHHas

noyta, WebAuthn).

YTO6bl HACTPOUTb ABYXPaAKTOPHYO ayTEHTUDUKALMIO:

1. Mepengute B naHenb ID - Bknagka HacTponku.

2. PackponTe 6nok HacTtpoiku goctyna v Haxmute HactpouTb.
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Hactpowku goctyna A

@,

NByxcakTopHas ayTeHTUdMKaums

Bkniovaer gononHurensHbin yposeHb 6esonacHocT Ans exoga B cuctemy (2FA MFA)

WUrHopuposatk obs3atensHele nons npoduns NUYHoro kabuHeta Ans NPUNoXeHWi

OrTknioyaeT npoeepKy obssaTenbHbIX Noneit NMYHOro kabuHeTa Npu aBTopU3aLIUK B NPUNOKEHUS

3anpeTuTb NPUBA3KY MAEHTUPUKATOPOB Ha hopMe BUIXKETA @

OTKNoYaeT BO3MOXHOCTb NPUBA3KM MAEHTU(MUKATOPOB Ha (hopme BUOXKETA

OrpaHunyeHHbIn 4OCTYN ANs BCEX NPUNOXEHNN ()

BX(),'I B nboe npunoxexuue AOCTYNHO TONbLKO ANA none3oBarenen ¢ npasamu ”A,‘Uy'.HHHfII:)HI(];)"

3anpert pervcrpaumum
(O Pervctpauns sanpeuiera
(® Pervctpauns paspewena

(O) Paspelena TonbKo asToperucTpaLms

3. YkaxuTe npoBangepbl NepBoro 1 BTOPoro ¢pakTopos:

o MNpoBangep nepsoro pakTopa — OCHOBHOM CNOCO6 ayTeHTUdMKauMK (NorMH/naponb unm
Apyrov cnoco6 ayTeHTUdMKaumm).

o Mpoeangep BToporo ¢pakTopa — cnoco6 NoATBEPXAEHUS NMMUYHOCTH (TenedoH, e-mail,
WebAuthn).

000 «Uundposble TexHoNornm» « Trusted.ru 29



KpuntoAPM IDM Penus v1.0

HacTpouTtb AByXchakTopHYyt aBTopM3aLuio X

Tunbl NnpoBaingepoBs TpebytoLme ABYX(aKTOPHYO aBTopU3aLuio

4 )

I login

session

v

oauth

otp

mtls

v ¥y b

webauthn

MpoBangepbl BTOporo dakropa

@ Howmep TenedoHa

@) OnektpoHHas nouta

(3 WebAuthn

\ J

OTmeHa CoxpaHutb

4. Haxxmute CoxXpaHUTb.
NrHopupoBaHue obs3aTenbHbIX nonen npoduns npu BXxoae B NpunoxeHue

HekoTopble nons npoduns nosb3osaTensa (Hanpumep, TenedoH, noyta 1 NpPoyme) MoryT 6biTb
OTMeueHbl Kak 06A3aTeNbHble AN 3arnofiHeHus B Nnpodune.
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Mo ymonuanuto npu asTopusauuu B npunoxexHns KpuntoAPM IDM nposepseT Hanvune Bcex
06513aTeNIbHbIX NOMIEN U MOXET NPUOCTaHaBNMBaTb BXOA, MOKa MNOfb30BaTeNb HE 3anofHUT
HefoCTaroWwme gaHHble. HacTporika UrHopupoBaTtb o6si3aTeNibHble Nons npoduns IMYHOro
KaGuHeTa Ans NPUNoXKEeHUN NO3BONAET OTKIIOUYUTD 3TY NMPOBEPKY.

3TO MOXET BbITb MOMIE3HO, €CNIN OpraHn3aLmsa UCNOMNb3yeT BHELLHNE UCTOYHUKM AaHHbIX O
nonb3oBaTeNsax U He TpeByeT 3anofIHeHUs NPOPUNS BPYYHYHO.

YTo 6yaeT Npu BKIKOYEHUN HACTPOMKM:

« [Monb3oBaTeny CMOryT aBTOPM30BaTLCS B MPUOXKEHUSX, faXe ecniv X Npodusb B cucTeme
3aMnoJIHEH He NOJSTHOCTbHO.

« [poBepka 06a3aTeNbHbIX NONeN BbINONHATLCS He BYyAeT.

B HTepdence cucTeMbl YBEAOMIIEHUS O HE3aMONTHEHHbIX NOJIAX COXPAHAOTCS.

Kak BKIHOUMTb HACTPOMKY

1. Mepengute B naHens ID - Bknagka HacTpourku.

2. PackponTe 610k HacTpomku gocTtyna.

3. Bkntounte nepekntoyatens UrHopupoBaTb o6si3aTesnbHbie Nons npodunsa NIMYHOro KabuHeTa
AN NPUNOXEHUMN.

4. Haxxmute CoxpaHUTb.

Mocne npuMeHeHUs1 HAaCTPOMKKM NOMb30BaTeNU CMOTYT NPOXOANTbL aBTopM3aLMo 6€3 NPOBEPKU
06sa3aTeNbHbIX Nofen Nnpoduns.

. PekomeHpaums: Bkntoyante onumto TONIbKO B TOM Cllyyae, eCnu KOHTPOSIb NMOMHOTHI
NpoouUns ocyLecTBNSETCS APYTMMU CPEACTBAMM.

3anpeT NpuBSA3KN NAEHTUOUNKATOPOB

OTa HacTponka 3anpeLyaeT Nosb30BaTeNsIM CaMOCTOSITENbHO NPUBS3bIBaTb HOBbIE BHELLIHWE
NOeHTUOUKATOPbI K CBOEMY MPOGUIIO Yepes BUAXET BXOAa.

YTO6bl 3aNpeTuTb MNPUBA3KY:

1. NMepengute B naHenb ID - Bknagka HacTponku.

2. Packponte 610k HacTpomnku gocTtyna.

3. AKTUBUpPYINTE nepekntodaTens 3anpeTutb NPUBA3KY naeHTUPUKaTopoB Ha popme BUAXKeTa.
4. Haxxmute CoxpaHUTb.

OrpaHuyeHus gocTyna

OTa HaCTpOVIKa NMO3BOJIAET OrpaHN4YnUTb BXO B MPUIOXKEeHNe OanlAa BCexX I'IOJ'Ib3OBaTeJ'IeIZ, Kpome
AAMMHMCTpaTOp cepBucCa. Bce ocTanbHble nonb3oBaTenu He CMOTYT aBTOpM30BaTbCA.
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£3 Ba)kHO: Mpu BKIIKOYEHUM OrpaHnyeHus 4oCTyna Bce nosib3oBaTtesm, KpoMe
afMUHUCTPATOPOB CEpPBUCA, NOTEPSHOT BO3MOXHOCTb BXOAaA. VICNonb3yTe HAaCTPOMKY Ans
TEXHUYECKUX PaBoT UMM aBapPUNHBIX CUTYaLMNA.

YTO6bl OrpaHNYnTbL AOCTYM:

1. Mepengute B naHenb ID - Bknagka HacTtponku.

2. PackpounTe 6510k HacTpoirku goctyna.

3. AKTuBMpYnTE nepekntodatenb OrpaHUYEHHbIM JOCTYN AJs BCEeX NPUNOXXEHUN.
4. Haxkmute CoxpaHuTb.

3anpert perncrtpauum
OTa HacTpoKKa NO3BOJAET 3aNPETUTb CO34aHNE HOBbIX aKKayHTOB B BUOXKETE BXOAA.
YT0GbI HACTPOUTL 3anpeT perncTpaumm:

1. NMepengute B naHenb ID - Bknagka HacTtponku.
2. PackponTe 6510k HacTpoiku goctyna.

3. BbiGepute HEOH6XOANMYIO HACTPOMKY:

o Perncrpauus 3anpewieHa — nosIHOCTbIO 6OKMPYET CO34aHNe HOBbIX aKKayHTOB.
o Perncrpaums paspetueHa (No yMon4aHuoo) — CTaHAAPTHbBIA PEXUM paboTbl, MOb30BaTeNn
MOryT CO3[aBaTb aKKayHTbl CAMOCTOATEbHO.

4. Haxxmute CoxpaHUTb.

ynpaBneHMe yAaneHHbIMU NMosib3oBaTenadMun

OTa rpynna HacTpoek onpegensieT noBeaeHme CUCTEMbI C NOSIb30BaTENSIMU, KOTOPbIE Obln
nepesefeHbl B cTaTyc YpaneH. Bol MoXxeTe pa3pelnTb UK 3anpeTuTb CaMOBOCCTaHOB/IEHME TaKMX
YYETHBIX 3anncen, a TakXXe 3agaTb CPOK, MOCNe KOTOPOro nosib3oBaTtenb 6yaeT OKOHYaTeNbHO
yOanéH ns3 6a3sbl aHHbIX.

. CtaTyc YpaneH — 3T0 NPOMEXYTOYHOE COCTOSIHWE, B KOTOPOE MoJsib3oBaTeslb MEPEBOAMUTCA
npv yganeHuun. B aToM cTaTyce nonb3oBaTeslb He MOXET BOMTU B CUCTEMY, HO €ro JaHHble
COXpaHsatoTCS.

YTOO6bI HaCTpOUTb yganeHune nosnb3oBaTenen:

1. Mepengute B naHenb ID - Bknagka HacTpouku.
2. PackponTe 610K [lononHUTENbHbIE NapamMeTpbl.
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3. Hangute nepekntoyatenb 3anpeTuTb BoccTaHoBneHue Y3 us ctatyca YAAJIEH n ycTtaHoBUTE
HY>XHOE MOJIOXEHME.

o Ecnu BbIKNOYEHO, NoNb30oBaTeNb, NOCe yaaneHud CBOEM yquH0|7| 3anncu, CMoXxet
BOCCTaHOBUTb €€ B JINYHOM KabuHeTe.
o Ecnun BKNOYEHO, B IMYHOM KabMHETE Nofib3oBaTess nponapgaeTt KHOMKa BOCCTaHOBJIEHUA.

4. B none CpoK OKOHYaTeNbHOro yaaneHus Nonb3oBaTens BBeanTe Hy>xxHoe 3HadeHue (0, 1 unu
Apyroe Lenoe 4y1cno).

o 0 — noNb3oBaTeNb yganseTcs HeMegJIeHHO Moce HaXkaTus KHOMKK Y aanuTb.

o 1-nonb3oBaTeNb HUKOMAA He YAansaeTcsi OKOHYaTesbHO.

o Jllo6oe pgpyroe nonoxXxutenbHoe Yncno (Hanpumep, 30) — Nnonb3oBaTenb 6yaeT
aBTOMAaTMYECKMN OKOHYATENIbHO YaaneH Yyepes ykasaHHOe KONIMYECTBO OHEWN NOcne nepesoia
B CTaTyC YpaneH.

5. Haxkmute CoxXpaHUTb.

TexHn4yeckue napamMeTpbl

TexHNn4YecKune HaCTPOMKU, TaKne Kak naeHTUMKaTopbl KNMeHTa, napameTpbl 6e3onacHocTn, URL-
ajpeca aBTopmM3aunm, CNnocobbl ayTEHTUOUKAUUM KNTMEHTA N NapaMeTpbl TOKEHOB U Apyrue,
HaxogAaTca B pa3gene MapameTpbl MPUIOXKEHUS.

o Huxxe nepeyuncneHbl HACTPOWKM, AOCTYMNHbIE A PEAAKTUPOBAHUS B MaHenu
aAMuUHUCTpaTopa. OCTanbHble NapaMeTpPbl NU3MEHSOTCA Yepes KOHGUIrypaLMOHHbIN hansl.

YTO6bl UIBMEHUTL napaMeTpbl B NaHesI agMUHUCTPAaTOopa:

1. Mepengute B NnaHens ID - Bknagka HacTponku.
2. PackpounTe 6510k MNapameTpbl NPUNOXKEHUS.

3. HacTponTe napameTpsbl:

o OrpaHu4yeHue gocTtyna
o Bpemsa ayTeHTUOMKauum
o TOKeH gocTyna

o TOKeH OOGHOBNEHUS

4. Haxxmute CoxpaHUTb.

OnucaHne napamMmeTpoB

OcCHoBHble naeHTnudmKaTopbl

HasBaHue MapameTp OnucaHue

UpenTndukartop (client_id) client_id
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HasBaHue

CekpeTHbIM Kntou (client_secret)

Appec npunoXxxeHus

OrpaHunyeHne gocTtyna

Penuns v1.0

MNapametp OnucaHue

YHUKanbHbI nageHTudmkaTop
NPUNOXKEHUs

client secret KoHdunaeHumanbHbIN KoY
NPUNOXEHUs

- BasoBbin URL cepBuca KpuntoAPM
IDM B $opmaTe npotokon://
OOMEeHHOEe uMA:nopT

OI'paHVILIVIBaeT BXOpM B CUCTEMY TOJIbKO NnoJsib3oBaTesidAM C adMUHUCTPATUBHBIMU POJTAMMN.

HasBaHue

OrpaHuUYeHHbI focTyn

BosBpaTHbin URL

HasBaHue

Bo3epaTHbiii URL #

URL BbIXxoga 13 cuctembl

HasBaHue

URL BbIXOga u3 cuctembl #

URL 3anpoca ayTeHTupumkaumm

HasBaHue

URL 3anpoca ayTeHTUdpuKaLum unm

BOCCTaHOBJIEHUS Nocne
ayTeHTUOUKaLuum #

000 «Uundpposbie TexHoNnorum» o Trusted.ru

OnucaHue

Ecnu BKIHOYEHO, JOCTYM B CUCTEMY ByfeT paspeLuéH
TONbKO MOMb30BaTeNsAM C NpaBaMu AgMUHUCTPaTOP

cepsuca

MapameTp OnucaHue

Redirect uri URL, Ha KOTOpbI/ Nonb3oBaTtesb
6y[eT nepeHanpasfeH nocne
yCheLwHoM ayTeHTUdMKaL MK

MapameTp OnucaHue

post logout redirect uri URL, Ha KOTOpbIV cepBuC 6yaeT
nepeHanpasnsaTb Nofb3oBaTens
nocne Bbixoga. Ecnu 3HayeHne He
yKasaHo, TO UCnonb3yeTcs
Redirect uri.

MapameTp OnucaHue

request _uris Cnuncok URL gnsa pasmeLleHus

JWT-3anpocos asTopusaumuu
Request Object. CepBep n3Bnekaet
JWT c ykasaHHoro URL npwu
aBTopMU3aLnK.
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Tunbl oTBETOB

HasBaHue

Tun oTBeTOB (response_types)

Tunbl NnpegocTaBneHns OOoCTyna

HasBaHue

Tunbl NpepocTaBneHus goctyna
(grant_types)

MeTop ayTeHTUOUKALUKN KNUEHTa

response_types

grant_types

Penuns v1.0

OnucaHue

OnpegensaeT Kakue ToKeHbl U Kofpl
BO3BpaLLarOTCH aBTOPU3ALMOHHBIM
cepBepoMm:

- code — TOJIbKO KOA, aBTOpM3aLumn
- id token — TonbKO ID TOKEH

- code id_token — kopf + ID TokeH
- code token — KOA, + TOKeEH
joctyna

- code id token token — kog + ID
TOKEH + TOKEH floCcTyna

- none — TOJIbKO NOATBEPXAEHNE
ayTeHTMouMKaumm

OnucaHue

Cnocobbl nonyyeHna aBTopusalmun:

- authorization code —
6e30MnacHbIf KOf, Yepes cepBep
KnueHTa (pekomeHpyeTcs);

- implicit — npAMoe nonyyeHue
TOKeHa (gns ny6ANYHbIX KITMEHTOB)
- refresh_token — 06HOBNEHUEe
TOKeHa 6e3 NOBTOPHOro BXxoaa

» Bbi6op mMeToaa 3aBMCUT OT TPe6OBaHUN 6€30MacHOCTU N BO3MOXHOCTen knueHTa. JWT-
MeTobl 06ecrneymBatoT NOBbILLEHHYO 6€30MacHOCTb, TaK Kak He nepefatoT cekpeT HanpsaMyto.

HasBaHue

AyTeHTUPUKaLUA KNUEeHTa
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token_endpoint_auth _method,
introspection endpoint auth meth

revocation endpoint auth method

OnucaHue

OnpepensieT MeTo4
ayTeHTUOMKaLMN KITMeHTa npu
o6paLleHnn K pasinyHbIM
KOHEeYHbIM ToYkaMm (token,
introspection, revocation).

[ocTynHble meToabl:
- none — 6€3 YyYeTHbIX JaHHbIX;
- client secret post — y4yeTHble
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HasBaHue

Anroputm nognucu ID TokeHa

HasBaHue

Anroputm noanucm,
Mcnonb3yemblil NPU CO3[aHUN
nognucaHHoro ID-TokeHa
(id_token_signed_response_alg)

Bpems ayTeHTUdMKaLmm

HasBaHue

MpoBepkKa Hanuuua BpeMeHn
AyTeHTUdUKaLUMU
(require_auth_time)

MapameTp

MapameTp

id token signed response alg

MapameTp

require auth time

JdononHutenbHble napaMeTpbl 6e30nacHoOCTH

HasBaHue

MapameTp anga obecneyeHms
6e30MacHOCTU Nepefayn faHHbIX
MeXAyY KIIMEHTOM N CEPBEPOM
aBTOpM3aunn
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MapameTp

require signed request object

Penuns v1.0

OnucaHue

JaHHble B Tene 3anpoca;

- client_secret basic —HTTP
Basic Authentication;

- client secret jwt — JWT,
NnoAMnNMCaHHbIA CEKPETOM KITMEHTA;
- private key jwt— JWT,
NOAMMUCaHHbIN NPUBATHBIM KJTHOYOM
KIMeHTa.

OnucaHue

YKa3sbliBaeT anroputm, KoTopbin
nucnonb3yetca gna nognucu 1D
TOKEHa.

ID TokeH — 3T0 JSON Web Token
(JWT), KoTopblI cogepXuT
yTBEpXAeHus (claims) o
ayTeHTUdMKaLMKU Nonb3oBaTens

OnucaHue

Ecnu BkntoveHo, B ID TokeHe
pobasnsercs auth time — Bpems
nocnegHen ayteHTUGMKaLmm
nosnb3oBartens

OnucaHue

YKa3sbiBaeT, TpebyeTca v
NoAMMUCaHHbIN Request Object mpwm
OTrMpaBKe 3anpoca Ha
aBToOpU3aLmIo.

Request Object — 3TO cnocob
6e3onacHoOn nepegayn NnapaMeTpoB
aBTOpPU3aLMN OT KIIMEHTA K CepBepy
aBTOpM3auumn, 06bI4YHO B popme
JWT (JSON Web Token).

Korpa

require signed request object
BKJTFOYEH, KNUEHT J0JIXKEH
nopgnucaTtb Request Object C
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HasBaHue

MapameTp

Tun nepenavun M,D,eHTI/I(DVIKaTOpa nonb3oBaTtend

HassaHue
Cnoco6 nepepauu ID
nonb3oBaTesns B

MAEeHTUPMKALMOHHOM TOKEHE
(subject_type)

ToKeH gocTyna

HasBaHue

TokeH pocTtyna (access_token_ttl)

TokeH o6HOBNEHUA

HasBaHue

TokeH 06HOBJEHUSA
(refresh_token_ttl)

XXypHan cobbiTum

MapameTp

subject type

MapameTp

access_token_ttl

MapameTp

refresh_token_ttl

Penuns v1.0

OnucaHue

Mcrnonb3oBaHNeM 3apaHee
COrnacoBaHHOro anropuTma
MOAMUCU, KOTOPbIV YKa3aH B
KOH(Urypauum KmeHTa.

OnucaHue

OnpepenseT, kak opmMupyeTcs sub
claim B ID ToKeHe:

- public — OAMH ¥ TOT Xe
naeHTuduKaTop AN BCeX KIMEHTOB
- pairwise — YHWKanbHbIN
naeHTuduKaTop ANa KaXKaoro
KnneHTa, NoBblllaeT
KOHOUAEHUMANBbHOCTb

OnucaHue

Bpems Xun3Hu access token B
ceKyHaax

OnucaHue

Bpems Xun3Hu refresh_token B
ceKkyHAax

B )Kypl-lane MOXXHO yBUAETb, OTKyAa U C KakKnx yCTpOl71CTB nosib3oBaTesin 3axogunm B CUCTEMY UNU

NMPUNOXEeHUA.

[na Kaxkgoro cobbITus OOCTyneH NpocMOoTpP NoAPOBHbIX CBeAEeHUN.

MapameTp

3aronoBoK co6bITUA

[aTa u Bpems

MpunoxxeHue

000 «Uundpposbie TexHoNnorum» o Trusted.ru

YTto copepxmt

KaTeropus geictens
ToYHble BpeMeHHble MeTKM

MpoeHTudumkartop (client id) npunoxxeHus
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MapameTp YTo copepxut

Monb3oBaTtenb MaoeHTudukatop (id) nonb3osaTens
YcTpoHUcTBO Tun ycTpowncTea 1 6paysep
MecTonono)eHue IP-agpec

Kak nepentu B XXypHan

1. Mepengute B nanens ID.
2. OTkpounTe BKNaaky XXypHan.

JlornposaHune

Sentry

Sentry — 370 nnatdopma 4N MOHUTOPUHIA OLLMGOK U NPOU3BOAUTENBHOCTU MPUTOXEHNUN.
=] OdumumanbHbii pecypc Sentry

MoakntoueHe Sentry no3sonseT:

e OTCNEXMBATb OLLIMOKN U UCKITHOYEHNS B peaibHOM BpeMEHNU;
® M0OJly4aTb TPACCUPOBKH CcoO6bITM NO nonb30oBaTeNndm,
e aHaMM3NpPOBaTb NPON3IBOANUTENIBHOCTb CUCTEMDbI.

LWar 1. Co3gaHue npoekTa B Sentry

1. Mepengute Ha canTt Sentry.io.
2. 3aperncTpupymTecb Unn BOMANTE B CBOKD YYETHYHO 3aMnuch.
3. Co3panTe HOBbIN MPOEKT.

Mocne co3pganna npoekTta Sentry npegocTtasut DSN (Data Source Name) — yHMKanbHbIN
naeHTnoukaTop anga nogknodyeHnsa KpuntoAPM IDM k Sentry.

. CoBert: Ckonupynte DSN (Data Source Name), 4ToGbl He NOTEPSITb €ro Npu NEPexoae K
cnegyrowemy Lwary.

War 2. MogkntoyeHne Sentry
YToO6bl NOogKNtOUYNTL Sentry:

1. Mepengute B naHens ID - Bknagka HacTpourku.
2. PackponTe 610k JlorupoBaHue 1 HaxkxmuTe HacTpouTb Ha naHenu Sentry.
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3. B oTKpbiBLIENCS HOPME NOOKAYEHUS YKaXKUTE:

o DSN — yHMKanbHbIN MAEHTUPUKATOP, CO34aHHbIM Ha ware 1.

o AKTUBHOCTb — BKJIHOUMTE, YTOGbl HaYaTb OTNPaBKY OLWMGOK U TPAaCCUPOBOK B Sentry.

o ID nonb3oBaTtens (Npu HEOGXOAMMOCTU) — YKAXUTE, ECIIN HY>KHO OTCNEXMBATb OLUMGKN U
COObITUS MO KOHKPETHbIM NOSIb30BaTeNSAM.

HactpouTtb Sentry X

HacTponTe oTnpaBKy TpacCUpoBOK U OWIMBOK B Sentry

DSN *

DSN — aT0 yHMKanbHbIN KNKOY, KOTOPbIA BbIAAETCA ANA KaXA0ro Npoekrta B Sentry

AKTUBHOCTb Q

ID nonb3oBartens *

D nonb3oBartens, no AENCTBUAM KOTOPOIro Hy>XHO OTNpaBnATb TPaAaCCUPOBKU U OLLIMBKKM

OTMeHa ‘ CoxpaHutb

4. Haxxmute CoxpaHUTb.

Winston

B KpuntoAPM IDM npefycmMoTpeHa BO3MOXHOCTb 3KCMOPTa SIOroB BO BHELLUHME CUCTEMbI Yepes
MoAyrnb NOrnpoBaHus. [1na aToro ncnosb3yeTcst KOHPUrypupyembin 3KCNOpT Ha 6a3se norrepa
Winston.

=] OdmumanbHbin pecypc Winston

3KC|'|OpT J10roB NO3BOJIAET:

e OTNPaBNATb CUCTEMHbIE U NMPUKNaAHbIe NIOMM BO BHELIHNE CUCTEMBbI;
e LIeHTpann3oBaHHO cobupaTb NOrM U3 pasHblX KOMMNOHEHTOB;
e NHTErPUPOBaTLCS C CUCTEMaAMMN MOHUTOPUHra (Hanpumep, Loki, Graylog, HTTP-arperatopbl);
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e HacTpamBaTb YPOBEHb AeTann3aunmn NorMpoBaHus.
Kak HacTpOouTb 3KCMOPT JIOroB
Yto6bl nogknoumntb Winston:

1. Mepengute B naHens ID - Bknagka HacTpourku.
2. PackponTe 610k JlorupoBaHue 1 HaxkmuTe HactpouTb Ha naHenn Winston.

3. B oTKpbIBLIENCS HOpPME NOOKIUYEHUS YKaXUTeE:

o BKNIOUMTb 3KCNOPT JIOrOB BO BHELLHUIA CEPBUC — aKTUBUPYET OTNPaBKY /IOroB.

o MpoBanpgep akcnopTa — BHeELWHUI cepBUC ana normposanHus (Loki, HTTP, Graylog, Stdout).

o URL gnga akcnopta — URL KOHEYHOW TOYKK g1 Npuema J1oros.

o APl kniou (onuMoHanbHoO) — KoY ayTeHTUOMKALMM ANA BHELLIHEro cepBuca.

o QKCMOPTUPOBATb COGLITUS ayauUTa — BK/IKOUaET oTnpaBKy audit-cobbITUN.

o YpoBeHb NOrMpoBaHnUss — MUHUMaJbHbIN YPpOBEHb N0OroB (debug, info (MO ymMonyaHuto), warn,
error).

o Mackupyemble 3aronoBku — cnmcok HTTP-3aronoBKoB, KOTopble 6yayT CKpbIThl B lorax (no
yMON4YaHuto: authorization, cookie, set-cookie)

4. Haxkmute CoxpaHuTb.
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HacTpoiiku normposaHus Winston

HacTpoiika CTpyKTYpMpOBaHHOTO fIOTMPOBaHUs U 3KcropTa JIoros

BkntounTb SKCMopT f10oros BO BHELLUHUI cepsuc

MpoBangep akcnopTa

BbibepuTe BHELWHWUI CEpBUC ANSA TOTMPOBaHNS

URL ansa akcnopta

URL KoHeYHOW TOYKM AN npuemMa roros

API kntoy (onumoHanbHo)

Kntou ayTeHTUdMKaUMM AN BHELLIHEro cepsuca

3KcnopTupoBaTh cobbITUSA ayanTa
Vmsa cepsuca

backend

WpoeHTudunkatop cepsuca B norax

YpoBeHb nornposaHunsa *
info

MwuHuMmanbHbI ypoBeHb noros (debug, info, warn, error)

Mackupyemble 3aronosku *
authorization,cookie,set-cookie

Crnu1cok 3arofioBKOB Yepes 3ansTylo, KoTopble 6yﬂyT 3amMacKuMpoBaHbl B fiorax

OTmeHa

Tunbl NPUNOXEHNN

Tunsbl HpMnO)KeHMﬁ — 3TO KaTeropun gna cuctemMatumsaumm I'IpI/U'IO)KeHIAﬂ B KaTanore. OHu

CoxpaHuTb

NMOMOratoT OpraHn3oBaTb CTPYKTYPY U YNPOCTUTb HaBUraunto nosnb3oBaTenen.
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3auem HY>XHbI TUNbI:

e [MomoratoT rpynnupoBaTh NPUIOXEHUS MO KaTeropusam
* YNPOLAT MOUCK HYXXHbIX NPUTOXEHWIA
« [loMoratoT opraHn3oBbIBaTb CTPYKTYpPY KaTanora

Co3pgaHune Tuna NpuoXeHus

1. Mepengute B naHens ID - Bknagka Hactpouku.
2. Hanante 6nok Tunbl NpUIoXXeHUn 1 Haxxmute HacTpouTb.

3. =+
B nosiBMBLUEMCS OKHe HaXXMuUTe Ha KHonky Co3paTb

4. OTkpoeTca popma co3faHus.

Cospgatb TUN NPUNoOXeHumn X

HassaHue rpynnbl

Otobpaxaemoe umsa Tuna

OTmeHa CoxpaHuTb

5. YKaxuTte Ha3BaHUe Tuna.
+ HasBaHwue TMna Ao/KHO OblTb YHUKaNbHLIM B paMKaxX CUCTEMbI.

6. Haxxmnte CoxpaHuUTb.

Co3paHHbI TUN 0TOBPA3UTCA B CrMUCKE.

& HasHayeHue Tuna ocyulwlecTBndaeTcAa npu co3gaHnm npuoXXeHnd.

PepakTtupoBaHue Tuna npunoXXeHus

1. Mepengute B naHens ID - Bknagka HacTpourku.
2. Hangnte 6nok Tunbl NpUIoXXeHui 1 Haxxmute HacTpouTb.

3. OTKpoeTCHa OKHO CO CANCKOM TUMOB.
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- —
Tunbl NMPUNOXeHnn = X
HSCTDOHTS TUNbI NPUNOXEeHNN ANA pa3finyHbIX UeENnen
K > (u]
YPCbl 4 Hactpoutb O
[loKkyMeHTauus HacTpouTb O

4. Haxkmute Ha KHOTMKY HaCTpOMTb Ha rnaHenm c TUrnom, KOTOprl7I Heo6Xxoaumo oTpenakKTnpoBaTb.

5. OTKpoeTcs popma pefaKTUPOBaHUSI.
6. BHecuTe Heo6X0ANMbIE N3MEHEHMUS.
7. Haxxmute CoxpaHUTb.

¥ [Mocne pefakTMpoBaHUA TUMa BCe CBA3aHHbIE MPUIOXKEHUS aBTOMaTUYeCKN MonyyaroT
0OHOBNEHHOE Ha3BaHWe KaTeropuu.

YpaneHue tuna NMPUNOXeHNA

1. NMepengute B naHenb ID - Bknagka HacTpouku.
2. Hangnte 6nok Tunbl NPpUNOXeHUn 1 HaxxmuTe HacTpouTb.
3. OTKpoeTCs OKHO CO CMNUCKOM TUMOB.
4, O
HaXXmuTe Ha KHOMKY YaanuTb Ha NaHenu ¢ TUNOM, KOTOPbIN HEOGXOAUMO YyOaNUTb.

YpaneHue npouncxoaunT 6e3 AONOIHUTENbHOro noareep>XXaeHnA.

. Mocne ypaneHus TMn 6yaeT yaanéH u3 Kkatanora, a NpUIoXeHUs, Y KOTOPbIX OH Gbifi
Ha3HayeH, aBTomMaTMyecku nonyyat Tun Mpouee.

IKcnepuMeHTanbHble PYHKLUM

OKcnepuMmeHTasnibHble PYHKLUU — 3TO HOBble BO3MOXHOCTU cepBuca KpuntoAPM IDM,
HaxogslMecs Ha cTagum TeCTUPOBaHUS U AOPabOTKM.
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OCHOBHbI€e Xa PaKTepUCTUKN:

 Perynupytotcs agMUHUCTPATOPOM cepBuca

o OYHKUMOHAN MOXET U3MEHSITbCS 6e3 NpeaBapuTesIbHOro yBe4oMIIeHUS

o CopepxaT HeJOKYMEHTMPOBaHHblE 0COBEHHOCTU PaBoThbI

o [POM3BOAMUTENBHOCTb U CTAaBUIbHOCTb MOTYT OT/IMYATLCA OT OCHOBHbIX QYHKLMI

Paspgen ¢ akcnepuMMeHTanbHbIMU GYHKUMAMM AOCTYNEH No agpecy: https://ID HOST/experimental.

# CTaTyc: OKCnepuMeHTasbHble GYHKLUUM MOTYT 6bIiTb yaaNeHbl, U3MEHEHbI UK NepeBeaeHbI
B OCHOBHOW ®YHKLMOHaN 6e3 NpeABapUTenbHOro yBeaOMIEHMS.

Kakune GpyHKUMN OOCTYMNHbI

1. Busutka nosnb3oBaTtensd

o LindppoBon aHanor BUSUTHON KapTOUKU C KOHTaAKTHbIMU JaHHbIMU
o Mopaepxka ¢popmaTta vCard gna akcnopTa
o BO3MOXHOCTb AennTbCA No cChiike nnn yepes QR-kop

MogpobHee O BU3UTKE =
2. KaTanor npuno)xeHun

o LleHTpann3oBaHHan nnowaaka ansa npunoxeHunm cumctemol KpuntoAPM IDM
o COOepXUT YAOBHYIO CUCTEMY KaTeropum
o BO3MOXHOCTb A06aB/ATb NPUNOXEHUS B N36paHHble

MogpobHee o KaTanore -
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aee AnekcaHgpa TumodeeBa

b
/

BbicTpbIn cTapT

6[.?

Launch...

U

Pa3paboTka

 G) L <>

Grafana GitLab CodeSy...
O6LeHune
Connect Faceflow

CMOTpUTE TakXe

e HacTpoiika naponbHON NOSIMTUKK U NMPOGUIA NOSb30BaTENs — PYKOBOACTBO MO HACTPOMKE
npodunen nonb3oBaTenen.

o CNoco6bl BXOMA M HACTPOKa BUIKETA BXOa — PYKOBO/CTBO MO NOAKMOYEHUIO U HACTPONKe
BHELLHWUX CEPBMCOB ayTEHTUDUKALIUN.

o VYripasneHue npunoxeHMsMm — PyYKOBOACTBO MO CO3AaHWI0, HacTpomnke 1 ynpasneHuto OAuth 2.0
1 OpenlD Connect (OIDC) npunoxeHuamu.
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OTKprTb CTaTbio Ha canTe

0630p KpnntoAPM ID — SSO cuctema
eANHOro Bxoaa

KpuntoAPM ID — 370 Single Sign-On (SSO) cucTtema ans LeHTpannm3oBaHHOM ayTEHTUPUKALMM
nonb3oBaTeneun u ynpaBneHus JOCTYNOM K KOPNopaTUBHbLIM MPUNOXEHUSIM.

Cuctema obecneynBaeT 6e30MacHyro LeHTpann3oBaHHyo ayTeHTMdMKaUuo ¢ nogaepxkon SSO,
OAuth 2.0, OpenID Connect 1 gByx$pakTOpHY NMPOBEPKY JIMYHOCTMU.

Ona kaknx 3agad nogxognt KpuntoAPM ID

KpuntoAPM ID — cuctema ans opraHusaumm LeHTpannM3oBaHHOMo BXo4a nosfib3oBaTenen Ha
KOprnopaTMBHbIE MHPOPMALMOHHBIE PECYPCHI C UCMOSIb30BAaHNEM e[MHOM YYETHOM 3aMucHu.

KpuntoAPM ID OpreHTMpOBaH Ha KOMMaHUN, KOTOPbIM TpebyeTcs:

» EpMHOe OKHO BXxofga A/151 BHYTPEHHUX U BHELLHUX CePBUCOB

* LleHTpanuM3oBaHHOEe ynpaBiieHue foCTYNoM A/ pa3HbiX KaTeropui nosib3oBaTenemn
(coTpygHUKK, NOLPSAAYMKN, KITUEHTI)

« MoBbIWeHHas 6e30MacHOCTb C NOAAEPKKON MHOroGaKTOpHOM ayTeHTUdunKaumm

o CTpOrum KOHTPOJIb U ayauUT OENCTBUI NOSIb30BaTENEN

» besonacHas MHTerpauusa MHOXeCTBa NPUNOXEHUNA C Pa3HbIMU CUCTEMaMKN ayTEHTUOMKALMM

OCHOBHble BO3MOXXHOCTU KpuntoAPM ID

1. AyTeHTndumnKauusa n Bxoa

Cuctema obecneymBaeT LLeHTPaNM30BaHHYO ayTEHTUPUKALMIO U MOALEPXKKY HECKONbKNX
NPOTOKOJIOB U METOAOB ayTEHTUDUKALINN.

Mopnep>xnBaemble MPOTOKOSbI

« OpenlD Connect (OIDC) — ayTeHTUdMKaLMA Nonb3oBaTenen n nepenada MAeHTUGUKALNOHHBIX
OaHHbIX
o OAuth 2.0 — aBTOpPM3aLMA 1 yrpaBieHne 4OCTYNOM K pecypcam

MeToapbl ayTeHTUdMKaLumnm

» basoBble meToAbl: JTIOIVH U NnapoJib, aNIEKTPOHHaA NoYTa,
e BHewHue nposaﬁnepbl M]J,eHTVIq)MKaLIMMI CcouMnanbHble CeTH, AoBepeHHble KopnopaTuBHbIe
CUCcTeMbl U gpyrme cepBucChl,
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» YcuneHHble U 6ecnaposibHble MeTofbl: Kpuntorpapudeckas ayteHTMdmnKaumsa yepes mTLS
(knneHTckue ceptudmkatol) 1 WebAuthn (6uomeTpus, annapaTHble K/HO4YM), a Takxe
oAHopaszoBble naponn TOTP/HOTP.

OByxdakTopHasn ayTeHTUOUKauumsa (2FA / MFA)

KpunTtoAPM ID nopaep>xunBaeT MHOrodpakTopHyto ayTeHTudpukauyuto (MFA), npm KoTopomn gocTyn
npefocTaBnsgeTCA TOMbKO MOCe yCnewHoro NoATBepXAeHUs IMYHOCTU MOosib30BaTeNsi HECKOIbKUMMU
He3aBUCUMbIMK GaKTopaMu (3HaHWe, BnageHne, 6uoMeTpus).

2. YnpaBneHne npunoXxXeHMamMmu n nosib3oBaTtenaMum

» Co3paHue 1 HaCTPOMUKa NPUIOXKEHUN: BEG-NPUIIOXKEHUS, HATUBHbBIE NMPUIOXEHMUS

» KacTomusaumsa BupykeTa: HaCTpoMKa BHELLHErO BUAYKETA ayTEHTUdMKaLUN NOA, OPeHS,
KoOMnaHum

» YnpaBneHue nonb3oBaTeNsiMU: perucTpaums, npurnaleHmus, peaaktmposaHme, 6J10KMPOBKa,
CMeHa naponen

3. OpraHunsaumu

Opral-msau,uﬂ — aAMUHUCTpPaTUBHasA egunHuLa, 0ObeanHAoLWas ﬂOﬂb3OBaTeﬂel;'1, npuUNoXXeHna n
NOJINTUKK OOCTYynNa. OpFaHVI3aL|,VIVI NO3BOJIAKOT pa3fenaTb AaHHbIE, HaCTpOVIKVI 1M OOCTYNbl MeXay
pa3HbiMX KOMaHOgaMu, nogpasaeneHnaMmmn nnnm KnMeHTaMm BHyTpu O,D,HOPI CUCTEMBI.

4. be3zonacHocCcTb 1 ayauT

e PasrpaHuyeHue npas gocrtyna
e Moppo6Hoe XXypHanupoBaHue BCEX COOLITUI N OeNCTBUI

S. MUHU-BUOXeT

Nérkum JavaScript-KkOMMNOHEHT, KOTOPbIM 06ecrneymBaeT B6bICTPbIN 4OCTYN K QYHKUUAM
ayTeHTudMKaumm n nHbopmMaummn o nonb3osatene. JIerko MHTerpupyeTcs B Ntobble BeG-CanTbl 1
MHTepdencol. No3ponseT NepexoanTb K Npoduno Nonb3oBaTesns, NaHensm ynpasneHus,
NPUNOXEHNAM U ApYrumM ¢yHKUMAM cuctemMbl KpuntoAPM ID.

YpoBHUM fJocTyna

B KpunTtoAPM ID vcnonb3yeTcs poneBas Mofesb AOCTyNa, pa3fesneHHast no ypoBHAM: CUCTEMa,
OopraHusaums n npunoxeHue. Kax bl ypoBeHb onpeaensieT cBou npasa 1 061acTb ENCTBUSA
nosib3oBaTerns.

Ponb MNMonHomouums [na koro npepgHasHavyeHa
AQMUHUCTpPATOP CUCTEMBI MonHbIM [OCTYN KO BCEM Cynepnonb3oBaTenu n
NPUIIOXKEHUAM, NOJIb30BaTENAM U agMVHUCTPaTOpPbI NNaTGopPMbl

rnoGanbHbIM HaCTpOﬁ Kam
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Ponb

YnpaeneHewy,

AQMUHUCTPaATOP NPUNOXKEHUS

YyacTHuUK

[MonHomMouua

YnpasneHue npunoxXeHnsamm u
crnoco6amu BXoAa CBOeN
opraHusaumu/noapasaeneHus

YnpaBneHne KOHKPETHbIMU
NPUNOXEeHUAMU N nx
nonb3oBaTenigaMm

YnpaBneHve cBoOUM npodunem u
paspeLleHnaMn Ha AOCTyN K

Penuns v1.0

[nsa koro npegHasHayeHa
Bnagenbupl opraHnsauun/

nogpasaeneHumn

Pa3paboTumku, agMUHUCTPATOpPbI
NPUNIOXKEHUN

OO6blYHbIE NONb30BaTENN,
COTPYOHUKM

JMYHbIM OAaHHbIM

Momumo pone|71, B CUCTEME CYLLUEeCTBYHOT TUMbI I'IOJ'Ib3OBaTEJ'IeIZ, KOTOpble onpepenaroT crnocob6 nx
ayTeHTVI(bVIKaLI,VIVI N NMponcxoXxaeHne, a He ypoBeHb A0CTYyMNa:

* YYacTHUK — Nonb3oBaTeslb, CO3[aHHbIN/3aperucTpMpoBaHHbIi B CUCTEME.

» BHyTpeHHUI (KopnopaTUBHbINA) NoNb30BaTesNlb — MOMb30BaTe b, CUHXPOHU3NPYEMbIA Yepes
IDM-cuctemy.

o [loBepeHHbIN Nonb3oBaTeNb — M0JIb30BaTENb, CO3[aHHbIN Yepes [OBEPEHHbIN NpoBanaep.

Mopynu cuctemsol KpuntoAPM ID

B KpunTtoAPM ID focTyn K GyHKLMAM U HACTpoOMKaM CUCTEMbl pa3fenéH rno ypoBHsM gocTyna. [Ans
KaXgoro ypoBHs NpefycMOTpeHa OTAeNbHas NaHenb yrnpasreHus.

1. Mpoounb

Mpodunb npegHasHayeH gns yrnpasneHus NepcoHasnbHbIMU AaHHbIMU NONb30BaTeNs U HaCTPOoMKaMm
pfocTyna. BknoyaeT GyHKUMU pefakTUPoBaHUS IMYHON MHOOPMALIMK, HACTPOWKM NPUBATHOCTH,
ynpaBneHus paspeLleHUaMmM NPUNOoXKEHUIN 1 NPOCMOTPA XYypHana akTUBHOCTU. Takxe Moay/b
npepoCcTaBnAeT AOCTYN K KaTanory nyGanyHbIX NPUNoXeHWUN.

2. MaHenb agMUHUCTpPaTopa

MaHenb agpMUHUCTpPaTOpPa NpegHa3HavyeHa ons LeHTpann3oBaHHOMO ynpaBieHUs CUCTEMOM
KpuntoAPM ID. BkntoyaeT QYyHKLMN HACTPONKM FNobBaibHbIX NapaMeTpoB CUCTEMbI, CNOCO60B
ayTeHTUdMKaLMM U BHELLIHEro Buga cTpaHuubl Bxoga. B naHenM MOXHO yrnpasnaTb NPUNOXEHUSIMA U
YyYeTHbIMW 3anNUCcsiMK Nofib3oBaTeNen, a Takxke OTCNeXMnBaTb UX aKTUBHOCTb Yepes efuHbIA XypHan
COObITUN.

3. MaHenb opraHnsauum

MaHenb opraHusayum ob6ecrneymBaeT ynpasneHne nNpuioXeHnamm, cnocobamm ayTeHTMGUKaLumm m
nonuTUKamMu AOCTyMa B paMKax opraHusaunn. BknroyaeT HaCTPOMKY NapaMeTpoB opraHmM3aumm,
KOHdUrypaumo cnocob60oB BXoAa, yrpaBreHue NpunoXeHnsaMmn opraHmsaumm 1 MOHUTOPUHT
aKTUBHOCTM Nonb3oBaTenen.
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4. MNaHenb npunoxeHuna

MaHenb npunoXxexud npegHasHayvyeHa oJid agMUHUCTPUPOBaHNA OTAEJIbHbIX I'IpVIJ'IO)KeHVIPI.
COﬂ,ep)KMT (DyHKLl,IAM ynpaBlieHna HaCTpOﬂKaMM npunoXxxexHnd, y4aCtHMkamm n goCctynom
nonb3oBaTesnien K NMPUNOXEHUIO.

[ocTyn K naHensm ynpaefeHus

[ocTyn K naHenam ocyLlecTBAdeTCa Yepe3 MUHU-BUAXKET. B 3aBUCUMOCTM OT pONIM Nosb30BaTeNs B

cncremMme B MUHU-BUOXKETE MOTYT OTO6pa)KaTbC9I KHOMKW nepexopna:

e B NaHesnb agMUHUCTPATOpPa;
e B MaHeslb OpraHMsaumu;

e B NMaHesb MPUIOXEHUS;

e B Npoduib nonb3oBaTens.

KoHuenuua n npuHuunel paéotbl KpuntoAPM ID

O6Lwasa cxema B3anMogencTBus

MHdopmMauuoHHas cuctema

~
2
Moaynb C -

(7)
aBTOpU3aLUN N

Basa nonb3oBarenen
nc

A A
(=)
%

Actor

_—_ - = = —_— e e e e e e e e e e e e e e e e e

©

BumxeT Bxoga <

basa nonb3oBartenen

MocnepgoBaTenbHOCTb B3aUMO4ENCTBUA:

1. 3anpoc gocTyna — nonb3oBaTtesb o6pallaeTcs K uHpopmaLmoHHon cucteme (AC).
2. Mpoeepka B b1 UC — cuctema npoBepseT Hannyume nonb3osaTens.

3. MNepeHanpaBneHue Ha BUJYKeT — rnonb3oBaTtenb HanpasnseTcsa B KpuntoAPM ID.
4. AyTeHTUPUKaLUA — MNoNb3oBaTe b MPOXOAUT Npoueaypy Bxoaa.

5. Mpoeepka B b1 KpuntoAPM ID — Bannpauus y4eTHbIX AaHHbIX.

6. NMpepocTtaBneHue npopuna — Bo3BpaT JaHHbIX NOMNb30OBATENS.
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7. ConocTtaBneHue B UC — nouck nonb3osaTtens no gaHHoiM 13 KpuntoAPM ID.
8. MpoBepka npaB — aBTOpPM3aLMSA B LIeSIEBOM CUCTEME.

9. MpepocTaBneHue AocTyna — YCMELUHbIN BXOA, B CUCTEMY.

 Tpe6oBaHusa ansa HTerpaumu: [na nogxkntoyeHns MHGOPMaLMOHHOM CUCTEMBI K

KpunTtoAPM ID Heo6x0aNMMO Hanndmne 6a3bl faHHbIX MOoSib30BaTeNen U MOAYA aBTOpM3aLniy,
nogaepxwmsatowero OpenlD Connect nnn OAuth 2.0.

Cxema aBTtopusaumm rno OpenID Connect

nc
Monb3gsatent
.

SSO

Havano asTopusaumn

H H

; T :
h > H
E CospaHve code verifier H
i 1 code_challenge !
; < /auth M

3anpoc Ha aBTopu3aUuio
+ code_challenge

Y

linteraction

BumpxeT aBTopusaLmu

Fomm-d

JoruH/napone, cornacue Ha Bblaavy
nepcoHarbHbIX AaHHbIX
'
'
'
'

/redirect uri

Y

WpenTudukaums
nonb3oearens

A

Authorization code

/token

boom- 1

Authorization code + code verifier

Y

MNpoBepka code_verifier
U code_challenge
<
<
E AyTeHTUdMKaLmS id token + access token
none3osarena (I'IOV[CK
no AaHHbIM SSO)

'
'
'
MpepocTaBneHue goctyna

| &
<«

i
i
“lonb3oBarenb

KnioueBble aTanbl OIDC:

1. Nonb3oBaTenb o6pawaetcs K NC.

2. IC (knneHT) reHepupyeT code verifier n code challenge.
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. IC nepeHanpapnsieT nonb3oBaTtens Ha /authorize KpuntoAPM ID.

. Monb3oBaTenb NepeHanpasnaeTcs Ha BuaXxet astopusaumm KpuntoAPM ID.

. Monb3oBaTenb BBOAMT NOrMH/Maposib 1 NpefocTaBnsieT cornacue Ha nepegady AaHHbIX.

. BeinonHgaetcs nposepka nonb3osatens B 61 KpuntoAPM ID.

. MepeHanpaBneHne nonb3oBaTenst 06paTtHo B NC (knneHT) ¢ Authorization code.

. NC otnpasnseT 3anpoc Ha /token B KpuntoAPM ID.

. MpoBepka code challenge and code verifier B KpuntoAPM ID.

10. MpepocTtaBneHune B IC id token, cogepxkawero npodunb nonb3oatens KpuntoAPM ID, v
access token (onuMoHanbHO refresh token).

11. AyteHTndukaumsa nonososatens NC.

12. Monb3oBaTenb nonyyaet goctyn K NC.

© 0N O O b~ W
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Cxema aBTopusaunm no OAuth 2.0

Monbagsatens
.

'
Havano aBTopusauun H
'

/auth =

3anpoc Ha aBTopu3aLmio

/interaction

A

BumxeT asTopusaumm s

Y

TNorvH/naponb, cornacve Ha Bblaady NepcoHanbHbIX AaHHbIX

WpeHTudrkaums
Iredirect uri nonb3osarens

A

Authorization code

/token o

Y

Authorization code + application credentials

MpoBepka Authorization
code + application

credentials

F---
N

A

id token + access token/refresh token L

- Mpodunb nonb3osatens

A

AyTeHTUmKaums Profile (JaHHble nonbaosatens SSO) LA
' nonb3oBartens (nouck
! no AaHHeiM SSO)
1

Y

MpenocTaeneHue goctyna

A

Tlonb3oBatenb

Oco6eHHocTU OAuUth 2.0 noToka:

. Monb3oBaTenb ob6paiaetca Kk UC.

. NC nepeHanpaBnseT nonb3oBaTtens Ha /authorize KpuntoAPM ID.

. NMonb3oBaTenb NepeHanpasnseTcd Ha Bugyet asTopmnsaumm KpuntoAPM ID.

. MNonb3oBaTens BBOAUT NOrMH/Naposb U NpeaoCcTaBnsieT cornacme Ha nepegavy gaHHbIX.

. BeinonHsaetcs nposepka nonob3osatens B b KpuntoAPM ID.

. KpuntoAPM ID nepeHanpasndaeTt nonb3oBatens o6paTtHo B VIC ¢ Authorization code Ha
Redirect URI.

. NC otnpasnseT 3anpoc Ha token No Authorization code.

8. KpuntoAPM ID Banugupyert 3anpoc.

o O~ WON PR

N
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9. KpuntoAPM ID BO3BpalaeT TokeHbl id token M access token (onuuoHanbHO refresh token).
10. IC 3anpawmnBaeT npodunb nosb3oBaTens.
11. KpuntoAPM ID npegoctaBnseT npodusnb Nonb3oBaTens.
12. C BanuaupyeT OTBETbI M YCTaHaBIMBAET JIOKasIbHYIO CECCUIO NoJib3oBaTenNs.
13. Monb3oBaTenb nonyyaet goctyn K UC.

Cxema Single sign-on (SSO)

nc1

uc 2 f

——>»  3anpoc ayTeHTUdUKaLmm nonb3osarens

SSO

-~

——>» [pepocTaBneHve Npoduns nonb3oBatens

—>»  AyTeHTudukaums

TUNUYHBIA CLEeHapuit:

1. 3anpoc goctyna K NC1.

2. AyteHTnomkaumsa nonb3osatens 8 KpuntoAPM ID.

3. MNMpepocTaBneHune npodouna nonb3osatensa KpuntoAPM ID B8 NC1.

4. 3anpoc goctyna K NC2.

5. MpepocTaBneHne npodunsa nonososatensd KpuntoAPM ID B IC2 6e3 NnoBTOpPHOM Npouenypb!
ayTeHTMdMKaumm nonb3oBaTens.

#7’ ToToBbI HauaTb? MNepexoanTe K PYKOBOACTBY M0 YCTAHOBKE CUCTEMbI.

CMOTpUTE TakXe

e YcTaHoBka cuctembl KpuntoAPM ID — pyKOBOLCTBO MO YCTAaHOBKE CUCTEMBbI.

e [lepemeHHble okpy>keHus KpuntoAPM ID — pykoBOACTBO MO NOAroTOBKE KOHPUrypauum nepes
3arnycKom.

e HacTpowka cuctembl — PyKOBOACTBO MO HacTponke nHtepdenca n 4ocTyna nonb3oBaTenen B
CUCTEMY.
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OTKprTb CTaTbio Ha canTe

YnpasneHue opranmnsaumnen B KpuntoAPM
IDM

B KpunTtoAPM IDM opraHusauumn ciy>aTt OCHOBHOW CTPYKTYPHOW eguHULEN ANs ynpaBneHus
LOCTYNOM K NMPUNOXEHUSAM, pa3fefieHns COTPYAHUKOB Mo noApasfefnieHnam 1 BeeHus ayanta
aKTUBHOCTM Nnonb3oBaTenen. B aToMm pykoBoACTBE Mbl PaCCMOTPUM, Kak CO3[4aBaTb OpraHn3aunm u
HacTpauBaTb CNOCOBLI BXOAaA.

CopepixaHue:

e OCHOBHbI€ MOHATUS 06 OpraHn3aumnsax
o [locTyn K NaHenu opraHunsawmm

» HacTpowka opraHusaumm

* YnpaBneHue nonb3oBaTensiMmu

» YOaneHue opraHusaumm

e CMOTpUTE Takxe

OCHOBHble NOHATUA 06 OpraHn3aLmax

Opranuzauunsa B KpuntoAPM IDM — 370 CTpyKTypHada eguMHuua, Kotopas no3BoSgeT:

e PasrpaHuumMBaTb JOCTYN K NPUIOXEHUAM MeXIy NoapasfaeneHUusaMU Uim npoekTamMmu,
« HacTpauBaTb KoprnopaTUBHble Coco6bl BXoAa,

o BeCTH LleHTpann3oBaHHbIM aypUT aKTUBHOCTY NoJsib3oBaTeNen,

 YNpaBnaTb NPUIOXEHUAMU B paMKax OHON KOMMaHuK,

« HacTpauBaTb 6peHOUHr (NOroTun, HasBaHue) ON1a BUAKETOB BXoa.

¥ OpransauMM noeanbHO NOAXoOAT Ond KOMI'IaHVIIZ, KOTOPbIM HY>XXHO YNpaBJiIATb
HECKOJIbKUMW NMPUNTOXKEHNAMU U TpynrnaMn nonb3oBaTtenen c eﬂ,MHOVI TOYKWN KOHTPOJIA.

JlocTyn K naHenun opraHu3aumm

MaHenb OopraHn3aunn npegHasHavyeHa oja4d ynpassieHnsa HaCTpOVIKaMM, MPUNOXeHNAMU n
nosb3oBaTesiIaMun opraHn3auunn.

B naHenu OopraHn3auunn OoCTynHbl cnepgyrowmne pasgesbl:

° HaCTpOﬁKM — MapamMeTpbl OpraHnsaunn, crnocobbl BXoga, KactoMusauus BugXKeTa aBTOpPU3aunun.
. annO)KeHVIFI — ynpaBJieHne npuioXXeHnaMmm opraHm3auunu.
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 [Nonb3oBaTenu — ynpaBsieHne nonb3oBaTedaMn opraHn3auunn.
. )KypHan — UCTOPUA aKTUBHOCTU nonb3oBaTtenen opraHunsauunun.

Kak nonacTtb B naHenb opraHusaunn KpuntoAPM IDM

I\ [na gocTyna B NaHesb opraHn3aumm Heo6xoaumMbl NosTHOMouYKs YnpaeneHey,. O6patutech
K agMWHUCTpaToOpy cepBuca g1s Ux NosyyYeHus.

YT0ObI OTKPbITb NaHesb ynpaBieHnda OpFaHM3aHMeﬁ:

1. ABTopusyinTtecb B KpuntoAPM IDM.
2. HaxxmuTe Ha CBOe UMS B NpaBOM BEPXHEM YNy OKHa.

3. B oTKpbIBLLEMCA OKHE MUHU-BUAXKETA HAXMUTE Ha KHonKy ID.

AnekcaHgpa TumodeeBa

@i 1D

2 Mpodunb [» Boixog

Bbl 6y,u,eTe nepeHanpas/eHbl B MNaHe/ b OpraHn3aunun.

HacTpounka opraHmsaumm

[ns opraHnsauumn AOCTYMHbI CNeayoLLme HaCTPOMKMU:

« O6LMe NapameTpbl — Ha3BaHWe, ONUCaHKWe 1 NOroTUMN OpraHM3aLmMmn, KOTopble 0TOGPaXatoTCs B
NHTepdence CUCTEMbI, BUAXKETE BXOAA U MUHU-BUOXKETE.

» Cnoco6bl BXoga — HacTpoWKa AOCTYMNHbIX METOA0B ayTeHTUOUKALMKN ANt NoNb3oBaTenen
opraHusauuu.

» YBeOMJIeHUs1 — HacCTPOWKa OMOBELLEHUNS NONb30BaTeNs O Pa3fIMYHbIX COBLITUAX NPU BXOAE B
CUCTEMY MU NPUNTOXEHWUS.

» [loBepeHHble NpoBanaepbl — MNOAKIHOUYEHNE KOPMOPATUBHbIX NPOBaNAepOB UAEHTUOUKALUN.
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oTun napaMeTpbl NMO3BOJIAKOT afanTUpPoBaTb OpraHN3aunto Nod BHyTpeHHWEe rnpasujia KOMMaHUN,
Tpe6OBaHVIFI 6e30MacHOCTU U CUeHapun ncnoib3oBaHUA.

HacTpoWka Ha3BaHUsA 1 norotuna

HaseaHue n norotun oto6paxarotca B MHTepdence cuctembl KpuntoAPM IDM, a Takxxe B MVHU-
BULXeETE.

YTO6blI HACTPOUTL Ha3BaHWE U JIOTOTUI:

1. MNepengute B naHensb ID - Bknagka HacTponku.
2. PackponTe 610k OCHOBHas UHGopMaLums.
3. Ykaxute HoBoe Ha3BaHue B nosie HassaHue NpunoXxeHus.

4. B pasgerne JloroTun NpunoXeHus Haxxmmnte 3arpysuTtb U BbiGepute Gpann ¢ NoroTmnom.

Lonyctumble dpopmatbl: JPG, GIF, PNG, WEBP; makcumanbHbin pasmep 1 MB.

5. HacTpowTte 06nacTb oTo6pakeHus norotmna.

[ob6aBneHue nsobpaxeHus X

M3o6paxeHune Bynet otobpaxaTbCcsa B CUCKE B KApTOYKe, B OKHE
[AetanbHOro npocmoTpa.

+
3arpy3untb
dopmat — JPG, GIF, PNG, WEBP
MakcumanbHbii pasamep — 1 Mb

6. Haxxmnte CoxXpaHuUTb.

ynpaBneHMe NnoJib3oBaTeNdaMu

Monb3oBaTenu opraHmsauum B KpuntoAPM IDM — Bce yyeTHble 3anncu, CBA3aHHble C
OopraHusauuen, Bkitoyas BHyTPEeHHMX (KoprnopaTuBHbIX) Nofib3oBaTeNnen, LOBepPEeHHbIX
nonb3oBaTesnien U Y4aCTHUKOB, 3apPErMCTPUPOBAHHbIX Yepes Cnocobbl BXo4a OpraHMsaumu.
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Hepes NMaHes/lb OpraHn3aunm MOXXHO ynpaB/iATb MOJ/ib30BaTeIAMU: NPOCMaTpPUBaTb CMUCOK,
Ha3Ha4aTb MNMpaBa AOCTYynNa, 6ﬂOKVIpOBaTb, ynpaB/iaATb I'Iy6J'IVIl-IHOCTbI-O N OTCJ1eXXNBATb aKTUBHOCTb.

), Onepauwmm ¢ Nonb3oBaTENSIMU ONUCaHbI B OTAENBHON MHCTPYKLUMK: YIipaBsieHue
nonb3oBartensamu B KpuntoAPM IDM.

YpaneHue opraHusaumm

YpaneHue opraHusauum B KpuntoAPM IDM BLINONHAETCS TONIbKO Yepes3 agMUHUCTpaTopa cepBuca.

o310 orpaHmnyeHume cBA3aHO C TeM, YTO OpraHn3auuna ABNAeTCA CprKTypHOIZ eANHULIEN CUCTEMBI U
MOXXET BKJTFOYaTb MPUIOXEHUA, I'IOJ'Ib3OBaTeJ'IeVI, crnocobbl BXoga u apyrume 3aBMCUMOCTMN.

Kak npoucxoaut yganeHue

[ns yoaneHus opraHusaumm Heo6X0ANMMO 06paTUTLCA K aAMUHUCTPaTOPY CepBmuca U MHULMMPOBATb
npoueaypy yaaneHus.

Mocne NoATBep)KAeHUs yaaneHus:

e OpraHn3aunda NONMHOCTbIO yaandeTca n3 CUCTeMbl,;
e BCe€ MOJIb30BaTeE/IN, CBA3aHHbIE C OpraHVI3aL|,VIel7I, yAanarTCAa U3 CUCTEMDbI,
e NOCTYN K NPUNOXEHUAM U OAaHHbIM OpraHn3aunn CTaHOBUTCA HEOOCTYNEH.

I\ YoaneHue opraHmsaumnmn aensieTcsa HeoGpaTnumMon onepawmen. BocctaHoBneHne gaHHbIX
nocne yganeHus HEBO3MOXHO.

CMOTpUTE Takxe

e Croco6bl BXo4a 1 HaCTpovKa BUAXKETa BXo4a — PYKOBOACTBO MO Cnoco6amM BXoga U HaCTPOWKe
BMAYKETa BXOAa.

e YripaBneHune NpuioxeHnsMm — PyKOBOACTBO MO CO3[aHUI0, HacTponke u ynpasneHuto OAuth 2.0
n OpenlID Connect (OIDC) npunoxeHusmu.

o JINYHBLIV NPOGUIL 1 yNpaBneHe paspeLleHnsMmn NpunoxXeHnin — pyKoBOACTBO MO yNpaBieHuto
JINYHBIM Npopunem.
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OTKprTb CTaTbio Ha canTe

Kak paboTaeT NnueH3npoBaHue
KpnntoAPM IDM

B aTOM pyKOBOACTBE Mbl paccka)em npo nuueHsuposaHue KpuntoAPM IDM: kakne ¢oyHKLNU
TpeObyoT NMLUEH3UKN, Kakne BO3MOXHOCTU NpefocTaBnseT 6a3oBas NMMUEH3NS U NMNLEH3US Ha
[AOBEPEHHbIN NpoBangep, Kak NpaBuIbHO BbINOMHUTL aKTUBALMIO NULLEH3MM U NPUBSA3aTh ee K
[OBEpeHHOMY NpoBangepy.

CopepixaHue:

¢ Ha kakune pyHKUMM TpebyeTcs NMLUeH3ns
o AKTUBaLMS NULLEH3NMU
o CMOTpUTE Takxe

Ha kakne ¢pyHKUUM TpebyeTca NNLEH3ud

C nomoubto nnueHsun 8 KpuntoAPM IDM perynupyeTtcsa AoCTyN K 4OMOAHUTENbHbIM
BO3MOXHOCTAM, TakKUM Kak: aBTopu3aumsa yepes SSO 1 NOAKMOYEHNE JOBEPEHHbIX MICTOYHMKOB
OaHHbIX.

BapuaHTbl nnueH3unn:
1. basoBast nMUEH3uUs

o Pa3GnokupyeTt aBTopM3aLMIO NOMb30BaTeNEeN Yepes nobble NpoBangepsbl.

o [No3BONSET NOOKNOUYNTL OANH OOBEPEHHBIN NPpoBanaep K UCTOYHUKY OaHHbIX.
o MoXeT 6bITb 6eCCPOYHON NN C OrPaHUYEHHBIM CPOKOM OENCTBUS.

o [1ns1 paboTbl CUCTEMbI HY>XHa TOMIbKO OAHA Takas NIMLEH3NS.

2. lnuyeH3nsa Ha AoBepEeHHbIN NpoBanaep

o [Mo3BoNsEeT NOAKNOYaTh AOMNONHUTENbHbIE AOBEPEHHbIE NPpoBangepbl (Mo 0gHOM NULEH3MM Ha
Kaxxabin).
o MoxeT 6bITb 6eCCPOYHON NN C OFPaHUYEeHHbIM CPOKOM AENCTBUS.

+ Ansa 6bicTpOro cTapra: 4OCTAaTOYHO OAHON 6a30BOM NuUeH3nn. OHa BKIHOYaeT aBToOpU3aLmio
N OAWMH OOBepPEeHHbIM NpoBanaep. OCcTanbHOE MOXHO A0KYyMNaTb N0 Mepe HeoGX0ANMOCTMW.
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JInueHsua ABTOpMU3aLMA
bes nuueH3un )( HepocTynHa
basoBas nuueH3usa [JocTynHa

JlnyeHsus Ha -
[OBEepeHHbIN NpoBangep

MNMopknioyeHue
[oBepPEeHHbIX
npoBangepos

Y HepoctynHo

1 AOBEepPEHHbIN
npoeangep

1 AOBepPEHHbIN
nposangep

Penuns v1.0

Ocob6eHHoCcTH

MOo>HO 3anyckaTb U
HacTpauBaTb CUCTEMY,
co3paBaTb
nonb3oBaTtenemn

BeccpoyHasa nnn ¢
orpaHuyeHnem, ToNbKO
OflHa JIULEH3MS HY>KHa
ANs paboTbl CUCTEMBI

BeccpoyHasa unu
orpaHuMyeHHas no
BpPEMEHM

1. MpumeyaHue: JINLEH3MM AENCTBYHOT TONIbKO AN COOTBETCTBYOLMX F10GaNbHbIX BEPCUN.
Y6eanTech, YTo UMdpa B Hayane Homepa NnLEH3UM CoBMNagaeT C Ballei BepCcuen CUCTEMBI.

AKTMBaLMA NULEH3UN

[1o6aBneHune Kroya

YTOO6bI 406ABUTL JIMLLEH3UOHHbIV KNKOY 4151 6a30BOM JIMLLEH3UN AN ANLEH3UN Ha OOBEPEHHbIN

npoeangep:

1. NMepengute B naHenb ID - Bknagka HacTtpouku.

2. PackpouTe 650K JIMLeH3un n Haxxmnte Jo6aBUTb.

JInyeHsum

[Oo6aBuTb

3. BBegute NULEH3NOHHbBIN KNHOY U HaxkmuTe [Lo6aBUTDb.
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BBecTun 3HayeHue X

. CoBeT: JIMLEH3VNOHHBbIV KoY MOXHO f,06aBUTb B GOpMe pefaKTMpoBaHWs npoBangepa.

[MpnBsA3Ka K/ro4a K Cnocoby Bxoaa
YTO6bl NPUBA3aTb INLIEH3UIO:

1. MNepengute B naHensb ID - Bknagka HacTponku.
2. PackponTe 610K [loBepeHHble npoBangepbl.

3. Haxxmunte Ha kHonky HacTpouTtb.

LloBepeHHble npoBagepbl

y4
N\
ABTOMaTUYeckoe 06bep,v|HeHme nonb3oBaTeneun

Mpeo6pasoBaHWe caMo3aperucTpupoBaHHbIX NONb30BaTesNei B JOBepeHHble Nosib30BaTeNn Npy cCoBnageHum email. ()
Pa6oTaeT TonbKO Npu yHMKanbHOM email

HacTtpoutb

4. OTKpOETCS OKHO CO CMIMCKOM MpoBaiaepos.

5. HaxkmuTte KHOMKY HacTpouTb Ha NaHenn ¢ NpoBanaepoM, K KOTOPOMY HEOBXOAMMO MpUBA3aThb
NULEH3UIO.
6. OTKkpoeTca dpopmMa peaakTupoBaHus.

7. B HacTpowke JInyeHsus BbiGeEpUTE K/HOY M3 BbiMagatoLero cnucka.
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NnueHsunsa Jobasutb

HET NNUEH3UN N

HeT NNUEH3nn

TN3MX-XXXXX-MFVFK

MAPEL LEPDEPAa LUAT (IUap_uil)

& CoBeT: ECcnn B crincke HeT NNUEH3UK, CHavana 3arpys3unte ee 4epes3 KHOMKY Jo6aBuTtb.

¥ Oco6ble ycnoBusa: Ecnu agpeca nogknoveHus ﬂpOBaﬁﬂ,epOB coBnaaakoT, AonycKaeTcd
NPUBA3Ka HECKOJIbKUX TaKnNX I'IpOBaIZ,EI,epOB K O4HOW NULIEH3UM.

8. Haxxmnte CoxpaHuUTb B popMe pefakTupoBaHus.

JlvueHsna NnpuBA3bIBA€TCA K cnoco6y BXopAa.

o Ecnu cpoK [enCTBUS NIULEH3NN UCTEYET NN KNKOY ByaeT yaanéH, CBA3aHHbI Cnoco6 Bxoda
OyneT aBTOMaTUYECKM OTKIIFOYEH, M NOMb30BaTENN HE CMOrYT aBTOPM30BaTbCA YEPEe3 Hero.

v,u,aneHme KJ1io4Ya N3 CUNCTEMDbI
YTOo6bl yoannTb KIKOY U3 CUCTEMDI:

1. Mepengute B naHenb ID - Bknagka HacTponku.
2. PackpouTe 610k JIMueH3uu.

3 —-—
: O .
HaxxmMuTe Ha KHOMKy Yaanutb Ha MaHenu C NMMUEH3NOHHbBIM KNHYOM, KOTOpbI TpebyeTcs

yaanntb U3 CUCTEMbDI.

IBIMC-XXXXX-CAKMA

[ocTtynHa ID ;

Cpok fienicteus: 04.06.2026

a

dyHkunoHan cepsuca ID pa3bnokuposaH

4. MNopTBepauTe AencTemne B MOAalbHOM OKHe.
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YnanuTb NULEH3NIO X

[MpoBangepsl, K KOTopbIM NpuBa3daHa nuueHsns IB1TMC-XXXXX-
CAKMA, nepectaHyT paboTtaTb

OTmeHa Ypanutb

CMOTpUTe TakXxe

e Cnocobbl BXOAa 1 HacTponKa BuaeTa Bxofa — PYKOBOACTBO MO CMNOCO6aM BXOAa U HacTpoKKe
BUO)KETa BXxoga.

e YNpaBneHune npuioXXeHnsMm — PyKoBOLCTBO MO CO30aHUI0, HAacTponke u ynpasnenuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHUamu.
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OTKprTb CTaTbio Ha canTe

Kak HacTpouTb Nnpodunb Nosb3oBaTend
KpnntoAPM IDM

B aTOM pyKOBOACTBE Mbl pacCKaXeM, Kak HaCcTpouUTb Npodusb NONb3oBaTENSA U NAPOSIbHYIO
nonutuky B KpuntoAPM IDM. Bbl HayunTechb ynpaBnsaTb nonamMu npoouns, Banvaaumen nonen un
HacTpauBaTb NOATBEPXAEHUE afpeca 3NEeKTPOHHON NoYTbl 1 TenedoHa.

CopepxxaHue:

e [laponbHaga nonnTuka

¢ OCcHoBHbIe nonsi Npopuns

¢ [lononHuTenbHble nons npopunsg

» [MpaBuna Banugauumn nonen npoduns 1 napons
e [MoaTBepXxaeHne aNeKTPOHHOMW NOYThI

o [loaTBepXxaeHne Homepa TenepoHa

e CMOTpUTE Takxe

» Hactponku cuctembl pasmelleHbl B naHenu ID. [Ana gocTtyna K naHenu Heo6xoauma porb
ApMuUHUCTpaTop cepBuca.
Kak oTKpbITb NaHens ID -

[TaponbHaa nonnuTUKa

MaponbHasa nonutuka B KpuntoAPM IDM — 370 Ha6op npasusi, onpegensarowmx TpeboBaHus K
CJIOXXHOCTM M 6€30MacHOCTKN Naponen nonb3osatenen. OHa NOMoraeT 3alMTUTb YYeTHble 3anucu oT
B3/10Ma U HECAHKLUWNOHNPOBAHHOIro JOCTYyna.

YcTaHOBJ/IEHHbIE NpaBuia NPUMeEHATCA:

e MNP CO30aHNN Maposid B BUAXKETE pernctpaunn,
e MNP BOCCTaHOBNEHNN NMapoia B BUOXKETE BXOOa,
* NP CMeHEe Nnapona B npocbw'le nosib3oBaTtenid.

Kak HacTpouTb npaBuna I'IapOJ'IbHOl7I NONTUTUKN
1. MNepengute B naHenb ID - Bknagka HacTponku.

2. Packponte 610k HacTpoika npoduns nonb3oBatens U HaxXxmuTe Ha Maponb.
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HacTpoiika npodunsa nonb3oBarens

HacTtpovite napameTpbl nonen npocgpuns n fobasbTe MAEHTUDMKATOPLI, KOTOPbIe AOMKHbI ObiTh y NoMb3oBaTens B npodune

I'Iapoanaﬂ nonnTuka

Maponb >
password @ / * Igl
OcHoBHas MHopmaums
YHUKanbHbIi naeHTudukaTop
o 0 * &
3. B nosiBMBLIEMCS OKHE Ha)XMuUTe HacTpouTb.

My6nnyHocTb

YpoBeHb ny6rnvyHOCTU Nons A51S HOBbIX Morib3oBaTtenen

lMpasuna sanugaunu > HacTtpoutb
M
)

OnunHa ot 1 go 71 cumBona

4. OTKpoeTCFI OKHO CO CIMMUCKOM OOCTYMNHbIX NpaBu1 MPOBEPKMU.

¢ Mpo cosfaHve 1 HaCTPOWKY NPaBwA BanMgaLMu nonen Npopuns YnTanTe B MHCTPYKLMUM

I'IpaBMna Banupaumm nonemn I'IpOd)VIJ'Iﬂ nosib3oBaTesid.

5. OTMeTbTe pniaxxkamu npasua, KOTopble HYXXHO NPUMEHUTb K NMaporsto.
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HacTtpownka npaBun Banugauuu ans 'password’ —

Bb\60pMTC npasuna sanungauunun, KOtTopblie XoTuTe NpUMEeHUTL A4 NONA:

Q AnuHa ot 1 go 71 cumsona HacTpouTb

() 3anpeT: @ HacTtpouTb

6. 3aKpomnTe OKHO CO CAMCKOM NpaBu.
7. Haxxmute CoxpaHuUTb B popMe pefaKTUpoBaHUA Nons.

N3meHeHuns NMPUMEHAKTCA aBTOMAaTUYECKMU.

al

al

Penuns v1.0

Tenepb BbiGpaHHble BaMK Npasuia 6yayT UCMONb30BaTbCA AN NPOBEPKMU CIIOXHOCTU Napons

nosib3oBaTeniqa.

I\ MpumeyaHue: HoBble NpaBuia NPUMEHAOTCH TOIbKO K CO34aBaeMbIM U U3MEHAEMbIM

naponam. CyLLecTBYHOLIME NAaposiM OCTaloTCA 6€3 U3MEHEHUIA.

PekomMeHaaLmm no 6e30MacHoOCTH

YT1006bI 06ecneynTb Ha,D,é)KHyI-O 3aNTY YYEeTHbIX 3anMcel71, pekoMeHayeTca BKNHYNUTb criegyrouimne

napaMeTpbl:

PekomeHpgauumsa Mpumep npaBuna

MuHuManbHas gnnHa naponst — He MeHee 8 CUMBOJIOB  MuHMManbHas AfMHa = 8
Vicnonb3oBaHue 6YKB pPa3HOro perucrpa
O6sa3aTenbHOe Hannune umodp ConepxuTt XxoTs 6bl OOHY UKUdPY

O6s3aTenbHOe HanMume cneucnumMmBonoB

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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OCHOBHble nong npoduna nonb3oBaTens

OcHOBHble nons npodunsa — 3To 06513aTesNbHble CUCTEMHbIE aTPUBYThl, KOTOPble CO3[atoTCA
aBTOMaTUYECKM A5t KaXKAOro nonb3oBaTens npu ero peructpaumm. OHM ¢opmupyroT 6a30oBYyHO
CTPYKTYPY Npodunsa n o6ecrnedynBaoT KOPPEKTHYHO PaBoTy MEXaHU3MOB ayTEHTUPUKaLMK,
NOEHTUOUKALMN U CBSI3N MEXAY CUCTEMaMMU.

CnMCOK OCHOBHbIX nonen

& Cnncok ocHOBHbIX Nonen GukcupoaH. [Jo6aBneHne, nepeumMeHoBaHNe UK yaaneHme aTux
nonen HegoOCTYMHO.

Mone NpeHTndpukaTtop
MpoeHTudunkaTtop sub

NoruH login
OneKTpoHHasa noyra email

Vimsa given name
damunusa family name
TenedoH phone number
[aTta poxageHus birthdate
My6nuyHoe nms nickname

®oTo picture
Cornacue Ha 06paBoTKy AaHHbIX data processing agreement

O603HauYeHNss HacTpoeK

B vHTepoderce gns Kaxgoro nons [OCTyNeH GbICTPbIA NPOCMOTP HAaCTPOEK Mons B BUAE
NOEHTUOUKATOPOB:

MkoHka MapameTp

[Mone pocTynHo nonb3oBaTtento Ans pefakTmpoBaHug
Mone o6s3aTenbHO AN 3anofIHEHNS

3HaueHune nNons JOIKHO 6bITb YHUKaNbHbIM
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MKoHka MapameTp
@ YpoBeHb MyGAMYHOCTH Mons
=] Mone MOXHO MCMOMb30BaTh Kak NOrMH NpW BXOae

OcHoBHast uHpopmauus

YHUKanbHbIN naeHTudukaTop

O * &

TNorux

— = )

OnekTpoHHas nouta

ema /‘ * @

Kak HacTpouTb OCHOBHOE rnone

1. Mepengute B NaHenb ID - Bknagka HacTponkm.
2. PackponTe 610k HacTpomka npodpuns nonbsoBaTtens.

3. Hakmnte Ha naHenb ¢ nosem, KoTopoe He06X0OMMO HAaCTPOUTb.

OcHoBHas uHhopmauus

YHUKanbHbIn naeHTudgukaTop

* &
Jlorux Y
dm I I
3neKTpoHHas nouta /7 * @1

4. B oTKpbIBLWeNcSa popmMe yKaxuTe:

o NapameTpsl,
o NpaBwua BanuaaLuu.

5. CoxpaHuTe n3MeHeHus B GopMe pefakTUpoBaHuUS.
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I'Iapameprl OCHOBHOIO MNnonA

HasBaHue
HasBaHue

OnucaHue nonsa

Ucnonb3oBaTb B KauecTBe JIOrMHa

AKTUBHOCTb

PepakTupyemocTb

0O6si3aTeNnbHOCTb

YHUKanbHoCTb

My6nuyHocTb

HacTpoiiku nogTBep)XXaeHUs 9N1eKTPOHHOMN NoYTbI

HacTpoliku noaTBepXXpaeHus Homepa TenedoHa

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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OnucaHue
HasBaHue nons. HepocTynHoO ans peaakTupoBaHus.

HasaHue nons B uHTeppence. HegocTynHo gns
pefakTnupoBaHus.

[Mo3BonseT aBTopM30BaTbCs C UCMOSIb30BaHMEM
AaHHoro nons. JocTynHo OJfisi HACTPOMKK B NONAX
JloruH, AnekTpoHHas nouta 1 Homep TenedoHa

OnpepensieT o6s13aTefNlbHOE Hanuyue nons B npodune
nonb3oBaTens. HemameHsieMbli napameTp.

PaspeluaeT nonb3oBaTento N3MEHATb 3Ha4YeHUe Nons B
CBOEM npoodune.

Tpe6yeT 3anofHeHUs Nons Npu PerucTpaumm um
BXxofe. bes Hero ayTeHTUdMKaLMA HEBO3MOXHA.

MpoBepsieT, YTOBbl 3HaYeHUe Mo He NMOBTOPANOCH
cpeam Bcex npodunei.

OnpepgenseT, KoMy 6yayT AOCTYMHbI AaHHbIE
nofb3oBaTens::

- [lOCTYNHO TONbKO BaM - jaHHble NPUBaTHbI U
[OCTYMHbI TONbKO MOSIb30BaTeNto.

- [locTynHO No 3anpocy - AaHHble Nob3oBaTens
[OCTYMHbI A1 CTOPOHHUX CUCTEM MOCIe ero
cornacws;

- [locTynHO BCeM - fjaHHble NMy6nMYHbl Bcerga ans
CTOPOHHMX CUCTEM, HE TPEBYIOT Cornacus Ha 4OCTyn K
JaHHbIM. [laHHble, KoTopble 6yayT nepefasaTbcs
CTOPOHHEN cucTemMe Mo Xelly 3M1eKTPOHHON NoYThl (Mo
aHanoruu c cepeucom Gravatar).

MpegHasHayeHo 418 HaCTPOMKM NapaMeTpoB s
NOATBEPXAEHMS agpeca 3/IEKTPOHHOMN NoYThI B
npodune nonb3osatens.

%/ NoppobHoe onncaHne HaCTPOEK B MHCTPYKLUN
HaCTpOVIKI/I noaresepXxgeHua aﬂeKTpOHHOI?I MOYThbl.

MpegHasHayeHo 418 HaCTPOWKM NapaMeTpoB AN
noATBepXAeHns HoMepa TefiepoHa B npodune
nosb3oBaTens.

4’ MopApo6GHOe onncaHne HaCTPOEK B MHCTPYKLMM
HacTpolku NoaTeepXaeHna HoMepa TenepoHa.

68


https://gravatar.com/

KpuntoAPM IDM

HasBaHue

Mpaeuna Banupauuu

Penuns v1.0

OnucaHue

Ha6op npasui NpoBepKn KOPPEKTHOCTN BBEAEHHbBIX
[aHHbIX.

4/ MNoppobHoe onnucaHmne B UHCTPYKLMK HacTpoika
npasua BanupaLuu.

HHononHutenbHble Nonsd npoduna nonb3oBartens

[ononHuTtenbHble Nosnsa Npodunsa — 3T0 NoJSb30BaTeNbCKUE aTPUBYThl, KOTOPblE MOXHO CO3[4aBaTb
ONA XpaHeHUs NBbIX crneundruUyecknx AaHHbIX, He BXOAALLMX B CTaHAaPTHbIN Ha6op.

OHn nomoratoT aganTnupoBaTb I'IpOd)M}'Ib noa KOHKpeTHble 3aaauvn:

* XpPaHUTb BHYTPEHHNE VI,D,eHTVI(I)VIKaTOpr, OOJDKHOCTHU, poin, oTaeN bl U T.4.
e CTATyCbl MPOBEPKU AaHHbIX N Apyrue 6M3HeC-anM6yTbl.

O603HayeHnsa HacTpoek

B MHTep¢el71ce Ana KaXXaoro nonda aoctyneH 6bICprIVI NPOCMOTP HACTpoOeK rnosid B Bunae

NOEHTUOUKATOPOB:

NKoHKka

[ononHuTtenbHasa nHopmaums

JlomKHOCTb

post

OpraHusauus

org

000 «Uundpposbie TexHoNnorum» o Trusted.ru

MapameTp

[Mone pocTynHO Nonb3oBaTento ANs pefakTupoBaHus
Mone o6s3aTtencHO gNs 3anoHeHUs

3HayeHuWe Nonsa JOMKHO BbiTb YHUKaNbHbBIM

YpoBeHb My6/IMYHOCTU NMOns

AKTMBHOCTb NOS

LNo6aButb

— > Eo/ 88
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[1o6aBneHne onoSIHNTENbHOro Noss

1. NMepengute B naHenb ID - Bknagka HacTpouku.
2. Packponte 6nok Hactpoika npodpuns nonb3oBaTtens .
3. Haxxmnte kHonky JLo6aBuTb B pa3aesne JononHuUTesbHas MUHpopmauums.

4. B oTKpbIBLWeNCcSa popMe yKaxuTe:

o MapameTpbl,
o MpaBwna BanvMaaumu.

5. Haxkmute CoxpaHuUTb.

Pe,ﬂ,aKTVIpOBaHMe OONOJIHNTEJTIbHOIO MNMoJiA

1. Mepengute B naHenb ID - Bknagka HacTtponku.

2. PackponTe 6nok Hactpoika npopuns nonb3osatens.

3. HaxkmuTe Ha naHenb ¢ ONONHUTENbHBIM MOEM, HACTPOMKN KOTOPOro HEO6XOAMMO U3MEHUTD.
4. B oTKpbIBWeNcsa dopMe oTpedaKTUpynTe napaMeTpbl U NpaBunia BanMaaunu.

5. Haxxmute CoxpaHuUTb.

¥ MameHeHuns BCTynakoT B CUNY Cpa3y U NPUMEHAIOTCA KO BCEM I'IpOd)VIJ'IFIM, roe ncnosb3yeTcH
OaHHOeE ror’e.

YpaneHune oOMNOAHUTENbHOrO NONs

1. NMepengute B naHens ID - Bknagka HacTpourku.
2. Packponte 610k HacTpoika npodunsa nonbsoBatens.

3. o
Haxkmute KHOMKY Ypanutb , HANpPOTuB Nnongd, KOTopoe HY>XHO yaalinTb.
[ononHutenbHasa nHgopmaums Lo6asuThb
[onmkHoCcTb o -
N /7 &| 0
OpraHu3auva / —
/S @ D

r

|\ MpumeuaHue: MNpu yganeHnn nong BCe COXpPaHEHHbIE B HEM [aHHble Nofib3oBaTenen 6yayT
06e3B03BPaTHO YTepPSHbI.
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I'Iapameprl OONOJIHNTEJTIbHOIO MNMoJiA

HasBaHue OnucaHue

OnucaHue nons HasBaHue nonsa B cucteme

AKTUBHOCTb OnpepensieT, oTo6pa)kaeTcs v none B npodune
nonb3oBaTtens

PepakTtupyemocTb PaspeluaeT nonb3oBaTento N3MEHSITb 3Ha4YeHMe Mo
CaMOCTOATENbHO

069a3aTeNbHOCTb TpebyeT 3anonHeHns Nons Npu perncTpaunm UM Bxoae

B cMcTeMy. be3 3anofiHeHHOro nons nosib3oBaTesb He
CMOXET BONTU B CUCTEMY.

YHUKanbHOCTb MpoBepsieT, YTOObI 3HAYEHNE He NMOBTOPANOCH Cpeam
BCEX npopunen

My6nuyHocTb
HacTtpauBaeT, KoMy 6yfeT AOCTYMNHO none:

- [loCTYNHO TONBbKO BaM - JaHHble NPWUBaTHbI 1
[OCTYMHbI TOSIbKO MOMIb30BaTeNHo.

- [locTynHO No 3anpocy - AaHHble Nob3oBaTens
[OOCTYMHbI A1 CTOPOHHUX CUCTEM MOCIe ero
cornacwus;

- LocTynHO BCeM - jaHHble Ny6NUYHbI BCeraa ans
CTOPOHHMX CUCTEM, HE TPEBYIOT Cornacus Ha 4OoCTyn K
JaHHbIM. [laHHble, KoTopble 6yayT nepeaaBaTbCs
CTOPOHHEN CUCTEME MO Xelly SNEKTPOHHOM NoyThl (Nno
aHanorum c cepsucom Gravatar).

AtpuoyTt vCard [Mo3BonseT conocTaBuTb Nosie ¢ aTpubyToOM Npun
akcnopTe npoduna B popmart vCard

3HayeHue No yMonyaHuio YcTaHaBNMBaeT npeasanofiHeHHoe 3HayYeHne npu
cosfgaHuu npoduns

MpaBuna Banupauum
OnpepensatoT NOrnky NPoBepPKN BBEAEHHOIO 3HAYEHUS.

4/ MNoppobHee B MHCTPYKLUMM HacTpolika npasun
Banupaumu.

MNpaBuna Banugauum nonen Npoduna nonb3osaTens 1
napons

I'IpaBMna Banugauum nonem — 370 Ha6op NpPOBEepPOK, MO KOTOPbIM CUCTEMA OLIeHUBaeT
KOPPEKTHOCTb AaHHbIX, BBOAWMDbIX MOJIb30OBaTeJIEM.
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Bbl MOXeTe 3afaTb COOCTBEHHbIE npasuna gn4a:

* Naponsi aKKayHTa,
e OCHOBHbIX Moner Npoduna nonb3osartens,
e [OMONHUTENbHBIX Moner Npoduna nonb3osaTens.

Takue nNpoBepKM NO3BONAKT NOBLICUTb KaYECTBO AaHHbIX, HAaNpUMep, He AoMyCcKaTb HEKOPPEKTHbIe
email-agpeca, Homepa TenedpoHOB UK Naponm 6e3 CneLcUMBONIOB.

3afaHHble NpaBuna Banuaaumm otobpaxatotcs B MHTepdence. Hanpumep, B popme
pefakTMpoBaHusa NpPodua 0KOI0 OCHOBHOMO WY AOMNOMIHUTENBHOrO Nons NosiBASeTCs cneuunansHas
WKOHKa, NPpU HaBeAeHUM Ha KOTOPYHO OTKPbIBAETCSA CNUCOK 3aaHHbIX NpaBus.

PepakTtupoBaTtb npodunb

OcHoBHas uHbopmauus

My6nuyHoe uma

AnekcaHapa TuModeesa

Nmsa

AnekcaHppa %
lMpasuna Banupauuu
damunua He Bonble 32x CMMBONOB

Cos3pgaHune npasusia

1. Mepengute B naHens ID - Bknagka HacTpourku.
2. PackponTe 610k HacTponka npodunsa nonb3oBartens.

3. HaxXmute Ha naHenb € naposem, OCHOBHbIM UK OOMNOJIHUTEJIbHbIM MOoJieEM.

HacTpoliika npocunsa nonb3oBarens A

HacTpoiiTe napameTpbl noneit npocuns n fobasbTe MAEHTUMUKATOPDI, KOTOPbIE AOMKHbI ObITh Y NONb30BaTeNs B Npodune

I'Iapoanaﬂ nonnTuka

Maponb >
& 7 Kk B

password

OcHoBHasi uHgopmauus

YHUKanbHbIi naeHTudukaTop * @l

sub

4. OTKpoeTcs popMa pefakTMpoBaHUS.
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5. Haxxmute Hactpoutb B pa3gene Mpaeuna Banugauum.

My6nnyHocTb
YpoBeHb My6GnMYHOCTH NONs ANsi HOBbIX Nonb3oBaTenei
N
lMpaBuna sanugaunu vy 4 HacTtpoutb
N}
J

[OnuHa ot 1 go 71 cumBona

B oTKpbIBLLEMCA OKHE CO CMUCKOM MpaBu BanMgaumm HaxxMmTe Ha KHOMNKy [Lo6aBUTb

7. OTKpoeTcs popma co3faHus npasuna.

Cosnatb NpaBunio Banuaaumm X

HasBaHue

HassaHue nons B cucteme

TekcT owmnbKn
Beeaourte TekcT

TekcT owmnbkn, ecnu cpabotaeT npasuno Banuaauum

PerynsipHoe BblpaxeHue
BBeaurte TekcT

PerynsipHoe BblpaXeHue, onucbiBaioLlee npasuno sanugaumm B oopmate MN\S+$

AKTUBHOCTb C’

MoNHOCTLIO OTKMOYAET UMK BKINIOYAET BO3MOXHOCTb UCMOMb30BaHUA NpaBuna

OTmMeHa
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8. 3anonHuTe nona npasuna:

o Ha3BaHue;

o TeKCT OWMUOKU — COOBLLEHNE, KOTOPOE BYyAeT oTob6pakaTbCcsa Npu cpabaTbiBaHUU NpaBuna;

o PerynsipHoe Bbipa>keHue — BblpaXkeHne, KOTOPOMY A0JIXXKHO COOTBETCTBOBATb 3HAUEHNE B
none;

o AKTUBHOCTb — MpW BK/TFOYEHNN faHHOE NMpaBuio MOXHO BbIGpaTh A1a Banugaumm nons.
HeakTuBHble NpaBuia HELOCTYMHbI 419 BbIGOpa U UTHOPUPYHOTCS NPY NPOBEPKE 3HAaYEHUI B
none.

9. Haxxmnte CoXpaHuUTb.

Co3paHHoe npaBuio Ao6aBUTCA B CMMCOK NpPaBui 1 CTaHET AOCTYMNHO A/ HACTPONKN Banuaaumm
rnonewn.

Peﬂ,aKTMpOBaHMe npasuna

. Mepenante B NnaHens ID - Bknagka HacTponku.

. PackpownTte 6nok HacTtpoika npopuns nonb3oBaTtens.

. HaxmnTe Ha naHesnb C OCHOBHbLIM UM AOMNOSHUTENBHbLIM NONEM.
. OTKpoeTcs dpopma pefakTMpoBaHKs.

. Haxxmnte HactpouTb B pasgene Npasuna Banupauum.

. OTKpoeTCcsa OKHO CO CMUCKOM MpaBui Banuaauuu.

o g WON PR

7. Ha naHenu c npaBunom Haxmute KHornky HactpouTb .

My6nnyHocTb
YpoBeHb My6nMYHOCTH Nons ANsi HOBbIX Nonb3oBaTenei
N
Mpasuna Banugauum v 4 HacTtpouTb
Nl
J

[OnvHa ot 1 go 71 cumBona

8.B OTKprBLueVICH ¢op|v|e penakTnpoBaHnNA NUAMeHNUTe Heob6xoAnMble Noss.

9. HaxXxmunte CoxpaHuUTb.

YpaneHue npaswuna

1. Mepengute B naHenb ID - Bknagka HacTtponku.

2. PackponTe 6nok Hactpoika npopuns nonb3osatens.

3. Haxxmunte Ha naHenb ¢ OCHOBHbIM WX JOMOJSTHUTENIbHBIM MOJIEM.
4. OTKpoeTcs popMa pefakTMpoBaHUs.

5. Haxxmute Hactpoutb B pasgerne MNMpasuna sanupayum.

6. OTKpoeTCHa OKHO CO CANCKOM MNpaBun Banugaunu.
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Ha naHenu ¢ npaBuioM HaxxmMute KHOMKY Ypanutb

HacTponka npasun Banugauumn ansa '‘password’ =

Bb[6epme npasuna sanngaunun, KOtTopble XoTuTe NpuMeHnTb ONA NonA.

Q AnuHa ot 1 fo 71 cumeona HacTtpouTb

» 3anpeT: @ HactpouTs

N3meHeHuns NMPUMEHAKTCA aBTOMAaTUYECKMU.

Kak no6aBuTb NpaBusiio B none npoduna nonb3oBaTtens
YTO6bI HACTPOUTb NpaBuna BannAaLMmM B OCHOBHOM MW AOMONHUTENTbHOM MNofe:

1. Mepengute B naHenb ID - Bknagka HacTtponku.

2. PackponTe 6nok Hactpoika npopuns nonb3osatens.

3. HakmnTe Ha naHenb ¢ OCHOBHbLIM UKW SOMNONHUTENbHBIM MOMEM.
4. OTKpoeTcs popMa pefakTMpoBaHUsS.

5. Haxxmute Hactpoutb B pasgere MNpasuna sanupayum.

My6nuyHocTb
YpoBeHb NyOnnYHOCTY NOMnsA ANS HOBbIX Nofb3oBaTenen

X

al

al

Penuns v1.0

A\ 4

MpaBuna Banuaauum

HacTtpouTb

[OnvHa ot 1 go 71 cumBona

6. OTKpOGTCFI OKHO CO CMMUCKOM npaswn sanngauun.
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HacTtpownka npaBun Banugauuu ans 'password’ — X

Bb\GOpMTC npasuna sanungauunun, KOtTopblie XoTuTe NpUMEeHUTL A4 NONA:

Q Anuha ot 1 go 71 cumeona HacTtpouTb

() 3anpeT: @ HacTtpouTb

al

al

7. YcTaHoBUTe GpnaXkoK HaMnpoTMUB NMpasBwusl, KOTOpble HEO6XOANUMO NPUMEHUTb K BbIGPAHHOMY MOJIHO.
8. 3aKpounTe OKHO CO CMUCKOM Mpasuil.

N3meHeHuns NMPUMEHAKTCA aBTOMAaTUYECKMU.

HacTpoukn nogreBep>XXaeHNsa 3N1eKTPOHHOW NOYThI

MopTBepXxaeHue aneKTpoHHoU nouTbl B KpuntoAPM IDM — 3T0 MexaHU3M NpoBepKu
[OCTOBEPHOCTU afpeca, yKa3aHHOro rnosb3oBaTenieM npu pernctpauumn, asTopmsaunm nnm
NM3MEHEHUU AaHHbIX Npoduns.

Mocne ykasaHusi agpeca cucteMa oTnpaBniseT MMCbMO C KOLOM NOATBEPXKAEHUS UM YHUKANbHON
ccbinkoi. Monb3oBaTesb AOMKEH NepenTn Mo CChINIKe UM BBECTU KO, — NOoCe 3Toro agpec
CUMTaETCA NOATBEPXKAEHHBIM.

Takasi npoBepka o6ecrneymBaer:

* 3aLUMTY OT PErncTpaLmm C HEKOPPEKTHBIMM UMK YYXXMMU agpecamu;

e 6€30MacHOCTb A0CTYyNa K YYETHOM 3anncu;

e BO3MOXHOCTb MCMOMb30BaTb 3MEKTPOHHYIO MOYTY AJI BOCCTaHOB/IEHMSA AOCTYyNa U
yBeLOMINEHUN;

e KOHTPO/Ib 32 aKTyaNlbHOCTbIO KOHTaKTHbIX JAaHHbIX MOSb30BaTeNeN.

[lob6aBneHne HaCTPOMKHN

1. Mepengute B naHens ID - BkNagka HacTpourku.

2. Packponte 610k HacTpoika npodunsa nonb3oBatens.
3. Haxmunte Ha naHenb DNeKTpoHHas noyra.

4. OTkpoeTca popma pefakTUpoBaHUS.
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5. B pasgene HacTponku noarsepXXaeHus 3N1eKTPOHHOWN NoYTbl HaXXMuTe [106aBUTb.

My6nunyHocTb

&
*v/})ZJHEﬁHh '1}"6['L14}~L1(2TL1 nosA And HOBbIX MNMosib3oBartTenen

HacTponkv noaTBepXaeHua aNeKTPOHHOM NoYTbl

6. B OTKpPbIBLUEMCS OKHE YKaXXuTe napameTpbi:

MapameTp

OCHOBHOM NOYTOBbIN agpec

MceBgoHum oTnpaeuTens (alias)

Appec cepBepa UCXoAsALLEN MOYTbI

MopT cepBepa ucxopsaLien nNoYuTbl

Maponb nouThl

My6nuyHbIM cnoco6 Bxoaa

N306paxkeHne nouThbl

Bpems XXM3HU KOofa NoATBepXAeHUsA

7. Haxkmute CoxpaHUTb.

HacTpolika Wwa6noHoB yBegOMIEHUN

[JobaButb

WV

OnucaHue

OCHOBHOW agpec 31eKTPOHHOM MNOYTbI, C KOTOPOro
6yayT OTNPaBAATbCA aBTOMaTUYECKME NMCbMa

Vima oTnpasutens, KoTopoe 6yaeT oTobpa)xaTbCH B
none «Ot»

Apgpec smtp-cepBepa
MopT ans smtp-cepsBepa

OBblIYHbI Naposb UK Naposb NPUNOXEHUS, KOTOPLI
co3[aeTca B HaCTPOWKax akKayHTa noyToBoro
cepBuca

[MoyTa 6ymeT ucnonb3oBaTbCcA AN BXO4a B
NPUIOXEHUS C MOMOLLbIO OAHOPA30BbIX Naponen

MkoHKa, koTopasi 6yfeT oTobpaxaTbcs B MHTepdence
cepsuca KpuntoAPM IDM

Bpems »XU13HM KOOOB NOATBEPXOEHUA afpeca
3J'|eKTpOHHOI;I NOYTbl B CEKyHAaxX

« [ns oTnpaBKy TECTOBOro COOBLLEHMS HaXMUTe OTNPaBUTb . OTa OyHKUMS no3BonseT
NPOBEPUTb KOPPEKTHOCTb HAaCTPOEK NoYToBOro cepsuca (SMTP 1 gpyrux napaMeTpoB) nepes
MCMNonb30BaHNEM ero B paboyen cpepe.

Mocne co3gaHns HaCTPOMKU NOATBEPXKAEHNS SNEKTPOHHOM MOYTbl MOXHO HAaCTPOUTb BHELIHUI BUA
N cofepXnmoe nmucem, Kotopble otnpasnsgeT cuctema KpuntoAPM IDM.
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), Moppo6Hee 0 HacTpoKKe LWABMOHOB YATaWTe B UHCTPYKLMM HacTpolika WwabnoHos email-
yBeOOMNEHUN

Pe,ﬂ,aKTVIpOBaHMe HaCTpOMKM

1. NMepengute B naHens ID - Bknagka HacTtponku.

2. PackponTe 6nok HacTpomka npodpuns nonbsoBatens.
3. Hakmunte Ha naHenb DNeKTpoHHas noyTa.

4. OTKpoeTcs dopMa pefakTMpoBaHUS.

5. B paspene HacTpoiku noaTBepXXAeHUs 3/1IeKTPOHHOM NMOYTbI HAaXXMUTE KHOMKY HacTpouTb.

HacTpoku noaTBepKAeHNs 3NeKTPOHHOW MoYTbI

V

al

& test@digt.ru HacTtpouTb
n

N,

6. OTkpoeTca popMa pefakTupoBaHus.
7. BHecuTe Heo6xoaMMble U3MEHEHUS.
8. Haxxmunte CoxpaHuUTb.

YpaneHue HaCTPOMKHU

1. NMepengute B naHenb ID - Bknagka HacTtpouku.

2. PackponTe 610k HacTponka npodpuns nonb3oBaTtens.
3. Haxmunte Ha naHenb DneKTpoHHasa noyra.

4. OTKpoeTca popma pefakTUpoBaHUS.

5 -
: O y y
Haxxmute KHOMKY Ypanutb B pas3fgene HaCTDOMKM noareepPXXpgeHud N1IeKTPOHHOU NOYThI.

HacTponku noaTBepXaeHUA aNeKTPOHHON NoYThbl

()

(5 test@digt.ru HacTtpouTb

/

6. MoaTeepauTe AecTBMe B MOAaIbHOM OKHe.
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Yoanute nposaigep X

MpoBaigep GyaeT yaaneH BMecTe CO CBA3aHHLIMU C HUM
HacTpoiikamu. COOTBETCTBYIOWMIA croco® Bxoda Takke GyaeT yaaneH.

HacTponkn noatsepxxaeHnsa Homepa TenedoHa

MoareepxaeHne Homepa TenedpoHa B KpuntoAPM IDM — 370 MexaHn3M npoBepKu
OOCTOBEPHOCTU KOHTAKTHOIroO HOMepa, yKa3aHHOro nonb3oBaTenieM npu perncrTpaumm, Bxoge unm
U3MeHeHun npopuns.

Mocne BBOAa HoMepa cUcTeMa OTrnpaBnsaeT NoNb30BaTeNo NPOBEPOYHbIVA KOA UNN UHULMUPYET
aBTOMaTUYECKUI 3BOHOK. MNonb3oBaTeNb BBOAUT NOJTYYEHHbIN KOA, NOATBEPXKAAsA, YTO YKa3aHHbIN
HOMep AeCTBUTENbHO NPUHALANEXUT eMY.

Takasi NpoBepKa BbIMOMHAET HECKOJIbKO KITHOUYEBbLIX OYHKLMIA:

* NpefoTBPaLLaeT NUCMONb30BaHNe HEeAEeNCTBUTENbHBIX U YY>XXUX HOMEPOB;

e 06ecneynBaeT AOMOSMHUTENbHbBIN YPOBEHb 3alLnTbl YYETHOM 3anncu;

* NMO3BOJIAET UCMNOJIb30BATb HOMEP AN BXOAa N0 OAHOPa30BOMY KOAY;

e rapaHTUPYET KOPPEKTHYIO paBoTy YBEAOMNEHWUN, CBSI3aHHbIX C 6€30MacHOCTbHO.

B Tekywen sepcun KpuntoAPM IDM noareepgeHne HOMEpPOB peanm3yeTcs Yepes UHTerpaumio ¢
cepBucom ABTopusauma no 3soHKy nnatpopmbl Kloud.One. [15159 paboTbl 3TOro MexaHnsma
TpebyeTtca HacTpouTb nogktoyeHune K Kloud.One, ykasaB naeHTMOUKaTOP N CEKPET KIINEHTA.

» CoBeT: nepep coxpaHeHNeEM HaACTPOWKN YyOeauTech, YTO NPUNOXKEHNE KOPPEKTHO
3aperncTtpupoBaHo B Kloud.One 1 ykasaHHble AaHHble (client id u client secret)
OencTBuUTENbHbI. Be3 3Toro NoATBEepXAeHNne HOMepPOB He ByaeT padboTaTb.

=] [okymeHTaums Kloud.One

[lo6aBneHne HaCTPOMNKHM

1. NMepengute B naHenb ID - Bknagka Hactpouku.
2. PackponTe 610k HacTponka npodpuns nonbsoBaTtens.
3. Haxxmute Ha naHenb Homep TenedoHa.
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4. OTKkpoeTca popma peakTUpPOBaHUS.

5. B paspgene Hactpoiku noaTeepXxaeHus Homepa tenedoHa Haxxmute [lo6aBUTb.

My6nuyHocTb @

\v’/;)(JHHHh H\J“G_\H@P()(I\H nossa AnsAa HOBbIX Mosib3oBarternen

HacTpoiiku noarsepxaeHna Homepa TenegoHa
: . . i ) Jobasutb
6. B nosiBMBLLEMCS OKHE 3aJanTe Heo6XxoAnMble napaMeTpbl:
MapameTp HasBaHue OnucaHue
BasoBbiN agpec aBTOpU3aLUmn issuer Afpec npunoxeHus AstopusaLus
(issuer) no 3BOHKY. B Tekylen Bepcumn —

<https://flashcall.kloud.one>

NpeHTudukaTop pecypca client id MoeHTudunKaTop NPUNoXeHus,
(client_id) CO3[aHHOro B cepBuce
ABTOpM3aUMs MO 3BOHKY

CekpeTHbit kntou (Client_secret)  client secret CeKpeTHbIV K04 MPUNOXEHNUS,
CO37aHHOro B CepBuce
ABTOpPU3aLMS MO 3BOHKY

Wcnonb3oBaTtb Ansa exopna rno - Homep TenedoHa 6yget

Koay ncnonb3oBaTbCA 4S9 BXOAa B
NMPUIOXEHUSA C MOMOLLbIO
OfHOPa30BbIX Naposen

N3o6paxkeHne TenedoHa - VIkoHKa, KoTopas 6ygeT
oToGpaXkaTbCAa B MHTepdence
cepsuca KpuntoAPM IDM

7. Haxxmute CoxXpaHUTb.

PepakTnpoBaHMe HaCTPOUKKU

. NMepengute B naHenb ID - Bknagka HacTtponku.

. PackpownTte 6nok Hactpoitka npodpunsa nonb3oBaTtens.

. Haxkmute Ha naHenb Homep TenedoHa.

. OTKkpoeTca popma pefakTUPOBaHUS.

. B paspene HacTpounku nogreepXxaeHus Homepa tenepoHa Haxxmute HactpouTb.
. OTKpoeTca popma pefakTUPOBaHUS.

. BHecuTe HeobxoamMMble UBMEHEHUS.

. Haxxmute CoxpaHuTb.

00 NO O b WN P
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YaaneHne HaCTPONKM

1. NMepengute B naHenb ID - Bknagka HacTpouku.

2. PackponTe 610k HacTponka npodpuns nonbsoBatens.
3. Haxmnte Ha naHenb Homep TenedoHa.

4. OTKpoeTcs dopMa pefakTMpoBaHUs.

S.

ol

Haxxmute Ypganutb B pas3fgene HaCTPOﬁKM noareepXxpgeHud Homepa Teﬂe¢OHa.

HacTpoiiku noaTBepxaeHwsi Homepa TenedoHa

al

S https://flashcall.kloud.one HactpouTtb

/

6. MoaTeepauTe AencTemMe B MoaasnibHOM OKHe.

Yoanute npoBangep X

MpoBavigep 6yaeT yaaneH BMecTe cO CBA3aHHbIMU C HAM
HacTporkamu. CooTBeTCTBYOLWMIA crnocob Bxoda Takke Byaert yaaneH.

OTmeHa Ypanutb

CMOTpuUTe Takxe

o Crioco6bl BXo4a 1 HAacTponKa BUAKeTa BXo4a — PYKOBOACTBO MO NMOAKIHOYEHUIO U HACTPOMKe
BHELUHMX CEPBUCOB ayTeHTUhUKaLMK.

e VYNpaBneHne NpuioXKeHnsMm — pyKoBOACTBO MO CO3[aHUI0, HacTponke u ynpasneHuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHnamu.

 YrpasneHune rnosnb3oBaTesiMn — PyKOBOACTBO MO YNPaBAEHUIO YYETHBIMU 3anucsamMum
nonb3oBaTenen.
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OTKprTb CTaTbio Ha canTe

KaK HacTpouUTb cnocobbl BXoaa B
KpnntoAPM IDM

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak HAaCTpouTb cnocobbl Bxoda B KpuntoAPM IDM, Bktovas
cTaHpapTHble OAuth-npoBangepsbl U ycuneHHble MeToabl ayTeHTudukaumm (WebAuthn, mTLS, TOTP).
Mbl TakXXe pacckaxeM, Kak NpaBuibHO HaCTPOUTb U 0GOPMUTbL BUOXKET aBTopMU3aUmn, YToObI
chenaTb BXof, B cucTeMy 6e30mnacHbIM 1M YA06HbIM AN1s1 MOMb30BaTeNen.

CopepixaHue:

+ O630p crnocobos Bxoaa

¢ YnpaBneHne cnocobamm Bxoga
e HacTpowka BmaykeTa Bxoga

¢ CMOTpUTe Takxe

O630p cnocobos BXxoga

Cnoco6 Bxofia — 3TO MeTop, ayTeHTUdMKaLmMm nonb3oBaTenemn, NO3BONASOWMIN UM aBTOPU30BaTbCA B
CUCTEME WM NOAKITIOYEHHbIX MPUAOXKEHUSIX. DTO KHOYEBOMW NEMEHT CUCTEMbI €ANHOTO BXOAa,
obecrneymBatoLLMi TIMBKYIO U 6e30MacHyr UAEHTUPUKaLMIO.

Tunbl npoBangepoB ayTeHTUPpUKauum B KpuntoAPM IDM
B KpuntoAPM IDM nopaep>xuBatoTcs crefytolme Tunbl CNoCco60B BXoaa:

o basoBble MmeToAbI: NTOrWH U NapPosib, ANEKTPOHHAsA NOYTa,

» BHewHue npoBangepbl uaeHTUPUKaLUKN: coLumanbHble CETU, LOBEPEHHbBIE KOPNOpaTMBHbIE
CUCTEMbI U Jpyrne cepBuchl,

» YcuneHHble U 6ecnaposibHble MeTofbl: Kpuntorpadpundeckas ayTeHTMdnKaumsa yepes mTLS
(knneHTckue ceptudmkatol), WebAuthn (6uomeTpus, annapaTHble KKO4YM), O4HOPa30Bble
naponu TOTP/HOTP, a Tak)Xe Bxop, Yyepe3s npunoxerne KpuntoAPM ¢ ncnonb3sosaHnem
Nnosib30BaTesNIbCKOro ceptudukara.

Kom6uHmpymnte cnocobbl BXofa Ansa NoBblleHnsa 6e3onacHocTU. Peannayinte asyx¢paKTOPHYHO
ayTeHTUPUKaLMIO, NPU KOTOPOKM Nocne BBoda neporo dakropa (NoruH, naponb unu apyromu
Cnoco6) nonb3oBaTtesib AOMMKEH NOATBEPLUTL CBOK JIMYHOCTb C MOMOLLBIO BTOPOro ¢pakTopa
(TenedoH, anekTpoHHas noyta unn WebAuthn). Kak HacTpouTb ABYXDaKTOPHYO ayTeHTubuKaumo =

ypOBHVI ynpas1eHNA U I'Iy6}'IVIL-IHOCTb crnoco6oB BXOoAOa
Cnoco6bl BXoAa MOryT CO34aBaTbCsA Ha Pa3HbIX YPOBHSX YpaBneHus:

 YpoBeHb cepBuUCa — AeNCTBYET A/ BCero cepsBuca;
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° ypOBeHb opraHnsaunmn — p,eVICTByeT B paMKax KOHerTHOﬂ KOMMaHuu,
° ypOBeHb nPnNo>XXeHna — ,D,el7ICTByeT TOJIbKO ONA OTAEeSIbHOIo NpuUIo>XKeHUS.

[ns cnoco6oB Bxofa, CO3LaHHbIX Ha ypoBHE cepBUCa i opraHn3aumm, MO>XHO HaCTpanBaTb
I1y611M'-IHOCTb — onpepgendartb, rgoe MUMeHHO OHM 6y,qu OOCTYNHbI.

Tun cnoco6a Bxopga HacTtpowka ny6nM4yHocTun I'ae poctyneH YnpasneHue

CospaaH B naHenu v [a MaHenb agMuHUCTpaTOpa YnpasnseTcsa TONbKO U3

agMuUHUCTpaTopa N BCE MPUIOXEHUS naHenu agMUHUCTpaTopa
cepBuca

Co3paH B opraHusauumn v [a Bce npunoxeHunst faHHom YnpasnseTcsa TONbKO U3
opraHusaumm rnaHesiM opraHusauum

Co3paH B NpuioXeHum X Het TonbKoO B 3TOM Ynpasnsetcs B
NPUNOXEHUN HacTpPoOMKax NPUNoXXeHuUs

YnpaBneHue cnocobamu Bxoga

Co3paHune HOBOrro cnocoba Bxoaa

[na 6onblwnHcTBa nonynsapHbiX cepsrcos B KpuntoAPM IDM npefycMoOTpeHbl FroTOBble WaboHbl C
HacTporkamu. OHM yNpoLLAOT NPOLEeCC NOAKMOYEHMS, TaK KaK cogep)KaT npensanosiHeHHble
napameTpsbl, cneunduyHble Aas KaXxaoro nposangepa.

Mpouecc HaCTPOWUKM BKIIOYAET TPM Luara:
1. MoaroToBka: rnony4ynte Client ID M Client Secret B cepBUCE-MNOCTaBLUMKE.
2. HacTtpoiika B KpuntoAPM IDM: co3gaiTe npoBangep COOTBETCTBYHOLLENO TUNa.
O6paTtuTech K OTAENbHOM MHCTPYKLUMKN NO HAaCTPONKe BbiIGPaHHOro NpoBangepa:

o DNeKTpoHHasa noyta: Email

o CouymanbHble ceTU: BKoHTakTe, Mail.ru, AHgekc

o YHuUBepcanbHbii: OpenlD Connect (gns nrobeix OIDC-coBMECTUMBbIX CUCTEM)

o YcuneHHble metogabl: MTLS, KpuntoAPM (MTLS ¢ nogaepxkon TOCT), WebAuthn, TOTP,
HOTP

3. PasmelyeHune Ha BUgKeTe: 4o6aBbTe CNoco6 Bxoda Ha GopMy BXoga, AOCTYMHYHO
nonb3oBaTenNsiM CUCTEMbI.

Pe,D,aKTI/IpOBaHVIe cyuwecTtByroLiero crocoba Bxopa
Ecnn Heo6xo0anMMo 0GHOBUTL HAaCTPOMKM CYLLECTBYHOLLEro cnocoba Bxoga:

1. Mepengute B naHens ID = pasgen HacTpounku.
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2. Haxxmute Hactpoutb B 6510ke Cnoco6bl Bxoaa.
3. OTKpOeTCs OKHO CO CMMCKOM CO3[aHHbIX CNOCO60B BXOAa.

4. HaxxmuTe KHonky HacTpouTb Ha NaHenn co cnoco6oM Bxoa, KOTOpPbIn He06XoauMo
oTpefaKTMpoBaTh.

HacTpouTb cnocobbl Bxoaa =

2 @) @ Login/Password

OcHoBHble criocobbl BXxoaa

. TOTP = _
o8 ‘) Ot HacTpouTb {3 0 |
Opyrue cnocobbl BXO

{q Homep TenedoHa

3 Email Hactpouts e [0 a]

5. OTKpoeTcs popma pefaKTUPOBaHUS.

6. BHecuTe HEOOXOAUMbIE U3MEHEHMUS.
7. Haxxmute CoxpaHUTb.

YpaneHue crnocoba Bxoaa

1. Nepengute B naHens ID - pasgen HacTponku.

2. PackponTe 6110k Cnoco6bl BXoaa.

3. Haxxmunte HactpouTtb.

4. OTKpoEeTCH OKHO CO CMMCKOM CO3aHHbIX CMOCOB0B BXOAA.

5. &

O .
HaxXmuTe Ha KHOMKy YpanuTb , PasMeLLeHHY0 Ha NaHenu co cnoco6oM BXoa, KOTOpPbIi
HEeo6X0AMMO yOaNuUTb.
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2 @ lg;hz Hactpouts s | 10 (n]

6. MoaTeepauTe AencTemMe B MOAaslbHOM OKHe.

YpnanuTb cnocob Bxoaa X

Cnoco6 Bxofa 6yaet ynaneH. Ecnu cnoco6 Bxofa ucnonb3yeTcs B
NPUNOXeHUW, Nonb3oBaTeNnyn He CMOryT BONTU B HEro, UCMONb3ys
[aHHbIN cnocob Bxoaa.

OTmeHa Ynanutb

Mocne ycnewHoro yganeHua Crnoco6 BXo[a NCYE3HET U3 BUOXKETOB BCEX CBA3AHHbIX I'IpVIJ'IO)KGHVIVI.

KonnpoBaHne HacTpoek cnocoba Bxoda

KOI'IVIpOBaHVIe HaCTPOEK NO3BOJIAET CO34aTb HOBbIV COCO6 Ha OCHOBE aHee Co30aHHOoro.

1. [E]

CkonupymnTe HacTponkm crnocoba Bxoga no KHornke Konupoeatb , pacrnonoXxeHHon Ha
naHenn co cnoco6oM Bxopaa.

‘) TOTP Hactpouts s  NIE [u]

Oauth2 @

2. [anee oTKpoKnTe popMy CO34aHMsA HOBOIO CNoco6a Bxoda Mo LWaGMoHy C aHanormyHbIM TUMOM U

m .

HaxmuTe BcTtaBUTb

000 «Uundposble TexHoNornm» « Trusted.ru 85



KpuntoAPM IDM Penns v1.0

I\ MpumeuaHue: [Npu HeCOBNALEHMM TUMOB HOBLIN NPOBANAEP MOXET paboTaTb HEKOPPEKTHO.

HacTponka o06a3aTenbHOro ugeHTudpukaTopa B npodune nosb3oBatens

MﬂeHTMqJMKaTOpr — 3TO BHELWWHNE CEPBUCHI, KOTOPbIE MNMOoJib30BaTeSlb nodasun B cBoMn I'IpOd)VIJ'Ib nnun
yepes KoTopble OH Korga-nméo BXoaun B CUCTEMY.

CnncoK AOCTYNHbIX ANa fo6asneHnsa naeHtTuoukaTopos GopmmpyeTcs n3 cnocoboB BXoaa B
KpuntoAPM IDM c aKTUBHOW HAaCTPONKOM NYyGIMYHOCTMU.

» ECn1 cnoco6 Bxofa HacTPOEH Kak MyGANYHbINA, OH MOSIBUTCSA B CMIMCKE AOCTYMNHbIX A1
[fo6aBneHuns B Nnpodune nonb3osaTens.

» PaameLaTtb 3TOT CNOCO6 BXOAA Ha BUAKETE NPUTOXEHUS HEOBS3aTENBHO — OH MOXET BbiTb
[LOCTyNeH B npodune faxe 6e3 KHOMKWU Ha rMaBHOM 3KpaHe Bxoa.

« Monb3oBaTeslb TakXe MOXET 006aBUTb UAEHTUOUKATOP BO BPEMS BXOAa Yepes BUAKET, ecnu
TaKoM cnoco6 BXoAa [OCTYMEH.

B KpunTtoAPM IDM MOXHO HacTpouTb TpeboBaHue 06s13aTeNIbHON NPUBA3KU MAeHTUdGUKaTopa
BHELUHero akkayHTta K npo¢ounto nonb3osaTend. B atom cnyyae npu Bxoge B NpuUoxeHue y
nonb3oBaTens, He MMeroLero NPUBA3aHHOro naeHTUdMKaTopa, NOSIBUTCA 3arnpoc Ha ero gobasfieHne
K npodunto.

Kak cgenaTtb naeHTUpuKaTop obs3aTesibHbIM

1. Nepengute B naHenb ID - pasgen HacTponku.
2. PackponTe 6110k Cnoco6bl BXxoga 1 Haxxmute HacTtpouTb.
3. OTKpoeTCs OKHO CO CMUCKOM CO3[aHHbIX CNOCO60B BXoAa.

4. ﬁ

Ha)xxmuTe Ha KHomnky CaenaTb 06s13aTes/IbHbIM Ha NaHenm co crnoco6oM BXxoga, KOTOpPbIN
HeobXxoaAnuMo caenaTb 06s13aTeNbHbIM.

a

() lﬂg HacTpouTb ﬁ{ 0

Cpoenatb 0653aTeNibHbIM

[na BXxoga B NPUAoXeHWe Nob3oBaTento
notpebdyetca obaBuTb MOEHTUPUKATOP
crnocoba Bxoga B CBOW Npodurb

HaCTpOVIKa NnPUMEHAETCA 6€e3 LOMNOJIHUTENIbHOIro noareepXxneHun4d.
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. CoseT: py NOBTOPHOM KI/IMKe Ha KHOMKY CaenaTb o6s13aTeNIbHbIM Hanvyue
naeHTMoMKaTopa B Npoduie CTaHeT HEOBSA3aTENbHbIM.

HacTpownka BuaykeTta Bxoaa

YT0 Takoe BUAXET BXxoAa?

Bup)xeT Bxoga — 310 popMa aBTOpU3aLunm, KoTopasi oToOpaXkaeTcsl Nosib3oBaTeNto Npu NonbITKe
BXoga B npunoxeHue nnn cuctemy KpuntoAPM IDM, ecnv oH eLé He NpoLén ayTeHTUpuKaLmto.

BuoxxeT nogaepxuBaer:

e KITACCUYECKUI BXOZA, MO NIOTUHY U Naporto,
 BXO[, Yepes pasnunyHble npoBanaeps,

* TMBKYH HAaCTPOMNKY BHELLHEro BUAa U CTPYKTYpPbI,
e rPYyNNMPOBKY CMOCOGOB BX0OAA.

B Buaxxete cnocobbl BXxofa OensTcs Ha:

e OCHOBHbIe cMoco6bl — 0TOGpaXkatoTcH B BUAE OTAENbHbIX KHOMOK Mog, KHOMKoM BonTu u
NCMONb3YyTCSA Yallle BCEro.

o [lononHuTenbHble COCO6Gbl — pa3MelleHbl B 6110ke [ipyrue cnocoobbl B BUAE KOMMaKTHbIX
KHOMOK, YTOGbl He NeperpyxaTtb nHTepdenc.

Bxopa B Launchpad ®

Cnocobbl Bxoaa Ceccum

CospaTb akkayHT

<
(:? [ @ > (
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. Bup)xeT BXxoga — 3TO NepBoOe, YTO BUAUT MoNb3oBaTeNlb NPU aBTOpU3aLMn, NO3TOMY BaXKHO,

YTOObl OH COOTBETCTBOBAS BU3yaJiIbHOMY CTUJTIFO KOMMNaHWN U Obl/1 MaKCUMasbHO MOHATEH.

HaCTpOVIKa BHelWHero Buaa Bna>keTa
YTO6bl HACTPOUTH BHELLIHMI BUA, BUOXKETA:

1. Nepengute B naHens ID - pasgen HacTponku.
2. Hangute 6n1ok Cnoco6Gbl BXoga v Haxkmute HacTpouTb.
3. OTKpoeTcs okHO HacTpouTb BHELWHUI BUA, BUO)KETA.

4. B nepBOM 6J10Ke 3afat0TCS KtOYeBble BU3yaJibHble 31EMEHTbI:

o 3aronoBoK Bupyketa — OTOGpaXkaeTcs B BepxXHen Yyactn popMmbl. 15 0oToGpaKeHns
Ha3BaHWSA NPUIOXEHUS B 3arofIOBKE BUAXETA UCMOMb3yNTe NepeMeHHyo APP_NAME.
o O6noxka Bup)xeta — OoHoBoOe M306parkeHne popMbl aBTOpM3aLUN.

o PeXxum aBTONOACTAaHOBKU OGJIOXKKU Ha BUAYKETaX npunox(el-mﬁ:

= OTKNOYEeHO — Vicnonb3yeTca 06/10XKKa NPUIoXEHUS,
= Mo ymonuyaHuio — TonbKO ANs1 MPUAOXKEHNN 6€3 06NO0XKH,
= MpuHyauTenbHbIn — [NpUMeEHAETCA KO BCEM MPUNOXKEHUAM.

5. Bo BTOpom 6510Ke HacTponTe BUOUMOCTb 3/1EMEHTOB GOPMbI BXOAaA:

o NMoka3biBaTb NOroTUN NPUIOXKEHUA Ha BUagXKeTe — [1pun BKIFOUYEHUM OTOBPpakaeT SIoroTun
PALOM C Ha3BaHWEM MpUNoXeHus. MicnonbayeTcs nsobpaxeHne n3 pasgena OcHoBHas
UHpopmMaLums.

o CKpbITb KHOMNKY €03AaTb akKayHT — [1pu BKHOUYEHUN CKPbIBAET KHOMKY CO3[aHUA akKayHTa
N3 BUOXeTa.

o CKpbITb noaBan — [pn BKNKOYEHUN CKPbIBAET NoABasn BUAXeETa C KOMUPaNTOM.

o CKpbITb JIOroTUIMbl OCHOBHbIX CMOCO6GOB BXoAa — [1pyn BK/THOYEHUN CKPbIBAET IOrOTUNMbI
Cnoco60B Bxoga 13 rpynnbl OCHOBHbIE.
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[NokasbiBaTb fiorotun
NpuUNoXxeHna Ha BUXKeTe

Jlorotun otoGpaxkaetcs
TOMNbKO €Cr UKOHKa
pobaBneHa

@

CKprTb KHOMKY CcOo34aTb
AKKayHT

@ _

CKpbITb Nogsan

B nopggarne otobpaxaetcs
TonbKo copyright

@ _

Bxog B Launchpad

Cnocobbl Bxoaa

BBegute noruH

Penuns v1.0

D

Ceccumn

\,

CospaTtb aKKayHT

)

CKpbITb NOrOTUMbI
OCHOBHbIX Coco6oB
BXoga

=\

[pyrue cnocobbl

a?

B ®

© Copyright

6. B TpeTbem 6/10Ke HAaCTpoOnTe AN3alH KHOMOK:

o LiBeT ¢poHa KHONoK — LIBeToBasi cxema gns poHa kHonku (hex-koa).
o LiBeT wpudTa Ha KHOoNKax — 3agaeTca LBeToBas cxema Afs Tekcta KHonku (hex-kon).

LiBeT ¢pboHa KHOMOK

#000000

LiBeT wpudrta Ha KHoMKax
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7. [py HEOBXOANMOCTU YKaXUTE TEKCT:

o JlononHutenbHoe UHPopmaLMoHHOe nosne BHYTpU Gopmbl — [1ONONHUTENbHbIA TEKCT,

KOTOPbIN BYAEeT 0TOBPaXaTbCsA B HUXKHEN YacTu BUOXKETA,

o [lononHuTenbHoe MH¢OpMaL|MOHHoe noJjie BHe BUpXXeta — ﬂ,OﬂOﬂHMTeﬂbeIVI TEKCT,

KOTOprVI 6y,u,eT OT06pa)KaTbCF| noa BNO>KeToM.

JononHutensHoe WHAOPMALMOHHOE None BHYTPU hOpMbl 6
1, <section class="widget-container"> =
2, <div class="below-form-text"> l Bxop B Launchpad
=i <small>
4 Ecnu Bo He nomMHUTe AaHHble AnA exoga, obp
5 </small> Cnoco6bl Bxoaa Ceccun
6 </div>
7 </section> BeeauTte noruH
8

Mona noanepxusaroT BCTaBky HTMLS-koaa € NONHOW CEMaHTUYECKOM

pa3METKOW, BKNOYAA BCTPOEHHbIE U UHNAWHOBbLIE CTUNKU CSS >opyright

Mcnonb3oBaHue Tera “script’ 3anpetyeHo. Ip aHEHWUWU AaHHbIX BECb

Ter “script” (Bknio4aa ero CoaepKMMoe 1 atpubyTbl) OyAET aBTOMaTUHECKH

yAanéH 13 nonsg Ha yposHe 0a3bl AaHHbIX nW y Bac

CoxpaHuTb

O3HWKNM BONPOCE
example@mail.com

aABTOMAaTU4YECKU yp,anéH 13 NoJid Ha ypoBHE 6a3sbl JaHHbIX.

8. Haxxmunte CoxpaHuUTb, YTOObI MPUMEHUTb U3MEHEHMUS.

» B paspene MNMpeBblo MOXHO MOCMOTPETb Pe3yfbTaTbl U3MEHEHUN.

000 «Uundposble TexHoNornm» « Trusted.ru
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Boitun
[lononHuTenbHoe none BHe BUKeTa

1, <section class="widget-container"> ‘] CoapaTh akkayHT
2, <form class="widget-form"> '

3¢ <div class="below-form-text"> Lpyrue .
4, <small>

5 Ecnu y Bac BOSHUKAM BOMPOCH, HanuuuTe Ha =

6 <a href="mailto:support@example.com">sup :? & ®

7 </small>

8  </div> a i b s e 3
T eee——————— »

Mona nopaep>xunsatoT BCTaBky HTML5-koaa ¢ NONHOM CeMaHTUYECKOM pa3MEeTKOM,
BKJ/IHOYasi BCTPOEHHbIE U MHNanHoBble cTunn CSS. Micnonb3oBaHuMe Tera script 3anpeLueHo.
Mpn coxpaHeHnn AaHHbIX BECb Ter script (BKAKOYAsa ero COAep>XKXMMOoe N aTpubyThl) 6yaeT
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J[lo6aBneHue n oTKItOYEHNE CNOCOOOB BXO4a Ha BUOXETE
YTO6bl HaCTPOUTb OTOGPaXeHne cnocoba BXxoAa B BUAXKeETe:

1. Nepengute B naHens ID - pasgen HacTponku.

2. Hangnte 6nok Cnoco6bl Bxoaa 1 Haxxmute HacTpouTb.

3. BknounTe nnu oTKNOUUTE NepeknovaTen ang Hy>XXHbiIX CNoco6oB BXxoaa.
4. [Npyn HeO6XOAMMOCTM HAaCTPOWTE rpynnbl CNoco6oB BXoga.

I\ NMpumeyaHue:

1. HEBO3MOXHO OTK/IHOUYNTL CNOCO6 BXoAa JlorMH/naposb. [pu OTKIKOYEHMM BCEX CMNOCOBGOB
BXOJa aBTOMaTUYeCKN BKIOYaeTcsa cnocob Bxoga JlIoruH/naponb, NOCKO/bKY B BUOKETE
JOJIXXEH ObITb XOTHA Obl OANH CNOCco6 a4 Bxoaa.

2. OTK0YeHne cnocoba Bxoda C BUO)KETa He yganseT cnocob BXxofa U3 CUCTEMBI.

CMOTpUTE TakXxe

e YNpaBneHne NpuioXKeHnsMm — PyKOBOACTBO MO CO30aHUI0, HacTponke u ynpasneHuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHUamu.

e YnpaBneHne opraHnsaumnen — pyKoBoACTBO Mo paboTe ¢ opraHusaumern B KpuntoAPM IDM.

e Perncrpaums 1 BXxof nosib3oBaTteniel — MHCTPYKLUMS MO CO34aHUI0 aKKayHTa, BXO4Y C MOMOLLbHO
norvHa/napons 1 BHELLHUX CEPBUCOB ayTEHTUPUKALIMN.
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OTKprTb CTaTbio Ha canTe

Kak HacTpouTb AOBEpPEHHbIE NMpoBanaepbl
B KpnuntoAPM IDM

Y3HalnTe, KaK NoAKIYUTb JoBepeHHble npoBangepbl B KpuntoAPM IDM 1 06ecneunTb 6€30MacHyro
KOpNopaTUBHYIO ayTeHTUdUKALMIO NoNb3oBaTeNen Ha OCHOBE BHELLIHUX CUCTEM.

CopepxaHue:

« YTO Takoe goBepeHHble npoBanaeps?

» YnNpaBneHue foBepeHHbIMU NpoBanaepamm

» ABTOMaTHyeckoe o6beanHeHue npodunen nonb3osaTtenen
e CMOTpUTe Takxe

Y10 Takoe JoBepeHHble NnpoBanaepbl?

[ oBepeHHble NnpoBanfepbl — 3T0 BHELLHWE KOPMOPaTUBHbIE UM FOCYAapCTBEHHbIE CUCTEMDI
(Hanpumep, Active Directory, 1C), KOTopble BbICTYNalOT MICTOYHUKOM BepUPULUPOBAHHBIX JAHHbIX
0 nonb3oBarene.

KnioueBble 0COGEHHOCTMU:

1. Mpwn BXoge Yepes AOBEPEHHbIV NMpoBanaep aBTOMAaTUYECKM CO34aeTCs NoNb30oBaTeNb B
KpuntoAPM IDM, npodunb KOTOPOro COAEPXUT AaHHble Nofb30BaTeNnst BHELLHEN CUCTEMDI.

2. Mpoodunb Nnonb3oBaTtens, Co3naHHbIM Yepe3 OBEPEHHbIN NpoBanaep, He AOCTYMeH Ans
pefaKTMpOBaHUS NoNb3oBaTeNto.

3. Mpwu aBTOPMU3aLUKN OOBEPEHHOIO NOMb30BaTENS ero NPodub aBToOMaTUYECKM CUHXPOHU3NPYETCS
C BHELLUHEN CUCTEMON. ITO NPOUCXOLMUT HE3ABUCMMO OT TOr0, KaKom NpoBangep Gbin
ncnonb3oBaH A5 Bxoga.

NMognep>xnBaemMble AOBEPEHHbIE I'IpOBaVI,EI,epr
B KpuntoAPM IDM noafep>uBatoTcs cregytoline oBepeHHble npoBangepsbi:

« LDAP (Active Directory) — Bxof, no y4yeTHbIM AaHHbIM Nonb30BaTensi CnyX6bl kaTtanoros Active
Directory;

e ALD Pro — BXxopf, Mo YYeTHbIM AaHHbIM Nosib3oBaTtens cny>x6bl katanoros ALD Pro;

¢ 1C — BX0Of, MO YYETHbLIM JaHHbIM Nonb3oBaTens cmctemsl 1C.

YPOBHMU yrpaBneHus

[loBepeHHble NpoBangepsbl, Kak U cnocobbl BXo4a, MOryT CO3[aBaThCs Ha pPa3HbIX YPOBHAX CUCTEMDI
KpuntoAPM IDM B 3aBMCMMOCTM OT YPOBHS JOCTYyNa nonb3oBaTens. [logpobHee uyntanTte B
WHCTPYKUMN Kak HacTpouTb Crnocobbl BXoaa.
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YnpaBneHne goBepeHHbIMU NpoBanaepamm

Co3faHue HoBOro nposanaepa

[na 6onblINHCTBA NOMNYMAPHbLIX CEPBUCOB U KOpnopaTuBHbIX cuctem B KpuntoAPM IDM
npenycMoTpeHbl roToBble WabnoHbl C HAacTpoMKamMu. OHKU YNPOLLAKT NpoLecc NogKItoYeHus, Tak
KaK cogepykaT npeas3anosiHeHHble NapamMeTpbl, CNeunduyHbIe 4151 KaX4oro npoesangepa.

[Mpouecc HaCTPOMKM BKKOYAET TpU Lwara:

1. MoaroToBKa: HAaCTPOMKa Ha CTOPOHE JOBEPEHHON CUCTEMBI.

2. HacTtpoika B KpuntoAPM IDM: co3paHue npoBanepa COOTBETCTBYHOLLErO TUMa.

3. PaameLlyeHue Ha BugXxeTte: fo6aBneHne Co34aHHOro npoeanaepa Ha GopMy Bxoaa, AOCTYMHYHO
Nnonb3oBaTeNsIM CUCTEMBI.

O6paTuTech K OTLENBbHON MHCTPYKLMM MO HAaCTPOMKe BbiIGpaHHOro NpoBangepa:

o Kak nogknountb Bxof Yepes LDAP,
¢ Kak nogkntountb Bxopg vYepes 1C,
o Kak nogkntountb Bxopg Yepes ALD Pro.

,(ﬂ) Ba)xHo:
[ns noaknoyYeHns AoBEePEHHOro npoBangepa TpebyeTcs NMUeH3us.
Mogpo6Hee O NMNLEH3UPOBAHNUN.

Pe,u,aKTVIDOBaHVIe cyuwecTtByrowiero I'IpOBal7|,El,epa
Ecnu Heo6xoaMmMo 06GHOBUTL HACTPOWMKM CYLLECTBYHOLLEro NnpoBangepa:

. Mepenante B NnaHens ID - Bknagka HacTponku.

. HaxkmuTte HactpouTb B 6110Ke [loBEepeHHbIe NpoBanjepbl.

. OTKpOeTCs OKHO CO CMUCKOM CO3[4aHHbIX NPOBanaepoB.

. HaxkmuTe KHOMKy HacTpouTb Ha naHenu ¢ npoBangepom, KOTopbin HEOH6XOANMO
oTpefaKkTMpoBaThb.

. OTKpoeTca popma pefakTUPOBaAHUS.

6. BHecuTe HEOOXOAUMbIE U3MEHEHMUS.

7. Haxxmute CoxpaHUTb.

2 W N PR

al

YpaneHune npoeangepa

1. NMepengute B naHenb ID - Bknagka HacTtpouku.
2. Haxxmute Hactpoutb B 6110ke [loBepeHHble npoBanaepbl.
3. OTKpoeTCa OKHO CO CMMCKOM CO3[aHHbIX MpoBangepos.
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4. =
O . .
Ha)XmuTe Ha KHOMKY YaanuTb , Pa3MeLLEeHHYO Ha NaHesnu ¢ NPOBaNAEpPOM, KOTOPbIN
HEOB6XOANMO yaanuTb.

5. MogrBeppuTe pencTene B MO4anbHOM OKHE.

[Mocne ycnewHoro yganeHmsa cnocod BXxoga UCHYE3HET U3 BULXKETOB BCEX CBSA3aHHbIX I'IpMJ'IO)KGHMVI.

KonupoBaHWe HacTpoek npoBaiaepa

KOI'IVIpOBaHVIe HaCTPOEK NO3BOJIAET CO34aTb HOBbIN npOBaVl,u,ep Ha OCHOBE paHee CO34aHHOro.

! D

CkonupymnTe HacTponKM NpoBangepa no KHonke KonupoBatb , PAcnonoXeHHOM Ha NaHenun
CO Cnoco6om Bxoaa.
2. anee oTkpouTe popMy CO3[aHNss HOBOrO NpoBanepa rno LWabnoHy ¢ aHanornyHbIM TUMOM U

m .

HaXMuTe BcTaBUTb

1. MpumeyaHue: MNpu HecoBnafeHUM TUMOB HOBbIV NPOBANAEP MOXET PaboTaTb HEKOPPEKTHO.

ABTOMaTM4yeckoe obbeanHeHne npodunen nosib3oBaTesnien

DyHKUMA ABTOMaTUUECKoe 06beanHEeHUe NoJib3oBaTesNien aBTOMaTUUYECKN 06beANHSAET Npodunn
CaMO03aperncTpupoBaHHbIX NoAb30BaTeNen ¢ NPOGUNAMN N3 OBEPEHHBIX CUCTEM NPU COBNAgEHUN
email.

1. OrpaHuuyeHms: OyHKUMA paboTaeT TONbKO MPY YHUKANbHOM agpece 3MeKTPOHHOM MoYThl B
npodunax camosaperucTpMpoBaHHbIX Nonb3oBaTtenen. lNepeq akTnBaumen BoiNOMHUTE
npoBepKy Ay6nnkaToB Npopunen.

YT06bI BKNOYNTL aBTOMaTMYECKOe 06beaMHEHME Mob30BaTeNen:

1. NMepengute B naHenb ID - Bknagka HacTtpouku.
2. PackponTe 650K [loBepeHHble NpoBangepbl.

3. AKTUBMpYMTE nepekntodatens ABToMaTU4YecKoe o6beguHeHne nosb3oBaTenen.
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[oBepeHHble NpoBangepbl
Hactpoutb

ABTOMaTUYeckoe obbeauHeHue nonb3oBaTtenei

IpeoGpazoBaHne camMo3aperucTpupoBaHHbIX NONb3oBaTeNen B JOBEPEHHbIE NONb30BaTENWU NPU coBnageHun email H ()
PaGoTaeT ToNbKO NpW yHUKanLHOM ema

« lMocne akTvBauUMM cucTeMa Ha4yHET aBTOMATUYECKM CBA3bIBATb NPOQGUIN NPy NepBOK
aBTOpU3aL MK Yepes AOBEPEHHbIN UCTOYHUK.

CMOTpUTEe TakXe

 YrpasneHune npunoXxeHnsamMm — pyKoBoACTBO NO CO3aHuIo, HacTpomnke n ynpasneHunto OAuth 2.0
n OpenlID Connect (OIDC) npunoxeHusmu.
 YnpaBneHne opraHusaumnen — pykoBoACTBO Mo paboTe ¢ opraHusaumen B KpuntoAPM IDM.

e Pervctpaumsa v BXof, nosib3osaTtenein — UHCTPYKLUMA MO CO34aHMI0 aKKayHTa, BXOAY C MOMOLLbHO
norvHa/naponsa 1 BHELWHUX CEePBUCOB ayTeHTUDUKaLUN.
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OTKprTb CTaTbio Ha canTe

YnpasneHue nonb3oBaTtenamMmm
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak co3faBaTb U pefakTuposaTb Npoduan nonb3osatenen B
KpuntoAPM IDM, Ha3HauaTb M ponu n npasa 4oCcTyna, 6510KMPOoBaTh U yAansaTb akkayHTbI,
3aBeplUaTb aKTUBHbIE CeaHChbl, yNpaBnsaTb NyOANYHOCTbIO U SKCNOPTUPOBATh AaHHble Npoduns.

CopepxxaHue:

e Co3gaHne nonb3oBaTens

e [IpoCcMOTp ¥ pefakTupoBaHue npopuns nonb3osaTens
e YNpaBneHue gaHHbIMU Npopunsg

e [locTyn 1 6€30MaCHOCTb

e CTaTyc akkayHTa

* YoaneHue nonb3oBatens

e CMOTpUTE Takxe

Co3pgaHune nonb3oBaTens

B KpunToAPM IDM BO3MOXHbI HECKOJIbKO CMOCOB0B pernctpaunmn nonb3osatenen:

e CaMoCTOATeNbHasA perucTpaumsa Yepes BUOXKET,
e Py4HOE cO3[aHune nonb3oBaTenen.

« Ecnwn opranunsauma ncrnonbsyet nHctannaunio KpuntoAPM IDM Kak BHYTPEHHo0
KOpNopaTUBHYI CUCTEMY U OAHOBPEMEHHO NPeAoCcTaBNAeT BO3MOXHOCTb CaMOCTOSATENIbHON
perncrtpauuun BHeLWHUM Monb3oBaTeNsiM, peKOMeHAyeTCa co3faBaTb COTPYOHUKOB Yepes
MeXaHU3M BHYTPEHHUX Nofib3oBaTenen.

B naHHoOM MHCTPYKUUN Mbl PQCCMOTPUM, KaK CO34aTb MNO/Nb30BaTENA BPYUHYHO:

1. Mepengute B naHenb ID - Bknagka Monb3oBaTenu.

2. O4
Haxxmunte Ha KHOMKY CO3}J,aTb nosb3oBaTtens

3. OTKpoeTcsa dopma co3gaHus Nonb3oBaTens.

4. Ha ¢opmMe co3faHusd 3arnonHuTe nosns npopuns:

°o I'Iy6nleoe nma — 0To6pa>KaeM0e MMA nosib3oBaTesid B CUCTEME,
o UMt — MMSs 1 OTYECTBO MNOJSb30BaTesNs;
o Pamunua — (baMI/IJ'IVIFl nonb3oBaTed,
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o JIJorMH — [0/KeH BblTb YHUKaNbHbIM AJ11 CEPBUCA, B AallbHENLLEM C ero MOMOLLBH MOXHO

aBTOPM30BaTbLCS;

AneKTpoHHasA NoyTa — afpec AO/KEH ObiTb YHUKaNbHbBIM A1 CepBUCa, B AallbHENLLEM C ero

NMOMOLLbHO MOXHO aBTOPM30BaTbCS;

o Co3gaTtb email Kak noaTBepPXXAEHHbIA — €C/IM HaCTPOWKa OTK/IHOYEHA, aApec 3IEKTPOHHON
noyTbl 6yaeT A06aBNeH Kak HEMOATBEPXAEHHbIN. HenoATBEpXAEHHbIV apec Hesb3s
MCMNoNb30BaTb OJ1s1 BXOAA B CUCTEMY, NONyYEHUS YBEAOM/IEHUI U BOCCTAaHOBNEHMS OOCTYyNa K
aKKayHTYy. ADMUHUCTPATOP MOXET NO3Xe NOATBEPAUTb afpec BPYYHYHO M3 npoduns
nonb3oBaTesnsi.

o

o

Homep TenepoHa — [0/KeH 6biTb YHUKANbHBIM 4719 CepBuca, B AallbHENLLIEM C ero
MOMOLLIbFO MOXHO aBTOPU30BaTbLCH;

Co3paTtb Tene¢doH Kak NoaTBepPXXAEHHbIM — M0 aHanorMm ¢ NoYToBbIM afpecoM: ecnu
HacTpoWKa OTKNtoUYEeHa, HoMep TeniedoHa A06aBNAETCA Kak HEMOATBEPXAEHHbIN;

o

o

Maponb — foMKeH COOTBETCTBOBATb NAaposibHOM MOSIMTMKE, 3aAaHHON B HAaCTpOMKax
cepeuca.

§’ Moppo6Hee B UHCTPYKLUMM HacTpoika naposibHOM NOSUTUKW.

°o TpeGOBaTb CMeHbl napond npu cnep,ylou.l,eﬁ aBTOpu3auun — nNosb3oBaTesib 6yp,eT
nepeHanpas/ieH Ha 3KpaH CMeHbI Napona npu cnegyrowem Bxone 4epe3 BuKeT.

o [laTta poXXaeHus;
o ®oTo npoduns.

5. Haxkmute CoxpaHuUTb.

¥ Mpodunb Nnonb3oBaTensa MOXET cofepXXaTb LONONHUTENbHbIE NONS.

rlpOCMOTp N pejakTnpoBaHme HpOd)MJ'IFI noJsib3oBaTtend
MpocmMoTp Npodumna nonb3oBaTens
YT106bl NONYUYNTb AeTanbHY0 MHPOPMaLMIO 06 akKayHTe, OTKpPOMTe ero npodub.

1. Nepengute B naHenb ID - Bknagka Monb3oBaTenu.
2. HaxxmuTe Ha naHenb € nonb3oBaTenem, Nnpodusb KOTOPOro HEO6X0AMMO MPOCMOTPETD.

3. OTkpoeTcs npodunb Nonb3oBaTens ¢ AeTanbHON MHPOPMaLMEN: KOHTAKTHbIE AaHHbIE,
NOEHTUOUKATOPBI, HACTPOMKM NYBIMYHOCTM.
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5{::3 HacTpoiiku @ MpunoxeHua 2, Mornb3osarenu =: XypHan

AnekcaHgpa TumodeeBa

OcHoBHasi nHdpopmMaums MameHnTb

ID nonb3oBatens 421

My6nuyHoe nmsa AnekcaHapa Tumocbeesa @ v

doTo npocuns ﬁ ﬁ v

PepakTupoBaHue JaHHbIX Npoduna

[nsa BHECEHUA U3BMEHEHUI B I'IpO(I)Mﬂb nonb3oBaTend:

1. Nepengute B naHenb ID - Bknagka Monb3oBaTenu.

2. OTKponTe Npodunb Nosb3oBaTtens.

3. Haxxmnte U3ameHuTb B 6510ke OcHOBHasi MHpopmaLus.

4. B oTKpbIBWencsa popme PepgakTupoBaTb Nosib3oBaTesisi BHECUTE HEOOXOANMbIE U3MEHEHMUS.
5. Haxkmute CoxpaHuUTb.

YnpasneHune gaHHbIMU Npoduns

YnpasneHue ngeHtupmnkatopamm npodpuns

B pasgene UgeHTudukaTopbl Npoduna nonb3oBaTesnia 0TobpaxaroTcs cnocobbl Bxoaa
nonb3oBaTessl, KOTopble OH f06aBUN CaMOCTOATENIbHO UKW UCMONb30Ban ANF BXOAa B NPUOXeHWe
unu B cuctemy KpuntoAPM IDM. AgMUHUCTPATOP MOXET HaCTPOUTb NYBSIMYHOCTb MAEHTUPUKATOPa
W yganuTb ero n3 npodunsa rnosnb3osaTtens.

» BaxHo: [106aBnATb HOBble MAEHTUPUKATOPLI MOXET TOJNIbKO Bliafenel, akkayHra.
Moagpo6bHee B pykoBoAcTBe VoeHTUdmnKaTopbl BHELLHUX CEPBUICOB.

YT1Oo6bl yoanuTb ugeHTudmnKaTop:

1. Mepengute B naHenb ID - Bknagka Monb3soBaTenu.
2. OTKponTe Npodunb Nofb3oBaTens.

3. HaxxmuTe YaanuTb Ha naHenu co cnoco60oM BX0oAa, KOTOPbI HEOBXOANUMO YAaNUTb U3 NPOdUns.
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NaeHTudukartopbl

TOTP Authenticator
©  TOTP

\

S YandexBrowser (Windows NT 10.0; Win64; x64)
WEBAUTHN

D

NoeHTuoumkatop 6ygeTt HeMeasleHHO yaarneH us npopuns.

HacTpounka ny6nmM4yHocTu noneun npoduns

Penuns v1.0

B KaXgom nosne npoouns MoXHO HaCTPOWUTb YPOBEHb MYGINYHOCTU, ONPEefeNnsitoLLMI, KTO CMOXET
BMAETb 3Ty MHOOPMaUMto. [JOCTYNMHbI HACTPOMKN AN OCHOBHbIX M AOMOMHUTENbHbIX AaHHbIX O

nosib3oBaTesie, a TakXXe O/ CNoCco60B BXoa.

YPOBHU NYB/INYHOCTU

YpoBeHb NkoHKa

JoCTynHO TONIbKO Bam

JocTynHo no 3anpocy

[ocTynHo Bcem @

Kak nameHunTb ny6an4yHoCcTb nonsa npoduns

1. Mepengute B naHenb ID - Bknagka Monb3oBaTenu.

2. OTKponTe Npodunb NobL30BATENS.

3. HaxxMuTe Ha TeKyLLyt UKOHKY Ny6IMYHOCTM PSAOM C MOJIEM.

4. B BbiNagalowemM MEHIO BbIGEPUTE HOBLIN YPOBEHb.
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OnucaHue

[aHHble He nepegatoTcs B
CTOPOHHME CUCTEMbBI U AOCTYMHbI
TONbKO MoNb3oBaTento.

[aHHble JOCTYMHblI B CTOPOHHUX
cuctemMax, C KOTopbIMKW HacTpoeHa
nHTerpaums KpuntoAPM IDM.
[na pocTtyna K gaHHbIM TpebyeTca
cornacue rnosb3oBaTens.

[aHHble ny6nuyHbl Bcerga. [ns
OOCTyna K HUM He TpebyeTtcs
cornacue nonb3oBaTtens.
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Alexandra Timofeeva

OcHoBHas nHdopmauus

ID nonb3osarens 423

My6nuyHoe nms Alexandra

$oTo npochunsa @

Nwvsa n bamunus Alexandra Timofeeva
JornH timofeeva.a

[ara poxaeHus 01.01.2000

M3meHeHune npuMmeHAaeTcd MrHoBeHHO.

SKCNopT AaHHbIX Npoduns

Penuns v1.0

N3meHuntb

& -

[JocTynHo Tonbko Bam @

NaHHble KOHUAEHUMaNbHbI U BUAHBI
TonbKO BaM

[ocTynHo no 3anpocy
\i‘l [ocTyn K AaHHbIM ByaeT npefocTaBneH

nocne Ballero cornacus

@ [ocTynHo Bcem
ﬂaHHb\e HyﬁﬂMHHb\ W AOCTYNHbI BCEM

&~

KpuntoAPM IDM no3songeT akcnopTupoBaTtb Bce AaHHble npoounsa B JSSON ¢popmare.

YTOoObl CKayaTb JaHHble NPopuns:

1. NMepengute B naHenb ID - Bknagka Monb3oBaTenu.
2. OTKkponTe Npodunb Nonb3oBaTens.

3. Packpoute 610K Apyrue gencTeus.

[Opyrve pencteus

Monutuka obpaboTkm nepcoHanbHbIX AaHHbIX

YAanuTb akkayHT BbIATH CO BCEX YCTPOIICTB CkauaTb fjaHHble

4. BbibepuTe gencrtene CkayaTb faHHbIe.
5. 3arpyska JSON-¢danna HayHeTCa aBTOMaTUYECKMN.

CTpyKTypa aKCnopTMpoBaHHOro ¢panna

OKCNOPTMPOBaHHbIN Gann COAEPXKUT MOMHbBIA CMUCOK AaHHbIX NOMb30BaTeNs:

"user": {
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"id": 1573,

"email": "ivanov.petr89@mail.com",
"birthdate": "1992-11-14T15:22:11.123Z2",
"family name": "WBaHoB",

"given name": "MeTp",

"nickname": "Meta",

"login": "petr ivanov92",

"phone_number": "+79991234567",
"picture": "public/images/profile/3f7b21d8e4c2a6flb2c9d3ale5f7blc4",
"public_profile claims oauth": "id email family name given_name picture",
"public _profile claims gravatar": "family name given name email picture",
"blocked": false,
"deleted": null,
"custom fields": {
"country": "Poccusa

}I
"password updated at": "2025-10-12T08:45:33.222Z"

}I
"role": "ADMIN"

IlocTyn n 6e3onacHoOCTb

3aBepLUeHne CeaHCOB NoNb3oBaTens

DYHKUMA NPUHYAUTENBHOrO 3aBEPLUEHNS BCEX aKTUBHbIX CECCUIN — BaXKHbIA MHCTPYMEHT
6e3onacHocTW. Micnonb3yinTe ero B ciiyyae yTepu yCTPonCcTBa, NOA03PEHNS Ha B3/IOM aKKayHTa Uin
LSt HeMeNeHHOro 0GHOBNEHMS! TOKEHOB A0CTyna.

o OTa onepauus HeMeJIeHHO aHHYNMpPYeT BCe access- U refresh-TokeHbl Nonb3oBaTens,
3aBepLUasi BCe ero TekyLune Ceccum Bo BCeX NPUIoXeHnax. MNonb3oBaTtento NoTpebyeTcs BONTH
3aHOBO.

Kak 3aBepLlUnTb ceaHCbl Nonb3oBaTens
Cnoco6 1: N3 o6Lero cnucka nosib3oBartenemn
1. Mepengute B naHens ID - Bknagka Monb3oBaTenu.

2. Haxxmute 3aBepI.I.IMTb ceaHcCbl B MEHIO AENCTBUIN C NOSb30BaTENEM.
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AnekcaHpapa Tumocdeesa MNpaBsa Cratyc
Id 422 Monb3sosarenb AKTVBHbIN

L5 WameHnTb npasa

H [ [> 3aBepwmtb ceaHcsl ]

ﬁ 3abnokupoBatb

Ypanutb U3 NnpunoxeHus

ai

Cnoco6 2: N3 npodunsa nonb3oBaTtens
1. Mepengute B NnaHenb ID - Bknagka Monb3oBaTenu.

2. Ha)xmuTe 3aBepumMTb ceaHcbl B Npodusie nofb3osaTtens B 6510ke Jpyrue gencTeums.

[pyrue pencraus / N
Monutuka obpaboTku nepcoHanbHbIX AaHHbIX

YaanuTb akkayHT BbIifTW CO BCEX YCTPOWCTB CkauaTb fjaHHble

YT1o npoucxoauT nocre NoATBEPXAEHUS:

o Bce akTUBHbIe ceccum Nosib3oBaTeNs 3aBepLUatoTCs

» TokeHbl gocTyna (access token) CTaHOBATCS HEAENCTBUTENbHbBIMM

o TokeHbl 06HOBNEHUA (refresh token) aHHyNUpyroTCA

« Monb3oBaTento NoTpebyeTcs BOUTU 3aHOBO NPy CeyoleM o6paLlleHNn K NPUNOXEHUIO

)‘\ OTa onepauus He 6510KMpyeT nonb3oBaTens. OH CMOXET aBTOPU30BaTbCS CHOBA.

Ha3HayeHne n nusmeHeHne NoOAHOMOYNIM NOSb30oBaTENS

1. Mepengute B naHens ID - Bknagka Monb3oBaTenu.
2. Bbl30BUTE MEHIO AeNCTBUIM MO KHoMKe Ewe anga nonb3oBaTens, npasa KOTOPOro Heo6XxoaAnMo
U3MEHUTD.

3. BoibepuTte gencteme U3smeHUTb npaea.
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AnekcaHnpapa Tumodeesa MNpaBsa Cratyc .
Id 422 Monb3osatens AKTVBHbIN
.

H [ L5 WamennTb npasa ]

[> 3aBepwmtb ceaHcsl

ﬁ 3abnokupoBatb

Ypanutb U3 NnpunoxeHus

ai

4. B OTKPbIBLLEMCS OKHE BbIGEPUTE HEOOXOANUMYIO POJIb U HaXXMUTe COXpaHUTb.

M3meHnTb NpaBa X

Bbl6epVITe npasa A514a NoJib3oBaTena:

9 AnekcaHgpa

YpoBeHb NOMHOMOYUIA
() YuactHuk
VIMeeT [OCTYN B NPUMOXEHNEe 1 MOXET NpocMaTpuBaTh Npodunb

NpUNoXeHusa

() Aamunuctpatop

VIMeeT MorHbIM KOHTPOIb Ha4 BCEMU MOMNb3oBaTeNAMMU U MPUNOXEHUAMN

(® Ynpasneney

MoxeT co3fasaTtb CBOU NPUMOXEHUS, YNpaBnATb NOMHOMOYUAMMU
y4aCTHUKOB CBOMX NPUMOXEHWUIA, MpocMaTpuBaTh NepcoHarnbHble faHHble

Yy4acCTHUKOB CBOUX HpMJ‘IO)KeHV[ﬂ
OTmeHa CoxpaHuTb

Monb3oBaTenb NONYYUT BbIBPAHHYHO POSib U COOTBETCTBYHOLWME en npaea.

CTaTyc akKayHTa

BnokuposaHue nonbaosatenen KpuntoAPM IDM

BnokupoBka 3anpeLaeT OCTYN KO BCeM cepBucam, ucnonbaytowmm KpuntoAPM IDM ana exoga.
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YT06bl 3a610KMPOBATh NOSb30BaTENS:
1. BbI30BUTE MEHIO AENCTBUI C aKTUBHbBIM NOMIb30BaTENEM B OGHOM M3 MHTEPDENCOB:

o B MeHIo gencTeumn ¢ nonb3oBartenem B Npodune npuioXeHus.
o B MeHIo AencTBMi ¢ nosb3oBaTenieM Ha Bknaake Monb3oBaTtenw.

Anekcanpapa Tumodeesa MNpasa Cratyc .
Id 422 Monb3oBatenb AKTVBHbBIV
Ko

La  ViameHnTb npasa

[> 3aBepwwutb ceamchl

H [ @] 3a6nokupoBaTh ]

-ﬁ YAaHMTb U3 npunoxeHus
2. BoibepuTte gencrteme bnokupoeatb B KpuntoAPM IDM.
3. MopTBepauTe gencTene B MogasbHOM OKHe.
BrnokupoBaTtb akkayHT X

Monb3oBatenb AnekcaHzpa notepseT AOCTyN K NPUNOXEHUAM, B
KOTOpbIX 41151 BXOAA VCMomnb3oBarn akkayHT. [laHHble, CBf3aHHbIe C
aKkayHTOM, GydyT COXpaHeHbI.

OTmeHa 3abnokupoBsartb

YTo nponcxoauT nocrie 6N0KUPOBKMU:

. CTaTyC nonb3oBaTesid UISMEHUTCA Ha 336ﬂOKMp0BaHHbIﬁ.
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AnekcaHppa Tumodeesa Mpasa Cratyc

e. A T "
H"Z;iawpa umodeesa Monb3oBatenb / 3a6/10KMpOBaHHbIN

i d
@ ExaTtepuHa MeTpoBa

MNpaBa Cratyc

ExatepuHa "
wareprt Monb3osaTens AKTUBHbIiA

Id 422

[eHuc Kopabnes
= [enuc Kopabnes
Id 423

MNpaBa Cratyc
AamuHucTpaTop AKTUBHbI

° 3a6J'IOKVIpOBaHHbIVI nosib3oBaTesib He CMOXeT BOMTU B npuno>xeHume.

Mpu NonbITKe BXxoAa 6yaeT oTo6pa)kaTbCA CNeayroLLUMIA BULKET:

X Owwubka @

Monb3oBaTesib 3a6/10KMPOBa

Pas6noknpoBaHue nonb3oBatenen KpuntoAPM IDM
YTOo6bl pa3bnokMpoBaTb NOMb30BaTENS:
1. Bbi30BUTE MEHIO AENCTBUIM C 3a6/I0KMPOBAHHbIM MOJIb30BaTeNEM B O4HOM 13 MHTEPPENCOB:

o B MeHIo gencTeun ¢ nonb3oBartenem B Npodune npuinoXeHus.
o B MeHIo AencTBMi ¢ nosb3oBaTenieM Ha Bknaake Monb3oBaTtenw.

2. BoibepuTe gencteune Pasénokuposatb B KpuntoAPM IDM.

3. MoaTeepauTe aencTeMe B MOAaIbHOM OKHe.
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Mocne noareep>XaeHud aencreus CTaTycC nosnb3oBaTtesid UISMEeHUTCA Ha AKTUBHbIN.

YpaneHue nonb3oBaTend

AOMUHUCTPATOP MOXET HaBcerga yaanuTb nonb3osatens. [locne nogTreepXxaeHns yoaneHus
aKKayHT 1 BCe JaHHble NCYe3HYT 6e3B03BpaTHO. [lonb3oBaTtenb noTepsaeT AOCTYM KO BCEM
NPUNOXEHUSM, rge ucrnonb3osancs ero akkayHT KpuntoAPM IDM.

» Monb3oBaTenb MOXET CaMOCTOSATENbHO YAANNTb CBOW akKKayHT Yepes NINYHbIN NPoduIb.
YpaneHvne peanv3oBaHO C MEXaHU3MOM OTCPOUYKMU. B TeyeHne onpeaeneHHoro BpeMeHu
Nnosib30BaTesib MOXET BOCCTaHOBUTb AOCTYM K CBOEMY akkayHTy. [logpo6Hee 06 3TOM MOXHO
Yy3HaTb B UHCTPYKUMK [Tpodunb nonb3oBaTtens.

Kak yganutb nonb3oBatens KpuntoAPM IDM

+ AnbTepHaTuBa: PacCMOTpPUTE BO3MOXHOCTb 6/TOKMPOBKU aKKayHTa BMECTO YAaneHus,
€C/N eCTb BEPOATHOCTb BOCCTAaHOB/IEHUS AOCTYyNa.

YTOo6bl YoanuTb Nofb3oBaTens:
1. HaxkmuTe YaanuTb akKayHT B O0HOM M3 MHTepP(dENCOB:

o B MeHto gencTBuin ¢ nonb3oBaTtesieM Ha Bkaake Monb3oBaTtenu.

AnekcaHapa Tumodeesa MNpasa Cratyc
Id 422 Monb3oBatenb AKTUBHbIN
}

S5 WaMmeHuTb npaBa

[= 3aBepwmtsb cearcsl

@ 3abnokunpoBaTtb

Ypanutb ]

—>

a

o B npodune nonb3osartens B 610ke Opyrue aencTeus.
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[pyrue gencreua A

Monutuka oOpaboTKW NepcoHanbHbIX AaHHbIX

YAAnuTb akkayHT BbITH CO BCEX YCTPONCTB CkayaTb AaHHble

2. MoaTeepanTte AeNCTBME B MOAANIbHOM OKHeE.
Mocne NoATBepyKaeHUs nonb3oBaTenb GyAeT yaaneH.
YTo NnponcxoguT nocne ypaneHus:

« [punoxexus, rae yoansemMblil NonNb3oBaTesb ABNSETCH eAUHCTBEHHbIM BnagensueMm, 6yayT
6e3B03BpPaTHO yAaneHbl.

e Bce paHHble akkayHTa cTupatoTca 63 BO3MOXHOCTM BOCCTAaHOBJIEHWS MOC/E OKOHYATENbHOro
yaaneHus.

e [Monb3oBaTeNb TepseT JOCTYMN KO BCEM MHTErPMPOBaHHbIM CepBUCAM.

CMOTpuUTe Takxe

e JTIn4yHbIM Npodunb 1 yrpasrieHe paspeLlleHusMm NpUnoXXeHnin — pyKoBOACTBO MO yNpaBneHuto
JINYHBIM Npopunem.

e YnpaBneHne NnpuioXKeHnsMm — pyKoBOACTBO MO CO3[aHUI0, HacTponke u ynpasneHuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHnamu.

e YnpaBneHne opraHmnsaumnen — pykoBoACTBO Mo paboTe ¢ opraHusaumern B KpuntoAPM IDM.
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OTKprTb CTaTbio Ha canTe

KakK HacTpouTb 1 NOAKMOYNUTb MUHU-
Bupxxet KpnuntoAPM IDM

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak NOAKIHOUYUTb U HACTPOUTb MUHU-BUAXKET KpunTtoAPM IDM Ha
Ballem Beb-pecypce. Bbl HayunTecb HacTpamBaTb NapamMeTpbl ayTEHTUDUKALUN, OTOBPaXeHUE
npoduns nonb3oBaTens, KHONKM BXOAa U MEHIO, a Tak)Xe KaCTOMU3NPOBaTb BHELUHWA BUA, BUOXKETA,
4yTO6bl OH FAPMOHUYHO BNUCHIBaNCA B AM3alH Ballero npoekTa.

CopepixaHue:

e YTO Takoe MUHU-BUOXKET?

o KoHpUrypaums sugxera

e HacTpoika oTobpakeHnsa npodpuns

» HacTpowka KHOMKK BxoAa

¢ [NlapameTpbl KHOMOK MEHHO

o CTUAN3aUNA MUHU-BUOKETA

e lHouBMAayanbHasa cCTUnmMsaumsa KHOMoK MeHHo
o CMOTpUTE Takxke

YTO TaKOEe MUHU-BUOXET?

MuHU-BUAXKET — 3TO MEHIO C AaHHbIMM O MOMb30BaTeNe U BaXHbIMU GYHKLMAMU. B HeM JOCTYMHbI
npodunb, NaHenb ynpasieHsa CUCTEMOM, OpraHu3aunen, NPUIoXeHUeM, a Takxe BbIXo[ U3
cucTeMbl. TakxXe 30eCb MOXHO pasMeCcTUTb NPUIoXeHue Of1a 6bICTporo goctyna. Buaxet
OTKpbIBaeTCA NpU KNIMKe Ha aBaTap Nosib3oBaTess B MpaBOM BEPXHEM Yriy aKpaHa.

MWHU-BUOKET NPEACTABASET U3 ce65 NErknin JavaScript-kOMMNOHEHT A5 ayTeHTUdMKaLmm
nonb3osatenen B cepsuce KpuntoAPM IDM. OH pa6oTtaeT no ctaHgaptam OIDC/OAuth2, PKCE n
MOXeT 6blTb BCTPOEH B Tt0GbIe BEG-CanThbl nnn nHtepdencol — ot npoctoro HTML go SPA Ha React
unu Vue.

» YTO6bI f,O6ABUTL NPUIIOXEHME B MUHU-BUOXKET BKIOUMTE Nepeknoyatenb OTo6paxaTb B
MWHU-BUJDKETE B HACTPOMKaX MPUTOXKEHNS.

[MpuMepbl BUOKETOB:
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KpuntoAPM IDM Penus v1.0

AnekcaHppa Tumodeesa AnekcaHgpa Tumodeesa
G MopTan pokymeHTaummn @ ADM

ObpasoBaTesibHble KypCbl |:_. Bbixog,
@i 1

KoHdurypaumsa emaoxxera

O6s3aTenbHble NapamMeTpbl

[ns 6a3o0BoK paboThl BUOYKETA HEOOXOAMMO YKa3aTb TPU KITHOYEBbLIX NapamMeTpa:

MapameTp Tvn OnucaHue Mpumep
appId string YHUKanbHbIN "MTn00Tdx85FgNbOFy2nUsH
naeHTUduKaTop "

npunoxexHunsa B Trusted

backendUrl string URL Bawwero backend API "http://localhost:3001"
redirectUrl string URL gnga "http://localhost:3000/
nepeHanpasnexHus nocne  login"
aBToOpu3aumnmn

LlononHuTenbHbIe NapamMeTpsbl

[na paclmMpeHHo HaCTPONKKN JOCTY MHbI OMNUMOHaNbHbIE NapaMeTpbi:
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MapameTp Twun OnucaHune 3HayeHue No YMO4YaHUIo

issuer string URL Trusted SSO "https://id.kloud.one"
cepBepa

withOutHomePage boolean ABTOMaTUYECKUN false
peaunpeKkT Ha
aBTOpU3aLmIo

getTokenEndPoint string Endpoint ans nonyyexus "/api/oidc/token"
TOKeHa

getUserInfoEndPoint string Endpoint ans nonyyeHwus "/api/oidc/me"
OaHHbIX Nonb3oBaTensd

scopes string[] OAuth2 paspelueHus ["openid", "1k",

"profile"]

profile IProfileConfig HacTtpowkn npoduns CMm. pasgen Huxe
nosib3oBartensd

loginButton ICustomMenuButton HacTpoWku KHOMKK BXxoaa CM. pasgen Huxe

menuButtons ICustomMenuButton[] MaccuB gonoNHUTENbHbIX CM. pasgen Huxe
KHOMOK

customStyles ICustomStyles [no6anbHble CTUN CMm. pasgen Huxe

Ba3oBbI NpuMep NOAKIYEHUS

BUIXETa

import { TrustedWidget, TrustedWidgetConfig } from "trusted-widget";

const newConfig: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",

redirectUrl: "http://localhost:3000/login",

issuer: "https://id.kloud.one",
withOutHomePage: false,

getTokenEndPoint:

"/api/oidc/token",

getUserInfoEndPoint: "/api/oidc/me",

15

// WNcnonb3o0BaHne KOMMNOHEHTa

<TrustedWidget config={newConfig} />;

HacTpouka oTobpaXeHust npopuns

[MapameTpbl KOHOUTYpaumn npodung

I'Ipoqmnb nosib3oBatend — 3TO KOMIMOHEHT, KOTOprﬁ COAepPXUT aBaTap N UMA NoJib3oBaTend.
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MNapametp Tvn OnucaHue 3HaueHu1e Mo YMONYaHMIO

isHideText boolean CKpbITb OTOBpaXkeHne false
MMeHM Nofib3oBaTens

wrapper IComponentStyles CTnnm KoHTenHepa Cwm. pasgen ctunen
npoounsa (Tonbko LBeTa)

button IComponentStyles CTnnu KHonkn-aBaTapa Cwm. pasgen ctunen
nonb3oBaTtens (ToNbKo
uBeTa)

I\ BaxxHo: [1na HacTpoek npodunsa (profile.wrapper v profile.button) MOXHO U3MEHSTb
TonbKO UBeTa (color.text, color.background, color.hover) n CKpblBaTb MMS NOMIb30BaTESNSA
(isHideText). dpyrvne napameTpbl CTUNU3aLmMmM (Takme Kak borderRadius, padding, position) He
NPUMEHSAIOTCA K NPOYUIHO.

Mpumep HacTPONKN NPOPUNS

// Mpumep: Tonbko aBaTap 6e3 TekcTa
const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
profile: {
isHideText: true, // CKkpbiTb MMS, MOKa3biBaTb TOMbLKO aBaTtap

}I

HacTpouka KHOMKK BXoaa

KHonka Bxopa 0To6pa>KaeTc9| 04 HeaBTOPU30BaAHHbIX nonb3oBatenen. Bol MoXxeTe HaCTpPOUTb eé
TEKCT, UKOHKY U CTUNN.

[MapameTpbl KHOMKKX BXOAa

MapameTp Twun OnucaHune 3HayeHue no ymon4vaHuio
text string TeKCT KHOMKK Bxoaa "BonTtmn"
type string Tun KHOMNKM "login"
icon string \| Cchblnika Ha nsobpaxeHue null
React.ReactElement unu React anemeHTt
customStyles IComponentStyles Cwm. pasgen ctunen
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MNapametp Tvn OnucaHue 3HaueHu1e Mo YMONYaHMIO

MHHMBMAyaﬂbHHeCTMﬂM
ONns KHOMKKU

[Mpumep KoHpUrypaunm

// TMpumep: KHOMKa C KacTOMHON WKOHKOW
const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
loginButton: {
text: "BonTu uyepes Trusted",
type: "login",
icon: "https://id.kloud.one/favicon.ico", // MNonb3oBaTenbCKas WKOHKa
3,
+

// Mpumep: lpocTas TekcToBas KHOMKa 6e3 MKOHKM
const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
loginButton: {
text: "Boutn",
type: "login",
customStyles: {
isHideIcon: true, // CKpbITb MKOHKY

[TapamMeTpbl KHOMOK MEHHO

O6s3aTenbHble NapamMeTpbl

MapameTp Twvn OnucaHue Mpumep

text string OTo6pakaeMmoe HasBaHMe  “"TestService"
KHOTMKU

link string Cchblnka Ha cTpaHuuy Ans "https://test.com"
nepexopga
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ononHutenbHble napamMeTpbl

MapameTp Twvn OnucaHue
icon string \| Cchblnika Ha nsobpaxeHue
React.ReactElement unu React anemeHT
customStyles IComponentStyles MHauBmayanbHble CTUIN
ANS1 KHOMKM

[Mpumep KoHPUrypauum

import { TrustedWidget, TrustedWidgetConfig } from "trusted-widget";

const newConfig: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
menuButtons: [
{
text: "TestService",
link: "https://test.com",
icon: "https://image.png", // | <Icon />

CTunmsauma MMHU-BULOXKETA

Penuns v1.0

3HayeHue no YMO4YaHUIo

null

Cwm. pasgen ctunen

BuoxeT noggepxuBaeT getanbHy KacToOMU3aUmMio BHELWHEro Buaa Yepes oo6bekT customStyles. Bbl
MOXeTe yrnpaBsaTb LUBeTaMn, CKPYrIeHnaMKn, OTCTynamMm u BblpaBHMBAHNEM BCEX ANIEMEHTOB.

CTpyKTypa 06bekTa CTUNen

customStyles: {

global: {
borderRadius: "8px", // TnobanbHoe cKpyrnexue
color: { /* uBeta */ } // TnobanbHble UBETa

I

components: {
primaryButton: { /* ctunu */ }, // OCHOBHble KHOMKMU
secondaryButton: { /* ctunu */ }, // BTOpoCTeneHHble KHOMKMK
accountButton: { /* ctunmu */ } // KHOMKW MeHI aKkKayHTa

b

}
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MapamMeTpbl KACTOMHbIX CTUNEN

[(nobanbHble CTUIK

MapameTp Tun OnucaHune Mpumep

global.borderRadius string CKpyrneHue yrnos ans "12px"
BCeX 3/IeMEHTOB

global.color IComponentStyles [no6anbHble UBeTa CM. HUXe

CTnnm KOMNOHEHTOB

MapameTp Twvn OnucaHue HasHauyeHue
components.primaryButto  IComponentStyles CTnb OCHOBHOM KHOMKM KHonka "Bontn",

n "Mpo¢wunb"
components.secondaryBut  IComponentStyles CTunb BTOPOCTEMNEHHOM KHonka "Bbixoa"

ton KHOMKU

components.accountButto IComponentStyles CTunb KHOMOK MeHIo KHOMKM B BbiNagatoLlem
n aKKayHTa MEHO

MapameTpbl CTUNEN KOMNoHeHTOB IComponentStyles

MapameTp Twun OnucaHue Mpumep

color.text string LIBeT TeKcTa U MKOHKMU "HEFFFFE"
(HEX)

color.background string LiBeT ¢poHa (HEX) "#1976d2"

color.hover string LiBeT ¢oHa npu "#1565c0"

HaBepgeHun (HEX)

borderRadius string CkpyrneHue yrnos "8px"
3afneMeHTa
padding string BHyTpeHHMe oTCTynNbI "8px 16px"
position "left" \| "center" BblpaBHUBaHWE KOHTEHTa "center"
B KHOMKe
isHideIcon boolean CKpbITb MKOHKY B KHOTMKe false

HacnepoBaHue cTtunen

Bupxet nmeet YMHYHO CUCTEMY HacieaoBaHuA cTunen Ona KHOMKU secondaryButton:

» Ecnu 3apgaHbl CTUAM TONBbKO AN primaryButton, TO OHM aBTOMaTUYECKM NPUMEHSIOTCS U K
secondaryButton, HO C 6o/bLIEN NPO3PAYHOCTLIO (Yepes yMeHblueHMe opacity).
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» Ecnu 3apaHbl oTAaenbHble CTUNKM ANiA secondaryButton, TO NPO3Pa4YHOCTb NPUMEHATbCA He 6yp,eT
— UCMOJIb3YHOTCA TOJIbKO ABHO YKa3aHHbIE€ NMapaMeTpbl.

Mpumep KOHPUrypaumm ctunemn

MpuMep HaCTPOWKK rnobanbHbIX CTUNEN

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// DedonTHble 3HauyeHus pna rnobanbHbIX CTUNEN
customStyles: {
global: {
color: {
text: "#666666",
background: "#ffffff",
5
borderRadius: "8px",
o
components: {
accountButton: {
color: {
text: "#fff",
background: "#efefef",
hover: undefined, // ecnu He 3apaH npumeHsetca filter: brightness(90%)
+
position: "left",
isHideIcon: false,
5
primaryButton: {
color: {
text: "#ffffff",
background: "#b5262f",
hover: undefined, // ecnu He 3apaH npuMeHsietca filter: brightness(90%)
+
position: "left",
isHideIcon: false,
Vo
// secondaryButton He 3apaH — OypmeT uMcnonb30BaTbCA CTWAb primaryButton ¢ npo3payvyHOCTbi
(opacity:0.5)
1y
+
53

MpuMep NOTHON KOHPUrypauum CTUNen

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// HacTtpovku npoduns
profile: {
isHideText: false,
wrapper: {
color: {
text: "#333333",
background: "#f8f9fa",
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Vo
1y
button: {
color: {
text: "#333333",
background: "transparent",
hover: "rgba(0, 0, 0, 0.08)",
Fo

Mpumep NOMHOM KOHOUIYpaLmMn C KHOMKOM BXoAa

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// KHOMKa BXofga C WKOHKOM
loginButton: {
text: "Boutn",
type: "login",
icon: "https://id.kloud.one/favicon.ico",
customStyles: {
color: {
text: "#ffffff",
background: "#4CAF50",
hover: "#45a049",
Vo
borderRadius: "8px",
padding: "10px 20px",

Mpumep NONHOW KOHGUrYypaLmun € rnoGanbHbIMU CTUASIMU U MEHHO

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// TnobanbHble CcTWUIU
customStyles: {
global: {
borderRadius: "8px",
o
components: {
primaryButton: {
color: {
text: "#ffffff",
background: "#4CAF50",
hover: "#45a049",
+
position: "center",
isHideIcon: false,
17
secondaryButton: {
color: {
text: "#4CAF50",
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background: "transparent",
hover: "#f1f8e9",
+
position: "center",
isHideIcon: false,
o
accountButton: {
color: {
text: "#333333",
background: "#ffffff",
hover: "#f5f5f5",
I
position: "left",
isHideIcon: false,

NHpouBuayanbHasa cTUAM3aUmMsa KHOMOK MEHHO

[na KaXkgon KHOMKK B menuButtons MOXHO 3agaTb UHANBUAYANbHbIE CTUMU Yepe3 CBOUCTBO
customStyles TMna IComponentStyles.

I'Ipl/uwep C nHamsmnayanbHbIMU CTUNAMU ONA KHOMOK

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
menuButtons: [
{
text: "JIMYHbIN KabuHeTt",
link: "https://my-account.com",
icon: "https://icons.com/profile.png",
customStyles: {
color: {
text: "#ffffff",
background: "#4CAF50", // 3eneHbih ¢oH
hover: "#45a049", // TeMHO-3efeHbl1 NpU HaBedeHuu
|
borderRadius: "8px",
padding: "8px 1l6px",
position: "center",
+
o
{

text: "Hactpownkn",
link: "https://settings.com",
icon: "https://icons.com/settings.png",
customStyles: {
color: {
text: "#333333",
background: "#f5f5f5", // CBetno-cepbin ¢oH
hover: "#e0e0e0", // Cepbii NMpu HaBegeHUU
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o
borderRadius: "6px",
padding: "6px 12px",
position: "left",
}
e
{
text: "lMoppepxka",
link: "https://support.com",
customStyles: {
color: {
text: "#ffffff",
background: "#FF5722", // OpaHxeBbii (OH
hover: "#E64A19", // TeMHO-OpaHXEBbi1 MPU HaBEOEHMUM
I
borderRadius: "4px",
padding: "10px 20px",
position: "center",
isHideIcon: true, // CKpbiTb MKOHKY [fs 3TOW KHOMKW

MpropUTET NPUMEHEHUSA CTUNEN

1. UHpuBuayanbHble CTUIN KHOMKMU (customStyles B 06bekTe KHOMKKU) — BbICLUUA NPUOPUTET

2. Ctunun accountButton (customStyles. components.accountButton) — ecnu He 3aaHbl
MHAMBUAYANbHbIE

3. JedonTHble CTUIN — eC/N He 3aJaHbl NpeabigyLime

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// Ecnn y kHonku HET customStyles, 1o pns menuButtons npuMmeHswTca cTtunm accountButton
customStyles: {
components: {
// pedonTtHele cTunm accountButton
accountButton: {
color: {
text: "#666666",
background: "#efefef",
hover: undefined, // ecnu He 3apaH npuMeHsieTcsa filter: brightness(90%)
}
position: "left",
}
+
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rlpI/IHLI,MI'IbI CTUNN3aunn MNHN-BUOXKETA

MpuHUKun

U,EHTpaﬂM3OBaHHoe ynpasJjieHue

M'm6kasa HacTpoika npoduns

HacTpoiika KHonku Bxofaa

CTpyKTypa LiBeToB

YnpaBneHue oTo6paxxeHuem

'M6koe BbipaBHUBaHUE

YMHOe HacnepgoBaHue

Fallback-cucrema

Fno6anbHoe CKpyrieHue

MHpuBupyanbHas KacToMUsaums

000 «Uundpposbie TexHoNnorum» o Trusted.ru

YT0 3TO 3HAUUT

Bce HacTponkun BHeLIHero Bnga
3afatoTCcs Yepes TpW KIHYEBbIX
06bekTa KoHbUrypauuu.

BHelwwHnn Bua 6110Ka ¢ UMEHEM U
aBaTapoM aBTOPM30BAHHOIO
nonb3oBaTens HacTpanBaeTcs
OTAEnNbHO.

CTnnum KHonMKw, KOTOpPYHO BUOAT
HeaBTOPU30BaHHbIe NOJIb30BaTENN,
HaCTpanBatkoTCA He3aBUCUMO.

LiBeToBas cxema ans no60ro
3/1IeMEHTa OMUCbIBaeTCS
eAnHoobpasHo.

MO>KHO nerko ckpblBaTb TEKCTOBbIE
MEeTKU UNN NKOHKMW.

CopaepKnMoe BHYTpY KHOMOK
MOXHO BbIPOBHSTb MO IEBOMY Kpato
WK MO LEHTPY.

CucTtema cama 3anonHseT npo6esbl
B KOHOUrypaLmm, Ucnonbays
NOrUYHbIE 3HAYEHUs Mo
YMONYaHUIO.

KHOMNKW B BbiMagatowemM MeHIo
NCMNOMb3YOT 06LWMe CTUIN, ecin
O1S1 HUX He 3adaHbl
WHOMBUAYaNbHbIE.

EoMHOe 3HaueHue ckpyrieHus
YrsioB MOXXHO 3a4aTb ANd BCeX
3N1eMEeHTOB BUAXXeTa.

JTto6y10 KHOMKY B MEHIO MOXHO
CTWIN30BaTb COBEPLUEHHO
YHUKabHO.

Penuns v1.0

'pe u Kak 3To NPUMEHUTb

HacTpowTe o6wun Bug B
customStyles, npoounb — B
profile, KHOMNKY Bxoga — B
loginButton.

Vicnonb3ynte profile.wrapper ons
¢oHa n profile.button ana
KHOMKM-aBaTapa. Y4TuTe, 4To 34ecb
paboTaroT TO/IbKO HAaCTPOMKM LiBeTa.

3apaviTte TEKCT, UKOHKY U CTUN B
ob6bekTe loginButton u ero
CcBOMCTBE customStyles.

Bcerga ucnonb3ymnTe BNOXEHHbIN
06beKT color ¢ NonNsAMU text,
background u hover (Hanpumep,
color: {text: "#fff",
background: "#1976d2"}).

Micnonb3ynte ¢narn isHideText
(cKpbITb TEKCT) M isHideIcon
(CKpBITE MKOHKY) B CTURSAX
KOMMOHEHTa.

3apanTe CBOMCTBO position:
"left" mnu position: "center" B
CTURAX HY>XHOW KHOTMKMW.

- [1nqa secondaryButton: ecnu cTunu
He 3afaHbl, OH yHacnegyeT
primaryButton c go6aBneHnem
NpPO3pavyHoOCTU.

- [AnAa hover: ecnu UBET He yKa3aH,
K GOHY Npu HaBeAEHUN MPUMEHNTCS
filter: brightness(90%).

Ecnn y KkHonku B menuButtons HeT
cBoero customStyles, K Heu
aBTOMaTUUYECKU NPUMEHAOTCA
CTUNN U3 accountButton.

YkaxuTe
customStyles.global.borderRadius
(Hanpumep, "8px"), U OHO NoBNUsET
Ha KHOMKW 1 MoJanbHble OKHa.

[lo6aBbTe 06beKT customStyles ons
KOHKPETHOro afieMeHTa B MaccuBe
menuButtons.
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CMOTpUTE Takxe

e YNpaBneHne NpuioXKeHnsMm — PyKOBOACTBO MO CO3[aHUI0, HacTponke u ynpasneHuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHnamu.

e YnpaBneHne opraHnsaumnen — pyKoBoACTBO Mo paboTe ¢ opraHusaumern B KpuntoAPM IDM.

o JTnyHbIM Npodunb 1 yrnpasneHe paspeLleHnsMm NpUnoXXeHnin — PyKOBOACTBO MO YNpaBneHuto
NUYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak co3gaTb U HAaCTPOUTb NPUIOXEHUe B
KpnntoAPM IDM

B aTOM pyKOBOOCTBE Bbl yY3HaeTe, Kak co3faBaTth U HacTpameaTb OAuth 2.0 n OIDC npunoxeHus B
KpuntoAPM IDM. Mbl nogpo6Ho pa3bepém co3gaHmne web- 1 native-npunoXxeHuin, HacTpomnKy
BUO)KeTa BXofda, ynpasfeHne nonb3oBaTtensiMn n GOCcTyrnom.

CopepxxaHue:

o Co3paHune npunoxXxeHus

» HacTpowka npunoXxeHus

* YnNpaBneHne npuioXXeHnem

e [MONHBIN CNPaBOYHMK NapaMeTPOB NPUIOXKEHUS
¢ CMOTpUTe Takxe

Co3spgaHne npunoXxeHusd

Co3pgaHune Beb-npunoxenma OAuth

Be6-npunoxeHue — 370 CTaHOAPTHOE NPUNOXEHUE, KOTOpoe paboTaeT B bpaysepe
nonb3osatens n ssammogencteyeT ¢ KpuntoAPM IDM no npoTtokonam OAuth 2.0 n OpenlD
Connect.

YT0o6bl CO34aTb BEG-MPUNOXKEHNE:

1. Mepengute B naHenb ID - Bknagka Mpuno)xeHus.

2.
HaxmuTe kHornky CospaTtb

3. OTkpoeTcs ¢popma co3[aHUsA MPUNOXKEHUS.
4. YKaxuTe obs3aTtefibHble napamMmeTpbl NPUNOXEHNS:

o HasBaHue npunoxeHus,

o Agpec nNpunoXxeHuUs B popmMaTte npoTokon://[OMEHHOE WMS :MopT,

o Bo3BpaTHbi URL # (redirect uris) — agpec, Ha KOTOpPbIA NONb3oBaTeNb
nepeagpecoBbiBaeTCs Nocne aBTopusaunm,

o URL BbIxopa u3 cuctembl # (post logout redirect uris) — agpec, Ha KOTOpPbIN
nepeagpecoBbIBaeTCs NoAb30BaTeNlb NOCNe BbIXO4a.

@, MonHbIM CNpaBOYHMK NapameTpoB -

5. Haxxmute Co3pgaTb.
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. Mpwu co3paHnm GpopMUpyrOTCH AOMONHUTENbHbIE MO NPUNOXEHUS, KOTOPble MOXHO

NOCMOTPETb U OTpefaKTUpoBaThb B HaCTDOVIKaXZ

* UpeHTndumkartop (client_id) — ncnonbsyetca gna ngeHTMdMKaUUN NPUIOXKEHNUS;

o CekpeTHbin Kntou (client_secret) — ncnonb3yetcsa gnsa ayTeHTUPUKaALMM NOOJNHHOCTM
NPUNOXEHUS, KOrga NPUoXeHne 3anpalnBaeT AOCTYN K aKKayHTy nonb3oBaTens.
CeKpeTHbIN KoY AOMXKEH OblTb M3BECTEH TONIbKO NMPUNOXEHWIO.

Co3paHune HaTtueHoro OAuth-npunoxxeHus

HaTuBHOe NpunoxxeHue — 3T0 NPUIOXKEHUE, KOTOpOe pa3paboTaHo crneumansHo Ans
onpenenéHHon onepaunoHHON CUCTEMDI.

YT100bI cO34aTbh HAaTUBHOE MPUNOXEHUE:

1. Mepengute B naHenb ID - Bknagka MpunoXxeHus.

2.

HaxmuTe kHonky CospaTtb
3. OTKpoeTca popmMa co3gaHust NPUIOXKEHUS.

4. Ykaxute obasaTesibHble NapameTpbl MPUIOXeHUS:

o HasBaHue npunoxxeHus,

o Appec NpUNoXXeHus — NoKabHbIM agpec NpunoxeHusa B popmate myapp://callback
(TpebyeTcs Ans 3aBepLUeHUs CO34aHus, HO He UCMONb3YEeTCA B HAaTUBHbIX NMPUIOXKEHUSAX),

o Bo3BpaTHbi URL # (redirect uris) — nokanbHbIM agpec, Ha KOTOpbI GyAeT BO3BpaLLEH
nonb3oBaTeNlb Nocne aBTopusaumu, Hanpumep, myapp://callback,

o URL BbIxopa U3 cuctembl # (post logout redirect uris) — noKanbHbIM agpec
nepeagpecaumm nocse Boixoda (Hanpmumep: myapp://logout).

@, MonHbIN CNpaBOYHMK NapameTpoB -
5. Haxkmute Co3pgaTb.

6.
OTKpOﬂTe CO3[aHHOEe NpUNoXeHne U HaxmMmnTe Ha PepgakTupoBaTb

7. B oTKpbIBLWENCA dOpPME pefaKTUPOBaHUS:

o BbibepuTe native B HacTponke TUN NPUNOXXEHUS;
o BbiGepuTe none B HACTPOMKax C MeToAaMu ayTEHTUGUKALMMN.
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MeToz ayTeHTU(UKaLMKM KNTMEHTa AN KOHEYHOW TOYKM NONYy4YeHns TokeHa (token_endpoint_auth_method)

none v

MeToz ayTeHTU(UKaLMK, UCNONMb3yEMbIi NPU AOCTYNE K KOHEYHOI TOYKE NPOBEPKYM TOKeHa (introspection_endpoint_auth_method)

none v

MeToz ayTeHTU(UKaLMK, UCNONMb3YEMbIi NPU AOCTYNE K KOHEYHOI TOYKE OT3bIBA TOKEHOB (revocation_endpoint_auth_method)

none v

ANTOpUTM NOANMCH, UCNIONb3YEMBII MPU CO3AaHNMM NoANMcaHHoro ID-TokeHa (id_token_signed_response_alg)

RS256 v

MpoBepka HanWuMa BpeMenn AyTeHTuduKaLuK (require_auth_time) »

Cnoco6 nepegayy ID nonb3oBatens B MAEHTUMUKALMOHHOM TOKEHE (subject_type)

public v

Tun npunoxexus (application_type)

native v

8. CoxpaHuTe N3MEHEHMSI.
[anblue HacTponTe aBTOPU3aLMIO Ha CTOPOHE BaLLEero NPUIoXeHUs:

« ucnonbsymnte PKCE (Proof Key for Code Exchange) npu 3anpoce aBTOpM3aLMOHHOIO Koaa;
* UCMONb3yNTe paHee yKasaHHbIN redirect uri Ansi 06paboTKM pesynbTaTa aBTopM3aLmuu;
e BbIMOJIHANTE OGHOBNEHME TOKeHa no npoTtokony OAuth 2.0.

HacTponka npunoXxeHus

Mocne co3gaHus NpUIOXeHUss HeO6XOANMO BbIMOSHUTL MEPBUYHYIO HACTPOKKY, YTOObI OHO
KOPPEKTHO oToBparkanoch B nHTepdence n 6bin10 4OCTYNHO nonb3oraTensmv KpuntoAPM IDM. Ha
3TOM 3Tane MOXHO 3afaTb 6a30Bble MapaMeTpbl NPUIOXEHUST — OMNUCaHWe, NOroTUN, KoYeBble
HaCTPOMKM AOCTyNa U OTOOPaxXeHWe NPUNoXeHUs B KaTanore u Buaxete Bxoga. OTn napameTpsl
GOPMUPYIOT «NNLO» NPUOXKEHUS ANS NOMb30BaTeNen U BAUSKOT Ha TO, Kak OHO 6yaeT
BOCMNPUHMMATbLCS U UCMOJMb30BaTbCH B CUCTEME.

HacTpolika ocHOBHOM MHOpMaL UK

1. NMepengute B naHenb ID - Bknagka MpunoXxeHus.
2. HaxxmuTe Ha naHenb C NpuioXeHnemM, KoTopoe HeEOBX0AMMO OTpeaakTUpoBaTh.

3.
B OTKpPbIBLUEMCA OKHE Ha>XMUTE Ha KHOMKY Pep,aKTMpOBaTb
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4. PackpowTte 6510k OCHOBHasi UHPOpMAaLIUSA 1 YKaXKUTE OCHOBHbIE CBEAEHUS O MPUNOXEHUU:

o Ha3sBaHue npunoxxeHus — oToGpaxkaeTcs B MHTEpdence CMCTEMbI U BUAXKETE BXOAA,

OcHoBHas nHdopmaLms ~
HasBaHue npunoxenunsa *
Launchpad

MmMsa npunoxexus, otobpaxaemoe nosb3oBatensm

OnvcaHne NpunoxeHns

CTtapTan, MapKeTUHr-KaMnaHma unu nnyHan nHMumnaTuea — HayafbHbl 3Tan camblil BaXKHbIA. Launchpad
npefocTaBnAeT UHTErpupoBaHHblE MHCTPYMEHTbI 4719 MO3roBOro WTypMa, niaHnpoBaHusa, cbopa pecypcos 1
CUHXPOHM3aL M1 KOMaHAbl.

208/255 cumsonos

JloroTun npunoxexus

OTob6paxaTb B MUHU-BUIXKETE ()

CoxpaHutb

o OnucaHue NpunoXXeHus — onvcaHue, oto6pakaemoe B nHTepdence cepesmca KpuntoAPM
IDM,

o Jlorotun npunoxkxeHus — norotun B popmate JPG, GIF, PNG, WEBP. MakcumanbHbIn pasmep
- 1MB.

o OTOGpaXkaTb B MUHU-BUADKETE — €C/IM aKTUBHO, J06aBNASIET NPUIOXEHNE B MUHU-BUOKET
05 GblCTpOro nepexoAa K HeMy. MUHU-BULKET NErKo MHTErpUpPYyeTCs B Nto6ble BEG-CalTbl U
NHTepdpencol. O3HaKOMbTECH C MHCTPYKUMEN Kak HacTpoUTb U NMOLAKIHOYUTE MUHU-BUOKET .

5. CoxpaHuTe U3MEHEHMSI.

HacTpoika oTo6pakeHus B KaTanore

=) KaTanor — akcnepumeHTasnbHas (])yHKLl,IAFl. ﬂ,OCTyI'IHOCTb perynupyetcd agMUHNUCTpPaToOpOM
CUCTEMDbI.

KaTanor — 370 LieHTpan1M3oBaHHbIN MapKETMIENC BCEX MPUMOXEHNN, OOCTYMHbIX B 3KOCUCTEME
KpuntoAPM IDM.

KaTanor o6beanHseT Bce I'Iy6J'IM‘-IHbIe npunno>XXeHna B oogHOM MeCTe, YTO NOo3BONAET 6bICTpO
HaxXoAnUTb HY>XHbl€ NMPUJTIOXEeHUA, MpoCcMaTpunBaTb Ha3BaHUA U ONMUCaHUA, Noay4aTb AOCTYN K
NPUNOXEHNUAM 6e3 He06X0AMMOCTM 3aNnOMUHATb CMTOXHbIE CChISIKN Un nyTwn.
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[na yno6cTBa BCe NPUIIOXKEHUs B KaTasore pasgeseHbl o Tunam. OHM NOMOratoT opraHvM3oBaTb
CTPYKTYPY U YNPOCTUTb HaBUraLmio nonb3osaTenien. TUnbl NPUIOXKEHUIN CO34a0TCS U
HacTpauBaloTCA agMUHUCTPATOPAMN CUCTEMBI.

B kaTanore nosfb3oBatesb BUAWUT Ha3BaHUE NPUIOXEHUS, TOTOTUM U TUM NPUTOXEHUS U MOXKET
BbICTPO NepPenTU K MPUIOXKEHUIO.

MpuMep 0TOGPaXKeHWUA NPUIIOXKEHUI B KaTanore:

AnekcaHapa TumodeeBa

BbiCcTpbIn cTapT

613

Launch...

O

Pa3paboTka
6 S <>
Grafana GitLab CodeSy...
O6bLweHune
Connect Faceflow

Kak no6aButb npuno>XXeHne B Katasior

1. Mepengute B naHens ID - Bknagka NMpunoXxeHus.
2. OTKpOWNTE HAaCTPOMKM NMPUITOXKEHUSI.
3. PackponTe 6510k KaTtanor.

4. HacTponTe napamMmeTpbl Ny6amMKaumm:

o TUN NPUNOXKEHUA — KaTeropus NPUNoXeHUs B KaTasore;
o OTO6paXkaTb B KaTanore — BKJ/IlOYaeT OTOBpaXeHne NPUNoXeHns B KaTanore.
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5. CoxpaHuTe namMeHeHus.
lMocne coxpaHeHUs NpuNoXeHne cTaHeT AOCTYMHO Monb3oBaTesNsiM B KaTanore CUCTeMbl
KpuntoAPM IDM.
[MpaBuna otTobpa keHus I'IpVI}'IO)KeHVIVI B MUHUN-BUOXKETE N KaTasore
B KpunTtoAPM IDM cnucok NpunoXeHum B MUHU-BUOKETE N KaTanore MoXeT BKoYaTb:

o CUCTEMHbIE NPUNIOXKEHUSA — J0GABNAKOTCA U HAaCTPaMUBaOTCA afMUHUCTPATOPOM CUCTEMBI.
o MpunoXxeHus opraHU3aLumn — CO3at0TCS U HaCTpaMBalOTCS YNpaBneHLeM B pamMKax KOHKPETHOWM
opraHusauuu.

OTO6pa)KEHVIe 3aBUCUT OT TOrO, rge NCnoJib3yeTcAd BUOXET:

» B uHTEpdence camomn cuctembl — NONb30BaTE b OPraHN3auUnmM BUAUT CUCTEMHBIE MPUIOXKEHUS U
NPUIIOXEHUA CBOEN OpraHM3aunn (Npy ycrnoBum, YTo gNs KaXkgoro U3 HUX BKIKOYEHbI
COOTBETCTBYHOLLME HACTPOMNKM OTOBPAXKEHMSI).

» B BUpg)XeTe, BCTPOEHHOM B BE6G-pecypc — AeNCTBYET TOT XXe NPUHLMN: NOKa3blBatOTCA Kak
CUCTEMHbIE, TaK N OpraHM3aLUMOHHbIE MPUTOXEHUS.

HacTpownka obs3aTenbHbIX nonen npoouna nonb3oBartens

HekoTopbIM NPUNOXEHUAM A1 KOPPEKTHOM paBoThl TpebyeTca AOCTYN K onpeaenéHHblM AaHHbIM
nonb3oBaTens — HanpuMep, UMeHU, agpecy 3NeKTPOHHOW NOYTbl, HOMepy TenedoHa Unm
LOMONHUTENBHBIM NOASM NPOPUNS.

B HaCTpOIZKaX NPUNOXXeHnAa MO>XXHO YKa3aTb CNMUCOK noneﬁ, KOTOpble NnoJsib3oBaTesib 0653aH
npegocTaBuUTb Npn aBTOpPpU3aLIUN.

Kak paboTatoT obsi3aTesibHble noss
Ecnn npunoxeHue 3anpalumBaeTt obs3aTefibHble Nons:

e NOJIb30BaTesb A0J1>XXEH 3alNOoJIHUTb OTCYTCTBYHOLWMNE NOJ1A nepen BXOAO0M B NMPUIOXeEHNE,
e MOJsib3oBaTeslb A0J/1XKEH NpenoCTaBUTb NMPUNOXEHUIO A0CTYN K 3TUM AaHHbIM.

Ecnu Hy>XHoe rnone oTCyTCTBYeT B Npodusie Nnonb3oBaTens, CMcTeMa NPEANTOXUT 3arnofHUTb ero BO
BpeMs aBTOpM3aLMmn B MPUIOXKEHMMN.

Ecnv nons npucyTcTBYHOT B Npoduse, Ho A1 HUX YCTaHOBMEH YPOBEHb Ny6aMYHOCTY [L0CTYNHO
TONIbKO BaM, NMoJib30BaTeNto 6yaeT NPeasioxXeHO U3AMEHUTb 3TOT ypPoBeHb Ha JLoCTYNHO No 3anpocy,
YTOGbI NPUTOXEHNE CMOTIO NOSYYUTb JOCTYN K AAHHbLIM.

Kak HacTpouTb ob6s3aTesibHble MO

1. NMepengute B naHenb ID - Bknagka MpunoXxeHus.
2. OTKpOMNTE HAaCTPOMKMN NPUOXKEHMUSI.
3. PackpouTe 6nok O6s13aTenbHble MONS.

4, Bbl6epMTe nosnd, KOTopble npunoXxXeHne Oo/1>KHO NoJslyyaTb OT NoJjib3oBaTend.
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O6s3aTenbHble nons N

OcHoBHble nons npouns

Mma n dpamunus [ata poxaeHus ToruH OneKkTpoHHas no4ta Homep TenedoHa My6nuyHoe ums

Cornacue Ha 06paboTKy nepcoHanbHbIX AaHHbIX doTo npocunsa

KacTtomHble nonst npodunsa

[omKHOCTb OpraHuzauus

HacTponka crnoco60oB BXxoda 1 BUAXXeTa

Cnoco6 Bxopa — 3TO METOA ayTeHTVI(bVIKaLI,VIVI I'IOJ'Ib3OBaTeJ'IePI, I'IO3BOJ'IF|I-OLLI,VIPI MM aBTOpPN30BaTbCA B
NPUNOXeHnAX.

B opraHusaumum MoryT UCMoJib30BaTbCA Kak NMy6/IMyHble CNoco6bl BXOAa, Tak U CNoco6bl BXoAa,
CO3/[laHHble AN1A AaHHOW opraHu3aLmu.

Bbl MmoXeTe:

e Vlcnonb3oBaTb Ny6ANYHbIE CNOCOGLI BXOAA, HACTPOEHHble agMuHUcTpaTtopom KpuntoAPM IDM,
» [106aBNSATb CO6CTBEHHbIE CMOCOGbI BXOAA TONbKO AJ151 Ballen opraHn3aumu,

e HacTpauBaTb NyGAUYHOCTb — ONpeaensTb, rae 6yayT AOCTYMNHbI Baliy CNocoObl BXoAa,

» HacTpauBaTb o6si3aTenbHble NaeHTUPUKaTOPbl AN NoNb3oBaTenen.

I\, OrpaHuyeHus: pefakTupoBaTb Ny6ANYHbIE CMIOCOObLI BXO4A MOTYT TONIbKO agMUHUCTPaTOpbI
KpuntoAPM IDM.

), MoApo6HbIe MHCTPYKLMM MO CO3AaHMI0, PefaKTUPOBAHMIO U yAANeHUo CNoCcoBoB BXOAA
npvBeneHbl B OCHOBHOM PYKOBOACTBE: HacTpolka crnoco60oB BXo/a.

HacTpoiika Buaxeta Bxoaa

BupgyxeT Bxoga — 3T0 popMa aBTOpU3aLIMK, KOTOPYH BUAAT NOMb30BaTeNy Npuy nonbiTke BOWTH
MMEHHO B 3TO NMpPUoXeHue. Ero HacTPoNKKN NO3BONSAOT afanTMPOBaTh BHELLIHWUIA BUA, U CNOCOGbI
BX0ofa nop 6peHp 1 NoTpeGHOCTM Ballero cepeuca.

YTOO6bl OTKPbITb HACTPONKN BUOXKETA:

1. Mepengute B naHens ID - Bknagka MpunoXxeHus.
2. OTKpOWNTE HAaCTPOMKM NMPUITOXKEHMUSI.
3. Hanante 6nok Cnoco6bl BXxoga 1 Haxxmute HactpouTtb.

YTO MOXXHO HaACTPOUTb:

 3aronoBoK U 06/10)KKa — afanTupynTe nog 6peHs NpUnoxeHus,
« LiBeTOBasA cxeMa — LiBETa KHOMOK, COOTBETCTBYOLLME BalleMy AM3aliHy,
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» Cnoco6bl BXoga — BbliGepuTe, Kakme NpoBangepbl NOKasbiBaTb,
* lHpopmaLMOHHbIe 6NOKM — 0o06aBbTe NpaBuia MCNOSIb30BaHUS UMW CChINTKU.

= MNonHoe pyKOBOACTEO M0 BCEM HaCTPOWKaM:
[ns petanbHOro 03HaKOMJIEHUS CO BCEMU NapameTpamMmn U BO3MOXHOCTAMMN KacTOMMU3aLmnn
nepenguTe K NoJIHOMY PYKOBOACTBY MO HAaCTPOMKe BUAXKETa BXoda —>.

HacTpoika yBeoMeHUn Nonb3oBaTens

B KpuntoAPM IDM MOXHO co3faBaTb yBeLOMIIEHUSA, KOTOPble OTOBpaXKatoTCs nonb3oBaTento nocne
aBTOpM3auUuKM B MPUNOXEHNE.

YBeLOMNEeHNA MOryT 6biTb UCMOSb30BaHbl ANs:

* MIHOOPMUPOBAHUS O BaXKHbIX UBMEHEHUSAX;

e Ny6AMKaLmMM NpaBu UK PerfnamMmeHToB;

e OTOGpaXKeHNSA TEXHUYECKUX COOBLLEHNN;

e YBEAOMJIEHNS O HOBbIX BO3MOXHOCTSAX U OGHOBJIEHUSAX;

e 06513aTe/IbHOr0 03HAKOMJIEHUS NMONb30BaTeNnen ¢ HGopmMaumen.

©, Moppo6Hasi MHCTPYKLMS MO CO34aHUIO U YNPaBIEHUIO YBEAOMIEHUSAMU [OCTYMHA B
pyKoBoAcTBe Kak HacTpouTb YBeAOMIIEHUA MoSb3oBaTeNeN.

ynpaBneHMe NMPUNOXEeHUeEM

I_lpOCMOTp NPUNoXeHnd
1. NMepengute B naHenb ID = Bknagka MpunoXxeHus.

2. HaxxmuTe Ha naHesnb C NPUIOXeHNeM, NPoduib KOTOPOro HEO6X0AMMO NPOCMOTPETb.
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Launchpad
01.02.26

GD  https://uselaunchpad.com
AKTVBHbIE CNOCO6bI BXOAaA:

& @ Q

2 YuacThukos: 15

@i Mos komnanms

@ Grafana
08.06.24

. . GitLab
02.08.25

(&=
AKTUBHble Cocobbl BXofa:

©® %

o)
(=1

@i Mos komnanms

GD  https://git.launchpad.com
AKTUBHbIE CNOCO6bI BXOAA:

)

2. YyacTHukos: 10

@ Mos komnanus

3. OTKpoeTcs popma ¢ npodunemM NPUNOXKEHUS.

Launchpad

g B8 © 0

[] WHdbopmaumorHas naHens

ORI
o“,&_o Q,Ln Q%e

Konuuectso asTopusaumit

Mepuona: 30
Makcumym: 6

6 .

i

0 eecccce

3 M B
PO RGN

MeTpurKM NPUNOoXKeHUs

Onucanve

Crapran, MapKeTUHI-KaMnaH1s UAn NMYHan MHULMATMBA — HauafbHbIi 3Tan Camblil BaXKHbIN,
Launchpad npeaocTaBnseT MHTerpupoBaHHbie MHCTPYMEHTbI 1NA MO3rOBOTO WTYpMa,
nNaHMpoBaHus, c60pa PecypcoB U CUHXPOHU3ALMM KOMaH/b!. CTPYKTYpUpYiiTe Xaoc n
HauuHaiTe percTeoBaTh 63 packauku

Mepuoa
30 v GD  httpsi/uselaunchpad.com (]
14.03.2025
YHuKanbHble nonb3osarteni
Mepvoa: 30 @ He oTo6pasaertcs B katanore
Makcumym: 5
5.0 [E  Wpentudmkarop (Clientid) 7]
45
4,0 Ow  CexpetHblit kntou (client_secret) [_|:|
35
3,0 22, YuactHukoe: 15
25
2,0 oo @i Mos komnanmsa
15
1.0 )
05 \ AKTUBHbIE COCOBbI BXOAA:
0 e
® Q
R A R I )

& 0¥ e ,199 ,Lb.° ,ﬁf‘ & &°

B I'IpO(I)VIJ'Ie npunoXeHna AoCcTyneH 6/10K CO CTaTUCTUKOM NCMNOJIb30BaHNSA 3a Bbl6paHHbII‘/'1 nepuoa.
MeTpVIKVI NMOMOraroT oUueHUTb aKTUBHOCTb nonb3oBaTenemn u nonynapHoOCTb crnoco6oB BXxopa.
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,D,OCTyI'IHbI cnepyrowme nokasartesnn:

» KonuuecTBo aBTOpU3aL Ui — OGLLEE YNCIO YCMNELIHbIX BXOA0B B NMPUIOXEHUE;

» YHUKaJbHble NoJib30BaTeNIn — KOJIMYECTBO MNob30BaTesIen, KOTopble aBTOPM30BaUCh B
NPUNOXEHUN XOTS Gbl OAMH pa3 3a BbIGpaHHbI Nepuog;

« MonynsapHOCTb CNOCOGOB BXOA4a — CTaTUCTUKA UCMOSIb30BaHMS Pa3/IMYHbIX CNOCOGOB BXOA3,
[L0GABNIEHHbIX B BUOKET.

ans NPOCMOTPa CTaTUCTUKN:

1. Mepengute B naHenb ID - Bknagka MpunoXxeHus.
2. OTKpOWNTE HAaCTPOMKMN NPUIOXKEHUSI.
3. B 6roke MHdpopmaLmoHHana naHenb BbibepuTe nepuon oTooparKeHns MeTpuK.

4. O3HaKOMbTECH C Fpa(bMKaMM M NoKas3aTendaMn aktTuBHOCTHN.
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[} WHdbopmaumoHHas naHensb

Konuyectso aBTOopu3aumin

Mepuoga: 30
Makcumym: 6

e
|

0 eecccoce

x o ®
RS m° w“‘g 'LQ"Q 9> ®°

MonynapHocTb cnoco6oB Bxoaa

Mepwuopa: 30
Bcero aBTopusauuii: 17

handleFillRequired
6/17

session

5/17

CREDENTIALS
4/17

ALDPRO

1/17
-

registration

1/17
-

anFﬂaLIJeHI/IFl B NMPpUnoXeHud

Mepwuog

30 v

YHUKanbHble nonb3oBaTenu

Mepuoga: 30
Makcumym: 5

5,0
45
4,0
3,5
3,0
25
2,0
1.5
1,0
0,5

0 eeeccee 0..........

B
o
N

'3"

|

P P
N > P
RPNy rLu qu N

35,3 %

29.4 %

23,5 %

5,9 %

5,9 %

Penuns v1.0

MexaHunam I'IpMI'J'IaUJeHVIlZ Nno3BOJIAET OrpaHNYnUTb AOCTYN K NPUNOXEeHUIO U NpeaoCTaB/iATb ero
TONbKO 3apaHee Bbl6paHHbIM Nosib30BaTeNsAM. OTO YyA0OHO, eCNu NPUNoXeHWe npegHasHayeHo ans

3aKpbITOro Kpyra nonb3oBaTenemn.
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BkntoyeHmne orpaHnyeHmsa OOCTyna

YT106bI CcaenaTb npuno>xxeHne AOCTYMNHbIM TOJIbKO A4 NMpUrialleHHbIX nonb3oBaTesnen:

1. Mepengute B naHenb ID = Bknagka MpunoXxeHus.

2. OTKpOWNTE HAaCTPOWKU NMPUITOXKEHUSI.

3. Packponte 610k MapameTpbl NPUNOXKEHUS.

4. BKOUYUTE HaCTponKy 3anpeT focTyna Ans BHELLHUX NoNb3oBaTenen
5. CoxpaHuTe U3MEHEHMSI.

Yto npoucxoguT nocie BKIKYeHUs:

e YYACTHUKMN NPUNOXKEHUSA — MOTYT BOMTU KaK 06bIYHO.
e HenpuvrnalweHHble nonb3oBaTenn — BUOAT COOBLLEHNEe 06 OTKase B AOCTyre.
e HoBble nonb3oBaTenn — MoryT BOWTW TOJIbKO nocne nonyyeHuna npurnatleHunsa.

OTI'IpaBKa I'IpVIFJ'IaLLIeHVIVI nonb3oBaTendam
YT06bl OTAPaBUTL NpuUrnaweHmne nosib3oBaTento:

1. Mepengute B naHenb ID - Bknagka MpunoXxeHus.
2. OTKpOWNTE HAaCTPOMKUN NPUIOXKEHUSI.
3. HaxxmunTte kHonky Mpurnacutb.

4. B OTKpbIBLUEMCSI OKHE YKaXkuTe email-agpeca nofnb3oBaTtenen:
° ®
BBeAUTe agpec N Haxxmute Enter, nn6o KHonky ;

o 0N O6aBNEHNS HECKOJSIbKMX aApeCcoB UCMONb3yNTe pa3genutenn: npoben, 3anaTyo ,, TOYKY
C 3anqaToun ;.

OTnpaBuTb NpUrnaweHune X

®

Cnucok agpecoB 3NeKTPOHHOW NOYTbI, Ha KOTOpble ByAeT OTNpaeneHo
yBefoMNeHue o npurnaweHnn. Ytobbl gobasuTb, BBEAUTE agpec
3NEKTPOHHOW NOYThI U HaXXxmuTe Enter. YTo6bl 406aBUTb HECKONBKO

apecoB 3/IEKTPOHHOM MNOYTDbI, pasgesinte nx Il[)'(_)'f)(_‘,’lf_)r‘d, 3alfATON Nn

TOMKOM C 3ansiTON.

5. Haxkmute OTnpaBuThb.
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Ha YKa3aHHble afpeca oTrnpasnadeTca NnMCbMo C CChbINKOW Ans 6bICTpOFO nepexona B npunoXXeHue.

¥ anIFJ'IaLueHMFI 6y,El,yT aKTUBHbI O OTMEHbI UJTN NPUHATUA.

Y10 BMOAT Nonb3oBaTenu

Monb3oBaTenb, NONYUYMBLLMIA NPUrNaLLEHMe, NoyYaeT MMCbMO C CChIIKOM A1 BXO4a B NPUSIOXEHME.
MpurnaweHune Takxxe oTo6paxaeTcs B pasgesie 3anpochbl MMYHOIo Npoduns nonb3osaTens. NMPUHATb
npurnaleHne MoXHo ABYyMs cnoco6amu: nepenas no Cebiyike U3 NMcbMa unu BoiGpas nNpurnaeHne
B pa3fene 3anpochbl.

Q Kak npuHATb NpurnaleHne B NpunoxexHue -

anIlTIaLLIeHVIe 3alnieHo MeXaHN3MOM MNpPoBEPKU: OHO ﬂ,eVICTByeT TONBbKO OJ1d TOro no4vtoBoro
ajpeca, Ha KOTOprIZ OblNo oTNpaseHo. lNonb3oBaTtenb AOMKEH BOWTM B CUCTEMY UMEHHO NoM 3TUM
afgpecom, 4YTOObI MPUHATDb NpUurnaweHune. o310 npepoTepallaeT nepefadvyy AoCTyna Apyrum amuam.

Ecnv nonb3oBaTesb elle He 3aperucTpMpoBaH B CUCTEME, MY HEOBXOAMMO 3aperucTpupoBaThCs,
yKas3aB TOT e MOYTOBbI afpec, Ha KOTOPbIN NPULLO NpurnaweHune. Mocne ycnewHom peructpaumm
LOCTYN K NPUNOXEHNIO NpefoCcTaBnseTcs aBTOMaTUYECKH.

rlpOCMOTp CMNUCKa OTnpaB/1IEHHbIX I'IpVIFJ'IaLIJeHVIVI

1. Mepengute B naHens ID - Bknagka MpunoXxeHus.
2. OTKponTe NPodUNb NPUNOXKEHUS.
3. PackponTe pa3gen CnUcokK oTnpaB/ieHHbIX NpUrnawieHun B NpuioXXeHue.

[nsa Kax[oro npurnaweHns B Crncke oToopaxaeTtcs:
o Agpec nonydarens,

o [1aTa oTnpaBKw.

= Cnucok oTnpasreHHbIX NpUrialleHni B npunoxenue (1) A

m ]

B2 oOmpasnex0:07.05.2026  Monywatens: example@mail.ru

OTmMeHa npurnaweHms

Ecnu HY>XHO OTO3BaTb OTMNpaB/ieHHOe npurnalleHune:

1. HaVI,EI,VITe npurnaweHne B CrinCke oTrpaB/iEHHbIX.

2 -
: O
Haxxmute KHONKY Ypaanutb Ha naHenn ¢ npurnaeHnemMm.

3. MNoareepanTe OTMEHY NpurnaleHus.
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MocnepcTBus OTMEHDI:

o CchblfIKa B MMCbME CTaHOBUTCSA HeJEeNCTBUTENIbHON,
e [Monb3oBaTeNb HE CMOXET NPUHATL NpUrnaleHne.

[Monb3oBaTeNn NPUNOXeHUS

Monb3oBaTtenu NpunoXeHus (y4acTHUKKN) — 3TO Nonb3oBaTtenu cuctemsl KpuntoAPM IDM,
KOTOpble NPefoCTaBUNN BalleMy MPUIOXEHUIO paspeLleHne Ha JOCTYM K CBOUM AaHHbIM.

Kak nonb3oBaTenb CTaHOBUTCS Y4YaCTHUKOM:

1. Monb3oBaTenb BNepBble obpallaeTca K BaweMy NPUIoXeHUIo.

2. Cuctema nepeHanpasnseT ero Ha euaxet sxoga KpuntoAPM IDM.

3. Monb3oBaTtenb NPoxXoauT ayTeHTUGUKaLUno 1 AaeT cornacue Ha AOCTYN K 3anpallimBaeMbim
OaHHbIM.

4. TpunoxXeHue rnonydyaeT TOKEH JOCTYNa, a Nonb3oBaTtesb 06aBNAeTCsa B CMUCOK YYaCTHUKOB.

» BaxHo: YnpaBneHue y4yacTHUKaMu NPUNOXEHUS NPOUCXOAMUT B paMKax caMoro
npunoXxeHusi. [1eCTBMSA He BAUSIOT Ha rnobasbHbl akkayHT nonb3oBaTens B8 KpuntoAPM IDM,
a TONbKO Ha ero CBs3b C KOHKPETHbLIM MPUNOXKEHNEM.

MpPOCMOTP Y4aCTHUKOB NPUTOXEHUS

1. Mepengute B naHenb ID - Bknagka Mpuno)xeHus.

2. Ha)xmuTe Ha naHesnb C HYXHbIM NPUIOXEHUEM.

3. OTKpoeTcs Npodusib NPUNOXEHUS ¢ obLLen nHhopmMaunen.

4. B npodune NpunoxeHnsa Hangute pasgen ¢ y4acTHUKamMu.

5. HaxkxmuTe Ha naHesnb ¢ nonb3oBaTenem, npoduab KOTOPOro He06X0ANMO MPOCMOTPETD.

6. OTKpOETCFl I'IpO(bVIJ'Ib nonb3oBaTes|, cop,epx(au_l,mﬁ nepeyvyeHb AaHHbIX, AOCTYMN K KOTOPbIM
npepnoctaBusl NoJib3oBaTesib.
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AnekcaHgpa TumodeeBa

OcHoBHas uHbopmaums

D nonb3osaTens 421

®oTo npogunsa @

Uma u damunus Anekcanapa Tumocdeesa

Jlata poxaeHun 01/01/2000

3NeKTPOHHaA NoyTa timofeeva-alexs@example.com
WpeHTudmrkaTopsi

TOTP Authenticator
©  TOTP

= YandexBrowser (Windows NT 10.0; Win64; x64)
WEBAUTHN

HasHayeHne agMuHUCTpaTOopa NPUIOoXKEHUS

Korpa ato HY>XHO: Y106 pgenernpoBatb NnpaBa ynpaBiieHUd NpuioXeHnem goBepPEHHbIM
Nnosib30oBaTesidM. Aﬂ,MMHMCTpaTopr NPUNOXEeHNUA MOTYT yNnpaBATb ero HaCTpOIZKaMIA n
nosib3oBaTteniaMn.

YT0o6bl Ha3HaUYUTb aAMUHUCTPAaTOPa NPUNOXeHUA:

1. Mepengute B naHenb ID - Bknagka MpunoXxeHus.
2. HaxkxmuTe Ha naHenb C NPUIoXeHUEM.
3. OTKpoeTcs Npodusb NPUTOXEHUS.

4. Bbl30BUTE MEHIO AEeNCTBUI O1s noJsib3oBaTesid, KOTOpoOMy HEOBXOANMO U3MEHUTb NOSTHOMOYMS.

000 «Uundposble TexHoNornm» « Trusted.ru 135



KpuntoAPM IDM Penus v1.0

AnekcaHgpa TumocdeeBa MNpaBa CraTyc .
; Id 421 YyacTHUK AKTUBHbIN @
s

. WsmenuTb npaBa

[ 3aBepwutb ceancol
@ 3abnokmpoBaTb

Yaanutb U3 npuioXKeHus

a

5. Boibepute gencteme MsmeHUTb Npasa.

6. B nosiBMBLLEMCS OKHE Bbl6epVITe ypoOBEHb NOTHOMOYMI AAMMHMCTpaTop.

M3MeHuTb npaBa X

Bbibepute npaBa AN nonb3osBarens:

@ AnekcaHapa Tumogeesa

YpoBeHb npas

Y4yacTHUK

N B NPUNOXEHWE U MOXKET NpoCMaTpuBaTs NPoOOUNb

®  Aamuuucrpartop

Wmeer nonH

bl KOHTPOJ/Ib Ha4 BCEMW NONb30BATENAMU U NPUNOXKEHUAMM

7. Haxkmute CoXpaHUTb.
Mocne coxpaHeHUs U3MEHeHMt MOTHOMOYUS MOMb30BaTEeNs B NPUIOXEHUU BY4YT U3MEHEHDI.
YTo n3meHuTCA:

« Monb3oBaTeslb NOAYUYUT AOCTYN B NaHeNb aAMUHUCTPUPOBAHNS MPUIIOXKEHMS,
o CMOXEeT ynpaBnsTb HACTPOMNKaMM NPUNOXKEHMS U ero Nnosib3oBaTensiMmu,
e He nonyuunt gocTyn K Apyrum npuioXeHUsM Unmn HacTporkam opraHusauumn/cepeuca.
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I, BesonacHocTb: HasHavalTe NpaBa agMUHUCTPATOPa TONbKO JOBEPEHHBIM NOSIb30BaATENSAM.
AOMUHUCTPATOP NPUTOXEHUS MOXET yAanaTb ApYrux nosb3oBaTenen  USMeHsITb HaCTPOMKM
WHTerpauuu.

3aBepL|JeHV|e CeaHCOB MnoJib3oBaTend B MPUNOXeHUn

Korpaa aTo Hy>)Ho: Npu Nogo3peHnn Ha KOMNPOMEeTaUMIo akKayHTa, yTeuke YCTPOMUCTBa Uu ans
NPUHYAUTENBHOrO OGHOBNEHMSA TOKEHOB AOCTYNa.

Y106 3aBEPLUNTb CE€aHCbI MNOJIb30BaTENA:

1. Mepengute B naHens ID - Bknagka MpunoXxeHus.

2. HaxxmuTe Ha naHenb C NPUoXeHUeMm.

3. OTKpoeTcs Npodunb NPUITOXEHUS.

4. BbI30BUTE MEHIO OENCTBUN NS Nofib30oBaTeNs, KOTOPOMY HEOBXOOMMO 3aBEPLUNTL BCE CeaHChl.
5. BoiGepuTte gencteme 3aBepLiMTb CeaHChl.

6. MNoaTBepauTe fencTene B MoganbHOM OKHe.

Mocne NoATBep)KAEeHUst BCe CECCUM U TOKEHbI AJ1si Nosib3oBaTens 6yayT yaaleHbl.
{74 Yto nponcxoauT nocne noaTeepXaeHUs:

» Bce akTUBHbIe ceccum nosib3oBaTesNiss B 3TOM NPUIOXKEHMM 3aBepLIatoTCs

» TokeHbl gocTyna (access token) CTAaHOBATCA HEAEUCTBUTENbHBIMMU

o TokeHbl 0OGHOBNEHUA (refresh token) aHHyNMpyroTCH

« MNMonb3oBaTento NoTpebyeTcs BOUTU 3aHOBO Mpu cefyolemM o6paLleHnn K NPUIoXeHUIo

o OTa onepauus He 61oKMpyeT nonb3osaTtenst. OH CMOXET aBTOPM30BaTbCS CHOBA.

YpaaneHne nonb3oBaTens U3 npuioXXeHust

Korpga 3T1o Hy>XHO: Korga nonb3oaTesnto 60/blle He HY>XXEH OOCTYN K MPUIOXEHUIO, Mpu
YBOJIbHEHUU COTPYAHUKA UK MO 3anpocy Nnonb3oBaTens.

YTO6bl yoannTb Nob3oBaTeNsd U3 NPUIoXeHUS:

1. Mepengute B naHenb ID = Bknagka MpunoxxeHus.

2. HaxxmuTe Ha naHesnb C NPUIoXeHUeM.

3. OTKpoeTcs Npodunb NPUTOXEHUS.

4. Bbil30BUTE MEHIO AENCTBUI 15 NONb30BaTeNs, KOTOPOro HEOBXOANMO YAANUTb U3 MPUNOXEHMUS.
5. BblbepuTe gencrtene Yaanutb nonb3oBaTens.

6. MoaTrBepauTe oencTene B MoganbHOM OKHe.

Mocne noarBepXaeHnd nosib3oBaTesib 6yp,eT yoaneH n3 npunoxxXeHu4d.
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YTo npoucxoauT nocne yaaneHus:

« MNonb3oBaTesnb ucYesaeT U3 CNMCKa YY4aCTHUKOB MPUSIOXKEHUSA

» Bce ero TokeHbl gocTyna K 3TOMYy NPUIOXEHUIO aHHYNPYHOTCS

« pu cnegytowemM obpaLleHnn K NPUIoXKeEHUO eMy CHOBa NOKaXKyT 3anpoc Ha cornacue
» MNo6anbHbIN akKayHT nonb3oBaTtens B KpuntoAPM IDM ocTaeTcsi HETPOHYTbIM

BJ'IOKVIDOBKa nonb3oBaTena B NPUNOXeHUA

Korpga ato HY>XXHO: [ns nosHOro n NOCTOAHHOTO 3anpeTa goCTtyna nosnb3oBaTesid K NPUI0XXEHUIO 6e3
BO3MO>XXHOCTW BOCCTaHOBJ1EHUA.

BnokupoBka — 370 60/iee cepbe3Hoe AeNCTBMe, YeM yaaneHune. 3abN0oKMPOBaHHbIN NONb30BaTeNb
He CMOXET MOAYYUTb JOCTYN K MPUIOXEHMUIO.

YT06bl 326710KMpPOBaTh NOSb30BaTENS:

1. Bbl30BUTE MEHIO IeNCTBUIN C aKTUBHbIM MOJib30BaTeNieM B podusie npuioxeHus.

AnekcaHppa Tumodeesa MpaBa CraTtyc
Id 422 Monb3oBatenb AKTUBHbIV

Pn  WamenuTb npasa

[= 3aBepwntb cearcsl

H [ @ 3a6nokupoBaTb ]

YaanuTb U3 npunoXxxeHuns

(]

2. Boi6epuTe genctene bnokuposatb B KpuntoAPM IDM.

3. MoaTeepaute AencTemMe B MoAarbHOM OKHe.

BrnokupoBaTb akkayHT X

Monb3oBaTenb AnekcaHapa notepsieT 4OCTyN K NPUIIOKEHNSM, B
KOTOPbIX A1151 BXOAA MUCMOb30Ban akkayHT. [laHHble, CBA3aHHbIE C
aKkayHToM, 6yayT COXpaHeHbI.

OTmeHa 3abnokupoBatb

Yto npoucxoguT noclne GHOKMpOBKMZ

o CTaTycC nonb3oBaTensi UsMeHUTCHA Ha 3a6G/IOKUPOBaHHbIMN.
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o 3a6N10KMPOBaHHbIN NOSIb30BaTENlb HE CMOXET BOMTU B NPUIOXKEHME.
Pas6nokuposaHune nonb3oBatenen KpuntoAPM IDM
YT06bl pa3briokMpoBaTb NOb30BaTeNS:

1. Bbl30BUTE MEHIO AENCTBUIM C 3aB60KUPOBaHHBLIM MOMb30BaTeNeM B rpodusie npunoxeHus.
2. Boi6epuTe gencteune PasénokupoBatb B KpuntoAPM IDM.
3. MopTBepauTe fencTene B MoganbHOM OKHe.

Mocne NoATBepXKAeHUs AeNCTBUA CTaTyC Nosib3oBaTeNs U3MEHUTCA Ha AKTUBHDIMN.

YpaneHue NpPUIo>XXeHnd

. BHMMaHue: YaneHue npunoxeHus — HeobpaTnumas onepaums. Bce cBA3aHHble AaHHbIe
6yayT yaaneHbl U3 CUCTEMBI.

YTOoO6bl YOanuTb MNPUNOXeEHWE:

1. NMepengute B naHenb ID - Bknagka MpunoXxeHus.
2. OTKponTe Npodunb NPUNOXKEHUS.

3. =
HaxxmuTe Ha KHoMKy YpaanuTb

4. MNopTBepauTe OencTene B MoaarbHOM OKHe.

Mocne NoATBEPXOEHUS AeNCTBUS NpUnoxeHune yganutca 3 KpuntoAPM IDM.

[MONHBIN CNPaBOYHMK NapPaMEeTPOB MPUNTOXEHUS

OCHOBHble naeHTUGUKATOPbI

HassaHue MapameTp OnucaHue Twvn 0O6s3aTeNbHOCTb
NpeHTudpukaTtop client id YHUKanbHbIN TekcTt eHepupyeTcs
(client_id) naeHTupuKaTop aBTOMaTUYECKMU
NPUNoXeHus
CeKpeTHbI1 Koy client secret MpuBaTHBIA KNOY TekcT leHepupyeTca
(client_secret) KNneHTa. aBTOMAaTUYECKHU
Heob6xoanmo
XpaHUTb B
6e30nacHoCTu.
Appec - TekcT B popmaTte v
NpUIoXXeHUusa npotokon://

OOMEHHOE uMa:nopT
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HassaHue MapameTp

HacTpoliku gocTyna

HassaHue MapameTp

OrpaHuyeHHbIN -
gocTyn

3anpet gocTtyna -
ONSA BHELWHUX
nosib3oBarenen

BosepaTHbI URL

HassaHue MapameTp

BosBpaTHbii URL # redirect uri

000 «Uundpposbie TexHoNnorum» o Trusted.ru

Penn3 v1.0
OnucaHue Tun 0O69a3aTenbHOCTb
URL Be6-pecypca,
Ha KoTopom 6yaeT
MCMo/b30BaTbCs
BXO[, yepes
KpuntoAPM IDM
OnucaHue Tvn Mo ymonyaHuto
Ecnn BkntoueHo, MepekntoyaTens BbIK/1
BXO[, B NpunoxexHve  (Bksn/Boikn)
oyneT 4oCTyneH
TONbKO ANs
nonb3oBaTenemn c
npaesammu
ApmMmuHUcCTpaTop
Ecnn BkntoyeHo, Mepekntovaternb Bbikn
DOCTyn K (Bkn/Bbikn)
NpUNoXeHuto éyaet
TOSIbKO Y
YYaCTHUKOB UMK MO
npurnaweHnsm
OnucaHue 065a3aTeNIbHOCTb
URL, Ha KoTopbIi v
KpuntoAPM IDM 6ypaeTt
nepeHanpasnsTb

nonb3oBaTens nocne
ayTeHTUdMKauuu. Mocne
TOro Kak nonb3oBaTesb
ayTeHTUdMUMpyeTcs U
JacT cornacue Ha gocTyn
K CBOMM JaHHbIM, CepBep
nepeHanpasnseT
nosb3oBartens o6paTHO Ha
Redirect_uri c kogom
aBTopu3saumu, ID TokeHOM
unu gpyromn
nHGopmauuen, B
3aBMCUMOCTM OT
3anpoLLEHHOro
response_type.
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URL BbIxoga 13 cuctemsl

HassaHue MapameTp OnucaHue 0O653aTeNbHOCTb

URL Bbixoga U3 cuctembl post logout redirect ur  URL, Ha koTOpbIN cepBuC X
# i OyneT nepeHanpasnaTb
nosib3oBaTens nocne
BbiIxoga. Ecnu 3HayeHne
He yKasaHo, TO
ncnonb3yeTcs
Bo3BpaTHbii URL
(Redirect_uri)

URL 3anpoca ayTeHTupumkaumm

HassaHue MapameTp OnucaHue 0O6s3aTeNIbHOCTb
URL 3anpoca request_uris Cnncok URL, rge X
ayTeHTUGUKaLUN UNun pa3smetleHbl JWT-

BOCCTaHOBJIEHUSA Nnocne 3anpochkl aBTopm3aLmm.

ayTeHTUdUKauum # Korpa cuctema

OTrMpaBnseT 3anpoc Ha
aBTOpU3aLMIO CEPBEPY,
OHa MOXeT MPoCTO
yKasaTb napameTp
request_uri, KOTOpPbIN
CCbIflaeTcs Ha OuH u3
URL-agpecos,
ornpegeneHHblX B 3TOM
cnucke. CepBep 3atem
n3BneKaeT 06bEKT
3anpoca JWT no atomy
URL ans o6paboTkun
3anpoca.

Twun oTBETOB

HassaHue MapameTp OnucaHue

Tun oTBeTOB (response_types) response_types
OnpepensieT, Kakne TOKeHbI

BO3BpalLakoTCA KJIMEHTY.

- code — TOJIbKO KOA, aBTOpU3aLmu;
- id token — TonbKoO ID TOKeEH;

- code id token — kof v ID TokeH;
- code token — nony4uT KopA
aBTOpU3aLMK U TOKEH JOCTYNa;

- code id token token — MOSHbIN
Habop;

- none — UCNONb3yeTcs, Korga He
TpebyeTcsa nonyyeHuUs koga
aBToOpM3aumK, TOKEHa JoCTyna Unu

000 «Uundpposbie TexHoNnorum» o Trusted.ru 141



KpuntoAPM IDM

HasBaHue

Tunbl NpegocTaBeHns foCTyna

HasBaHue

Tunbl NpepocTaBneHns goctyna
(grant_types)

MeToabl ayTeHTUGUKaLNMK

HasBaHue

MeTop ayTeHTUPUKALIUU KNIUEHTa
OJ1S1 KOHEYHOM TOUYKM NoNyYeHus
TOKeHa
(token_endpoint_auth_method)

000 «Uundpposbie TexHoNnorum» o Trusted.ru

grant types

token endpoint auth method

Penuns v1.0

OnucaHue

ID TokeHa Yyepes nepeHanpasnieHne.
MoXeT 6bITb NoNe3HbIM B CryyasX,
Korga Heo6xoAMMO NoATBEPANTD
ayTeHTUPMKaLMIO Nonb3oBaTtens, Ho
He TpebyeTcsa JOCTYN K ero
JaHHbIM.

OnucaHue

Cnoco6 nony4vyeHus astopusaumm
ANA 0OCTyNa K 3aLMLLEHHbIM
pecypcam.

- authorization code —
CTaHOapPTHbIN M 6e30MacHbIN
MeTog;

- implicit — ycTapeBatowum
BapuaHT 6e3 cepBepHOro ooMeHa;
- refresh_token — o6HOBNEHME
ToKeHa 6e3 NOBTOPHOroO BXoAa.

OnucaHue

MeTog, KOTOPbIN KITUEHT
ncnonb3yeT Ans aytTeHTudmkaumm
npu obpalleHnn K token endpoint
cepBepa aBTOpU3aLmm.

- none - He NPefOoCTaBNAET YYeTHbIe
JaHHble nNpu obpalleHum K token
endpoint. 3TOT MeTo4
Ncnonb3yeTcs, Korga KineHT He
MOXET KOHQMAEHLMANbHO XPaHUTb
YYeTHble faHHble unu Korga
ayTeHTUpUKaLmsa He TpebyeTcs;

- client secret post - oTnpaBndeT
CBOM Y4YeTHble flaHHble B Tene
3anpoca;

- client_secret_basic -
ncnonb3yet HTTP Basic
Authentication, oTnpaBnsas ceou
YyYeTHble faHHble B 3arofloBKe
3anpoca;

- client secret jwt -
noanuceiBaeT JWT (JSON Web
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HasBaHue

MeTop ayTeHTUdUKaLUY,
ucnonb3yemblil pyU gocTyne K
KOHEYHOM TOYKe NPOBEPKU TOKEHa
(introspection_endpoint_auth_met
hod)

000 «Uundpposbie TexHoNnorum» o Trusted.ru

MapameTp

introspection_endpoint_auth_meth
od

Penuns v1.0

OnucaHue

Token) ¢ ucnonb3oBaHWEM CBOEro
cekpeTa 1 OTnpaBnseT ero B
KayecTBe YUYETHbIX faHHbIX;

- private key jwt - nognuceiBaeT
JWT ¢ ncnonb3oBaHnMem CBOero
NPMBaTHOrO KNtoYa 1 oTnpasnaeT
€ro B KaYeCTBe YYETHbIX AaHHbIX.

Bbi6op MeTofa ayTeHTUdUKaLmm
3aBUCUT OT TpeboBaHWM
6€30MacHOCTU NPUNOXEHUSA U
CNOCOBHOCTU KNTMEeHTa 6€30MNacHo
XPaHUTb CBOW YYETHbIE AaHHbIE.
Hanpumep, meToabl

client secret jwtwu
private key jwt o6ecneumBaroT
60/1ee BbICOKUIA YPOBEHb
6€30MacHOCTU, TaK KakK NCMONb3yHOT
acUMMeTPUYHOe WndpoBaHme U
No3BONAIOT U3bexaTtb nepegaym
CEeKpeToB K/IMeHTa Yepes ceTb.

MeTopn, KOTOpbI KIUEHT
NCMNonb3yeT Npu o6paLLeHnn K
introspection endpoint. OTa
KOHeyHasa To4Ka ucnonb3yeTca ans
NpoBEPKN COCTOAHNUA TOKEHA
JOCTyna u nony4yeHunss ntHpopmaumm
O HEM.

- none - He NPefoCTaBAEeT YUYeTHble
JaHHble Npu obpaLleHnn K
introspection endpoint;

- client secret post - oTnpaBndaeT
CBOM YYeTHble flaHHble B Tene
3anpoca;

- client secret basic -
ncnonb3yet HTTP Basic
Authentication, oTnpasnss ceou
yyeTHble faHHble B 3arofloBKe
3anpoca;

- client secret jwt -
noanucbiBaetT JWT (JSON Web
Token) ¢ ucnonb3oBaHMeM CBOErO
cekpeTa 1 oTNpaBnseT ero B
KayecTBe YYeTHbIX AaHHbIX;

- private key jwt - nognucbiBaet
JWT c ncnonb3oBaHnem cBoero
NPuUBaTHOrO KNtoYa 1 oTnpaBsnseT
ero B Ka4yecTBe YYETHbIX JaHHbIX.
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HasBaHue

MeTop ayTeHTUPUKaL UK,
Mcnonb3yemblil Npu gocTyne K
KOHEYHOM TOUYKe OT3biBa TOKEHOB
(revocation_endpoint_auth_metho
d)

Anroputm nognucu ID TokeHa

HasBaHue

000 «Uundpposbie TexHoNnorum» o Trusted.ru

MapameTp

introspection endpoint auth meth
od

MapameTp

id token signed response alg

Penuns v1.0

OnucaHue

Bbi6op MeToAa 3aBUCUT OT
TpeboBaHMn 6€30MacHOCTM U
BO3MOXHOCTEWN KIMEHTa.
Hanpumep, metoabl,
ucnonb3sytowme JWT,
o6ecrneynBatoT JOMONHUTENbHBIN
YpPOBEHb 6€30MacHOCTH 3a cYeT
NCNONb30BaHUA NOAMUCAHHbIX
TOKEHOB, YTO NpepoTBpallaeT
Heob6XxoAUMOCTb nepepayun
CEKpEeTOB K/IMEHTa Yepes CeTb.

OnpepgensieT MeToA
ayTeHTUOMKaLMUN, KOTOPbIN KINEHT
UCrnonb3yeT Npu obpaLLleHnn K
revocation endpoint. OTa
KOHeYHada Touyka ucnosnb3yeTcs ans
OT3blBa TOKEHOB AOCTYyNa Ui
OGHOB/EHMNS TOKEHOB. OTOT METOS,
06bIYHO COBNagaeT C MeToAamu,
ncnosnb3yemMbiMu anga token
endpoint M introspection
endpoint.

- none - He NPeAOCTaBNSET YYETHbIE
JaHHble NpuK o6paLleHnn K
revocation endpoint;

- client secret post - oTnpaBndeT
CBOM y4YeTHble JaHHble B Tene
3anpoca;

client_secret_basic - ucrnonbsyet
HTTP Basic Authentication,
OTrMpaBnsAsi CBOU y4YeTHble JaHHble B
3arosfioBKe 3arnpoca;

- client secret jwt -
nognucbiBaeT JWT (JSON Web
Token) ¢ ucnonb3oBaHWEM CBOEro
cekpeTa 1 OTnpaBnseT ero B
KayecTBe YYETHbIX JaHHbIX;

- private key jwt - nognuceiBaet
JWT ¢ ncnonb3oBaHnem CBOEro
NPUBaTHOrO KNtoYa 1 oTnpaBnseT
€ro B Ka4eCTBe YYETHbIX AaHHbIX.

OnucaHue

144



KpuntoAPM IDM Penns v1.0

HassaHue MapameTp OnucaHune

Anroputm nopgnucwm, YKasblBaeT anroputm, KOTOPbIN
Mcnosb3yembii NPy Co3gaHnmn ncnonb3yeTcsa ana nognmcu ID
nognucaHHoro ID-TokeHa ToKeHa. ID TokeH — 310 JSON Web
(id_token_signed_response_alg) Token (JWT), KoTopblIii COREPXUT

yTBEpXAeHus (claims) o
ayTeHTMdMKaLmMmn nonb3osaTens

MpoBepka Hanuunsi BpeMeHu ayTeHTUuduKaumm

HassaHue MapameTp OnucaHune

MpoBepka Hannuus BpeMeHu require auth time YKasbIBaeT, [OMXKEH NN cepBep
AyTeHTUUKaLUU aBTOPU3aLIMUN NPEfOCTaBUTb BpEMS
(require_auth_time) ayTeHTudMKaumm nonb3oBatens B ID

TokeHe. Ecnu aTOT NapameTp
BKJ/IHOYEH, CepBep aBToOpU3aLmm
BKNtoYaeT B ID TOKeH yTBepXaeHue
auth_time, KOTOpOE npeacTaBsndeT
cobon BpeMs, Korfga nonb3oBaTenb
B NocnegHuin pas BbIMOAHW
ayTeHTMouMKaumo

Cnocob nepegauv ID nonb3oBaTtens

HassaHue MapameTp OnucaHune

Cnoco6 nepepauu ID subject type
nonb3oBaTens B

UAEHTUPUKALMOHHOM TOKEHE

(subject_type)

OnpepensieT cnoco6, KOTopbIM
noeHTndukaTop nonb3osatens (sub
claim) NpeAcTaBnseTCsa KIUEHTY.
JTOT NapameTp BAMSIET Ha TO, KakK
Nnonb30BaTe/IbCKne
I/I,D,eHTVI(])VIKaTOpr reHepunpyrTCca u
ynpaBnstoTCs.

- public - ngeHTndukaTop
nonb3oBaTens ABNseTcs
O[MHaKOBbIM A1 BCEX KIIMEHTOB.
OTO 03HavaeT, UTO KaXKAabln KINEHT
6yaeT BMAETb OAMH U TOT Xe sub
claim gnga nonb3oBaTens;

- pairwise - ngeHTUdPUKaTop
nosib3oBaTens yHUKaneH ans
Kakgoro KnmeHTa. 910
obecneymnBaeT 60/bLUYIO
KOHOUAEHUMNANbHOCTb, TaK Kak
pa3sHble KIIMEHTbl He CMOryT
CBA3aTb aKTMBHOCTb NOJSIb30BaTeNs
MexXay coB6OoK. pairwise YacTo
Ucnonb3yeTcs B CLeHapusax, rae
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HasBaHue

Tun NpUNoXeHUs

HasBaHue

Tun npunoXxeHus
(application_type)

ToKeH gocTyna

HasBaHue

TokeH pocTtyna (access_token_ttl)

TokeH o6HOBNEHUA

HasBaHue

TokeH O6HOBJEHUS
(refresh_token_ttl)

CMOTpUTE Takxe

MapameTp

MapameTp

application type

MapameTp

access_token_ttl

MapameTp

refresh_token_ttl

Penuns v1.0

OnucaHue

HEeO0B6X0AMMO 3aLLUTUTL
NpPMBaTHOCTb MoJsib3oBaTens ot
PasfMUHbIX KITMEHTOB.

OnucaHue

Onpegenset nnatpopmy, Ans
KOTOpOW NpefHa3HayeHo
NpunoXeHne:

- web - Be6-npunoxeHue,
BbINofHAeMoe B 6paysepe;

- native - HATUBHOE NPUNOXEHUE,
YCTaAHOB/IEHHOE Ha YCTPONCTBE.

OnucaHue

Bpems Xun3Hu access token B
ceKyHaax

OnucaHue

Bpems Xun3Hu refresh_token B
ceKkyHAax

e YnpaBneHne opraHMsaunamm — pykoBoagCTBO Mo pa60Te C OpraHn3aunamMmm cucTemMbl

KpuntoAPM IDM.

o JIN4HbBIV NpobUNb 1 ynpaBneHne paspeLlleHnsamMm NPUNoXeHnii — PyKOBOACTBO MO YNpaBfieHUo

NNYHBIM Npodunem.

¢ Crioco6bl Bxoga v HaCTpOVIKa BUO>KETA BXOOa — PyKOBOACTBO MO criocob6am Bxoga u HaCTpOVIKe

BUOYKeTa Bxoaa.
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OTKprTb CTaTbio Ha canTe

KakK HacTpouTb LWabNOHbl NNCEM

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak HAaCTPOUTb LWabnoHbl NoYToBbiX NncemM B KpuntoAPM IDM,
BK/1HOYas UCMOJSIb30BaHME NePEMEHHbIX U HAaCTPOMKY NTIOKaNM3aunn 4ns Kaxkaoro Tmna yBegoMAeHUN.

CopepxaHue:

¢ O WwabnoHax

e e NCNOMb3YOTCH LWABOHbI
¢ [Ie HacTpauBaroTCs LWabNoHbI
e /lcnonb3oBaHMe nepeMeHHbIX
e Kak HacTpouTb LWabioHbI

¢ CMOTpUTe Takxe

O wabnoHax

LLIa6n10HbI NTMCEM — 3TO 3aroTOBKM 3MEKTPOHHbIX MUCEM, KOTOpble cofepXKaT NpefyCcTaHOBNEHHOe
dopmaTupoBaHue 1 31eMeHTbl opopmMeHUs. OHMU UCMONb3YHTCA AN aBTOMATUYECKOM OTMNPaBKM
yBeOoMIIEHU (HanpuMep, Npu perucTpaumm, BOCCTaHOBIEHUM Napons U ApYrnx cobbiTUsAX).

C X NOMOLLH MOXHO:

e HacTpauBaTb TEKCT 1 OPOPMIIEHNE NUCEM;

e afanTUpPoOBaTb NMCbMa Mo GPEeHS OpraHM3aLnmn UK NPUITOXEHNS;

e UCMONb30BaTb Pa3Hble A3bIKK (JloKanusauuo);

* NOACTaBNATb AMHAMUYECKNE AaHHble (MMS NoNb30BaTeNsl, CCbINKK, KOAbl U T.4.);

* YNPaBNsATb NMCbMaMM AN pasHbIX CLUEeHapueB (perncTpauusi, BOCCTaHOBIEHUE AOCTYNa,
NOATBEpPXAeHWe U opyrne cobbiTus).

['pe NCMOJIb3YHOTCH LLIAGNOHDI

LLIa61oHbl MPUMEHSAOTCA BO BCEX aBTOMATUYECKUX MOYTOBbIX YBeAOMIeHUsaxX cuctembl KpuntoAPM
IDM.

Kaxxgoe nucbMo ¢popmMmnpyeTcs aBToMaTU4YeCKn Ha OCHOBE BbIOPAHHOTO LWa6GsIoHa.

ﬂ,OCTyI’IHbIe TUMNbl MNCeM:

Tun nucbma CobbiTHe HasHaueHune
Pernctpauus account_create [MpuBeTCcTBEHHOE MMCBMO HOBOMY
Nnosb30BaTesito
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Tvun nucbma Cob6biTHe HasHaueHue

Kop, noareBepaeHus confirmation code MncbMo ¢ KOJOM MoaTBePXAEHUS

Ccblinka NoaTBepXAeHUs confirmation_link MucbMo ¢ BepndrKaLMoHHON
CChbINIKOM

M3meHeHue napons password_change YBefloM/ieHMe O CMeHe naponsi

3anpoc BOCCTaHOB/EHUS Napons password_recover MncbMo ¢ KOJOM MoaTBepPXAeHUS

Mpurnawexue invite Mncbmo ¢ npurnalweHvem B
npunoxeHue

[ Oe HacTpauBaroTCA LWAOOHbI

HacTpolika WwabnoHOB BbINOMIHSAETCHA B pamMkax 6a30Boro nposangepa Email.

Cnoco6 Bxona Email MoXeT 6biTb HACTPOEH Ha Pa3HbIX YPOBHSIX: CUCTEMbI, OpraHM3aLmMmn nnm
NPUNOXKEHWS.

CoOTBETCTBEHHO, penakTnpoBaHne LWabIOHOB NNUcem OOCTYNHO!

e aMUHUCTPATOPY CUCTEMbI — MPU HACTPOMKE MOATBEPKAEHUS SIEKTPOHHON MOYThI B Npodune
nonb3oBaTesis UK B Cnoco6e BXxoha, CO34aHHOM Ha YPOBHE CUCTEMBI;

e aJMUHUCTPATOPY OpraHM3auMm — B crnocobe BXofa opraHusaumu;

e aMUHUCTPATOPY NPUIOXEHUS — B MOYTOBOM NpoBanaepe NpUIoXeHus.

), Mopapo6Hee Npo co3faHue U HacTpPorKy croco6a Bxofa Email uutaite B MHCTPYKUMK Kak
NOAKJ/TIHOYUTE BXOL MO 9NEKTPOHHOM MoYTe.

icnonb3oBaHue nepemMeHHbIX

[na ¢opmMmmnpoBaHmsa oUHAMUYECKOrO COOEePXMMOro ncnonb3yeTtcs wabnoHnzatop Mustache.
%/ OdumumanbHasa gokymMmeHTaumns Mustache

LLlabnoHu3aTop ncnonbayercs ansg:

 [lofAcTaHOBKM AaHHbIX Nonb3oBaTtens ({{user.name}}),
e [InHammyeckoro popmmpoBaHms ccoiok ({{confirmation 1link}}),
* YCNTOBHOIO 0TOOpaXeHust 6/10KOB.
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MpuMepbl NepeMeHHbIX:

MepemeHHas OnucaHue

{{user.name}} Mwma nonb3oBartens

{{user.email}} AZpec 3NneKTPOHHOM NOYThbl NONb30BaTeNs
{{confirmation code}} Kop, nogreBepXaeHus

{{confirmation link}} Cchblinka NoATBEPXAEHMUS

{{app.name}} HasBaHue cucTteMbl / MPUNOXeHUs [ opraHusaumm

o LLla6noHbl TMceM UCMONb3YHT AaHHblE TOro YPOBHS, Ha KOTOPOM CO34aH MOYTOBbI
npoBangep. Hanpumep, ecnu npoeangep Co3faH Ha YPOBHE CUCTEMbl — B NMUCbMax GyayT
MCMNONb30BaTbCsl Ha3BaHWe 1 NapamMeTpPbl CUCTEMbI; ECIIM HA YPOBHE OpraHu3aunm — gaHHble
OpraHu3auun; ecnn Ha YpOoBHE NPUTOXEHNA — AaHHble KOHKPETHOro NPUNOXKEHWS.

Kak HacTpouTb LWabsioH

1. Mepengute B nanens ID.
2. OTKponTe GopMy pefakTUpoBaHUsA crnocoba Bxoaa Email.
3. Hangute 6nok HacTpouTb Wa6noHbl nMcem 1 Haxxmute HacTpouTb.

4. B oTKpbIBWeNcsa GopmMe pefaKTUPOBaHUSA BbiBepUTe PEXUM OTOBPaXKEHUS:

o MO A3bIKY — pefakKTnpoBaHue LWaBnoHOB ANs Ka)gomn JlIOKannsauunu,
°o MO TUNy NUCbMa — pefaKThpoBaHne ogHOro LWwabsioHa AN BCex A3bIKOB.

5. Ha Bknagke PepgakTupoBaHue HacTponTe:

o Ha3BaHue Wa6soHa,
o Tema nucbma,
o Copgepxxumoe nucbma.

[OCTYMHbl TPY NPeAHACTPOEHHbIX BapuaHTa 0pOPMIIEHUS: CBET/bIA, TEMHbIN U LIBETHOMN.

» Wcnonb3ynte HTML-pa3meTKy 1 nepemMeHHble B popmaTte {{variable name}}.
Y6eantechb, YTO UCNOSb3yeMble NepeMeHHbIe COBMagaroT C AOCTYMHbIMU MONSMU Npohuns
nonb3oBaresns, YTobbl n36exaTb OWMOOK Npu OTNpaBKe NUCbMa.
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LLIabnoHbl nucem

Email

Hactpoutb WwabnoHsl nucem
PepaktuposaHve MpeanpocmoTp
Hactpoliite wabnoHsl nucem

ANs perucTpaumu,

BOCCTaHOBINEHMS Napons 1 Peructpaums
Apyrvx cobbITuit Pycckuit
Mo s3biK Mo Tuny HassaHve wabnoxa
0, A3BIY, nucbma
Peructpauusa

Asblk wabnoHa

Pycckuit v Tema nucbma
Bam cospaH akkayHT {{project_name}}
Cnncok wabrnoHos

Peructpaums Copnepxumoe nucema
Bam CO30aH aKKayHT
{{project_name}} BapwuaHT 1 BapuaHT 2 BapuaHT 3
1 <!DOCTYPE HTML>
Kon noateepikaetma 2, <html xmlns="http://www.w3.0rg/1999/xhtml">
Kop ansa no,q:rBepmqumsi 3o <head>
AICKIPOHHOM, [IOHTB) 4 <meta http-equiv="Content-Type" content="text/html; charset=utf-8">
5 <meta name="viewport" content="width=device-width, initial-scale=1.0">
Ccbinka noATBepXAeHNs 6v <stylez
7 *
Kozl Ains noATBepxaeHus v
a4 £l' b 8 font-size: 14px;
BNEeKTPOHHOW NOYThbI
9 font-family: Inter, Segoe Ui, Helvetica Neue, Helvetica, Arial, sans-serif;
10 color:#3c3c3c;
WameHeHne napons 11 }
Bam M3MeHeH naporb 12 </style>
13 </head>
14 ,, <body>
3anpoc BOCCTaHOBMEHMs! 15, <table bgcolor="#F2F2F2" width="100%" cellpadding="0" cellspacing="0" border="0" style="paddi
napons 16 <tbody>
Koa ans BoccTaHOBREHUs 17 4| <tr>
napons 18, <td width="100%">
19, Lakl widtbholi00% . m widtborogar _bacolona HELEELL . Lloadding-ro" llso

Mpurnatwexne

Mpurnaiuexve ctath
y4acTHukoM B {{app_name}}

6. Ha Bknagke MpepnpocMoTp nNpoBepbTe 0ToOpaXxeHue WabnoHa.

7. Haxxmute CoxXpaHUTb.

CMOTpUTE TakXe

e Crioco6bl BXo4a 1 HacTpoWKa BUayKeTa BXoa — PYKOBOACTBO MO crnoco6amM Bxoda U HacTpourKe
BMAXEeTa BxoAa.

e VYnpaBneHne NpuioXKeHnsMm — pyKoBOACTBO MO CO3[aHUI0, HacTponke u ynpasneHuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHUamu.

e YBeOMIEHNS NPU BXOLE — PYKOBOACTBO MO HAaCTponKe yBeAOMIEHNA, OTOBpaXxaeMblX
nonb3oBaTesito nocne ayTeHTudurKaumnu.

000 «Uundposble TexHoNornm» « Trusted.ru 150



KpuntoAPM IDM Penns v1.0

OTKprTb CTaTbio Ha canTe

Kak HacTpouTb yBeJoMJIEHUS
nosib3oBaTeneun

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak pabdoTatoT yBegomneHns B KpuntoAPM IDM, kak nx
co3faBaTb U pefakTUpoOBaTb, a TaKXXe Kak ynpaBndaTb NOKa3oM U apXMBUPOBaHUEM O/1F pPa3HbIX
TUMOB Nofib30BaTeNen.

CopepxxaHue:

o Kak paboTtatoT yBeOM/IEHUSA

» Co3faHune yBeoOMIEeHUS

» PepakTupoBaHune yBefoMIeHUs
» ApxnBMpoBaHMe yBEAOMIIEHUI
¢ CMOTpUTe Takxe

Kak paboTaloT yBeaoM/IeHUS

YBegomneHust npegHa3sHadeHbl 48 UHGOPMMPOBaHUA NOJIb30BaTENEN O BaXXHbIX COObLITUSIX,
N3MEHeHUAX unn TpeboBaHuaX. Nogaep>XxMBaroTCca yBe4oOMIEHUs ANs Nosib3oBaTesien CUCTEMBI,
opraHuMsaumm 1 NPUNOXeHUN.

Mocne ayTeHTM(DMKaLI,MM B CUCTemMe, npunoxeHhne opraHn3aunm nnn KOHKpeTHoe npunoxeHume
nosnib3oBaTesito 0To6pa>|<aeTc;| OKHO C yBeaoMJ1IeHneEM. YBeLoMISeHUs OT06pa)KaI-OTCFI
nocnenoBatesibHO — NO OQHOMY 3a pas:

o CHayana nokasblBaltOTCs CUCTEMHbIe yBegomJieHus,
e 3aTeéM — OpraHn3aluunoHHble,
* NOCJ1Ie HUX — yBeJOM/1IEeHNA NPUT0XKEHUS.

Kaxxpoe yBegomneHme noMeyaeTcsi COOTBETCTBYHOLMM NeNGNoM.

Mpumep yBegOMNEHUS:
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X Bxoa ®

HoBbIx yBegomneHuii: 1

CUCTEMHOE

MNnaHoBoe TeXHUYEcKoe
obcnyxuBaHue

OTMETUTb Kak npounTaHHble (?)

3aBepLlunThb BXoa

Monb3oBaTeNlb MOXET OTMETUTb YBEAOM/IEHMNE KaK MPOYNTaHHOE C MOMOLLbIO YekGoKca OTMeTUTb
KaK npouynTaHHoe. [locne oTMETKU yBegoMIeHe Gonblue He 0ToBpaXkaeTcs Npu nocnenyoLwmx
BXxoaax. Ecnu yBegomneHne He oTMeYeHo, OHO BYyaeT 0TOGPaXaTbCs MOBTOPHO NMPU KaxkaoM BXxoe.

[nsa kaxgoro yBeaoomMneHna AoCTyrnHa CTaTUCTUKA NMPOYTEHUA, KOTOpPadA OT06pa)KaeTCFI Ha naHenm
yBeaomMJieHnda B CNUCKe yBe,U,OMﬂeHMl)'I. [1na Kaxgoro akTMBHOIO yBELOMJIEHNSA aAMUHUCTPATOP
MOXXEeT yBNAOEeTb:

* KOJIN4eCTBO I'IOJ'Ib3OBaTeJ'IeVI, NPoYnTaBLUNX yBeJoOMIIEHNE,
e KOJIN4YECTBO I'IOJ'IbSOBaTeJ'IeVI, KOTOpble eweé He npoynTann ysenoomMsiieHune.

3TV faHHbIe NOMOratoT OLEHNTb OXBaT U 3PPEKTUBHOCTb YBEAOMIIEHMS.

Co3faHune yBegoMIeHUS

1. Mepengute B naHenb ID - Bknagka HacTpourku.
2. Hangute 610K YBegomneHus 1 Haxxmute HactpouTb.
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3 &

B OoTKpbIBLUEMCS OKHE HaxXMuTe Co3paTtb
4. YKkaxuTte napamMeTpbl yBeLOMEHUS:

o 3arosIoBOK — KOPOTKWNI 3arofioBOK, BUANUMbBIN B BUAXETE;
o TeKCT yBeJoMIIeEHUs — OCHOBHOW TEKCT, KOTOPbIN YBUANT NOSIb30BaTeSb;

o AyauTtopust — rnonb3oBaTenu, KOTopbiM 6yAeT nokasaHo yBeLOMIIEHNE:
o Bce nonb3oBaTenu — yBeJoM/IeHNe OTO6paXKaeTca BCeM MOSb30BaTeNAM;

o HoBble nosnb3oBaTeny — TOJIbKO HOBbIM MOJIb30BaTENAM Mocfe perncTtpauunn;
o Cyl.l.leCTByIOI.I.lMe noJsib3oBaTesiu — BCeM NOJIb30BaTesidAM, KpOMe HOBbIX;
o Cnucok nosib3oBartesnien — Bbl60p KOHKPETHbIX nonb3oBaTesnen.

Cosfatb yBegoMIeHue X

3aronoBoK

KopoTkui1 3aronoBok yBeJOMIeHUs, BUAUMBIV B BULKETE

TekcT yBeJoMINEHNS

OCHOBHOW TEKCT yBeOMJIEHUA, KOTOPbIA YBUAUT NONb30oBaTellb

Ayoutopus
Bce nonb3osatenu v

Bbl6epMTe, KaKMUM nonb3oBaTeridaM NnokKa3biBaTb 3TO yBEAOMI1EHNE

OTmeHa CoxpaHutb

5. Haxkmute Co3paTb.
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PepakTupoBaHune yBegomMeHud

1. NMepengute B naHenb ID - Bknagka HacTpouku.

2. Hangute 610K YBegomneHus 1 Haxxmute HactpouTb.

lepaBneHme yBeAOMJIEHNAMUN

CospgaBaiTte coobLieHus, KOTOpbIe 6y,qu nokasaHbl Mosb3oBaTesnsiM nocsie ycrnewHomn

aBTopu3aunm B 3TOM MNMPUNoOXeHnn

—

[MnaHoBoe TexHn4yeckoe o6cny>|<v1 BaHne

YBaxkaemble nosib3osartenu! 25 mapta ¢ 22:00 o
02:00 (UTC+3) byoeT npoBeaeHO NiaHoBOE...

Bce nonb3osartenu AxtuHa  [lpoumTano: 0 /20225

07.05.2026, 14:04:06

3. Ha naHenu Hy>HOro yBefoMneHust Haxxmute Hactpoutb.

4. BHecuTe UaMeHeHus 1 COXpaHuTe unx.

I\ IameHeHune yBeaoMJieHUA He C6paCbIBaeT CTaTyC «MNPOYNTaAHO» ON1A I'IOJ'Ib3OBaTeJ'Ie|Z,

KOTOpPbIE Yy>XXe OTMEeTWIN ero.

ApX1MBMPOBaHNE YBEAOMNEHNN

ApXVIBVIpOBaHI/Ie no3BondeT y6paTb yBeaomMsieHne n3 akTuBHOIo rnokKasa 6€e3 NoJIHOro yaoaneHusa.
ApXVIBVIpOBaHHOG yBegomMsieHme 60Nblle He NOoKa3biBaeTCH NoJsib30BaTeNSAM U He Y4nUTbiBae€TCA B

TEKyLLEeN CTaTUCTUKE, HO COXPaHAETCA B UCTOPUMN.
Mocne apxMBUPOBaHUS YBEAOMIIEHNE:

* NepecTaeT 0To6paXxaTbCs NoSb30BaATENSAM;
e COXpaHsieTCA B apxuBe;

e OCTaeTCca OOoCTynHbIM ONnd NnpoCcMOTpPa aAMUHUCTPATOpPaM.
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Kak apxXxumBunpoBaTb yBegomMmneHue

1. NMepengute B naHenb ID - Bknagka HacTpouku.

2. Hangute 610K YBegomneHus 1 Haxxmute HactpouTb.

3. Ha naHenu Hy>HOoro yBefioMfIeHUs1 HaXXMUTe ApXUBUPOBATb.
4. MopTBEpanTe AencTBMe B MOAasIbHOM OKHeE.

Mocne noareepXxneHnda yeseagomMmrieHume 6y,u,eT nomMey4yeHoO Kak HeakKTUBHOeE.

CMOTpUTE TakXxe

e Cnocobbl BXoAa 1 HacTponKa BuayeTa Bxofa — PYKOBOACTBO MO CMNOco6aM BXoA4a U HacTpoKKe
BUAXXeTa BXoaa.

e VNpaBneHne npuioXKeHnsMm — PyKoBOACTBO MO CO30aHUI0, HAacTponke u ynpasnenuto OAuth 2.0
1 OpenID Connect (OIDC) npunoxeHnamm.

e [lIa6roHbI NMCeM — pYKOBOACTBO MO HACTPOMKE LWaboOHOB MOYTOBbIX MUCEM.
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OTKprTb CTaTbio Ha canTe

Kak ynpasnaTtb NMM4YHbIM Npopunem
KpnntoAPM IDM

Mpodunb B KpuntoAPM IDM — Ball LeHTp ynpasneHnsa JaHHbIMU 1 6€30MaCHOCTbIO akKayHTa.

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak ynpasndaTb NM4HbIM rnpodunem B KpuntoAPM IDM:
pefaKTMpoBaTb AaHHbIE U HACTPOMKM NPMBATHOCTU, OGHOBAATL Naposib, KOHTPONMPOBATbL AOCTYN
NPUNOXEHUN, MPOCMaTPUBATbL XYpPHan akTUBHOCTU U 9KCMOPTUPOBATb AaHHbIe Npoduns.

CopepxaHue:

¢ YrpaBneHue NM4YHbIM rnpodunem

» PazpeleHus npunoxenun n OAuth-goctyn
e [lpurnaweHnsa B 3aKpbITble MPUIOXXeHUs

o KaTanor npunoxeHum

¢ XXypHan akTMBHOCTU U UCTOPUSA BXOL0B

¢ CMOTpUTe Takxe

YnpasneHue NMYHbiM npodpunem

Baw npo¢unb coaep>XnT OCHOBHYHO MHGopMaLmMio s ngeHTnmnkaumm B cucteme. B 3aBUCUMOCTU
OT Crocoba perncTpaumm HeKoTopble NoAst MOryT OblTb HEAOCTYMHbI ANS pefakTupoBaHus. Ecnu
BaM HY>XHO UX OTPeAaKTUPOBaTb, CBAXUTECb C afiMUHUCTPATOPOM CepBUca.

3mMeHeHne nepcoHanbHOM MHGOpMaLNK
1. Nepengute B cou Mpodpunb.

2. Haxxmute UsmeHuTb B 6510Kke OCHOBHast MUHGopmMaLus.

® Mpoduns © Paspewenns =: XKypHan 1 3anpocs

Bbl MOXeTe ynpaBnsTh JOCTYNOM K BalleMy akkayHTy. HacTponTte kakue AaHHble ByayT npefocTasrieHbl NPUNOXeHNsAM nocse Ballero cornacus.

OcHoBHas nHdopmauus NameHnTs

ID nonb3oBatens 421 / @

My6nuyHoe nmsa Anekcanapa Tumocpeesa @ v

doTo npocuns a |?| v

3. BHecute Heo6Xx0aAMMble U3MEHEHMUS B OTKPbIBLLUENCS dopMe.
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ans HEKOTOPbIX nonem yYCTaHOBJ1EHbI NMpaBwia Baangauunn. Eyﬂ,bTe BHMUMaATEJ1IbHbI NPU BHECEHUNA

U3MEHEHUN.

ma *

AnekcaHapa %
MNpasuna Banuaauum
ammunua He Gonbwe 32x cumsonos

TumodeeBa

4. Haxxmute CoxpaHUTb.

s BaxkHo: Mpodunsib MOXHO COXPaHUTb Aaxe C He3anoNHEHHbIMU 06513aTeNbHLIMU NMONAMU.
Mpw cnepytoleM BXoAe cUcTeMa 3anpoCcUT HeJocTalolne AaHHble.

[ob6aBneHune ¢poTo npoduns

Bbl MOXeTe 3arpysutb ¢OTO C YCTPOMCTBA UMM UCMOMb30BaTh aBaTap M3 NPUBA3AHHbLIX BHELLHUX
CepBU1COB.

1. Mepengute B cBou Mpodunb.
2. Haxkmute U3meHuUTb B 6510Ke OCHOBHasi MHpopmaLus.
3. OTKpoeTcs popmMa pefakTUpoBaHus.

4. lo6aBbTe $pOTO O4HUM M3 CMOCOBOB:

o HaxxmuTe KHOMKY 3arpysuTb 1 yKaxute nyTb K danny ¢ ¢oTo,

doto npoduns

@
i

O

o HaxxmuTte KHonky JAocTynHble 1 BbiGepuTe $pOTO U3 BHELLUHEN CUCTEMBI.
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PepakTupoBaTtb Npohuib

OcHoBHas uHbopMauus

My6nuyHoe nms X
ﬂ,OCTyI'IHbIe aBaTtapbl
AnekcaHgpa Tun
ZIVE]
Anekcangpa timofeeva-alexs@example.com
MAILRU
Ddamunusa
timofeeva.a@example.com
Tumodeesa MAILRU
JlorvH
/N
timofeeva.al @

[ata poxaeHus

01/01/2000

doTo npoduns

e

o Ecnu B npodwune HeT NpuUBsI3aHHbIX MAEHTUPUKATOPOB BHELLUHWUX CUCTEM C GOTO, TO
KHonka JJocTynHble 6yaeT CKpbITa.

¢ CoseT: YT06bI yaanuTb $OTO, HAXXMUTE Ha KHONKY YAaanuTb B 6510ke ®oTo npodpuns.

5. Haxkmute CoxpaHuTb B popMe peaKTUPOBaHUS.

YnpaBfieHne KOHTaKTHbIMU JaHHbIMU

B npo¢wune nonbsosatensa KpuntoAPM IDM MOXHO 06aBUTb HECKOJIbKO HOMEPOB TeflepOoHOB U
afpecoB 3/IEKTPOHHOM MOYThI.

OJVH N3 KOHTaKTOB MOXXHO Ha3Ha4YnTb OCHOBHbIM (KOHTaKTHbIM). TaKoW KOHTaKT MOXET 6bITb
MCMNOJIb30BaH:

1A BXOAA B CUCTEMY;
o AN NONYYEHNs YBEeOOMNEHUN;
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e ONA nepenadn NnpunoXXeHnam npu 3anpoce Aoctyna K gaHHbIM.

[lob6aBneHne HOBOro agpeca

« [ns aneKkTpOHHOW NoYThbl TPeByeTCA NOATBEPXKAEHNE — BBOJ, OAHOPA30BOro KOAa Uin
nepexop, no Cchinke U3 NMcbma.

1. Mepengute B cBou Mpodunb.

2. Hangnte 6nok KoHTakTbl 1 HakmuTe [,06aBUTb Ha NaHenn DNEeKTPOHHas nouTa.

KoHTakTbI

OneKTpoHHas novTa timofeeva—alexs@mail.ru/ KOHTaKTHbIN oo @ v
[o6asutb

Homep TenegoHa [o6asutb @ v

3. OTKkpoeTca popma gobasneHus.

[06aBUTb NoYTy X

Ykakute agpec 3N1eKTPOHHON NOYTbI
timofeeva-alexs@example.com

Ha aToT agpec 6yaeT oTnpaBfieH Ko, NOATBEPXKAEHNUS

BeBegute kof

MoBTOPUTHL

BbicnaTb Kof MOBTOPHO MOXHO Yepes 00:02

OTMeHa ‘ MopTBEPAUTL

4. Beeante noyty U Haxkmute MNMosyuynuTb Kop,.
Ha ykasaHHbI agpec 6yaeT Hanpas/ieHo MMCbMO C KOOOM NoATBepP X AeHMS.
5. Beegute kopg 1 HaxkmuTe MopgrBepAanTb, NM60 NepengnTe no CCbiike U3 NMcbma.

Mocne noareepXaneHud agpec nNnoABuUTCA B CMNUCKe OOCTYMNHbIX aApecoB 3ﬂeKTpOHHOVI MOYThbl.
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. CoBeT: YT06bl yAanuTb NoyTy, HaXXMWUTE Ha KHOMKY YAAnUTb Ha naHenn dneKTpoHHas
noura.

[lob6aBneHne HomMmepa TenepoHa

. [ns Homepa TenedoHa TpeGyeTcs NOATBEPXKAEHME - BBOL OLHOPA30BOro Koaa u3 SMS unu
BXOAALLEro 3BOHKA.

1. Mepengute B cBoK Mpodpuinb.

2. Hangnte 6nok KoHTakTbl 1 HaxmuTe [,o6aBUTb Ha naHenn Homep TenegoHa.

KoHTakTbl

OneKkTpoHHas noyta timofeeva-alexs@mail.ru KOHTaKTHbIM oo @ v
[lo6aBnTb /

Homep TenedoHa [o6asutb @ v

3. OTKkpoeTca popmMa pefakTupoBaHus.

[o6aBuTb HoMep TenedoHa

- +7

Ha aToT HoMep 6yﬂ,eT OoTnpasJieH Koa noaresepXaeHusa

BBeauTte Kop,

2 e

4. Beegute HOMep 1 HaxkmuTe MonyuuTtb Kopa,.
Ha ykasaHHbI HoMep GyaeT HanpasieHo SMS unn 3BOHOK.

5. BBeguTe Kog, NoATBepXaeHusa 1 Haxxmute MoaTeeppuThb.
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» CoBeT: Y106bI yAanuTb TenedoH, HaXxxMuTe Ha KHonKy Yaanutb Ha naHenn Homep
TenedoHa.

Ha3HauyeHne KOHTaKTHOro cnocoba cBA3n
YTO6bl Ha3HaYUTb KOHTAKTHbIA CMOCO6 CBSA3M (NOYTOBbLIN agpec Unm HoMep TenedoHa):

1. Mepengute B cBou Mpodunb.
2. Hanante 6nok KOHTaKTbl M OTKPOWUTE MEHIO AENCTBUIM A1s1 HYXKHOMO KOHTaKTa.

3. Buibepute gencreme CgenaTtb KOHTAKTHbIM.

KoHTakThbl
OneKTpoHHas noyta timofeeva-alexs@mail.ru KOHTaKTHBbIi eee @ v
timofeeva-alexs@internet.ru eoe @ v
[obasutb \ @ Cpenatb KOHTaKTHBIM
O Ysamutb
Homep TenedoHa [Jo6aBuTb @ v

4. MNocne aTtoro Bbl6paHHbIl;'1 ajpec CTaHeT OCHOBHbIM KOHTaKTHbIM afipecoM npoopuns.

& Tonbko OAMH afpec 3NeKTPOHHOM NOYTbI U HOMEP TenepoHa MOryT GbiTb KOHTAKTHbIMU
OIHOBPEMEHHO.

MoaTBepXaAeHne KOHTaKTHOro cnocoba CBs3u

HeKOTopre KOHTaKTHble JaHHbl€ MOTYT ObITb fo6aBneHbl B I'IpOd)VIJ'Ib aBTOMAaTU4YECKN — Hanpumep,
AOMUHUCTPATOPOM CUCTEMDbI.

ECnu KOHTaKT ellle He NoATBepPXAeH, PAAOM C HUM OToBpaykaeTcs COOTBETCTBYOLWMI cTaTyc. [Jo
NOATBEPXKAEHUS TaKOM KOHTaKT Hesb3a UCMOoMb30BaTh AA BXOAa, MONyYeHUa yBedOMIEHUN U
BOCCTaHOBMEHUA OOCTYNa K akKayHTy.

YT0o6bl MNOATBEPANTL KOHTAKT:

1. Mepengute B cBou Mpodunb.
2. B 6n10oke KOHTaKTbl HanguTe HENoATBEPXKAEHHbIA KOHTaKT.
3. Haxxmute MopreepauTb.
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4. 3aBepLuunTe noaTBepxaeHue:

o [5151 MOYTOBOro agpeca — yepes Ko, Uimn CChiNKy 13 NUMCbMa;
o ans TenedoHa — yepe3 SMS-Kopg, U BXOASLLMIA 3BOHOK.

[Mocne ycnelwHOro NoATBEPXXAEHUA CTaTyC KOHTaKTa OGHOBUTCH aBTOMaTU4YEeCKM.

CmeHa napons
1. Mepengute B cBon Mpodpunb.

2. Haxxmunte U3ameHuTb B 6710Ke Be3onacHocCTb.

BesonacHocTb

Maporb __/} NameHnTb
MocnegHas nara usmeHexus: 02.02.2026

[ononHuTenbHble TOKeHbI HacTtpoutb

Co3faHune 1 0T3bIB AOMNOMHUTENbHBIX access token ¢ OrpaHu4eHHbIM HaGOPOM permissions

3. B OTKpPbIBLUEMCS OKHE YKaXkUTe TEKYLLMIN Naposb U HOBbIN Naposb.

M3MeHnTb Naponb X
Mocne cMeHbl Naponsi NPOM30NAET BbIXOA U3 aKKayHTa Ha BCEX YCTPOMCTBAX, IAe Bbl BOLLIN C TEKYLLMM MapoeM.
Tekywwmin naponb

©
HoBbi naponb

©

MpaBuna gns Banugaumm napons:

+ 3anpet: @

+ OT 8 0o 32 cMMBONOB, NaTuHULUa u udpbl

‘ OTmMeHa ‘ N3meHuTb

Mocne cMmeHbl napond npomsonp,eT BbIX0Of, N3 cucTeMsbl. [1ns npoaosiKeHna pa60TbI HEo6XoaANMO
3aHOBO aBTOPU30BaTbCA, UCMOJIb3YyA HOBbIN naporsb.

TokeHbl gocTyna

B KpuntoAPM IDM nonb3oBatenu MOryT co3faBaTbh TOKEHbI fOCTYMa — CreumasbHble KoUK,
KOTOpble NO3BONAIOT BhINMOMHATL AencTBUA Yepe3 APl oT uMeHu nonb3oBaTens.
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TOKeHbI yﬂ,O6HO ncnonb3oBaTb Ana:

e MHTErpaumin C BHELLHUMW CepBUCaMU;
e aBTOMaTU3auum gencteun (ckpuntbl, API-3anpochl);
* NpefocTaBneHnst OrpaHMYEeHHOro OoCTyna 6e3 nepefayn yYeTHbIX faHHbIX NoAb3oBaTens.

Kaxablt TOKEH UMeEEeT:

e COOGCTBEHHbIN CPOK AENCTBUS;
e Habop paspeLleHni (scope), onpeaensaroLmnin 4OCTYMNHbIE onepaLmu.

. TokeH NpepocTaBnseT AOCTYN TONbKO K TeM AeACTBUAM, KOTOPbIE pa3peLLeHbl Npu ero
co3faHuun.

Cos3paBaTb TOKEHbI MOTYT:

e CaM NoJib3oBaTeslb — OJ14 CBOEro akkayHTa,
* AAMUHUCTPATOP — OJ14 NoJsib3oBaTend.

Co3spaHue TokeHa gocTyna

1. Nepengute B ceou Mpodpunb.
2. OTKponTe 6n0oK besonacHocTb - [lononHUTesNbHbIe TOKEHbI M HaXXMUTe HacTpouTb.

3.
B OTKpPbIBLLUEMCA OKHE Ha>KMuUTe Co3paThb AOMNOJIHUTENIbHBIA TOKEH

4. YKaxuTe napamMeTpbl TOKeHa:

* HaszeaHue TokeHa — Npoun3BObHOE UMSA AN yoo6cTBa naeHTUdmnKaunu;
o CpoK e CTBUA — Nepuoj, B TeYEeHNe KOTOPOro TokeH 6yaeT aencteuTeneH (1yac, 1 aeHb, 7
nHen, 30 gHen);

° Pa3peu1e|-m9| — BbI6epVITe O4HO UIN HeCKOJ1IbKO pa3peLueHV|l7| 13 Cnuncka.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 163



KpuntoAPM IDM Penus v1.0

Cosfatb JOMOMHUTENbHBIN TOKEH e TokeH cosnaH X

BbibGepuTe HazBaHWe 1 paspeLleHns And HOBOro TOKeHa AocTyna. CKonupyiTe ToKeH focTyna cenvac. Mocne 3akpbiTus okHa OH Gonblue
He ByneT nokasaH.

HasBaHue TokeHa *
TokeH pocTyna

YnaneHvie NnpunoxeHus
PA3gFWOPr5DeHIivRID5seV-8F GSyGyyod9il 7oRQ4s |

Cpok aenctsus

30 aHen v
Mepuoga, Ha koTopbIit ByaeT BbiNyLLEH TOKEH AoCTyna.
Haiit n fobaBuTh paspelueHue *

HayHuTe BBOAUTL paspelleHne v

BbiGpaHHble paspelueHus

client:delete

OTMeHa Cosgatb

1. Haxkmute Co3pgaTb.
2. CkonnpymnTe 3HavyeHne ToKeHa B OTKPbIBLLEMCS OKHe. 3HauyeHne ToKeHa 0ToBparkaeTcs TONMbKO
OAWH pas. Nocne 3aKpbITUS OKHa ero Henb3s 6yaeT NOCMOTPETb MOBTOPHO.

¥ PeKOMeH,D,yeTCFI XpPaHUTb TOKEH B 6e30MacHOM MecCTe U He nepenaBaTtb €ro TPeTbM JinLiam.

OT3bIB (yAaneHune) TokeHa gocTyna

1. Nepengute B cBoK Mpoduinb.
2. OTKkponTe 6n10K BesonacHocTb - [LONONHUTENbHbIE TOKEHbI N HaXXMUTe HacTpouTb.

3 —
: O
HaxmuTe OTo3BaTb TOKEH Ha NaHesIn C TOKeHOM.

[lononHuTenbHble TOKEHbI +

COB,D,aBaI?ITe OTAelbHble TOKeHbl A0CTYyNa € orpaHN4YeHHbIM HaGOpOM paapeu.leHwZ n MCFIOJ'IbByI?ITe nX OTAENbHO OT CeCCumn NIMYHOro kabuHeTa.

Y,uaneHme NPUMNOXEHNS CospaH: 06.05.2026, 16:16:56 Paspeluenus \
Cy MctekaeT: 05.06.2026, 16:16:56 client:delete
Pl Mocnepgxue 4 cumsona: bvlLo

[m]

1. MoaTBepante gencTeme.

[Mocne oT3blBa TOKEH CTAHOBUTCS HEAENCTBUTENbHLIM U HE MOXeT ObITb MCMNOMb30BaH MOBTOPHO.
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HacTpoiika ny6nm4HocTH

Penuns v1.0

Bbl MOXeTe caMOCTOSITENbHO KOHTPONIMPOBaThb, Kakasi MHpopMaLus 6yaeT AOCTYNHa APpYrUMm
nonb3oBaTeNsM UM CTOPOHHUM CUCTEMaM. DTO OCYLLECTBAETCA Yepes HaCTPOMKY Ny6ANYHOCTU

nong.

OTa HacTpoKKa No3BoNseT onpenensatb Ny6ANYHOCTb A1 KaXAoro nons B 6510kax OCHoBHast
nHpopmauusa, [lononHutenbHas uHpopmauua n MapeHTupukaTopsbl.

YPOBHU NYB/INYHOCTU

YpoBeHb NkoHka

JocTynHO ToNbKO Bam

[AocTynHo no 3anpocy

[ocTtynHo Bcem

Kak HacTpouTb ny6anMYHOCTb Mons

1. Mepengute B cBoK Mpodunb.

OnucaHue

[aHHble He nepeatoTcs B
CTOPOHHME CUCTEMbI U AOCTYMHbI
TOJSIbKO BaM.

[aHHble OOCTYMHbl B CTOPOHHMUX
cucTemax, C KoTopblMU HacTpoeHa
nHTerpaums KpuntoAPM IDM.

[nsa gocTtyna K gaHHbIM TpebyeTce
Ballle cornacue.

[aHHble ny6nuyHbl Bcerga. [ns
JOCTyna K HAM He TpebyeTcs
BaLlero cornacus.

2. HaxxmuTe Ha KHOMKY AN HACTPOWKM NYyGIMYHOCTM PSAOM C MOSIEM.

3. Bbibepute He06XOANMBIN YPOBEHD.
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OcHoBHasa uHbopmMaums

ID nonb3oBatens

MNy6nnmyHoe ums

®oT1o npoduns

Nmsa n pamunusa

JNloruH

[ata poxaeHus

B 3aBMCMMOCTU OT BbIGPAHHOIO 3HaYEeHUA 3HadYeHne rnonga B npopune CTaHOBUTCA NYBNUYHBIM UK

NPUBATHbLIM.

HacTpoika npumeHsaeTcs 6e3 AONONHUTENBHOMO NOATBEPXKAEHMS.

ynpaBneHMe MJJ,GHTM(DVIKaTOpaMM BHELLHNX CepBUCOB

421

AnekcaHgpa Tumocdeesa
AnekcaHppa Tumodeesa
timofeeva.al

01/01/2000

Penuns v1.0

N3MeHUTb

o

J1OCTYyNHO TONbKO BaM

[aHHble KOHbUAeHUMaNbHbI U

BUAHbI TO/IbKO BaM

[LocTynHo no 3anpocy

[ocTyn K AaHHbIM 6yaet
npeaocTaBfieH Nocne Ballero

cornacusa

JlocTynHo BCceM

[aHHble Ny6anYHbI U JOCTYMHbI

BCeEM

NpeHTUPUKaTOpbl — BHELLIHNE CEPBUCHI, KOTOPbIE Bbl 406aBMAM B CBOW NPOodub UK Yyepes
KOTOpble Bbl KOrga-nnméo Bxoannu B npunoxexus nnn cuctemy KpuntoAPM IDM.

Cnuncok AOoCTYNHbIX ANa fobasneHnsa noeHTUGUKaTopoB B npopune popmMmmpyeTcst N3 nyo6nanyHbIX
crnoco6oB Bxofa, co3faHHbix B KpuntoAPM IDM.

[lo6aBneHne HOBOro naeHTnpMKaTopa

1. Mepengute B cBou Mpodunb.

2. Haxxmute [lo6aBuTb B 6/110ke aeHTUPUKaTOpPDI.

NpeHTudurkaTopbl
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3. B OTKpbIBLLEMCS OKHE BblGEPUTE BHELLIHUIA CEPBUC.

Jo6aBuTb crnocob Bxoaa
Bbi6epuTe cnoco6 Bxofa, KOTOpbI XOTUTe f06aBUTb B CBOIN Npodub:

Anpexc @ BkoHTaKTe ~_ bBuomertpus 0fHOPa30BbIit KO
&

YANDEX VK = WebAuthn TOTP

4. MNponante ayTeHTUPUKALMIO B CEPBUCE.

[Mocne ycnelHoOro Bxoga B akkayHT BHeELUHero cepsuca, ngeHtuoumkatop 6ynert npmMea3aH B
npoogwune.

« CoseT: Ecnv naeHTMdMKaTOP BHELLHErO CEPBUCA YXKE NPUBSA3aH K APYroMy Nonb3oBaTento,
Heo6X0AMMO YaanuUTb ero U3 NPodunsa 3Toro Nonb3oBaTens, a 3aTeM NpPMUBSA3aTb Ha HOBOM
aKKayHTe.

YpaneHve ngeHtudukaTtopa

1. Mepengute B cBou NMpoduib.
2. Haxxmute ana ngeHtudumkaTopa, KOTOpbIM HEOGXOOMMO YAANUTb.

3. Buibepute gencteme Yaanutb.

Vl,D,eHTMd)MKaTOpr [o6aBuTb
ﬁ AnekcaHgpa Tumodpeesa [ @I v
i LS
IQOTTDP Authenticator (] @I v
/@ :vaEggﬁi(ELowser (Windows NT 10.0; Win64; x64) o 8-

NoeHTudumkaTop 6yaeT HemeasieHHo yaaneH 13 npopuns.
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HacTpounka ny6amM4yHoro npodpuns

My6nuyHbIn Npodunb — NyGMYHblEe JaHHble, AOCTYMHbIE A8 MPOCMOTPa APYrMM y4YacTHMKaM
cuctembl KpuntoAPM IDM 1 noakntoyeHHbIM NpunoXxxeHusam. OH No3BonseT KOHTPONIMpOBaTh, Kakas
MHbOPMaLMs O Nonb3oBaTene BUAHaA ApYyrMM 6e3 HeoOX0AMMOCTU NpefocTaBeHuUs NOMHOro
AOCTyNna K akKayHTY.

MpocmoTp Ny6mMyHoro npoduns

1. Mepengute B cBou NMpoduib.

2. HaxkxmuTte Ha kKHonKy MNy6nuyHble gaHHble B 6110Kke MpuBaTHOCTb Npoduns.

3. OTKpoeTCs OKHO € Ny6AnYHbIM NPodUAEM, KOTOPbIA COAEPXUT faHHble C ypoBHEM JLOCTYMNHO
BCEM.

CkaumBaHue gaHHbIX Ny6/IMYHOro npoduns

o NaHHble ny6nunyHoro npodunsa akcnoptupytotca B dann popmata vCard.

1. Mepengute B cBou Mpodunb.

2. Haxxmute Ha kHonky Ny6nuyHble gaHHble B 65110ke MNMpuBaTHOCTb Npoduns.

3. OTKpoeTcs oKHO My6AnYHBIN NpodUnb C JaHHBIMK, ANS KOTOPbIX YCTaHOBMEH YPOBEHb
[AdocTtynHo Bcem.

4.
Haxxmute kHonky dkcnopTtuposaTb vCard 82 .
5. 3anycTtuTcsa 3arpyska ¢aunna.

Mpumep panna vCard ¢ Ny6ANYHLIMU JAaHHBIMU NPOPUNS:

BEGIN:VCARD

VERSION:3.0

FN:Timofeeva Alex

N:Timofeeva;Alex;;;
PHOTO:https://service-adress/public/images/profile/90211313d753eld1b83abl9ecfd4af5e
EMAIL:timofeeva-alexs@mail.ru

UID:null

REV:2025-05-26T12:52:24.630Z

END : VCARD

OTknNtoYeHne nyeamM4yHoro npopuns

» CoBeT: Bbl MOXeTe 3anpeTuTb nepefavy nyoenanyHblX AaHHbIX NPOOUIA, KOTOpble UMEKOT
YPOBEHb NYBAMYHOCTU «[JOCTYNHO BCEM>.

1. Nepengute B ceon Mpodpunb.

2. AkTuBmpymnTe nepekntoyatens MpueaTHbIN Npodunb B 6110Ke NMpuBaTHOCTL Npoduns.
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MNpuBaTHOCTb Npoduns

[MpuBaTHbIN Npoduib ; (D
3anpeTutb oTAaBaTh Ny6ANYHbIN NPOdWAb, AaXe eCiv Y NONs YPOBEHb Ny6AUYHOCTb «[JOCTYNHO BCeM»

HaCTpOﬂKa npuMeHAeTCH 6€e3 LONOIHUTENbHOro noareep>XaneHu4d.

Mocne akTMBaLMWN HAaCTPOWKM AaHHble C YPOBHEM NMYyGAMYHOCTU «[LOCTYNHO BCeM» CTatoT AOCTYMHbI
TOJNIbKO MO 3anpocy.

LindpoBas Bu3nTKa NMYHOro npodunsa
+) dKcnepumeHTanbHasa GYHKUMA: [JOCTYNHOCTb PerynupyeTcs agMUHUCTPaTOPOM CUCTEMBI.

Busutka B KpuntoAPM IDM — 370 coBpemMeHHas LmMdpoBas 3aMeHa 6yMaXkHON BU3UTKE, LOCTYNHas
Mo YHUKaNbHOW CCbINKe.

CopepXXumoe BU3UTKMU:

o ®oTorpadusa npoduns,

e VIMA n pamunusg,

o KOHTaKTHble gaHHble (email, TenedoH),
e [laTa poXxaeHus.

Oco6eHHOoCTH:

o [1aHHble oTOBGpaXxatoTcsl HE3aBUCUMO OT HaCTPOEK UX NMYBSINYHOCTU.

e Buantka gocTynHa no YHMKanbHOW CChlfike: https://<Bau-cepsuc>/api/cards/<uoeHTUouKaTop>.

o [logaep>XnBaeTcs aKCNopT BU3UTKK B dpopmaTe vCard anga nHterpaumm B pasnmyHble
MPUNOXeHUS.

AKTUBHOCTb BU3UTKMU

[N BU3UTKM AOCTYMNHa HAaCTPOMKa aKTUBHOCTW.
1. Nepengute B cBoU Mpodunb.

2. B 6noke Busutka akTMBupymnTe nepekntovaTens AKTUBHOCTD.
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Busuntka

AKTUBHOCTb ; (D
Ecnu oTKNoYnTb, TO BU3UTKA He ByAeT JOCTynHa Ans NpocMoTpa

NpeHTudukaTtop BU3NTKM (slug)
timofeeva-alexs

https://example.com/slug

Y6epurtechb, YTO Tenepb Balla BU3UTKA JOCTYNHa. [N sToro nepengure no ccolnke: https://

<your-domain>/api/cards/<ugeHTudukatop>:
HacTpoWka nepcoHann3MpoBaHHOrro agpeca CCbiKn

YTOGbI CChISIKa Ha BU3UTKY Gblfla KOPOYE M NIErko 3anoMuHanacb, MOXHO 3a4aTb COGCTBEHHbIN
YHUKaNbHbIN MAEHTUDMKATOP.

1. Nepengute B con Mpodunb.
2. B 6noke BU3UTKa yKaXuTe HOBbIM naeHTudunKaTop.
3. Haxxmnte CoxpaHuTb.

¢ VpeHTuomkaTop fomKeH 6biTb YHUKaNbHbIM B CUCTEME U COAEPXXaTb TONbKO NaTUHCKNE
OyKBbl, Undpbl 1 gepucsol.

Kak noaenntbcs BUBUTKON
1. Nepengute B cou Mpodpunb.

2. B 6noke Busurtka:

Haxxmute OTKpbITb QR-KOp, N OTCKaHUPYWTE KO KamMepoun YCTPOMCTBA.

o
()
KHornky CKonupoBaTb CCbINIKY , UTOGbl CKOMMPOBATb afpec CChINIKU Ha BU3UTKY.

[lononHuTenbHble AENCTBUS C NIUYHBIM I'IpOd)MJ'IeM
3aBepLUeHne BCEX CeaHCOoB

DyHKUMSA NPUHYAUTENIbHOMO 3aBEPLUEHUSI BCEX aKTUBHbBIX CECCUN — BaXKHbIA MHCTPYMEHT
6e3onacHocTh. icnonb3yinTe ero B ciiyyae yTepu yCTPoNCTBa, NOA03PEeHNA Ha B3/IOM aKKayHTa Uin
A5t HEMeNEHHOro O6HOBNEHMS TOKEHOB A0CTYyNa.
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o OTa onepauusa HeMeIeHHO aHHYNMPYeT BCe access- U refresh-TokeHbl, 3aBeplias BCE ero
TEeKYyLLne ceccum BO BCEX MPUNOXKEHUAX.

YTO6bl 3aBEPLUNTb BCE aKTUBHbIE CeaHChbl:

1. Nepengute B ceon Mpodpunb.
2. Packponte 610K Apyrue nencTeusa v BbibepuTe BblMTU CO BCEX YCTPOMNCTB.

Mocne aToro noTpebyeTc BOMTU 3aHOBO Ha BCEX YCTPOMCTBAX.
CkauumBaHue JaHHbIX IMYHOro npoouns
KpuntoAPM IDM no3sonsgeT aKkcnopTMpoBaTb Bce AaHHble npodunsa B JSSON dopmare.

OTOT dann cogepXXmT BCHO MHPOPMaLMIO, OTHOCSALLYIOCS K Bawemy npodunto B KpuntoAPM IDM, a
TakXXe CBeEeHMNs O BHELLIHMX aKKayHTax, KOTopble Bbl O6aBWUIN B Ka4yeCcTBe CNOoCO60B BXOAQ,
He3aBMCMMO OT TOro, YCTaHOBSIEH NK AN HUX NapamMeTp ny6InyHOCTH.

YToObl CKayaTb JaHHble Npopuns:

1. Nepengute B ceou Mpodunb.
2. Packponte 6510k Apyrue pencteus v Bbibepute CKayaTb AaHHbIe.
3. 3arpys3ka JSON-danna HauyHeTcs aBTOMaTUYECKMU.

MonnTtuka 06paboTKN NePCOHasNbHbIX OaHHbIX
O3HakoMbTecb C JOKYMeEHTOM O ToM, kak KpuntoAPM IDM o6pabaTbiBaeT Ballu AaHHbIE.
YTOo6bl 03HAKOMWUTBLCSA C MONUTUKOM:

1. Mepengute B cBou Mpodunb.
2. PackponTe 6nok Opyrue pencrteus v Bbibepute Monutuka o6pa6oTku MNOH.
3. 3anycTutcs ckaunBaHune danna ¢ NoUTUKON.

YpaneHune n BOCCTaHOBNIEHNE dKKayHTa

YpaneHue akkayHTa B KpuntoAPM IDM — Heo6paTumas onepauus, nocne KoTopon BOCCTaHOBUTb
JaHHble 6yaeT HeBO3MOXHO. CucTeMa UCMnonb3yeT MexaHU3M OTCPOYEHHOr0 yaaneHus: BaLl
aKKayHT noMeyvaeTcs Ha yaaneHue, HO ocTaeTcsl AOCTYNHbIM A/ BOCCTAHOBMIEHUS B TeUeHne
onpefeneHHoro BpemMeHu. 970 caenaHo Ans 3alnuTbl OT CNyYarnHOro yaaneHusa u gaeT Bam Bpems
nepegymartb.

YTOObI yOanuTb akKayHT:

1. Nepengute B ceon Mpodpunb.
2. PackponTe 610Kk Apyrue nencteus v BbibepuTte genctene YpanuTb akKayHT.

3. B OTKpbIBLUEMCS OKHE BBEAUTE MapOosb OT aKKayHTa 418 NOATBEPXAEHUST AEUCTBUS U HAXMUTe
Ypanutb.
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YpaanuTb akkayHT

Mpu yaaneHun y4eTHOIM 3anncu CBaA3aHHble C Helt AaHHble 6yayT yaaneHbl 6e3Bo3BpaTHO. Bbl noTepsieTe AocTyn K
NPUNOXEHUAIM, B KOTOPbIX UCMOMb30BasIM 3Ty YUYETHYHO 3amnncb AJIA BXOAA B CUCTEMY.

Maponb ANa NoATBEPXKAEHUS

YTo nponcxogmr:

o AKKayHT NomMeyaeTcs Ha yaaneHue
 Bbl aBTOMaTMYECKMN BbIXOAMUTE U3 CUCTEMDI
B TeueHuWe onpepeneHHoro BpeMeHu AOCTYNHO BOCCTAHOBNEHME aKKayHTa

B TeueHne onpepgeneHHoOro BpeMeHu nocrie yganeHus akkayHrta y Bac eCTb BO3MOXHOCTb
BOCCTaAHOBUTb OOCTYM K HEMY. [1519 3TOrO BaM HY>XHO 3aHOBO aBTopu3oBaTbcs B KpuntoAPM IDM,
nocrie 3aToro Ha)katb BOoCCTaHOBUTb aKKayHT.

» BoccTaHoBneHue akkayHTa AOCTYMNHO TOMbKO Npun asTopusaunn B KpuntoAPM IDM. lpwu
BXof4e B npunoxeHue 4yepes cepsuc KpuntoAPM IDM BoccTaHOBNEHME akKayHTa HEQOCTYIHO.

Pa3pewerus npunoxeHnn n OAuth-gocTtyn

PaspelueHuss — 370 npaBa, KOTopble Bbl NPefoCTaBNAeTe BHELWHUM NPUNIOXEHUSIM N8 OCTyna K
ornpegeneHHbiM gaHHbiM Bawero npodunsg KpuntoAPM IDM. Bbl MOXeTe B 060 MOMEHT
OrpaHMunTb JOCTYM, 3aBEPLUNTb aKTUBHbIE CEaHCbl NN NONTHOCTbIO OTO3BaTb pPa3peLleHns.

Bce npunoxeHus, nmerowme JOCTyn K BawMM AaHHbIM, oTo6paxkatoTcd B MNpogune Ha Bknagke
PaspelueHus.

[lepexopn B NpuUioXeHue U3 crnmcka pa3peLueH|/|171
YT0O6bl OLICTPO OTKPbLITE MPUTOXEHNE, KOTOPOMY Bbl paHee NpeaoCcTaBuan JOCTyn:

1. Nepengute B cBoM Mpodunb - BKnagka PaspeweHus.
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Y 3anpoce!
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BblaaHHble pa3pelueHus:

2 @ &y

)

Grafana
08.06.24

BbifjaHHble pa3pelueHms:
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2. HaxkmuTe Ha HasBaHue npuUNoXeHusa B Cnncke.

3. MpousoigeT aBTOMaTUYECKUI Nepexon, B BbIGpaHHOE NPUIOXeEHUE.

3aBepLUeHne aKTUBHbIX CeaHCOB NPUTOXKEHUS

Ecnu Bbl XOTUTE HEMeaIeHHO 3aBepLlnTb BCe CECCUN B KOHKPETHOM NMPUNOXKEHUN!

1. Mepengute B cBoK Mpodunb - BKNagka PaspelweHus.
2. BbI30BUTE MEHIO AEUCTBUMA ANA NPUIOXEHUS, B KOTOPOM HEOOXOAMMO 3aBEPLUNTL CEAHChI.

3. Bbibepute gencreme 3aBepLUnTb CeaHcChbl.

® npodune

© Paspewenus =: XypHan

Launchpad
01.02.26

)

Grafana
08.06.24

Y 3anpoch

BbiaaHHble paspeLueHus:

2 ® &
[= 3aBepwwTb ceaHcsl

BblaaHHble pa3peLueHus:
€] OrtossaTb paspelueHnst

& @ =

4. MNopTBepauTe AencTBne B MOAAIbHOM OKHe.

YT0 NnpounsongeT: Bce akTUBHbIE CECCUM B STOM NPUOXEHUM ByayT 3aBeplueHbl. [pu cneayolem

06palLeHMM K MPUIOXKEHMIO NOTPeByeTCs NOBTOPHas aBTOpU3aLUs.

3aBeplueHne ceaHCOB NOME3HO, eCfin Bbl NOJ03peBaeTe HecaHKU,VIOHMpOBaHHbIIZ OocTtyn nnun
NCMosib30Banv NPUIOXKEHME Ha 06LLEM yCTpOVICTBe.
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OT3bIB pa3peLLeHNn y NPUNOXEHNS
YT06bI NONHOCTbLIO 3anpeTuTb NPUNOXXeHUK O0CTYN K BallMM OaHHbIM:

1. Mepengute B cBou Mpodunb - BKNagka PaspelwieHus.

2. BbI30BUTE MEHIO AeUCTBUIA A5 NPUNOXEHUS, Y KOTOPOro HE06X0AMMO OTO3BaTh pa3peLLeHus.
3. Bbibepute gencteme OTo3BaTh paspelueHue.

4. MoateepauTe AencTBne B MoganbHOM OKHE.

Mocnepcteus: anJ'IO)KeHMe norepseT fOCTyn KO BCeEM AaHHbIM Ballero I'IpOd)I/U'IFI. I'IpM
cnegyrwouwemMm Bxoge CMCtemMa 3arfnpocuT HoBoe cornacue Ha gOCTyn.

[MpurnalleHna B 3aKpbiTble NPUITOXEHUS

MpurnaweHue — 370 CNOCO6 NONYYNUTb JOCTYN K 3aKPbITOMY MPUIOXEHUIO. ALMUHUCTPATOP
NPUNOXEHUS OTNPaBNAET NpUrialleHre Ha Bally 3/IEKTPOHHYHO MOYTY, NMOC/e Yero Bbl CMOXeTe
BOMTU B NPUNTOXEHNE, HELOCTYMHOE A5t OCTaNbHbIX NOSib3OBaTENEN.

Kak nonyuyutb npurnawieHme?
[MpurnaweHne NpuUxoauT ABYMS criocobamu:

1. Mo aneKTPOHHOM NoyTe: Bbl NOAyYMTE MMCBMO C MPUrNaLeHUeM U CCbITIKOW N5 6bICTPOro
nepexoga B NpuUIoXeHue.
2. B sawem npodune KpuntoAPM IDM: B pa3sgene 3anpochbl NOSABAAETCS HOBOE MpUrialleHume.

Kak npuHATbL npurnawieHmne?
Bbl MOXeTe NpUHATE NpuUrnalleHme nobbiM Yao6HbIM CIOCO60M.
Cnoco6 1: MNpuHATL NpurnaweHne n3 nucbma

1. OTKpoWTE NUCbMO C NPUrMaLIEHNEM.
2. HaXmuTe Ha CCbIfiKy B MUCbME.

3. [lanee BO3MOXHbl ABa BapuaHTa:

o €CJI1 Bbl y>X€ aBTOPN30BaHbl B CUCTEME — Bbl Cpa3y nonagéte B npunoXXeHune,
o €CJ/11 Bbl HE aBTOPMN30BaHbl — BbIMOJIHUTE BXO B CUCTEMY.

.’ Bxoa Heo6xoaMMO BbINOSTHUTL NMO4 TeM aKKayHTOM, K KOTOPOMY NMpuBsa3aH email,
yKa3aHHbIN B NpUrnalleHnun.

Cnoco6 2: MNMpuHATb NpurnaweHne ns npoduns

1. Nepengute B cBor Mpodunb - BKIagka 3anpochbl.
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2. HanauTe Hy>XHOe npurnalieHne B Crucke.

3. Haxxmnte KHonky MpUHATD.

® npoguns © Paspewetus =: >XypHan Y 3anpocsi

: N

rlpwrnauJeHne Ha BCTynnexue

@ Launchpad Otnpasnenxo: 02.02.2026
https://uselaunchpad.com

(m]}

&S

Mocne 3Toro AOCTyN K NPUNOXEHUO 6YAET aKTUBMPOBAH, U Bbl CMOXETE NepenTn B HEro.
Ecnu y Bac ewgé HeT akkayHTa
Ecnv Bbl nonyynnu npurnalleHune, HO eLwé He 3apernctpupoBaHbl B cucteme KpuntoAPM IDM:

1. MepenguTe N0 CChINIKE U3 MUCbMa C NPUrMaleHNEM.

2. 3apeructpupymntecb B cucteme KpuntoAPM IDM.

3. MNpwn perncTpaumnm yKaxxmte TOT XKe NOYTOBbIN afpec, Ha KOTOPbIN 6bI10 OTAPaBNEHO
npurnaweHue.

4. Mocne 3aBepLlleHnst perncTpaumm Bbl aBTOMaTUYECKM NONYyUYnTe OOCTYN K MPUNOXKEHWUIO.

KaTanor npunoXxeHum

+) 9KcnepumeHTanbHaa GyHKUMA: [JOCTYMHOCTb PerynmpyeTcs agMUHUCTPATOPOM CUCTEMBI.

Y10 Takoe kaTanor?

KaTtanor — 3T0 LeHTpann3oBaHHbI MapKeTNIENC BCEX NPUIOXEHUI, [OCTYMHbIX B 3KOCUCTEME
KpuntoAPM IDM.

KaTanor o6beanHseT Bce I'Iy6J'IVIL-IHbIe npuno>xxeHnda B O 4HOM MecCTe, YTO No3BoNideT 6bICTp0
HaxXoAnTb HY>XXHble NPUTOXeHUA, NpoCcMaTpuBaTb Ha3BaHUA U ONMMCaHUA, Nony4YaTb AOCTYN K
NMPUNOXEHNAM 6e3 HeEOB6XOAMMOCTM 3aNOMUHATb CMOXHbIE CChINIKN UIn nyTwn.

MpunoXXeHus U3 KaTtanora MOXHo 006aBUTb B n3bpaHHble. [1n5a 6bICTPOro A4oCTyna BCce n3bpaHHble
NPUOXeHMs1 0ToBpaXkaroTcs B eBOM 6OKOBOW NaHenwu.
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Kak ncnonb3soBaTtb NPUNoXeHnd mn3 KaTanora?

1.
HaXXMuTe Ha KHOMKy *== .

2. OTKpoech OKHO CO CIMUCKOM I'IpVU'IO)KeHVIVI, no6aBneHHbIX B KaTanor.

H AnekcaHgpa TumocdeeBa 9

BbicTpbI cTapT

éll?

Launch...

O

PaspaboTka
n v <>
Grafana GitLab CodeSy...
O6bLieHune
Connect Faceflow

3. BbibepuTe Hy>XHOE NPUNoXeHne B KaTasnore.

4. Mponsonget aBTOMaTUYECKUN PEAMPEKT Ha CTPaHULY NPUIOXEHUS.
5. Mpongute ayteHTMOUKauuto B npunoxeHun ¢ noMmolubto KpuntoAPM IDM v npefocTaBbTe
NPUNOXEHUIO OOCTYN K CBOUM [AaHHbIM.

Ternepb Bbl CMOXeTe BXOAUTb B NpunoxeHue ¢ Bawum npopmnem KpuntoAPM IDM.

[encTBusa B KaTanore

[ob6asneHune NPUNo>XXeHnqd B M36paHHbIe

1. .
Haxxmute Ha KHonky KaTanor npunoXeHuu
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2. OTKpoeTCFI OKHO CO CINMUCKOM I'IpVU'IO)KeHVIVI, no6aBneHHbIX B KaTanor.

3. H
Haxxmute Ha KHOMKY ﬂ_ﬁ , PaSMEeLEHHYIO PAOOM C NMPUIIoXKeHNUEM, KOTOpOoeE Heo6XxoaAnuMo

006aBUTb B U36paHHbIe.

MpunoxeHne 6yaeT AoGaBEHO B N3GpaHHbIe U 0TOBPA3UTCS B COOTBETCTBYHOLLEN rpynne.

HE AnekcaHgpa Tumodeena
N36paHHble
[
& v
Launch...
PaspaboTtka
6} v &
Grafana GitLab CodeSy...
O6bLeHne
Connect Faceflow

YpaaneHne npunoXXeHns n3 n3dpaHHbIX

1. .
HaxxmuTe Ha KHOMKy KaTanor npuioXXeHnumn === .
2. OTKpOeTCst OKHO CO CAMCKOM NPUMIOXEHUI, A06ABMEHHbIX B KaTanor.

3. f
HaXXMuTe Ha KHOMKy L , Pa3MeLLEeHHY0 PAOOM C MPUNOXKEHNEM, KOTOPOE HEOOXOANUMO yOanuTb
N3 U36paHHbIX.

MpunoxeHwe 6yaeT yaaneHo U3 n3bpaHHbIX U NponageT U3 60KOBOro MeHH0.
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XXypHan akTMBHOCTU U UCTOPUA BXOL4OB

YXypHan akTMBHOCTU — 3TO MHCTPYMEHT 6€30MacHOCTU, KOTOPbIM MO3BOSISIET OTCNEXMBATL OTKYAa
N C Kaknx ycTponcTs Bbl 3axoanavn 8 KpuntoAPM IDM mnu npmunoxeHus.

[eTanusaumsa co6biTUN

[nsa kaXkgoro cobbiThs OOCTyneH NpocMOoTpP I'IO,D,pO6HbIX CBeAEeHNN.

MapameTp YTo copepxurt

3arosioBOK COGbITUS KaTteropwus pencrteus

[aTa u Bpems ToYHble BpEMEHHbIE METKH
MpunoxxeHue MaoeHTndukaTop (client_id) npunoxxeHus
Monb3oBatenb NpeHTndumkaTop (id) nonb3osaTtens
YcTpoHncTBO Tun ycTponcTea 1 6paysep
MecTonono)xxeHue IP-agpec

Kak npocMOTpeTb XYypHan akTUBHOCTU?

1. Nepengute B con Mpodpunb.
2. OTkponTe BKNaaky XXypHan.

CMOTpuUTe TakXxe

e Peructpaums v BXof nosib3oBaTtenen — UHCTPYKLUMA MO CO34aHMI0 aKKayHTa, BXOAY C MOMOLLbH
NOrMHa/Naporns U BHELWHUX CEPBUCOB ayTEHTUOUKALUN.
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OTKprTb CTaTbio Ha canTe

Perncrtpaumus, Bxog U BOCCTaHOB/IEeHUE
napona B KpuntoAPM IDM

B aToMm pykoBoACTBe Bbl y3HaeTe, Kak co3faTb akkayHT B KpuntoAPM IDM, BoNTU B CUCTEMY C
NMOMOLLbIO NNIOrMHA 1 Naponsa N Yepes BHELLHME CePBUCHI, a TakXXe 6e30MnacHO BOCCTAaHOBUTb
OOCTYN K NPOGUI0 NpY HEOBXOAUMOCTMU.

CopepxxaHue:

e Perncrtpaumst HOBOro akkayHTa

¢ BXo4 no norvHy n naposnto

¢ Bxopf, 4epes BHELUHME CEPBUCHI

e bbICTPbIN BXOA, ANs ayTeHTUMOULMPOBaHHLIX NONb3oBaTenemn
¢ BoccTaHoOBNEHMe naporsis

e CMOTpUTE TaKXe

PeI'VICTpa LUA HOBOIO aKKayHTa

[Ae AOoCTynHa perncrpaums
QJYHKLIMQ CO30aHNA aKKayHTa MOXXeT ObITb OOCTYMNHa B ABYX CJly4adax:

1. Ha ¢popme BXOAA;
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Bxop, =

Cnocobbl Bxoga Ceccum

Bontun

Cospatb aKKayHT

O

L S - R

2. Ha ¢popme BbiGOpa [,eACTBUM NMPU BXOAE Yepes CNocos6 BXOAa, €CNN YKa3aHHbIN ngeHTUdmKaTop
He npmuBaA3aH HX K ogHoMYy npodunto B KpuntoAPM IDM
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— Bxop, @

HeT yyeTHOM 3anucu?

Co3panTe HOBbIM aKKayHT

Cos3paTtb

U

+ An3anH popM MOXET OTINYATLCS B 3aBUCMMOCTM OT HACTPOEK KOHKPETHOIO MPUTOXEHUS

Kak co3gatb akkayHT B KpuntoAPM IDM
1. HaxxmuTe Co3gaTbh akKayHT Ha Gopme BXoga uin BolGopa AENCTBUN.
2. BBegute Heo6X0AMMble JaHHble B PErMCTPaLMOHHON popme.

MpuMep OKHa AJ18 BBOAA UMEHMU:
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X Bxop, =

3arnosiHeHne AaHHbIX

CoxpaHutb

3. Ecnu cuctema 3anpocut e-mail — ykaxkute agpec, He NpuBS3aHHbIN K APYTrMM MNofib30BaTeNsM.

4. Beeaute Ko unm nepel7|,q1/|Te MO CCblJIKe U3 NMUCbMa, OTMNpPaB/€HHOINo Ha yYKa3aHHYH MNOo4Ty.
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X Bxop, @

3anosiHeHUEe faHHbIX

Appec 3a/1eKTPOHHOM NOYTbI

Koa Monyuntb

MogTBEepauTb

¥ Ecnu nogreepXXgeHune BbIMOMHAETCS MO CChISIKE, OKHO BBOAA KOLA MOXHO 3aKpbIThb.

5. I'IpM nepBOoM BXo4e B NMPUITOXeEHUE pa3pelinTe OOCTyn K HEeo6XoANUMbIM OaHHbIM.

[Mocne BbINOMHEHMS LWWaros adKKayHT 6yp,eT CO30aH, n I'IpOVI3Ol7I,D,eT BXO[MO B CUCTEMY.

¢ ECnu perucTpauus HayaTta Yyepes BHELUHUIA CePBUC, MAEHTUDUKATOP BHELUHEN CUCTEMDI
aBTOMaTMYECKM NPUBAXETCA K HOBOMY NMpodunto. Ero MoXxHo 6yaeT MCnosib3oBaTb A
nocregyoLwmx BXo40B.

Bxopf, No NOruHy n naposnto

Bbl MOXeTe aBTOpU30BaTbCS B NPUIOXKEHUM C MOMOLLbIO yYyeTHOM 3anucu KpuntoAPM IDM.
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o MpumeuaHune: B HEKOTOPLIX MPUNOXEHUAX BXOA, MO NMaposito MOXET GbiTb OTK/IOYEH. B aTOM
clly4yae UCMnosb3ymnTe BHELLUHWE Crocobbl BXoaa.

YTOO6bI BOUTU B CUCTEMY:

1. Ha nepBoM wWware BUAXETa BXO4a BBeAUTE faHHble AN uaeHTuduKauum (Hanpumep, NoruH, e-
mail nnn Homep TenedoHa) n HaxkxmuTe BonTu.

Bxop, @

Cnocobbl Bxoga Ceccuu

Bontu

CospaTb akKayHT

2. BeeguTe naposib Ha BTOPOM Luare U HaxmuTe BoUTH.

Ecnu Bbl 4ONYCTUAM OWINGKY NpW BBOAE AaHHbIX, CNeaynTe NoACKa3Kam Ha aKpaHe.
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&« Bxop, =

Maponb

Bontun

BoccTtaHoBUTb Naposnb

Mocne ycnewHomn ayTeHTUPUKaLUK:
e NPY NEePBOM BXOe OTKPOeTCs ¢popMa NoATBepPXAEHUA 4OCTYNa K AaHHbIM;

Mpumep popMbl C 3aNPOCOM OCTYNa K AaHHbIM Npoduns:
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X Launchpad &

3al'lpaL|JMBaeMble OOCTynNbl
2 [pocmoTp Bawero ngeHtTudmkaTopa

= MNMpocMoTp UMeHu, GOTO U AaTbl
POXAEeHUA

@ [MpocMOTp agpeca 3N1eKTPOHHON
noYTbl

Sing In

e ©CNU MPUNOXKEHNIO TPEBYIOTCA 06s3aTeNbHble Nons Npoduns, cUcTemMa 3anpoCcuT nx
3anoJiHeHue,

Mpumep 3anpoca HoMepa TenepoHa:
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&« Launchpad @

TenedoH
+7 (999) 123-4567

Code 00:05

Ha ykasaHHbIn HoMep 6yaeT COBepLUEH
6ecnnaTHbI 3BOHOK C FOJIOCOBbIM COOBLLEHNEM,
coAepKalinm Ko aBTopu3sauuu.

MoaTBepanTb

 €CNV AaHHble CKPbITbl HACTPONKAMU NPUBATHOCTH, BYAET NPeasIoXKeHO N3SMEHUTb YPOBEHb
Joctyna.

Mpumep n3MeHeHUs NPUBATHOCTU AaTbl POXAEHUS:
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7

o Launchpad &

MoBbIlLEHUE YPOBHSA Ny6ANYHOCTH
[ﬁ - @] [laTa poxaeHus

MpopomxuTb

¥ Ecnu Bbl nepexoaounnun no Ccblyike Ha KOHKPEeTHYHO CTpaHuLy, Nocsie aBTopu3aLnn Bbl 6y,u,eTe
aBTOMaTU4eCKN BO3BpPaLLlEeHbl Ha HEeé — NMOBTOPHO UCKaTb pa3gen He n0Tpe6yeTc;|.

Bxopn yepes BHeLIHNE CepBUCHI

K BHELWHUM cepBUcamM naeHTndukaumm (unm cnocobam Bxoga) OTHOCATCS CoUMarnbHble CETU U
BHelLHMe cepBuchl (Yandex, Mail, BkoHTakTe u gp.).

YTO6bI BOUTU Yepes BHELLHUI CEPBUC:

1. BoiGepuTe HY>XXHbI CNOCO6 BXOAa B BUOKETE.
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Bxopn, @

Cnocobbl Bxoga Ceccum

Bontu

Cospatb aKKayHT

2. Mpongute aBTOPM3aLNIO B BbIGPAaHHOM CepBUCE, NCMOSb3Ys OCTYMNHbIE CNOCO6bl ANS
coumarnbHbIX ceTen.

3. Mpn nepBoM BXxoAe OTKpoeTcs ¢popMa 3anpoca AOCTyNa K AaHHbIM. [MpefocTtaBbTe cornacme Ha
OOCTYN K CBOMM [aHHbIM.

BbICTpbIM BXOA ANS ayTEHTUPUUNPOBAHHbIX
nonb3oBaTesnen

Ecnu Bbl yxxe BbinonHanu Bxoz B KpuntoAPM IDM B cBOEM Gpay3epe, MOBTOPHas aBTopuM3aLnsa He
notpeoéyeTcs.

B0o3MOXHbI ABa CLileHapus BXopa:

ABTOMaTUYECKUN BXOL,

Ecnn B Gpay3epe aKTMBHa TONbKO OHa CeCccusi NoNb3oBaTens, BXOL NPON3oMAET aBTOMaTUYECKN —
6e3 oTo6paxeHns GpopMbl BbIGOpa akkayHTa.
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» OTO HasblBaeTCHA CKBO3HOM (aBTOMATM4eCKomn) ayTeHTUudMKaumen n no3sonsieT cpasy
NPOAOIKUTL PaboTy.

1. ABTOMaTUYECKUIN BXOA, paboTaeT TONbKO AN NPUNoXeHUN. MNpun Bxoae B CUCTEMY BCeraa
oTO6paXxaeTca OKHO Bbl6opa akkayHTa — [a)e ecniv akTUBHa OfiHa Ceccus.

Bbi6op akkayHTa

Ecnn B Gpay3epe COXpaHEHO HECKOIbKO CECCUI, OTKPOETCS OKHO BbiGOpa akKayHTa:

1. HaxxmuTte Ha umsa nonb3oBaTens.

Bxopn, @

Cnocobbl Bxoga Ceccumn

timofeeva-alexs@example.com I:"
AnekcaHapa TumodeeBa

‘ timofeeva-alexs@mail.ru I:"
w  AnekcaHgpa Tumogeesa

1. Mocne BbIGopa Nonb3oBaTens NPOM30ONOET BXOL,

JononHUTenbHoO:

» YTOGLI BOUTM MO, 4pYyruM nofnb3oBaTtenem, Boioepnte Cnoco6bl BXoga 1 NPonamMTe aBTopmu3aunto

APYrUM nosnb3oBaTenem.
e YTOGbI 3aBEPLUMTD TEKYLLYH CECCUID, HaXMUTE KHOMKY BbIATU U3 aKKayHTa.
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BoccTaHoBneHMe napons

Ecnu Bbl 3a6b1M Naposib OT cBoen y4e€THon 3anmcn B KpuntoAPM IDM, Bbl MOXETe flerko ero
BOCCTaHOBMUTb.

Kak BoccTaHOBUTb napofib B KpuntoAPM IDM

1. Ha nepBoM LWare BuAXeTa BXxo4a BBeAUTE AaHHble 45 ngeHTudumkaummn (Hanpumep, NoruH, e-
mail nnn Homep TenedoHa) n HaxkmuTe BonTu.

2. Ha cnepgytouwem ware Bbl6epnte BoccTaHOBUTb Naposb.

— Bxop, @

Maponb

BoccTtaHoBUTbL naposb

U

3. Ha Baluy nouty 6yaeT HanpaBfeHo NMMCbMO C KOAOM MOATBEPXKAEHUS.

4. BBeguTe Kop, U3 nucbma.

I Kof pencTByeT orpaHuyeHHoe Bpemsi. ECnn cpok AenCcTBUA UCTEK, 3anpocuTe HOBbI
Koa.
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— Bxop, @

BoccTaHoBneHue napons

timofeeva.al

CoxpaHuTb

5. 3aganTe HOBLIW Mapofib U HaXXMNTe COXpPaHUTD.

Mocne o6HOBMEHUS napona BXopn 6yp,eT BbIMOJIHEH aBTOMaTU4YECKHW.

J I'Iaponb yCrnewHO BOCCTaHOBJ/1EH, Tenepb Bbl MOXXeTe UCMOJIb30BaTb HOBYHO KOMOWHaLNIO
npu Bxoge B CUCTEMY.

CMOTpUTe TakXxe

o JINYHBIN NpodUnb 1 ynpaeneHe paspelleHnsMmy NpUnoxXeHnii — PyKoBOACTBO MO YNpaBieHnto
NNYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak nogknounTtb Bxop Yyepes3 LDAP B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B sTOM pyKOBOACTBE Bbl Y3HAETE, Kak MOAKMOUNTDE AOBEPEHHbIM NpoBangep ayTeHTudmkauum LDAP
(Lightweight Directory Access Protocol) nnu Active Directory k cucteme KpuntoAPM IDM,
HaCTPOUTb CcoMnocTaBneHne aTpMoyToB, NPOBEPUTL AOCTYMHOCTb BHELIHEN CUCTEMbI U
WMHTErpupoBaThb KHOMKY BXO4a Ha BUOXET aBTopu3aumnu.

[oBepeHHbIn NnpoBangep LDAP npegHasHayeH ans opraHusaumm Bxoga B MHGOPMaLMOHHbIe
CUCTEMbI MO AaHHbIM YYETHbIX 3anncen nosib3oBaTtenen cuctemol LDAP.

LLlar 1. HacTponka Ha CTOPOHE BHELUHEN CUCTEMBI

Ha ctopoHe BHewHero LDAP/Active Directory Heo6xoauMo NoAroTOBUTb YUYETHYHO 3anuch, KoTopas
6yAeT UCrnosb3oBaTbCA 415 MNOAK/IIOYEHNA KOHHEKTOpa.

PeKomer,yeTc;l MCcnonb3oBaTb CEPBUCHYHO YYETHYHO 3annCb C NpaBaMn Ha YTeHWe KaTaJiora
nonb3oBaTesnien un (I'Ipl/l HeOGXO,EI,VIMOCTVI) N3MeHeHne naponeﬁ.

YyeTHas 3anmcb osmkKHa:

e UMeTb MpaBo Ha BbiNosIHeHWe LDAP-3anpocoB K KaTanory;

e UMETb AOCTYN K 0611aCTM NOUCKA, YKa3aHHOW B napamMeTpe ldap base;

 MPU HEOBXOAUMOCTU — UMETb NPaBO Ha U3MEHEHME NOMb30BaTENbCKUX aTPUBYTOB (Hanpumep,
NPy BKIHOYEHHOM CUHXPOHM3aLMM Naponen).

¥ B 60nblINHCTBE CJly4aeB UCMNOJIb3yeTCA OoTAeJIbHaA CepBUCHaA y4eTHad 3anncb, a He
aJJ,MVIHVICTpaTVIBHbIVI noJjib3oBaTeslb JOMEHa.

Lar 2. Hactpouka B KpuntoAPM IDM

B cepBunce KpuntoAPM IDM Heo6xopMmMo co34aTh OBEPEHHbIN NpoBanaep no wasdnoHy LDAP:

1. Mepengute B naHens ID - Bknagka HacTpourku.
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2. PackponTe 610K [loBepeHHble nposangepbl N HAXXMUTe HacTpouUTb.

3. —+
B oTKpbIBLIEMCSI OKHE HaXXMWUTe Ha KHoMnKy Co3paTb

4. OTKpOEeTCHA OKHO CO CMUCKOM LUABIOHOB.
5. BblbepuTe WabnoH nposangepa LDAP.

6. B popmMe co3paHus 3anofiHUTe Nonst UM BCTaBbTe CKOMMPOBAHHbIE 3HAYEHUS U3 paHee
CO3[aHHOro aosepeHHoro nposangepa LDAP:

OcHoBHasi UHpopMaLUs

o Umsa — HasBaHue, KoTopoe yBMUAAT NoJSib30BaTeNN.

o OnucaHue (onumMoHanbHoO) — KpaTkoe onucaHue.

o Jlorotun (onumoHanbHo) — MOXHO 3arpy3nTb CBOK UKOHKY, UK BYAEeT UCNOMb30BaHa
CTaHAapTHas.

MapameTpbl

o Appec cepepa LDAP (Idap_url) — Agpec cepsepa LDAP B popmaTe ldaps://example. com.

o ba3a noucka (Idap_base) — O6bekT KaTanora, HaunHasi C KOToporo 6yaeT NPoOU3BOANTLCS
nouck. [lomkeH 6bITb KOppekTHbIM DN, Hanpumep, dc=example, dc=com.

o AJomeH LDAP (Idap_domain) — VimMss fomeHa, KOTopoMy NpuHagnexaTt nofib3oBaTenu.

o ®unbTp noucka (Idap_filter) — GunbTp ANa Noncka y4yeTHOM 3anucm Nonb3oBaTens.

o ConocTtaBneHue atpubyToB LDAP (ldap_mapping) — CooTBeTcTBME aTpMGyTOB Npoduns
nonb3osatens KpuntoAPM IDM c atpu6ytamu B LDAP. opmar:
trusted id attribute:ldap attribute (Hanpumep, given name:givenName, family name:sn,
email:mail, picture:photo). [MogpoGHee o npaBunax -

o JloruH agMuHucTpaTtopa (Idap_admin_dn) — Jlorud agmuHmncTtpaTtopa LDAP.

o Maponb agpMmuHucTpaTopa (ldap_admin_pwd) — lNMaponb agmuHucTpatopa LDAP.

JononHuTtesnibHble HaCTpOﬁKM

o My6nnyHbIN cnoco6 Bxoga — Bkounte, €Cnm XOTUTE, YTOOLI 3TOT CNOCO6 BXOAA MOXHO
OblN10 f,06GaBUTb B ApYrue NpUnoXKeHus CUCTeMbI (MK opraHu3aumm), a Takxxe B Npodunb
nosib30BaTernis B KadecTBe UaeHTUdrKaTopa BHELLIHEro cepeuca.

o My6nnyHocTb — HacTponTe ypoBeHb MNyGANYHOCTM MO YMONYaHUIO 415 MaeHTudunKaTopa
BHeLLUHero cepsuca B npoguse nonb3osBaTens.

o 3anpeTuTb c6poc napons — NMonb3oBaTeNlb HE CMOXET CMEHUTb Naposib OT YYETHOW 3anucu
BHeLLHeN cucTembl. B BuaxeTe Bxoga KHornka CMeHUTb naposib 6YAeT CKpbITa.

7. Haxkmute CoXpaHUTb.

Mocne ycnewHoro co3aaHus npoeangep oTo6pasnTcs B CrMCKe.
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LLlar 3. MpoBepKa A0CTYMNHOCTUN BHELLHEN CUCTEMBI

MpoBepKa JOCTYNHOCTU — 3TO BCTPOEHHbIA MHCTPYMEHT, KOTOPbIM MNO3BONAET y6eouTbCs, YTo
yKasaHHble napamMeTpbl NOLKIHOYEHUS K LOBEPEHHOMY NPOBangepy HAaCTPOEHbl KOPPEKTHO U CEPBUC
YyCMNeLwHo B3aMMOAENCTBYET C BHELUHEN CUCTEMON.

Mocne 3anofiHeHUs NapaMeTpoB NpoBaigepa HaxxMuTe KHonky Mpoeepka gocTynHocTU. Cuctema
BbIMOJTHUT TECTOBbIM 3aMpPOC Ha YKa3aHHble KOHeYHble TOYKW NpoBanaepa.

MpoBepKa AOCTYMHOCTM 99)

(D lMpoBepka NogKIKYeHUs ycnewHa X

B pe3ynbTaTe NpoBepKM BO3MOXHbI iBa BapuaHTa oTBeTa:

« |4 MpoBepka noaknoyeHUs ycnewHa — coenHeHne yCTaHOBIEHO, NapamMeTpbl KOHGUrypaLmm
KOPPEKTHbI.

« X{ Owmn6Ka NpoBepKU NOAKIOUEHUSI — BO3HMKIIA OLUMGKA COeAMHEHMS. B 3TOM criyyae
NpoBepbTe NPaBUSIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIMEHTCKUX KITHOUEN UMY TOKEHOB.

. PekomeHpyeTcs BbIMOSHATL MPOBEPKY MOCNE KaXA0ro M3MeHeHWsi HaCTPOEK, YTOGbI
y6eguTbCs, YTO NapameTpbl YKasaHbl KOPPEKTHO Nepes CoXpaHeHNeM.

LLar 4. INpuBAska nmueH3nm

1. B o6Wwem crnucke npoBangepos HananTe co3fgaHHbI cnoco6 Bxoaa v Haxkmute HacTpouTs.

2. B JInueH3us BoibepuTe KNHOY 13 BbiNagatoLero cnmcka.

NnueHsua [Jobaeutb

HET NNueH3nn A

HET NMNUEeH3nn

TN3MX-XXXXX-MFVFK

AMPPTL LEPDEPA LUAT (IUap_uiiy
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» CoseT: Ecnn B cnucke HeT NNLEH3UW, CHavana 3arpy3uTe ee yepes KHomnky [1o6aBuThb.

3. CoxpaHuTe n3amMeHeHus rno KHorke CoxpaHuTb.

LLlar 5. [lo6aBneHne Ha BUOXeET

YTo6bl MONb30BaTENM YBUAENN KHOMKY BXOAa Ha GopMe aBTopu3aunm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOWMKaXxX BUAXKeTa:

1. B o6wem cnncke npoBanaepoB HananTe cosgaHHbii cnocob Bxoga.
2. BkntounTte nepekntoyaTtenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: lNMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BuaxeTe
OO/MKHa NOSABUTLCA HOBasi KHOMKa C /IOroTUNoM cnocob6a Bxoaa.

[TpaBuna conocTaBfieHUa aTpUOYyTOB

ConocTaBneHne aTpMbyTOB NO3BONASIET HACTPOUTL COMOCTaBNeHMe Nonsa NPoduNa Nosb3oBaTesns
KpuntoAPM IDM c aTpu6yToMm nonb3osaTens B Active Directory.

Ecnun 3HayeHuWe nons He 3af4aHo, ncnonb3yeTca 3Hav4yeHne no ymMmoJsi4aHuto:

e given name:givenName,
e family name:sn,
e email:mail.

OcHoBHble nonga nosnb3oatens KpuntoAPM IDM

Mone OnucaHue

sub MpoeHTudumnkaTop nonb3oBaTtens
email ALpec 3neKTPOHHOM MOYThI
phone number Homep TenedoHa

nickname [My6énuyHoe nms

given name Mmsa

family name Qamunnua
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Mone OnucaHune
login NloruH
birthdate [ata poxpaeHus
picture ®oTo npoduns

OCo6eHHOCTN conocTaB/eHns aTpuoéyToB
1. donosiHuTesbHbIe Nons:

o JlonyckaeTcsl HaCTpOMKa CONOCTaBEHUS Ha OOMOSHUTENbHbBIE NOMAS NPoduAs Nonb3oBaTens.
B Takom crniyyae B kadectBe nons npoounsg KpuntoAPM IDM yka3sbiBaeTcs HasBaHue
OOMONHUTENBHOIO NOJS.

2. OCOGEHHOCTU PaboTbl C JIOFTMHOM

o MOXHO 3aaTb conocTasneHne Ha nosie JIoruH, onsa 1oro, YTobbl NOrMHbI NONb30BaTeNS B
KpuntoAPM IDM 1 BO BHeLLHEN CUCTEME COBMaganu. B aTom cny4dae IorvH Bo BHELLHEN
cuUcTeMe J0/IHKEH MMETb YHUKaNbHOEe 3HayYyeHue.

o Ecnn B conoctaBneHumn atpuoéyToB OTCYTCTBYET HaCTponKa COnocTaBneHns Ha none JIoruH,
WY NOTUH y>XKe NCNonb3yeTcs AN Apyroro nonb3oBaTtens, To Npy aBTOMaTUYeCKOM
perncrtpauumn nonb3oBaTesnto NPUCBanNBaeTCsa BHYTPEHHWUA NOMMH, CTEHEPUPOBAHHbIN
cCUCTEMOWN.

3. ConocTtaB/ieHue C YC/IoOBUEM KUNU»

o B none ConocTtaBneHue aTpubyToB [/18 LOBEPEHHbLIX MPOBaNgepOB MOXHO 3afaTb
HECKOJIbKO BO3MOXHbIX aTpMBYyTOB Yepes aedpuc, 4Tobbl MICNOb30BaTb 3HAaYEHME N3 OOHOTO,
ecnv B opyromMm oHo OTCYTCTBYeET.

o [pumep 3anncu: <none KpuntoAPM IDM>:<aTpubyTl>-<aTpubyr2>

CMoOTpuUTE TakXxe

e Criocobbl BXo4a 1 HacCTpoMKa BUAYKeTa BXo4a — PYKOBOACTBO MO cnoco6am BXo4a M HacTpourKe
BUAXKEeTa Bxoja.

e VripaBneHune opraHmnsaumsmMmm — PyKOBOACTBO Mo paboTe C opraHM3aunsaMm CUCTEMBbI
KpuntoAPM IDM.

e JINYHbIM Npodub 1 yrpaBneHne paspeLlleHnamMmmn npuioXeHnin — pyKoBoACTBO NO yrpaBeHUto
NINYHbIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak nogknto4yntb BXxog 4yepe3 1C B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOoM pykoBOACTBE Bbl y3HaeTe, Kak MOAKNIOUYNTL AOBEPEHHbIM NpoBangep ayTeHTudmkaumm 1C K
cucteme KpuntoAPM IDM, HacTpouTb conocTaBfieHne aTpmubyToB, NPOBEPUTb AOCTYMNHOCTb
BHELLHEN CUCTEMbI U MHTErpUpoOBaTb KHOMKY BXOAa Ha BUOYKET aBTOpU3aLnu.

,El,osepeHHbM nposaﬁp,ep 1C npepgHasHa4veH and opraHn3aunm Bxoaa B MH(DOpMaLI,MOHHbIe CUCTEMbI
Nno OaHHbIM (J'IOFI/IH/I'IaDOJ'Ib) YYEeTHbIX 3anuMcen nonb3oeartenen cuctemsol 1C.

LLar 1. HacTpownka Ha CTOpPOHE BHELLUHEN CUCTEMDI

1. YcTaHOBUTE paclunmpeHune KoHourypauum 1C.

B3anmopgencrteune ¢ MHPpopmMaLnoHHoN 6a3on 1C peannsoBaHO Yepes paclunmpeHune
KOHOUrypaumm (bann pacwmpenuns NnpefoCcTaBnseTcs OTAENbHO), N OCYLLECTBAETCS C
ncnonb3oBaHWeM http-cepBucos.

PacwmnpeHnune KoHGUrypaumm npenocTaBnseTcs TexHmyeckon nogaepxkon KpuntoAPM IDM.

2. Ony6nukynTe http-cepBuChbl NPUNOXEHUA Ha web-cepBepe Ana paboThbl C paclUMpeEHNEM.

MNySmecasn na seG-cepoepe X
Ocrosree OpeniD Mpowse OnySmecosams
Vorz DemoSSL DTemoaTs
BeScepsep: | Intemet information Services v

Karanor C:\inetpub \wwwroot \DemoSSL' Coparsm
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3. YcTaHoBuTe npusHak NMyé6nukosatb HTTP cepBucoB pacluMpeHus rno yMonyaHuio a1 padoTbl
http-cepBucoB paclumpeHus.

[ns NnpoBepKu KOppeKTHOCTM ny6nvkaumm http-cepsucos nposepsetcsa ¢pann nybnmkaumm (.vrd)
Ha web-cepsepe. ®ann ny6nmkaumm ONXKeEH coaep)XaTb CBOMCTBO
publishExtensionsByDefault, paBHOe 3HayeHUo true.

4. Co3pganTe nonb3oBartens, YUYeTHble JaHHble KOTOPOro 6yayT MCNOMb30BaTbCA 415 aBTOpu3aLmm
3anpocos (p,onyCKaech rnofnb3oBaTtenb 6€3 npaB).

Lar 2. Hactpouka B KpuntoAPM IDM

B cepeuce KpuntoAPM IDM Heo6x0MMO cO34aTb 4OBEPEHHbIN NpoBanaep no wasdnoHy 1C.
YT06bI CO3paTb NpoBangep:

1. MNepengute B naHensb ID - Bknagka HacTponkm.
2. PackponTe 610K [loBepeHHble npoBangepbl 1 HaxxmuTe HacTpouTb.
3. =+
B oTKpbIBLIEMCSH OKHE HaXXMUTe Ha KHOMKy Co3paTb
4. OTKPOETCHA OKHO CO CMUCKOM LLUAaGJIOHOB.
5. BoiGepuTe WwabnoH nposangepa 1C.

6. B popme co3gaHusi 3anosiHUTe Mos UM BCTaBbTe CKOMMPOBaHHbIE 3HAaYEeHNsA U3 paHee
CO34aHHOro foBepeHHoro npoeangepa 1C:

OcHoBHas uHpopmauus

o Umsaa — HasBaHue, KOTOpOoe YBUAAT NOJSib30BaTeN.

o OnucaHue (onunoHanbHoO) — KpaTkoe onncaHue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK B6yaeT UCNoNb30BaHa
CTaHpapTHas.

MapameTpbl

o Apgpec cepBepa 1C — HasaHue ony6MKoBaHHOW 6a3bl B popmarte: http(s)://[cepsep]:
[mopT]/[6a3al.

o JlornH agMmuHucTpaTtopa 1C — JlornH nonb3osatens 1C, yyeTHble AaHHble KOTOPOro 6yayT
MCNoNb30BaTbCs A1 aBTOpM3aLMmM 3anpocoB (gonyckaeTcs nofnb3oBaTtenb 6e3 npas).
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o Maponb agmuHuctpaTtopa 1C — NMaponb nonb3osatens 1C.

o ConocTtaBneHue aTpnuoyToB 1C — CooTBeTCTBME aTpubyTOB Npodusa nonb3oBaTens
KpuntoAPM IDM c atpnbytamm B 1C. GopmarT: trusted id attribute:1C attribute
(Hanpumep, given name:givenName, family name:sn, email:mail, picture:photo). [NogpoGHee
0 NpaBunax -

JononHuTtesibHble HaCTpOVIKM

o My6nnyYHbIN cnoco6 Bxogaa — Bktounte, €Cnm XOTUTE, YTOOBbI 3TOT CNOCO6 BXOAA MOXHO
ObIN1I0 O6GABUTL B ApYrue NpUnoXeHUs CUCTeMbI (MK opraHu3aumm), a Takxxe B Npodunb
nosib30BaTens B KayecTBe MAeHTUDMKaTOpa BHELLIHErO cepBuca.

o My6nuyHocTb — HacTponTe ypoBeHb MyBANYHOCTM MO YMONYaHUIO ANs uaeHTuduKaTopa
BHeLLHero cepsuca B npodusne nonb3osarens.

o 3anpeTuTb c6poc napons — NMonb3oBaTeslb He CMOXET CMEHUTb Naposib OT YYETHOW 3anucu
BHeLLHen cucTembl. B BuaXxeTe Bxoga KHornka CMeHUTb naposib 6YAeT CKpbITa.

7. Haxkmute CoxXpaHUTb.

Mocne yCcnewHoro co3naHuna npOBale,ep 0T06pa3VITCF| B Crincke.

LLlar 3. MpoBepKa AOCTYMHOCTU BHELLIHEN CUCTEMDI

MpoBepKa JOCTYNHOCTU — 3TO BCTPOEHHbIA MHCTPYMEHT, KOTOPbIM MNO3BONSET Y6eouTbCs, YTo
YKazaHHble NapamMeTpbl NOAKIHOYEHNSA K 4OBEPEHHOMY NpoBanaepy HacTPOeHbl KOPPEKTHO U CEpPBUC
YyCMeLwHo B3aMMOLENCTBYET C BHELUHEN CUCTEMOMN.

lMocne 3anonHeHus napamMeTpoB nposaﬁp,epa Ha>XMUTe KHOMKY I'IpOBepKa AOCTYNHOCTM. Cucrtema
BbIMNOTHUT TECTOBLIN 3anpocC Ha yKa3aHHble KOHEYHbIE€ TOYKHN npOBa|7|,u,epa.

MpoBepKa AOCTYMHOCTU (:)

@ MpoBepkKa NoAK/IHOYEHUs ycrelHa X

B pe3ynbTaTe NpoBepKM BO3MOXHbI iBa BapuaHTa oTBeTa:

« /4 NMpoBepka nogknoyeHUs ycnewHa — coenHeHne yCTaHOBEHO, NapamMeTpbl KOHGUrypaLmm
KOPPEKTHbI.

« Y{ Owmn6kKa NpoBepPKU NOAKNIOUEHNUSA — BO3HUKIIA OLUMGKA COeAnHEHUs. B aToM cnyyae
NpoBepbTe NPaBUSIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIIMEHTCKUX KITHOUEN UMM TOKEHOB.
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. PekomeHpyeTCs BbINOMHATL NPOBEPKY NOCE KaXA0ro U3MEHEHUSI HACTPOEK, YTOObI
y6eguTbCa, YTO NapameTpbl YKasaHbl KOPPEKTHO Nnepes CoXxpaHeHneM.

LLar 4. INpuBAska nmueH3nm

1. B o6em cnucke npoBangepos HananTe co3fgaHHbI cnocob Bxoaa v Haxkmute HacTpouTs.

2. B NluyeH3usa BbiGepute KU U3 BbiNagatoLlero cnmcka.

NnuueHsunsa Jobasutb

HeT NUUEeH3Unn A

HeT NULEH3UN

TN3MX-XXXXX-MFVFK

AMAPEL LEPBDEPAa LUAT (IUdp_uily

¥ CoseT: EC/i1 B CUCKe HET NNLUEH3MN, CHavana 3arpysunte ee Yyepes KHoOMNKy J1o06aBUTb.

3. CoxpaHuTe n3amMeHeHust No KHonke CoXpaHUTb.

LLlar 5. [lo6aBneHne Ha BUOXET

YTO6bl MONb30BaTENM YBUAENM KHOMKY BXoAa Ha GopMe aBTopu3aunm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOMKax BUAXeTa:

1. B o6wem cnncke npoBanaepoB HananTe cosaaHHbii cnocob Bxoga.
2. BkntounTte nepekntovaTenb Ha NaHenu ¢ NpoBanaepoM.

Mpoeepka: Nocne coxpaHeHuss OTKponTe GpopMy BXxoda B TECTOBOM MPUNOXEHUN. Ha BuaxXeTe
[LOJXHA MOSIBUTLCS HOBasi KHOMKa C IOroTMINoM crnoco6a Bxoaa.

[MpaBuna conocTaBneHna aTpmMoyToB

ConocTaBneHne aTpubyTOB NO3BONSET HACTPOUTb COMNOCTaBNeHMe Nonsa NPoduNa Nosb3oBaTesns
KpuntoAPM IDM c aTtpubyTom nosnb3oaTens B 1C.
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Ecnun 3HayeHue nons He 3afaHo, MCcnosb3yeTca 3Ha4yeHne no ymMmoJsi4aHuto:

e given name:firstName,
e family name:lastName,
e email:email,

e picture:photo.

OcHoBHble nons nonb3osatens KpuntoAPM IDM

Mone OnucaHue

sub MaoeHTndukaTop nonb3osartens
email AZpec an1eKTPOHHOM NOYThbI
phone number Homep TenedoHa

nickname My6nuyHoe nms

given name Nms

family name Gamunua

login NloruH

birthdate [ata poxpaeHus

picture ®oTo npoduns

OCo6eHHOCTN conocTaBeHNs aTpUoyToB
1. donoJsiHuTesbHble Nons:

o JlonyckaeTcsl HaCTpOMKa CONOCTaBEHUS Ha SOMOSHUTENbHbBIE NOMAS NPoduns Nonb3oBaTens.
B Takom crniyyae B kadectBe nons npoounsg KpuntoAPM IDM yka3sbiBaeTcs HasBaHue
OOMNONMHUTENBHOMO NONS.

2. Oco6eHHOCTU paboThbl C JIOTUHOM

o MOXHO 3agaTb conocTtasneHne Ha nosie JIoOruH, gnsa 1oro, YTobbl NOrMHbI NONb30BaTeNS B
KpuntoAPM IDM 1 BO BHeELLHEW CcUCTeMeE coBMNaganu. B aTom cny4yae NornH BO BHELLHEN
cuUcTeMe JO/IKEH UMeTb YHUKaNbHOE 3HauYeHue.

o Ecnun B conoctaBneHnmn atpmoéyToB OTCYTCTBYET HaCcTponKa ConocTaBneHns Ha rnosne JIOruH,
WNW NOTUH y>XKe NCNOonb3yeTcsa AN Apyroro Nonb3oBaTtens, To Npyu aBTOMaTUYeCKOMn
perncrtpauum nonb3oBaTesnto NPUCBanBaeTCs BHYTPEHHWUA NOTMH, CTEHEPUPOBAHHbIN
cucTtemMomn.
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3. ConocTtaBrieHue C YyCNoBUEM KUNU»

o B none ConocTtaBneHue aTpubyToB [/15 LOBEPEHHbLIX MPOBangepOB MOXHO 3afaTb
HECKOJIbKO BO3MOXXHbIX anI/I6yTOB yepes p,ecbmc, YTOBbl UCMONb30BaTb 3HAYEHME U3 oAHoro,
€Cfnn B ApYromM OHO OTCYTCTBYET.

o [pumep 3anucu: <none KpuntoAPM IDM>:<aTpubyTl>-<aTpubyr2>

CMOTpUTE TakXe

e Criocobbl BXo4a 1 HacTpoWKa BUAYKeTa BXoda — PYKOBOACTBO MO crnoco6am BXofa U HacTpouKe
BUO)KeTa Bxopa.

e YnpasneHue opraHusaungamMm — pyKoBOACTBO NO pabdoTe ¢ opraHnsaunamMm cUuctemMsbl
KpuntoAPM IDM.

e JIn4yHbIM Npodunb 1 yrnpasneHe paspeLleHusMu NpunoXXeHnin — pyKoBOACTBO MO YNpaBneHuto
NNYHBIM NPOPUIEM.
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OTKprTb CTaTbio Ha canTe

Kak nogknountb Bxog Yyepe3 ALD Pro B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKOBOACTBE Bbl Y3HAETE, Kak MOAKMOUNTDE AOBEPEHHbIM NpoBangep ayTeHTudmkaumm ALD
Pro k cucteme KpuntoAPM IDM, HacTponTb CONOCTaBfeHNE aTPMBYTOB, NPOBEPUTL AOCTYMNHOCTb
BHELLHEN CUCTEMbI U MHTErpUpoOBaTb KHOMKY BXOAa Ha BUOYKET aBTOpU3aLnu.

[oBepeHHbIn npoBangep ALD Pro npegHasHayeH ansa opraHMsaunmn Bxoga B MHGOPMaLUMOHHbIE
CUCTEMbI NO AaHHbLIM YYeTHbIX 3anunucen nosibaoaTtenen cuctemol ALD Pro.

LLar 1. HacTpownka Ha CTOpPOHE BHELLUHEN CUCTEMDI

Ha cTopoHe BHewHen cucteMbl ALD Pro Heo6xogMmMo NoAroToBUTb YYETHYHO 3annchb, KoTopast 6ygeT
MCnonb30BaTbCs A1 NOAKIOYEHNS] KOHHEKTOPA.

PeKOMeH,EI,yeTCFI MCNonb30oBaTb CEPBUCHYHO YYETHYHO 3allUCb C NMpaBaMW Ha YTEHWE KaTalora
nonb3oBaTesnien un (an Heo6X0ANMOCTHN) N3MEHEHNE naponelh.

YyeTHas 3anucb OJKHa:

» UMEeTb NpaBa Ha YTeHue KaTasnora nosb3oBaTenen;
e UMETb NpaBa Ha YTeHue rpynn U OpraHN3aLMOHHOM CTPYKTYpPbI;
* NPKU HEO6XOAMMOCTU — C NpaBaMu U3MEHEHNUA aTpPUBYTOB Nosb3oBaTenei (419 skcnopTa).

. B GonbLIMHCTBE CNyyaeB UCMONb3YEeTCA OTAENbHAA CEPBUCHAS yYeTHas 3anuch, a He
aAMUWHUCTPATUBHbI NOJSIb30BaTENb AOMEHa.

Lar 2. Hactpouka B KpuntoAPM IDM

B cepeuce KpuntoAPM IDM Heo6xogMMO CO34aTb AOBEPEHHbIN NpoBangep no wasénoHy ALD Pro:

1. Nepengute B naHenb ID - Bknagka HacTpouku.
2. PackponTe 610K [loBepeHHbie npoBanaepbl U HaxXMuTe HacTpouTb.

3. -
B OTKpbIBLUEMCA OKHE Ha>XMUTE Ha KHOMKY COSAaTb
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4. OTKpoeTCs1 OKHO CO CMUCKOM LWabOHOB.
5. BoiGepuTe wabnoH nposangepa ALD Pro.

6. B popmMe co3gaHus 3anofniHuTe Nnons UM BCTaBbTe CKOMUPOBaHHbIE 3HAYEHUs U3 paHee
CO03[aHHOro goBepeHHoro nposangepa ALD Pro:

OcHoBHas uHpopmauus

o Umsaa — HasBaHue, KOTOpoe YBUAAT NOJSib30BaTeNN.

o OnucaHue (onumoHanbHO) — KpaTkoe onncaHue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK ByAeT UCNOoNb30BaHa
cTaH4apTHas.

MapameTpbl

o Appec cepeepa ALD Pro (aldpro_url) — Aapec cepeepa ALD Pro B popmate ALD Pros://
example.com.

o basa noucka (aldpro_base) — O6bekT kaTanora, HaunmHas ¢ KOToporo 6ygeT NPOM3BOANTLCS
nouck. [lonmkeH 6bITb KOppekTHbIM DN, Hanpumep, dc=example, dc=com.

o AomeH ALD Pro (aldpro_domain) — Nims goMeHa, KOTOpOMY NpUHAAAEeXaT Nnonb3oBaTenu.

o ®unbTp noucka (aldpro_filter) — GunbTp ANa Nnoncka yyeTHoOM 3anmcu nonb3oBaTens.

o ConocTtaBneHue atpub6yToB ALD Pro (aldpro_mapping) — CooTBeTcTBME aTpnbYyTOB
npoduns nonsb3osatens KpuntoAPM IDM c atpuéytamu B ALD Pro. @opmar:
trusted id attribute:ALD Pro_attribute (Hanpumep, given name:givenName,
family name:sn, email:mail, picture:photo). [Nogpo6Hee o npaBunax -

o JlormH agpMmuHucTpaTopa (aldpro_admin_dn) — JlornH agmmnHuctpatopa ALD Pro.

o Maponb agpMmuHucTpaTopa (aldpro_admin_pwd) — Maponb agmuHucTpatopa ALD Pro.

JononHuTtesibHble HaCTDOﬁKM

o My6nnyYHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b110 0O6aBUTb B Apyrue NpUIoXKeHUs CUCTeMbl (MM opraHmsaumm), a Takxe B npodunb
nonb3oBaTens B KayecTBe naeHTudukaTopa BHELWHErO cepBuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONYAHUIO A1 MAeHTUdPUKaTopa
BHELLUHEro cepBuca B npodusie nosb3oBaTens.

o 3anpeTuTb c6poc napona — Nonb3oBaTellb HE CMOXET CMEHUTb Maposib OT YYETHOM 3arnncu
BHeLLHEeN cucTembl. B BuaXxeTe Bxoga KHornka CMeHUTb naposib 6Y4eT CKpbITa.

7. Haxxmute CoxpaHUTb.

Mocne ycnewHoro co3gaHus nposangep oto6pasmntcs B CAUCKe.

LLar 3. lNpoBepka 4OCTYMNHOCTN BHELLUHEN CUCTEMDI

MpoBepKa JOCTYNHOCTU — 3TO BCTPOEHHbIN MHCTPYMEHT, KOTOPbIN NO3BONAEeT y6eauTbCs, YTo
yKasaHHble napamMeTpbl NOLK/IFOYEHMS K LOBEPEHHOMY NPOBangepy HaCTPOEHbI KOPPEKTHO U CEPBUC
YyCMeLwHo B3aMMOAENCTBYET C BHELUHEN CUCTEMON.
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Mocne 3anonHeHus napamMeTpoB nposaﬁp,epa Ha>XMUTE KHOMKY HPOBepKa AOCTYNHOCTM!. Cucrtema
BbIMOJTHAT TECTOBbLIN 3anpocC Ha YKa3aHHble KOHEYHbIE TOYKHU npOBaVl,u,epa.

MpoBepKa AOCTYMHOCTU (:)

@ MpoBepKa NoAK/HOYEHUs ycrelHa X

B pe3ynbtaTte NPoBEPKUN BO3IMOXXHbI fiBa BapWaHTa OTBETa:

« /4 MpoBepka noaknoyYeHUs ycnewHa — coenHeHne yCTaHOBNEeHO, NapamMeTpbl KOHGUrypaLmm
KOPPEKTHbI.

 ){ Owmn6Ka NpoBepPKU NOAKNIOYEHUSI — BO3HUKIIA OLUMGKA COeAMHeHUs. B aToM cnyJae
npoBepbTe NPaBUSIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIIMEHTCKMUX KITOUEN UM TOKEHOB.

. PekomeHpyeTcs BbINOMHATL MPOBEPKY MOCNE KaXA0ro MU3MEHEHWsI HaCTPOEK, YTOGbI
y6eguTbCs, YTO NapameTpbl yKasaHbl KOPPEKTHO nepes, CoXxpaHeHneM.

LLar 4. INpuBAska nuueH3nm

1. B o6wem cnncke npoBanaepoB HanguTe cosgaHHbli crnocob Bxoga u HaxmuTe HactpouTb.

2. B JInueH3us BbibGepuTe KHOY U3 BbiNagatowero cnucka.

NvueHsua [Jobasutb

HeT NUUeH3un A

HeT NUUeH3nn

TN3MX-XXXXX-MFVFK

AAPTL LopDCpa LuAar (uap_uriy

¥ CoBeT: ECcnn B criMcke HeT NMLUEH3UU, CHavana 3arpysunte ee yepes KHOrMKy Jdo6aBuTthb.

3. COXpaHVITe N3MEHEHNA MO KHOMKe COXpaHMTb.
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Lar 5. [lo6aBrieHne Ha BUOXKET

YTO6bI NONb30BaTENM YBUAENM KHOMKY BXOAa Ha popmMe aBTopM3aLnn, Hy>KHO aKTUBMPOBaTb 3Ty
GYHKLMIO B HAaCTpOMKax BUOXKeTa:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. Bknrounte nepekntoyaTesb Ha NaHenu ¢ npoBanaepom.

Mpoeepka: MNocne coxpaHeHust oTKponTe GopMy BXxofa B TECTOBOM MPUSIOXKEHUN. Ha BuaxeTe
[OJ>XHa MOSIBUTLCA HOBasi KHOMKa C IOroTMINoM croco6a Bxoaa.

I'Ipanma conocTaBeHunsd anVI6yTOB

ConocTaBneHne aTpmMbyToB NO3BOMASIET HACTPOUTL COMOCTaBeHME NoNA NPOoPUNA Nosb30BaTeNs
KpuntoAPM IDM c aTpubéyTom nonb3osaTens 8 ALD Pro.

Ecnu 3HayeHMe nonsg He 3a4aHo, UCMONb3yeTCH 3HaUYeHne No YMOJYaHuUo:

e given name:givenName,
e family name:sn,
e email:mail.

OcHoBHble nonga nonb3oatens KpuntoAPM IDM

Mone OnucaHue

sub MpoeHTudukatop nonb3osaTtens
email AZpec aMeKTPOHHOMN NOYThbI
phone number Homep TenedoHa

nickname MyénnyHoe nmsa

given_name VMg

family name Gamunua

login NoruH

birthdate [ata poxpaeHus

picture ®oTo npoduns
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OCO6eHHOCTM conoCTaB/IeEHUS aTPUOYTOB
1. JononHuTenbHbIE NONSA:

o [lonyckaeTcsl HaCTpOMKa CONOCTaBEHUS Ha OOMOSHUTENbHbIE NOMA NPoduns Nonb3oBaTens.
B Takom cnyyae B kadectBe nonsd npoounsg KpuntoAPM IDM yka3sbiBaeTcs HasBaHue
OOMONTHUTENBHOIO NOJS.

2. OCO6GEHHOCTU PaboThbl C JIOTUHOM

o MOXHO 3afaTb conocTaBneHune Ha rone JIOruH, gnsa Toro, YTobbl NOrUHLI NONb30BaTeENS B
KpuntoAPM IDM 1 BO BHeLLHEN CUCTEME COBMaganu. B aTom cny4yae IOrMH Bo BHELLHEN
cucTemMe J0/IKEeH UMeTb YHUKanbHOe 3HayeHue.

o Ecnu B conocTtaBneHun atpubyToB OTCYTCTBYET HAaCTPOMKa COMOCTaBNeHNst Ha none JIoruH,
WK NIOTUH y>Ke UCMOoNb3yeTcs oS ApYroro nofib3oBartens, To Npu aBToMaTUYeCKON
perncrtpauumn nonb3oBaTesnto NPUCBanBaeTCsa BHYTPEHHUA NOTUH, CreHEPUPOBaHHbIN
CUCTEMOWN.

3. ConocTaBrieHue C yCNoBUEM KUNU»

o B none ConocraBneHue anMGyTOB ONna OoBepeHHbIX nposaﬁp,epos MO>XHO 3a4aTb
HEeCKOJIbKO BO3MOXHbIX anI/I6yTOB yepes ,D,ed)VIC, YTOObI UCMOMb30BaTb 3HAYEHNE U3 OoAHOoro,
€CNN B APYrOM OHO OTCYTCTBYET.

o Mpumep 3anncu: <none KpuntoAPM IDM>:<aTpubyTl>-<aTpubyrt22>

CMOTpuUTe TakXxe

e Crioco6bl BXo4a 1 HacCTpoWKa BUAYKeTa BXo4a — PYKOBOACTBO MO cnoco6am Bxoda U HacTpourKe
BUO)KeTa Bxopa.

e VYripaBneHue opraHnsaLmsmMm — pPyKOBOACTBO Mo paboTe C opraHM3aunaMmn CUCTeMbI
KpuntoAPM IDM.

e JTInYHbIM Npodunb 1 yrnpasneHe paspeLleHnsMm NpUnoXKeHnin — PyYKOBOACTBO MO YNpaBneHuto
NNYHBIM NPOPUIEM.
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OTKprTb CTaTbio Ha canTe

Kak nogkntouyntb Bxopg yepe3 ECVIA B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKOBOACTBE Bbl Y3HAETE, Kak NMOAKMOUNTD AOBEPEHHbIM NpoBangep ayTeHTudmkauum ECUA
K cucteme KpuntoAPM IDM. OT10T cnoco6 BxoAa npefHasHavyeH ans opraHusauum Bxona B
MHOOPMaLIMOHHbIE CUCTEMbBI C MOMOLLBIO YYeTHOW 3anucu noptana Mocyenyr. OnepaTop cUCTEMbl —
MuHuudppbl Poccum.

B Tekyuwen peanusauuun KpuntoAPM IDM gnsa nognucu 1 NnpoBepKu 3anpocoB UCMOSb3yeTcs
npunoxeHne KpuntoAPM Cepgeep.

LLlar 1. HacTponka Ha CTOPOHE BHELUHEN CUCTEMBI

MogkntounTe CBOKO KOMMAHWUIO MO MHCTPYKLUN.

Lar 2. Hactpouka KpuntoAPM Cepgep

1. Ckavaunte n yctaHosute KpuntoAPM CepBep Ha BblAeNeHHbIN cepBep
2. HacTtpowTe ceptudukaTbl:

o YcTaHoBUTe cepTudukat K3l Bawen opraHnsaumm
o [MpoBepbTe CPOK AENCTBUA cepTuduKaTa

3. MpoBepbTe AOCTYMNHOCTD:

o 3anyctute cepsuc KpuntoAPM Cepsep
o Y6eauTech, YTO SHOMOUHTLI NOAMNUCK U NMPOBEPKU SOCTYMHbI

Mocne HacTporku KpuntoAPM Cepeep BaM NoHapo6aTCS:

o Appec nony4yeHus nognucu sanpoca (Hanpumep: http://sau-cepsep:nopt/sign)
o Appec npoBepKu nognucu 3anpoca (Hanpumep: http://saw-cepsep:nopt/verify)
o CepTudukat K3l Bawwen opraHnsaumm
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Q\ TexHnyeckme BONpoChl MHTErpauum pacCMoTpeHbl B MeToanyecknx pekoMeHgaumsax no
ncnonb3oBaHuo ECUA.

Lar 3. Hactpounka B KpuntoAPM IDM

B cepeuce KpuntoAPM IDM Heo6xogMMo co34aTh NpoBangep no waodnoHy ECUA.
YTo6bI co3paTb npoBangep ECUA:

1. Mepengute B naHens ID - Bknagka HacTpourku.

2. PackponTe 610k Cnoco6bl BXoga v Haxmute HactpouTb.

3. et
B OoTKpbIBLIEMCS OKHE HaXXMUTe Ha KHOMKy Co3paTb

4. OTKPOETCHA OKHO CO CMUCKOM LUAGJIOHOB.

5. Boi6epuTe wabnoH nposangepa ECUA.

6. B oTKpbIBLIENCS GOpMe cOo3[aHusa NpoBangepa 3anonH1UTe napamMmeTpbl NpoBangepa:
OcHoBHasi UHpopmaLuUs

o Umsaa — HasBaHue, KoTopoe yBMAAT Mosib30BaTeNu.

o OnucaHue (onumMoHanbHO) — KpaTkoe onucaHue.

o Jlorotun (onumoHanbHoO) — MOXHO 3arpy3uTb CBOK UKOHKY, UMK BYAET UCNOMb30BaHa
CTaHAapTHas.

MapameTpbl

o UpeHTudukatop pecypca (client_id) — YHMKanbHbIN ngeHTMOMKATOP NOLAKIFOYAEMOTrO
pecypca.

o Maponb — Naposb OT KNKOYEBOro KOHTENHEPA KtoYa NOANUCH.

o CepTudMKaT NOANUCU U NPOBEPKU 3aNpPocoB — CepTUPuKaT Kroya KBannpuumpoBaHHOM
3N1EKTPOHHOMN NOAMNNUCH, BbINYLLEHHOW AN NOAKI0YaeMOon MHPOPMALMOHHON CUCTEMBI.
Heob6xoanmo ykasaTtb NyTb K Ganny ¢ cepTudmukaTom.

o Appec nonyuyeHus nognucu sanpoca (sign_endpoint) — Pecypc, koTopbli nognucelBaeT
3anpoc.

o Appec npoBepku nognucu 3anpoca (verify_endpoint) — Pecypc, KoTopbi npoBepseT
noanuceb oteeTta oT ECUA.

JononHuTenbHble HACTPOMKMU

o My6nnyHbIN cnoco6 Bxoga — Bkounte, eCnm XoTUTE, YTOObI 3TOT CNOCO6 BXOAa MOXHO
ObIN10 O6GaBUTL B Apyrue NpUnoXKeHUs CUCTeMbl (MK opraHu3aumm), a Takxxke B npodunb
Nnosib30BaTesis B KadecTBe UAeHTUGMKaTopa BHELLIHEro cepBuca.

o My6nuuyHocTb — HacTponTe ypoBeHb MyB6ANYHOCTM NO YMONYaHUIO ANs ugeHTnudukaTopa
BHeLLHero cepsuca B npoduse nonb3osartens.
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7. Haxkmute CoxpaHUTb.

Mocne ycnewHoro co3gaHus nposangep oto6pasntcs B CAUCKE.

LLar 4. INpuBAska nmueH3nm

1. B o6Wwem cnucke npoBangepos HananTe co3fgaHHbI cnocob Bxoaa 1 Haxkmute HacTpouTs.

2. B JInueH3us BoibepuTe KNHOY 13 BbiNagatolero Cnmcka.

NvueHsuna [Jobasutb

HeT NUUEeH3Un A

HET NNUEeH3nn

TN3MX-XXXXX-MFVFK

AMAPEL LepBDEPa LUAT (IUdp_uily

¥ CoBeT: Ecnn B cnncke HET NULUEH3nu, CHavyana 3arpysunTte ee 4yepes KHOMKYy Jo6aBuTthb.

3. CoxpaHuTe n3amMeHeHust No KHonke CoXpaHUTb.

LLlar 5. [lo6aBneHne Ha BUOXET

YTO6bI MONb30BaTENM YBUAENM KHOMKY BXoAa Ha GopMe aBTopu3aunm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOWKax BUAXeTa:

1. B o6Wem cnucke npoBangepoB HanamTe co3gaHHbIM cnoco6 Bxoaa.
2. BkntounTte nepekntovaTtenb Ha NaHenu ¢ NpoBanaepoMm.

Mpoeepka: Nocne coxpaHeHuss OTKponTe GopMy BXxoAa B TECTOBOM MPUNIOXEHUN. Ha BuaxeTe
LOJXHA MOSIBUTbCS HOBasi KHOMKA C IOrOTMINOM crnoco6a Bxoaa.

CMOTpUTE TakXe

e Croco6bl BXOAa U HacTpoliKa BUAXKeTa BXxoaa — PYKOBOACTBO MO crnoco6am BxoAa U HacTponke
BUXETa BXoAa.
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e VYripaBneHue opraHusaumsmMy — PyKOBOACTBO Mo paboTe C opraHM3aunaMmn CUCTEMbI
KpuntoAPM IDM.

o JTn4yHbIM Npodunb 1 yrnpasneHe paspeLleHnsaMm NpUnoXXeHnin — PyYKOBOACTBO MO YNpaBneHuto
NNYHBLIM NPOPUIEM.
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OTKprTb CTaTbio Ha canTe

Kak nogknto4yntb Bxopg vyepes KpnuntoAPM
B KpnuntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKOBOACTBE Bbl Y3HaeTe, Kak NOAKMOUNUTD BXO, N0 cepTUOMKATY C NOMOLLBLIO MPUIOXEHNS
KpuntoAPM B cnucteme KpuntoAPM IDM.

HacTpoiika Bxoga yepe3 KpuntoAPM COCTOUT U3 HECKOJMIbKMX KITHOUEBbIX 3TaMoB:

» O6Lwaa nHpopmaumsa

e BapunaHTbl KOHQUrypaumm

» HacTpowka Bxoga yepes KpuntoAPM ana agMuHucTpaTopoB KpuntoAPM IDM
* [1pMBS3Ka KMEHTCKOro cepTudumkaTa gnsa nonob3osatenen KpuntoAPM IDM

¢ CMOTpUTE TakKXe

O6wasa nHpopmauums

KpuntoAPM — 370 cnoco6 Bxofa B KpuntoAPM IDM ¢ ncnonb3oBaHMeM KIMEHTCKOro
cepTuurkaTa n nokanbHO YyCTaHOBNEHHOro npunoxeHus KpuntoAPM.

o MockonbKy KpunTorpapmyeckme onepaumm BbINMOMHSOTCS HA CTOPOHE NPUIIOXEHUS
KpuntoAPM, a He B 6pay3epe, BXOA BO3MOXEH U3 NHOO60Oro CoBpeMeEHHOro 6paysepa 6e3
YCTaHOBKWN LOMOSTHUTENbHbBIX KPpUNTOrpadmuyecknx nnarmHos.

Mpwn BbIGOPE 3TOro cnocob6a BXxoga Ha CTpaHuLe aBTopu3aumm 6pay3ep MHULUUPYET 3amnycK
npunoxexHms KpuntoAPM, ycTaHOBNEHHOMO Ha YCTPONCTBE NoNb30BaTeNs. B oTKpbIBLIEMCS
NPUIOXEHMN NONb30BaTe b BbIOUPAET NYHLIN CePTUPUKAT, NOCIE YEro BbiNOHAETCS
Kpuntorpaduyeckasa onepaums NoATBEPXAEHUS IMYHOCTMU.

PesynbTtat npoBepku nepepaetcs B cuctemy KpuntoAPM IDM, rge BbiNOSHAETCA COMOCTaBeHNe C
OTKPbITOM YacTbtO KNtOYa, COXpaHeHHOM B Npodune nonb3osaTtens. ECnv gaHHble coBnagatoT,
Nnosib30BaTesib YCNELWHO NPOXoauT ayTeHTUOUKALMIO N NoMyYaeT AOCTYN K CUCTEME.

[Ona ncnonb3oBaHMs 3TOro cnocoba Bxoaa HeEO6X0ANMO:

e YCTAHOBUTb W HAaCTPOUTb fIoKanbHoe npunoxeHne KpuntoAPM n kpuntonposangep Kpuntollpo
CSP Ha ycTponcTBax nonb3oBaTenen;
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e cO34aTb 1 akTUBUpPOBaTL NpoBangep KpuntoAPM B nHtepderice KpuntoAPM IDM;

e 006GaBUTb OTKPbITbIE KNKOYM CEpTUPUKATOB Nonb3osaTtenen B nx npodunu KpuntoAPM IDM;

* OMNLMOHANbHO A1 KOPOBOYHOM BEPCUU: HACTPOUTL BEG-CepBEP 4151 LEHTPANIM30BaHHOM
BanMpaummn ceptTndukaTos M 06paboTKKU 3aMpocos.

), Mpunoxexne KpunToAPM MOXHO cKayaTb Ha opuLmManbHOM cailTe paspaboTumka: https://
cryptoarm.ru/products/cryptoarm/

BapunaHTbl KOHPUrypaumm (OCTYMNHO ANS KOPOB6OYHOM
BEpCum)

B 3aBMCUMOCTU OT TpeGOBaAHUIN K MHPPACTPYKTYPE, Bbl MOXETE BbIGPaTh MOAXOASLLYH CXEMY
pa3BepTbiBaHUA:

» HacTtpoika c nopggep)xkon FTOCT. Ecnv Bawa MHOpacTpyKTypa TpebyeT UCMOMb30BaHUSA
cepTMdMKaToB C POCCUUCKUMU KpunToanroputmammn FOCT, Heo6Xo4MMO HaCTPOUTL BEG-CepBep
c nogaepxkon FOCT (Hanpumep, Apache ¢ mogynsamu ot Kpuntollpo).

e Ncnonb3oBaHue KpuntoAPM Gate ¢ nogaep>xkon FTOCT. [1n9 CNOXHbIX CLEeHapueB,
TpebyroLWwmnx rMéKon MapLLpyTM3aLmMn 3aNpoCOoB U LEHTPaNIM30BaHHOW NPOBEPKU LIeNoYeKk
ceptudpukatos ¢ anroputmamm FOCT, pekomMeHgyeTcs ncnonb3oBaTb NpoaykT KpuntoAPM
Gate. OH BbICTYNaeT B POV NPOMEXYTOYHOIO 3BEHA, MPUHUMAs 3anpoChbl OT MPUNOXKEHNSA U
nepeHanpasnss UX Ha yKasaHHbIM 3awuweHHbIn URL, Npy 3TOM MOXET BbINOMHATb
OOMNONHUTENbHYHO Banuaaumio cepTudmkaTos.

Bce BapuaHThl nogaepXXmBatoT CTaH4apTHYHO Npoueaypy ayTeHTuduKauum nonb3oBaTtenemn yepes
npunoxeHve KpuntoAPM.

Mpumep OBYXCTOPOHHEN ayTeHTUdUKaLmm no npoTokony mTLS ¢ nogaepxkon FOCT u
AOMNOSTHUTENBHBIMW NONUTUKaMK ayTeHTudukaunm KpuntoAPM Gate:
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KpunToAPM ID

mTLS

——>

https:// oy £O
®@ —— s
Monb3oBaTenb KpuntoAPM KpnntoAPM
Gate Server
Bupxet
KpunTtoAPM ID '
_a
: = :
= B ® o
E Astra Apache Kpuntollpo E KpunTollpo
! Linux (Nginx) CSP ' CcSP
! d~opernD :
Kopn.NC

HacTpouka Bxoga yepe3 KpuntoAPM ans
agMuHucTtpartopos KpuntoAPM IDM

LLlar 1. Co3paHune npoangepa KpuntoAPM

1. Mepengute B naHens ID - BkNagka HacTpourku.
2. Hangnte 6nok Cnoco6bl Bxoga 1 HaxxmuTe HacTpouTb.

3. —+
B oTKpbIBLIEMCSI OKHE HakmMuTe KHonky Co3paTb

4. OTKpOETCHA OKHO CO CMUCKOM LUAaGJIOHOB.
5. BelbepuTte wabnoH KpuntoAPM.

6. 3anonHute popmMy CO3[aHuUA:
OcHoBHasi UHpopMmaLUs

o Umsaa — HasBaHue, KoTopoe yBMUAAT Nofb30BaTeNu.
o OnucaHue (onumMoHanbHO) — KpaTkoe onucaHue.

API
—_

Penuns v1.0

KpuntoAPM

©

KpunTollpo
CSP

I

KpuntoAPM ID

oo http(s)://
co AN

o Jlorotun (OI'IU,VIOHa}'IbHO) — MOXHO 3arpy3nTtb CBOKO UKOHKY, NN 6y,u,eT Mcnonb3oBaHa

CTaHOapTHa4dA.

JononHuTtesnibHble HaCTPOﬁKM

o My6nnyHbIN cnoco6 Bxoga — Bkitounte, YToGbl 3TOT CNOCOG BXO4A MOXHO 6bl10 O6GaBUTb B
npodunb NoNb3oBaTens B Ka4ecTBe UAEHTUDMKATOPa BHELLIHErO cepBuUca.
o My6nnyHocTb — HacTponTe ypoBeHb MyGINYHOCTM MO YMONMYaHUIO AN1s MaAeHTUdPUKaTopa

BHellHero cepauca B npoduse nosb3oBaTtens.
o 3awmweHHbIM URL (issuer) — Agpec Touku Bxoga.
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o ConocTtaBneHue atpuoytos KpuntoAPM — ConocTasneHue atpubyToB npopuns
nosb3oBaTtend C JaHHbIMU cepTudukaTta B popmaTte: given name:givenname, family name:sn,
email:email, nickname:cn. [logpo6Hee o npasunax -

7. Haxkmute Co3paTb.

Mocne ycnewHoro cosgaHuna HOBbIN CMOCO6 BXO4a NOsIBUTCS B O6LLEM CMUCKE HpOBaVIﬂepOB.

Lar 2. [Jo6aBneHne npoBangepa KpnuntoAPM Ha Buaxer

YT1o6bl Nonb3oBaTenu yeuagenu kHonky KpuntoAPM Ha ¢opme aBTOpmU3aLmn, HY>XXHO akTUBUPOBaTb
3Ty OYHKUMIO B HACTPOMKax BuaXeTa:

1. B o6WemM crnucke npoBangepos HananTe co3gaHHbIM cnoco6 Bxoaa.
2. BkntounTte nepekntoyaTtenb Ha NaHenm ¢ NPoBanaepoM.

Mpoeepka: Nocne coxpaHeHUs OTKponTe GopMy BxoAa B TECTOBOM MPUIOXEHUU. Ha BuaxeTe
OOJIHKHa NosiBUTbCA HoBasi KHorka ¢ iorotunomv KpuntoAPM.

[MpaBuna conocTaBneHnsa aTpmoyToB

ConocTaBrneHne aTpmMbyToB NO3BONASIET HACTPOUTDL, Kakne gaHHble N3 KITMEHTCKOro cepTudmkaTa
OyayT 3anucbiBaTbCA B nonsa npoduns nonb3oratens KpuntoAPM IDM. Mpu KaXkgon ycrnewwHomn
ayTeHTUpMKauum Yyepes KpuntoAPM cructeMa MOXeET aBTOMaTU4YeCKN OOHOBNATb JaHHble Npoduns
3HaYeHnaAMU 13 cepTudmkaTa.

[onyckaeTtcs HaCTpOVIKa COMOCTaBNEHUsI Ha OCHOBHbIE N LOMONHUTESbHbIE NOAA Npoduna
nosib3oBaTeni4.

¥ PeKOMeH,D,yeTCFI YKa3blBaTb TOJIbKO T€ MNoJid, KOTOPbIe ﬂ,eVICTBMTeﬂbHO OOJIKHbI OBGHOBAATLCS
n3 ceptudurkata. Hanpumep, ecnm email nonb3oBaTenemn ynpaBnsaeTcs oTaAeNbHO,
conocTaBneHne email:email MOXHO yaanuTb.

& HasBaHua aTpnubyToB cepTudMKaTa 3aBUCHAT OT UCNOJIb3YEMOro YAOCTOBEPSIOLLENO LEHTPa U
CTPYKTYpbl cepTudunkaTtoB. MNepen HaCTPOMKON peKOMeHOYEeTCS NPOBEPUTL COCTaB Nonen B
cepTudukaTte nonb3oBaTens.
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[MpnBA3Ka KIIMEHTCKOro cepTnudunkaTa onasa nonb3oBaTesien
KpuntoAPM IDM

o VIHCTpyKuma npefHa3HayeHa Af1sl Nonb3oBaTenem, KOTOPbIM HEOGXOAMMO BbINONHUTL BXOA, B
cuctemy yepes KpuntoAPM.

Lar 1. UmnopT nu4Horo ceptudpukata B npunoxeHnn KpuntoAPM

Mepepn npuBsizkon ceptTudmkaTa B npoduie HEO6XO0OUMO YCTAaHOBUTb JINUHbBIA CEPTUPUKAT B
npunoxexHun KpuntoAPM.

MoapoGHee Npo yCTaHOBKY CEPTUOMKATOB YMTaNTe B MHCTPYKUUKN Kak yCTaHOBUTL cepTUdMKaThl B
KpuntoAPM Ha nopTtane gOKyMeHTauuu cryptoarm.ru.

Lar 2. [Jo6aBneHne nageHtneumnkaTtopa B npodusib

1. Nepengute B cBoK Mpoduinb.
2. Haxxmute [o6aButb B 6510ke UpeHTUPUKaTOpBbI.
3. B oTKpbIBLIEMCS OKHE BbiGepuTe cnocob sxoga KpuntoAPM.

4. MNpn HeO6XOANMOCTU NOATBEPAUTE OTKPbITUE NpunoxeHna KpuntoAPM.

¢ O AsTOpU3aLyMa _ O X

OTKpbITb NpUnoXxeHne KpuntoAPM?
Caint COBMPaeTCA OTKPbITb 3TO NPUNOXKEHNE

3anoMHWTb BbIGOP ANA TaKUX CCbiN

OTKPbITb NPUNOXKEHWNE

~~

Asropuzanusa B KpuntoAPM

OzxHaHHe IOATESPKACHHA ABTOPH3AIHH B IPHIOKeHHH. .. (6 cex)

5. BoiGepuTte cepTudumKaT, YCTAaHOBNEHHbIN Ha NMpeablayLLeM Lware.
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KpuntoAPM X < BbibpaTb cepTudumkat nognmcum X

i ? .
MponTn aBTOPMU3aLMIO NO IMYHOMY cepTuduKaTy? Bnageneu®epTudnkara
TpebyeTcs BbIGpaTh NUYHBIA cepTUdUKaT

BbibpaTb cepTudukar Tumodeesa AnekcaHapa
|"| Tumodeesa AnekcaHgpa
lopeH po 11 mapta 2027 r., 16:24

OTMeHUTb Hauatb aBTOpU3aLmo

6. Haxxmnte HavyaTb aBTOpU3aLMUIO.
7. Tpy HEOBXOAMMOCTM MOOKKOUNTE TOKEH K YCTPOUCTBY U BBeguTe PIN-Koa.

8. [loxxanTecb OKOHYaHUSA aBTOPU3aLINK.

X X

KpuntoAPM KpuntoAPM
MpoinTn aBTOPU3aLMIO NO NNYHOMY CcepTudukarty? lMpoBoanM aBTOpPU3aL MO MO INYHOMY cepTudmkarty

Tumodeesa AnekcaHapa Vi W
9 Tumodeesa AnekcaHgpa

FopeH po 11 mapta 2027 r., 16:24

OTMeHUTb
OTMeHnTb Haua'rb%‘opuaau,mo

» CoBeT: Ecnv ngeHTMdmKaTop yxxe NpuMBa3aH K ApyromMy nonb3oBaTesto, HE06X0ANMO
YLAnUTb ero U3 npoduns 3Toro Nosib3oBaTess, a 3aTeM NpPMBSi3aTb HA HOBOM aKKayHTe.

LLar 3. NpoBepka

1. MepenguTe Ha CTpaHWLy BXoda C BKIOYEHHBIM cnoco6om Bxoda KpuntoAPM.
2. BblbepuTe NKOHKY crocoba Bxoga KpuntoAPM.

3. MNpn HeoBXoANMOCTHM NOATBEPOUTE OTKPbITUE NpUnoxeHnsa KpuntoAPM.

4. B OTKPbIBLUEMCS MPUIOXEHUN YKaXnUTe cepTudumKart, NpmuBa3aHHbIN B npodune.
5. [JoxanTecb OKOHYaHUSA aBTOpU3aLUK.

000 «Uundposble TexHoNornm» « Trusted.ru 218



KpuntoAPM IDM Penus v1.0

CMOTpUTE TakXe

e Crioco6bl BXo4a 1 HacTpoWKa BUAYKeTa BXoa — PYKOBOACTBO MO cnoco6am Bxoda U HacTpourke
BUO)KeTa BXopa.

e VYripaBneHue opraHusaumsmMy — PyKOBOACTBO Mo paboTe ¢ opraHM3aunaMmn CUCTEMbI
KpuntoAPM IDM.

o JTInyHbIM Npodunb 1 yrnpasneHe paspeLleHnsaMm NpunoXXeHnin — PyKOBOACTBO MO YNpaBneHuto
NNYHBIM NPOGUIEM.
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OTKprTb CTaTbio Ha canTe

Kak noaKnto4YnTb BXo4 Mo 3/IEKTPOHHOMW
noyte B KpnuntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pykoBOACTBE Bbl Y3HaeTe, Kak MOAKMOUYNTL ayTEHTUDUKALMIO C MOMOLLbIO 3N1EKTPOHHOM
NoYTbl B CBOEN opraHunsaunmn nnmn npunoxeHmm. Cnocob exoga Email 6yget ncnonbsosaH Ans
OTnpaBKu email-yBefOMMAEHUN, TaKUX KakK NMUCbMa O perucTpaumm, BOCCTaHOBEHUU Napons
OPYrux cobbITUAX.

HaCTpOVIKa BXOoOa 4epes Email cocTonT n3 HeCKoNbKMX LLIAroB:

e lllar 1. Co3pgaHune cnocoba Bxoga
e lllar 2. [lo6aBneHmne Ha BUOXET
e lllar 3. HacTpowka Wwa6noHOB yBELOMIEHWN

LLiar 1. Co3gaHne cnocoba BXoaa

1. Mepengute B naHens ID - Bknagka HacTponku.
2. Hangute 610k CnocoGbl BXoga 1 Haxkmute HacTpouTb.
3. &
B oTKpbIBLLEMCS OKHE Ha)XmMuUTe KHornky CospaTtb
4. OTKpOETCHA OKHO CO CMUCKOM LUAGIIOHOB.
5. BblbepuTte WwabnioH Email.

6. 3anonHute popmMy CO3[aHuUs:
OcHoBHast UHpopmaLums

o Mma — HasaHue, KoTopoe yBUAAT NONb30BaTeNN.

o OnucaHue (onumMoHanbHoO) — KpaTkoe onucaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3uTb CBOKO MKOHKY, UK BYAET MCNOMb30BaHa
CTaHgapTHas.

MapameTpbl

o OCHOBHOM NOUYTOBbIN agpec — OCHOBHOW MOYTOBLIN agpec, KOTOpbI 6yaeT NCNOoJ/Ib30BaTbCs
0N pacCbKM NMUCEM.

o MceBpoHum oTnpaeuTens (alias) — Vima oTnpaBuTens, koTopoe 6yaeT oTo6paxaTbcsa B none
«OT».

o Appec cepBepa UcxopsLien noutbl — Agpec cepeepa UCXOASLLEN NOYTHI.
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o MopT cepBepa ucxogsawen noutbl — [opT cepBepa NCXoAALLEN NOYTbI.

o Maponb nouTbl — OGLIYHbIV NAPOJb UM MAPOSb MPUIOXEHNS, KOTOPbIA CO34aeTcs B
HacTponKax akkayHTa NOYTOBOro cepBuca.

o Bpems XXM3HM Koga noaTBepXXaeHus — Bpems XXM3HU Koga noarBepXXaeHus ans noytoBoro
cepBuCa B CEKYHaX.

JononHuTtesibHble HaCTpOVIKM

o My6nnyYHbIN cnoco6 Bxogaa — Bktounte, €Cnm XOTUTE, YTOOBbI 3TOT CNOCO6 BXOAA MOXHO
6b1710 0OGaBUTb B ApYyrue NpuUIoXeHUss CUCTeMbl (MM opraHmnsaumm), a Takxe B npodunb
nonb3oBaTens B KadecTBe naeHTudunKkaTopa BHELWHErO CepBUCa.

¢ [na oTnpaBKM TECTOBOroO COO6LLEHUA HaXMuTe OTNpaBUTb . OTa pyHKUMA
NO3BONSET NPOBEPUTb KOPPEKTHOCTb HAaCTPOEK NoYToBOro cepsuca (SMTP u gpyrmux
napamMeTpoB) nepen NCnonb3oBaHMEM ero B paboyen cpeae.

7. Haxkmute Co3pgaTb.

Mocne ycnewHoro co3gaHunda HOBbIN CMOCO6 BXO4a NOsIBUTCS B OOLLEM CMUCKE HpOBaVIJJ,epOB.

LLlar 2. [lo6baBneHne Ha BUOXKET

YTo6bI NONb30BaTENN YBUOENN KHOMKY BoiTn yepes3 Email Ha dpopme aBTOpM3aLMK, HYXXHO
aKTUBUPOBATb 3Ty GYHKLUMIO B HACTPOMKaXxX BUAXKETA:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. BkntounTte nepekntoyaTtenb Ha NaHenm ¢ NPoBanaepoM.

Mpoeepka: Nocne coxpaHeHuss OTKponTe GopMy BXxofa B TECTOBOM MPUSIOXKEHUN. Ha BuaxeTe
[0J>XHa NOSIBUTLCA HOBasi KHoMKa ¢ norotunom Email.

lLlar 3. HacTponka wabnoHOB NUucem

Mocne noakntoyeHus cnocoba Bxoga Email cuctema cMoxeT oTApaBAsaTb NONb30BaTENAM NMUCbMa:
nogTeBepXaeHne pernctpaumm, BOCCTaHOBEHME Naposisi, 04HOPa30Bble KOObl MOATBEPXKOEHNSA U
Apyrvue yBegoMAeHus.

BHewwHWn Bua n coaepXnmoe Takmx nncemMm HactTpanBakoTCAd Yepes LWabnoHbI yBeﬂ,OMﬂeHMVI.
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), Moppo6Hee 0 HacTpoKKe LWABMOHOB YATaWTe B UHCTPYKLMM HacTpolika WwabnoHos email-
yBeOOMNEHUN

CMOTpuUTE Takxe

e Criocobbl BXo4a 1 HacCTpoOWKa BUAYKeTa BXo4a — PYKOBOACTBO MO cnoco6am BXo4a M HacTpouKe
BUAXXeTa BXxoaa.

e VripaBnieHne opraHmnsaumsvm — PyKOBOACTBO Mo paboTe ¢ opraHM3aumsaMm CUCTEMBbI
KpuntoAPM IDM.

o JINYHBIM Npodub 1 yrpaBneHne paspeLlleHnamMmmn npuioXeHnin — pyKoBoaCcTBO NO yrpaBeHUto
JNIMYHbIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak nogknto4yntb Bxopq yepe3s HOTP B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKoBOACTBE Bbl Yy3HaeTe, Kak NOAKNOUUTD ayTEHTUUKALMIO NO OAHOPA30BbIM Maposm
HOTP k cucteme KpuntoAPM IDM.

Komy noaxoauT aTa MHCTPYKUMS:

e AOMUHUCTpaTOpaM — AN1s1 HACTPOMKU MeToda BXofa B CUCTEME.
e [onb3oBatenam — gnsa npmesasku HOTP k ceoemy npodunto.

HacTponka Bxoga yepe3 HOTP COCTOUT 13 HECKONIbKMX KINHOYEBbLIX 3TaroB:

» HacTpowka ayTeHTMduMKaummn gns agMMHUCTPATOPOB
e [puBsaska HOTP gns nonb3oBaTenen

O6wasa nHpopmauums

HOTP (HMAC-based One-Time Password) — 3To anropuT™M reHepauum o4HOPa3oBbIX Naposen Ha
OCHOBE CEKPETHOro Kto4a 1 CYeTUMKa, KOTOPbIA yBENUYMBAETCH MPU KaXKA0M YCMNeLwHOM
NCNonb3oBaHWN Koda. OTO LWMPOKO UCNonNb3yeTcs ANns AByxpakTopHOM ayTeHTUdPUKaumm, nobasnas
ypOBeHb 6€30MacHOCTM MOBEPX CTaHAAPTHOrO SIOrMHa U Napons.

nasHoe otnnyme HOTP oT HOTP — Kofbl He 3aBUCAT OT BpeMeHU. Kaxaoe ncnonb3oBaHne Koga
yBENIMUYMBAET CUYETUMK, U CEPBEP NPOBEPSET BBEAEHHbIN KO OTHOCUTENBHO TEKYLLErO 3HaYeHMs
cyeTymKka.

« [nsa cospaHuns cnocoba BxoAa ocHoBaHHOro Ha TOTP Bocnonb3ynTech MHCTPYKLUMen Kak
nogknounTb BXxopg Yepes TOTP.

OCHOBHbIe KOMIMOHEHTbI:

» CepBep ayTeHTUPUKaALUN — CePBEP, KOTOPbIN FeHEPUPYET CEKPETHBIN KoY 1 NpoBepsieT
BBEeLEHHble KOAbl,yUNTbIBas CYETUMK.

o AyTEHTUPUMKATOP — MPUSIOXKEHUE, XPaHSALLEE CEKPETHbIN KoY U TEKYLLUA CUETUUK,
reHepupytoLLee ogHOPa3oBblie Naposu.
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o CeKpeTHbIN KoY — 006LLas s cepsBepa 1 NpunoxeHna 6asa, Mcnonb3ayemMas ansa reHepaumm
KOOOB.

[Mpouecc pa6oTtel HOTP
1. MpepBapuTenbHas HaCTpPoOMKa

o AOMuUHUCTpaTop co3gaeT cnocob Bxoga HOTP 1 akTuBMpYeT ero Ans BUOXKETOB HYXHbIX
NPUIOXXEHUN.

o [Monb3oBaTenb B cBoEM npodune gobaenseT HoBbiM naeHTudmnkaTop HOTP, ckaHupysa QR-koz
C CEKpPETHbIM KITH0YOM Yepes NpUnoXeHne-ayTeHTUGunKaTop.

2. NeHepauus U NpoBepKa Koga

o MpunoxeHune-ayTeHTUGMKATOP BbIYMCIAET OLHOPA30BbIN NapOosib HA OCHOBE CEKPETHOMO
KJlloYa M TeKyLLEero 3HaYeHusi CYeTUYNKa C UCMONb30BaHMEM anroputma SHA1, SHA256 1niu
SHA512.

o Korga nonb3oBaTesnb BBOAUT KOA, Ha GopMe BXOAa, CEPBEP BbIYMCNAET 0XNOAAEMbIN KOg, MO
TOMY Xe CEKPETY U TEKYLLEMY CUYETUUKY.

o Ecnu Ko coBrnagaeT, cepBep YBENMUMBAET CYETUMK U NpeaocTaBnseT AOCTYN Nosib3oBaTento.

£3 BaxHo: HOTP He 3aBMCUT OT BPEMEHW, MO3TOMY CUHXPOHMU3aLMS YacoB He TpebyeTcs.

HacTpouka ayTeHTUpuUKaumm ona agMmMHUCTPaToOpOB

LLar 1. Co3gaHue cnocoba Bxoga

1. Mepengute B NnaHenb ID - Bknagka HacTtponku.
2. Hangute 610k Cnoco6Gbl BXoga 1 Haxkmute HacTpouTb.

3. -+
B oTKpbIBLLIEMCSI OKHE HakMuTe KHonky Co3paTb

4. OTKpoeTCs1 OKHO CO CMUCKOM LIabOHOB.
5. Bbibepute wa6noH HOTP.

6. 3anonHuTte dopmy co3gaHus:
OcHoBHas UH$opMaLms

o Uma — HasBaHue, KoTopoe YBUIAT NONb30BaTeNN.

o OnucaHue (onuMoHanbHo) — KpaTkoe onucaHue.

o Jlorotun (onuMoHanbHO) — MOXHO 3arpy3uTb CBOK MKOHKY, UK 6yeT Ucrofb3oBaHa
CcTaHOapTHas.

MapameTpbl

o KonnuecTtBo undp — KonmuyecTtso umMop B 0g4HOpa3oBoM napose (06bIYHO 6).
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o HayanbHoe 3HaueHne cCYETUMKA — TeKyLINN CYETUYMK (He pedakTupyemoe).
o AnroputmMm — ANropuTtMm xewwmnpoBaHus (SHA1, SHA256 nnm SHA512) (06bI4HO SHA-1).
[JononHuTtenbHblie HACTPONKU

o My6nnyYHbIN cnNoco6 Bxogda — Bktounte, eCnm XoTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b1N10 J06GaBUTb B ApYrne NpUNoXeHns cuctemsl (Mnm opraHusaunm), a Takxe B npodusnb
nonb3oBaTens B KayecTBe UaeHTUdGuUKaTopa BHELHEro cepeuca.

o My6nuyHocTb — HacTponTe ypoBeHb Ny6ANYHOCTU NO YMONYaHUIO ONs uaeHTudunkaTopa
BHeLLHero cepsuca B npoduse nosb3osartens.

7. Haxxmute Co3paTtb.

Mocne ycnewHoro co3gaHuna HOBbIV CMOCO6 BXO[a NoSIBUTCS B 06LLEM CNUCKe HpOBaVIﬂ,epOB.

Lar 2. [lo6aBneHne nposangepa HOTP Ha BuayxeT

YT1o6bl nonb3oBaTenn ysnaenn kHonky HOTP Ha dopme aBTopu3aLumnm, HY>KHO akKTUBUMPOBATL 3Ty
GYHKUMIO B HACTpOMKax BUAXKeTa:

1. B o6wem cnucke npoBanaepoB HananTe cosgaHHbli cnocob Bxoga.
2. BkntounTte nepekntoyaTenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: [Mocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BuaxeTe
JOJIXHa NosABUTbCA HOoBas KHomnka ¢ norotunom HOTP.

[Mpuesiska HOTP ans nonb3oBaTteneun

o VIHCTpyKUMa npefHasHayeHa Afis Nonb3oBaTenemn, KOTOPbIM HEOGXOAMMO BbINONHUTL BXOA, B
cuctemy yepes HOTP.

LLlar 1. YcTaHOBKa npunoXeHus-ayTeHTUpMKaTopa

Ha Balle Mo6unbHOE YCTPONCTBO HEOBXOOUMO YCTAaHOBUTb NPUIOXEHWE, KOTOPOE reHepunpyeT
HOTP-kogbl.

LWar 2. [Jo6asneHne HOTP-ngeHtTnpumkatopa B npodpuinb
1. Mepengute B cBoK Mpodunb.

2. Haxxmute Jo6aBuTtb B 610Kke MaeHTUPUKaTopbl.
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NaeHTudukaTopbl > [106aBUTH I

3. B oTKpbIBLIEMCS OKHE Bbl6epuTe cnocob Bxoga HOTP.

4. OTcKaHupynTe QR-KOA C MOMOLLbLIO NPUNOXEHUA-ayTeHTUPUKaTopa.

5. Beegute Ko 13 npunoXXeHna n noaresepgnTe.

¢ CoseT: Ecnn ngeHTndMKaTOp yXKe NpuBA3aH K pyromMy nosib3osaTtento, HE06Xo0ANMO
yOoanuTb ero u3 npopuns aToro Nonb3oBaTens, a 3aTemM NpuBA3aTb HA HOBOM aKKayHTe.

LLar 3. NpoBepka

1. MepengunTe Ha CTpaHMLYy BXOAa C BKIHOYEHHbLIM cnoco6om Bxoga HOTP.

. Boib6epute nkoHky cnocoba sxoga HOTP.

3. OTkpoeTcsa popma Ans BBoga Koga. He 3akpbiBas CTpaHULy, OTKPOUTE MPUIoXeHne-
ayTeHTUPUKATOP Ha CBOEM TenegoHe.

4. Hanpute cepsuc, cootsetcTytowmi KpuntoAPM IDM (unun Ha3BaHMIO NPUIOXKEHUS) U BBEAUTE
CBOW NIOTMH 1 6-3Ha4YHbIN KOopg, B Nosie Ha dopMe BXoAa.

5. Haxxmute kHonky MoparBepauTb.

N

CMOTpuUTe Takxe

e Crioco6bl BXo4a 1 HacCTpoOWKa BUaYKeTa BXoda — PYKOBOACTBO MO cnoco6am BXofa U HacTpourKe
BUO)KeTa Bxopa.

e VripaBneHue opraHnsaLmsvMm — PyKOBOACTBO Mo paboTe C opraHM3aunsaMm CUCTEMBbI
KpuntoAPM IDM.

e JIN4YHbIM Npodunb 1 yrnpasnieHe paspeLleHnsaMm NpUIoXKeHnin — PyYKOBOACTBO MO YNpPaBneHuto
NNYHBIM NPOGUIEM.
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OTKprTb CTaTbio Ha canTe

Kak noaknto4uunTb BXxopmd Yyepes3 Mail.ru B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B sTOM pyKOBOACTBE Bbl Y3HAETE, KakK MOAKMOUNTDE ayTEHTUPMKALMIO C MOMOLLBIO akkayHTa Mail.ru
K cucteme KpuntoAPM IDM. OT10T cnoco6 Bxoda NO3BOMSIET NOMb30BaTENSIM BXOOUTb B
NPUIOXEHMSA C MOMOLLBIO YYETHON 3anucu cepsuca Mail.ru.

HacTpoika Bxoga Yyepes Mail.ru cocTouT 13 TPEX KoYeBbIX 3TarnoB, KOTOPbIE BbIMOMHAKTCA B ABYX
pasHbIX CUCTEMaAX:

« lar 1. HacTpowka npunoxeHust B Mail.ru
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

e [TapameTpbl cnocoba Bxona

e CMOTpUTe Takxe

Lar 1. HacTpownka npunoxenua B Mail.ru

Mepepn HacTponkon cnocoba Bxona B KpuntoAPM IDM Heo6x0anmMo 3apernctpupoBaTh Balle
npunoXxeHue B kabmHeTe paspaboTymnka Mail.ru u NoNyuYnTb KNKOYM JoCTyna:

1. 3apernctpupymntecb Unm aBTopulymTechb Ha cante Mail.ru.
2. Mepengute B NUYHBLIN KaBUHET YNpaBneHus NPUIOXEHUAMM.
3. Haxxmunte CospaTtb NnpunoxXeHue.

4. B oTKpbIBWeNcS GopMe Co3[aHUS yKaxuTe:

o Ha3BaHue npoekKTa,

o ®PoTo (NpPU HEOGXOAMMOCTH),

o Bce redirect_uri — Bo3BpaTHbIi URL #1 (Redirect uri) B popmate https://<appec
WHCTannauum>/api/interaction/code.
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Co3sgaHue NpunoxeHuna

I Hazeanue npoekta Trusted

Nobaeuts doto th 3arpyauTb usobpaxeHue

W3aobpaxexue paamepom 96x96 (*.png)

Bce redirect_uri  https://id.trusted.plus/api/interaction/code

Beegute B cTonbuk Bce redirect URI, koTopele ByayT ucnons3osatecA Ha eawwem cavte unu iOS/Android

NpAONEHUM (MO OQHOM CCHINKE B CTpoke)

£ oaHakomunca u NPUHUMaLO YCNOBUA, [EH3UOHHOro CornaleHna u I'Ipasmn WCNoNbL308aHNA AaHHbIX.

MoaxniounTb canT OTMeHUTb

5. HaxmuTte kHonky MoAaknounuTb canT.

6. Ha cnegytowem ware ¢opmebl B 6510ke Mnatdpopmbl BbiGepnte Web.

PeAaKTVIpoBaHVIe npunoXxeHusa

1D Mpunoxerun / Client ID 93aa4f12d8bf4c14b9f7fa4473eb9629

Cexper / Client Secret 16 b
( Haseamme npoerra  Trusted )

RoBasuts doto ¢y 3arpyauTs u3obpaxeHne

Bee redirect_uri  https:/id trusted

Mnatgopmb!

MpocTaseTe ranouky, YToObl OTMETUTL, Ha Kakux Nnardopmax OyAeT YCTaHOBNEHO BalLe NPUNOXeHue

oz )

Korchuryparop KHOMku

i0s
Android

[lononHuTenbHbIE BO3MOKHOCTH
Loctyn k noytosomy Awmky no IMAP, POP u SMTP

MPOAANTE MOAEPALIIO U MONYYMTE AOCTYN K GONbLUEMY YICNY BO3MOXHOCTeH

« One Tap Sign In Basoe

OTNpasuTL Ha Moaepaunio

Mpaea pocryna

o NodaewTs nonszosarens

COXPaHUTL M3MEHEHNA OTMeHNTE Yaanuts

7. Haxkmute CoxpaHeHUs1 UsSMEeHEeHMUs.
8. CkonupymnTe 3Ha4deHus nonen ID MpunoxxeHus/Client ID n CekpeT/Client Secret. OHu

NnoHaJo6ATCH Npu co3gaHum npunoxeHus 8 KpuntoAPM IDM.
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LLlar 2. Co3paHune cnocoba Bxoaa

Tenepb, umesa kntoum ot Mail.ru, cozgagum cooTBeTCTBYHOWMI NpoBangep B cucteme KpuntoAPM
IDM.

1. Mepengute B naHens ID - Bknagka HacTtponku.
2. Hangute 610k Cnoco6Gbl BXoga 1 Haxkmute HacTpouTb.
3. &
B oTKpbIBLLEMCS] OKHE HaXXMuUTe KHOMKy Co3paTh
4. OTKpOEeTCHA OKHO CO CMUCKOM LLUABIOHOB.

5. Boi6epute wabnoH Mail.ru.
6. 3anonHute popmy COo3[aHus:
OcHoBHas MHpopmauus

o Umsas — HasBaHue, KOTopoe yBMAAT NOMb30BaTeENN.

o OnucaHue (onumoHanbHoO) — KpaTkoe onuncaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3nTb CBOKO MKOHKY, UK BYAET MCNOMb30BaHa
CTaHpapTHas.

[MapameTpbl ayTeHTUPUKaLN

o UpeHTudukartop pecypca (client_id) — BctaBbTe ckonmpoBaHHbii ID MpunoxeHus (Client
1D).

o CeKpeTHbIN Ktou (client_secret) — BcTaBbTe ckonnpoBaHHbIi CekpeT (Client Secret).

o BosBpaTHbii URL(Redirect URI) — lMNone 3anonHUTCA aBTOMaTUYECKN Ha OCHOBE Ballero
AoMeHa.

[ononHutenbHble HaCTpOVIKVI

o My6nuyHbIN cnoco6 Bxopa — BKNoUNTe, eCnmn XoTuTe, YTo6bl 3TOT CNOCOo6 BXOA4a MOXHO
ObI/10 O6GaBUTL B ApYrue NpUnoXKeHUs CUCTeMbI (MK opraHu3aumm), a Takxke B npodunb
nosb30BaTens B KayecTBe MAEHTUDMKATOpa BHELLIHErO cepBuca.

o My6nuyHocTb — HacTponTe ypoBeHb MyBANYHOCTM MO YMONYaHUIO ANs uaeHTudukaTopa
BHeLLHero cepsuca B npodune nonob3osarens.

7. Haxkmute CospgaThb.

Mocne ycnewHoro co3gaHuns HoBbIM CNOCco6 BXoga NOSIBUTCS B O6LLEM CNUCKE NMpoBangepos.

LLlar 3. [lo6aBneHne Ha BUOKET

YTO6bI NONb30BaTENU YBUAENN KHOMKY BorTun yepes Mail.ru Ha dpopme aBTOpM3aLMU, HYXKHO
aKTMBUPOBATb 3Ty PYHKUUIO B HACTPOMKaxX BUAXeTa:

1. B o6Wem cnucke npoBangepos Hanante co3gaHHbIM cnocob Bxoaa.
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2. Bkntounte nepekn4yaTesb Ha naHenm c nposaﬁp,epOM.

Mpoeepka: MNocne coxpaHeHuss OTKponTe GpopMy BXxoda B TECTOBOM MPUNIOXEHUN. Ha BuaxXeTe

AOJDKHa NoAaBUTbCA HOBaA KHOTMKa C JIOTOTUMOM Mail.ru.

[TapameTpbl cnocoba Bxoaa

OcHoBHas UHpopMaLus

HasBaHue OnucaHue Tun

Umsa HasBaHue, koTopoe 6ygetr  TekcT
oTo6paxkatbCs B
nHTepdence cepsuca
KpuntoAPM IDM

OnucaHue KpaTkoe onucaHue, TekcT
KoTopoe 6yaeT
oTo6paxkaTbcs B
nHTepdence cepsuca
KpuntoAPM IDM

Penuns v1.0

OrpaHu4yeHus

Makc. 50 cumBonos

Makc. 255 cumBonos

NoroTtun VM3o6paxkeHune, KoTopoe JPG, GIF, PNG nnu WEBP Makc. pasmep: 1 Mb

6ygeT oTobpaxaTbCcs B
nHTepdence cepauca
KpuntoAPM IDM 1
BUIXKETE BXO4a

[MapameTpbl ayTeHTUPUKaLUn

HassaHue MapameTp
NpeHTudukaTop pecypca Client id
(client_id)

CekpeTHbIM Kntou (client_secret) Client secret

BosepatHblit URL(Redirect URI) (He  Redirect URI
pepakTupyemoe)
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OnucaHue

ID npunoxeHus, co3gaHHOro B
Mail.ru

CepBUCHBIN KoY gocTyna
NPWUNOXEHNS, CO30aHHOMO
cospgaHHoro B Mail.ru

Appec KpuntoAPM IDM, Ha
KOTOpPbIN NoNb3oBaTeNb
nepeHanpasnsieTcs nocne
ayTeHTMOMKaLMN B CTOPOHHEM
cepsuce
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ononHutenbHble HaCTpOIZKM

HasBaHue

My6nuyHbIA cnoco6 Bxopaa

My6nuyHocTb

CMOTpUTe TakXe

Penuns v1.0

OnucaHue

Mpw aKkTUBaLMN HACTPOMKMU:

- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fobaBneHus B
OpYyrue npunoxeHus cepeuca.

- Cnoco6 BxoAa CTaHeT AOCTyneH Ansa nobasneHus B
KauyecTBe naeHTudmkKaTopa BHELLHEro cepeuca B
npodwune nonb3oBartens.

3afaeT ypoBeHb NYG/IMYHOCTM MO YMONYaHUIO Ans
naeHTUdUKaTopa BHELIHEro cepBuca B npodune
nonb3oBaTens

e Crioco6bl Bxoga v HaCTpOl;IKa BUOXKETa BXOOa — PyKOBOACTBO MO crnocob6am Bxoga u HaCTpOVIKe

BUO>KETa BXoOa.

° ynpaBneHme opraHMsaunamMmm — pykKoBoaCTBO Mo pa60Te C OpraHm3aunamMmm cCuCTeMbl

KpuntoAPM IDM.

o JIMYHBIN NpodUnb U ynpasneHe paspelleHnsMy NPUnoxXeHnii — pyKoBOACTBO MO YNpaBieHuto

NINYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak nogkno4YnuTb BXo4 NO NPOTOKONY
MTLS B KpnuntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKoBOOCTBE Bbl y3HAETe, KaK NOAKOUYUTL ayTeHTUdMKaumo mTLS k cucteme KpuntoAPM
IDM.

HacTpoiika Bxoga yepe3 mTLS COCTOUT U3 HECKOMbKMX K/THOUYEBbLIX 3TaMoB:
1. HacTporka mTLS-ayTeHTUdMKaunmn gna agMmmHuctpatopos KpuntoAPM IDM

o War 1. Hactponka Nginx gna mTLS
o LLar 2. Co3gaHune npoBangepa mTLS
o lLar 3. [Jo6aBneHue nposangepa mTLS Ha Buaxer

2. Mpwuesiska KNMEHTCKOro ceptudmrkata ana nonb3osartenen KpuntoAPM IDM

o llar 1. YcTaHOBKa KIIMEHTCKOro cepTudukaTta B 6paysepe
o lLlar 2. [lo6aBneHne nageHTudukaTopa B npodunb
o War 3. MNMpoBepka

O6wasa nHoopmaums

mTLS (Mutual TLS) — cnoco6 ayTeHTMOUKaLMMU, OCHOBAHHbIA Ha B3aMMHOW NpOBEpPKe
cepTnpuKaToB KIIMeHTa 1 cepeepa.

3TOT cnoco6 o6ecneymBaeT BbICOKMI YPOBEHb AOBEPUS U 6e30MacHOCTH, TaK Kak BXOf B CUCTEMY
BO3MOXEH TOJSIbKO MPU HaNMunM y Nosib3oBaTens 4encTBUTENIbHOro cepTudmKaTa, NognNmMcaHHoro
L,0BEePEHHbIM LieHTpoM cepTudukaumm (CA).

mMTLS ocob6eHHO noneseH ans KOprnopaTuBHbIX NN YYBCTBUTEJIbHbIX CUCTEM, Irae Tpe6yeTc;|
MWHUMU3NPOBATb PUCK HECAHKLUNOHNPOBAHHOIO A0CTyMna.

[Mpouecc paboTbl MTLS

1. Nuuumaumsa coepgmuHeHms: KnneHT oTnpasnseT 3anpoc K cepsepy KpuntoAPM IDM.

2. 3anpoc ceptudukarta knmeHTa: CepBep TpebyeT NpefoCTaBNEHNS KIIMEHTCKOro cepTudumkara.

3. OTnpaBKa KJIMeHTCKoro ceptudukaTta: KnmeHT npeaocTaBnseT CBoM cepTudumKaT, NoANMCaHHbIN
poBepeHHbIM CA.
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4. MpoBepka cepTudPuUKaTa Ha cepBepe:

o CepBep cBepsieT cepTuduKat ¢ 0OCHoBHbIM CA.
« [MpoBepsieT CPOK AeNCTBUSA, NOAMUCH U COOTBETCTBUE TpeboBaHWSIM 6€30MacHOCTMU.

1. AyteHTUdMKaLMA Nonb3oBaTens:

e Ecnin CepTVI(DVIKaT BannaeH, cepBep conocrtaBnideT ero c yquHon 3annCbio NoJIb3oBaTesd U

paspellaeT goCcTyn.
o ECcnu cepTudUKaT HeBaNUAeH UM OTCYTCTBYET — AOCTYN OTK/IOHAETCA.

1. YcTaHOBNEHMe 3alMLLEeHHOro KaHana: [locne ycnewHon npoBepku ceptudmkaTta
yCTaHaBnuBaeTcH WwndppoBaHHOE coegUHEHUe, 1 Mosib3oBaTe b nonyyaeT JOCTyr.

HacTponka mTLS-ayTeHTudmnKauum ans
agMuHucTtpartopos KpuntoAPM IDM

[Onsa pa6otel MTLS Heo6xoanmo:

e CO34aTb M akTUBMpOBaTb NpoBangep MTLS B untepdence KpuntoAPM IDM;

e YCTAHOBUTb KNIMEHTCKNE cepTudUKaTbl Ha YCTPOMCTBa Nonb3oBaTenen n B Ux npodunum
KpuntoAPM IDM;

e OMLMOHANbHO A1 KOPOOGOYHOM BEPCUU: HAaCTpouTb Be6-cepBep Nginx, YTOGbl OH NPUHMMAaN
TONIbKO 3arpochbl, NOANUCaHHbIe AOBEPEHHBIM CEPTUPUKATOM.

Lar 1. HacTpourka Nginx gns mTLS

Mepepn no6asneHnem nposangepa 8 KpuntoAPM IDM Heo6X0AUMO NOAFOTOBUTL KOHOUIYypaLuto
Nginx:

1. OTkpounTe ¢pann KoHUrypaumm nginx.local.conf.
2. [lo6aBbTe HOBbIN server GIOK:

Mpumep KoHPUrypaumm:

server {
server_name local.trusted.com;
listen 3443 ssl;

# CepTudumkaTbl cepsepa
ssl certificate certs/local.trusted.com.pem;
ssl certificate key certs/local.trusted.com-key.pem;

# CepTupmkat kopHeBoro CA [ns MPOBEPKUM KAMEHTCKUX cepTudukaToB
ssl client certificate certs/ca-bundle.crt;
ssl verify client on;

ssl verify depth 3;

# HacTpoWKM ceccum U MpoTOKOJIOB
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ssl session_timeout 10m;
ssl session cache shared:SSL:10m;
ssl protocols TLSv1l.2 TLSvl.3;

# OrpaHuyeHMe pocTyna Ha OCHOBHOM NyTb, MTLS pa3peweH Tonbko gns /api/mtls
location / {

return 404 "mTLS endpoints only. Use port 443 for regular access.";

# HacTporka npokcupoBaHus 3anpocoB Ha backend
location /api/mtls {

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

# Nepepaya MHHOpPMaLMKM O KIIMEHTCKOM cepTudukate

proxy set header X-SSL-Client-Verify $ssl client verify;
proxy set header X-SSL-Client-DN $ssl client s dn;
proxy set header X-SSL-Client-Serial $ssl client serial;
proxy set header X-SSL-Client-Fingerprint $ssl client fingerprint;
proxy set header X-SSL-Client-Issuer $ssl client i dn;

# lMpokcupoBaHue Ha backend
proxy pass http://backend;
proxy redirect off;

3. Mepezanyctute Nginx nocne BHECEHUSA U3MEHEHUN.

OnucaHue napameTpoB

MapameTp HasHaueHue

ssl_certificate CepTudukat cepBepa, ncnonblyemoin gna HTTPS.

ssl certificate key 3aKpbITbIN KNHOY cepBepa.

ssl client certificate KopHesown cepTudumkat CA gnsi NpoBepPKM KIMEHTCKUX
cepTnupukaTosB.

ssl verify client on BkntoueHune o6a3aTenbHON NPOBEPKU KITMEHTCKMX
cepTnpuKaTosB.

ssl verify depth MakcumanbHasa rny6uHa Lenoykun NnpoBepku
CepTUPUKaTOB KIMEHTa.

ssl session timeout Bpems »xunsHu SSL-ceccum.

ssl_protocols PaspeLuéHHble Bepcum TLS.

proxy set header X-SSL-Client-* Mepegaya MHbopmMaumm O KIIMEHTCKOM cepTudumkaTe Ha

backend.

o PaszmecTuTe cepBepHble cepTudukaThl (. pem 1 Knod) n kopHeBon CA (ca-bundle.crt) B yao6Hon
ANPEKTOPUKN, Hanpumep certs/.
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o [MyTb K cepTuduKaTaM ykaxute B KoHoUrypauum Nginx.

Lar 2. Co3gaHune nposangepa mTLS

1. MNepengute B naHensb ID - Bknagka HacTponku.
2. Hangnte 6nok Cnoco6bl Bxoaa 1 Haxxmute HacTpouTb.

3. —+
B oTKpbIBLIEMCSI OKHE HakMuTe KHonky Co3paTb

4. OTKpoeTCs1 OKHO CO CMUCKOM LWabOHOB.
5. BblbepuTte WwWabsoH mTLS.

6. 3anonHute popmMy CO3[aHuUA:
OcHoBHast UHpopMmaLuUs

o Umsaa — HasBaHue, KoTopoe yBMAAT Nofb30BaTeNN.

o OnucaHue (onumMoHanbHO) — KpaTkoe onucaHue.

o Jlorotun (onumoHanbHO) — MOXHO 3arpy3nTb CBOK UKOHKY, UNK BYAET UCNOMb30BaHa
CTaHpapTHas.

JononHuTtesibHble HaCTpOﬁKM

o My6nnyYHbIN cnoco6 Bxoda — BkounTe, YTOGbLl 3TOT CNOCOG BXO4A MOXHO 6bl10 JO6aBUTb B
npodwunib Nonb3oBaTens B KayecTBe NaeHTUhuKaTopa BHELIHEro cepeuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONMYaHUIO AN1S MaAeHTUdPUKaTopa
BHELLHero cepsuca B npodune nonb3osaTens.

o Touka Bxopga mTLS coeguHeHus (issuer) — Agpec Touku Bxoga.

7. Haxkmute Co3paTtb.

Mocne ycnewHoro co3gaHuna HOBbIV CMOCO6 BXO[a NOSABUTCS B O6LLEM CNUCKe HpOBaVIﬂ,epOB.

Lar 3. [lo6aBneHue npoBangepa mTLS Ha Buaxer

YToO6bl NoNb3oBaTeNn yenaenn kHonky mTLS Ha popme aBToOpmU3aLmm, HY>XKHO aKTUBMPOBaTb 3Ty
GYHKUMIO B HACTpOMKax BUAKeTa:

1. B o6wem cnucke npoBanaepoB HananTe cosgaHHbii cnocob Bxoga.
2. BkntounTte nepekntoyaTtenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: lNMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BuaxeTe
JOJIXHa NOABUTbLCA HOBas KHOMKa ¢ iorotunom mTLS.
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[MpnBA3Ka KIIMEHTCKOro cepTnudunkaTa onasa nonb3oBaTesien
KpuntoAPM IDM

o VIHCTpyKuma npefHa3HayeHa Af1sl Nonb3oBaTenem, KOTOPbIM HEOGXOAMMO BbINONHUTL BXOA, B
cuctemy yepes mTLS.

LLlar 1. YcTaHOBKa K/IMEHTCKOro cepTueumnkaTta B 6paysepe
Mepepn yCTaHOBKOM YyGeAUTECH, UTO Yy Bac eCTb dann cepTudukarta B popmaTte .pl2 unm .pfx.
OTOT pann fo/mKeH coaepXaTb:

e Balll NepCOoHanbHbIM cepTUPUKar,
* 3aKPbITbIA KO,
e N LEenoyky goeepus (ecnm TpedyeTcs).

YcTtaHoBka B Google Chrome / Microsoft Edge

1. OtkpouTe 6pay3ep Chrome unu Edge.
2. NMepengute B HacTtponku - KoHpuaeHUanbHOCTb U 6€30MacHOCTb.
3. Hanaute pasagen besonacHoCTb.
4. HaxxmuTe YnpasneHue ceptupukaTamm.
5. Mepengute Ha BkNagky JinuHoe / Bawm ceptudukarthbl.
6. Haxxmnte Amnopr....
7. B macTepe umnopta Haxxmute Ldanee.
8. Haxxmunte 0630p 1 BbiGepUTE Bawl Gann .pl2 uam .pfx.
9. BBeguTe Naposib, KOTOPbLIA Bbl NONYYUIN C CEPTUPUKATOM.
10. BuibepuTte NMomecTuUTb BCE cepTUPUKAThI B creaylollee XpaHunuue.
11. Haxxmute O630p 1 BblbepuTe JInuHoe.
12. Haxxmute Oanee - lNotoBo.
13. MNMpwu nosiBneHuun npegynpexaeHnsa 6e3onacHocTn HaxxmuTe Oa.

lMocne ycnewHon ycTaHOBKU cepTUdMKaT NOSIBUTCS B CNUCKE Ha BKagke JInuHoe / Bawm
cepTtudpukaTbl.

YcTaHoBKa B Mozilla Firefox

. OTkponTe MmeHto Firefox - Hactpoiiku

. Nepengute B pasgen NpueaTHOCTDb U 3awWmTa
. MpokpyTuTe BHM3 Jo CepTUdPUKaTtbl

. Haxkmute NMokasaTtb cepTuduKaThl...

. Mepengnte Ha BKNagky Bawm cepTudukartbl
. Haxkmnte Umnopr...

. BibepuTe Baw ¢pann .pl2 unm .pfx

. BBegute naposnb K ceptudpukaty

. Haxxmute OK

© 00 NO O b WN PP

000 «Uundpposbie TexHoNnorum» o Trusted.ru 236



KpuntoAPM IDM Penns v1.0

Mocne yCHeLUHOVI YCTaHOBKU CepTI/I(bI/IKaT NosIBUTCA B CMMUCKE Ha BKNaake Bawu CepTM¢MKaTbI.

| CepTVI(DMKaTbI HY>XXHO yCTaHaB/inBaTb TOJIbKO Ha OOBEPEHHbIE yCTpOViCTBa M CTPOro cneanTb
3a COXPaHHOCTbIO Maposid.

» [lMocne yctaHoBKM cepTuduKaTa, npu Bxoae Yyepes mTLS, 6paysep aBToMaTu4ecku
NPeanoXunT Bol6paTb COOTBETCTBYHOLWINIK cCepTUDMKAT ANs ayTeHTUUKaLMN.

Lar 2. [lobaBneHne nageHtneumnkaTopa B npodusib
1. Mepengute B cBou Mpodunb.

2. Haxxmute [lo6aButb B 6510ke aeHTUPUKaTOpDbI.

NaeHTudukaTopbl > [106aBUTH I

3. B oTKpbIBLIEMCS OKHE Bbl6EpUTE CNoCco6 Bxoda mTLS.

4. BbibepuTe cepTuduKart, yCcTaHOBNEHHbIM Ha NpeablayLlem ware.

. CoBeT: Ecnu ngeHTudukaTop yke npuBsisaH K ApyromMy nonb3oBaTento, Heo6xoanMo
YAAnUTb ero U3 npoduns 3Toro Nosib3oBaTens, a 3aTeM NpPUBSI3aTb HA HOBOM aKKayHTe.

Lar 3. MNMposepka

1. MepenguTe Ha CTpaHULYy BXOAa C BKIKOYEHHbIM coco6oM Bxofa mTLS.
2. BblbepuTe MKOHKY crocoba Bxoga mTLS.

« MepBbIi BXOA,: CUCTEMA MOXET 3aNpPOCUTb BbIGOP KITMEHTCKOrO cepTudmKaTa.
o MoBTOpHbIE BXOAbI: ayTEHTUDMKALMS BbINOSTHAETCS aBTOMATUUYECKN C UCMONb30BaHMEM paHee
Bbl6paHHOro cepTudmKara.

CMOTpUTE TakXe

e Crioco6bl BXo4a 1 HacCTpoWKa BUAYKeTa BXo4a — PYKOBOACTBO MO cnoco6am BXofa U HacTpouKe
BUO)KeTa Bxopa.

e VYripaBneHune opraHnsaLmsmMm — PyKOBOACTBO Mo paboTe C opraHM3aunaMmn CUCTEMBbI
KpuntoAPM IDM.
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o JTIn4yHbIM Npodunb 1 yrpasrieHe paspeLleHusMu NpUnoXXeHnin — pyKOBOACTBO MO yNpaBneHuto
JINYHBIM Npopunem.
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OTKprTb CTaTbio Ha canTe

Kak nogkno4yntb Bxopg 4yepes OpeniD
Connect B KpuntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKoBOOCTBE Bbl Y3HAETe, Kak NOAKIUYUTE ayTeHTMdMKaumnto OpenlD Connect K cucteme
KpuntoAPM IDM.

HacTtpoiika Bxona Yepes OpenlD Connect cOCTOUT U3 TPEX KNOYEBbIX 3TaMNoB, KOTopble
BbIMOSIHAOTCSA B ABYX Pa3HbIX CUCTEMaX:

e Lllar 1. HacTponka Ha CTOPOHEe BHELLUHEN CUCTEMDbI
e lllar 2. Co3paHue cnocoba Bxoaa

e lllar 3. [lo6aBnenne Ha BUOXET

e OnuncaHne NnapameTpoB

e CMOTpUTE Takxke

LLlar 1. HacTpownka Ha CTOpOHE BHELLUHEN CUCTEMDI

1. CozpgaunTe NpUnoXXeHne BO BHELIHEM CepBUCE UOEHTUPUKaALIUN.
2. CkonupynTte 3HaveHus nonen ID MpunoxeHus/Client ID n Cekpet/Client Secret. OHu
NoHafo6ATCA Npu co3gaHum npunoxenus B KpuntoAPM IDM.

LLlar 2. Co3paHune cnocoba Bxoaa

1. Mepengute B naHens ID - Bknagka HacTpourku.
. Hangute 6nok Cnoco6bl BXxoga n HaxmuTe HactpouTb.
+

N

B oTKpbIBLLEMCSI OKHE HaXXMuTe KHoMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LWabOHOB.
5. BolbepuTe wabnoH OpenlD Connect.

6. 3anonHute popmMy CO3[aHuUsA:
OcHoBHast UHpopMmaLums

o Umsa — HasBaHuWe, KoTopoe yBMUAAT Nosib30BaTeNu.
o OnucaHue (onumMoHanbHO) — KpaTkoe onucaHue.
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o Jlorotun (OI'IU,VIOHaJ'IbHO) — MOXHO 3arpys3nTtb CBOKO UKOHKY, NN 6y,u,eT MCcnonb3oBaHa
CTaHOapTHaAdA.

MapameTpbl ayTeHTUPUKALIUK

o UpeHTudukatop pecypca (client_id) — BctaBbTe ckonnpoBaHHbiv ID MpunoxeHus (Client
1D).

o CekpeTHbI Ko (client_secret) — BcTaBbTe ckonnpoBaHHbI CekpeT (Client Secret).

o BosepaTHbiii URL(Redirect URI) — MNone 3anonHUTCS aBTOMaTUYECKN Ha OCHOBE Ballero
OoMeHa.

o ba3oBbin agpec cepBepa aBTopu3sauum (issuer) — Agpec cepBnca BHELLHEN
NAEHTUPUKaLMW.

o Appec aBTopusauuu (authorization_endpoint) — Agpec, Ha KOTOpbLIN Nonb3oBaTeb
nepeagpecoBbiBaeTCs AJ1s aBTopm3auuu.

o Appec Bbigaum TokeHa (token_endpoint) — Pecypc, o6ecneumBatoLLmii Bbigady TOKEHOB.

o Appec nonyuyeHus uHpopmauum o nonb3osaTtene (userinfo_endpoint) — Pecypc, KoTopblii
BO3BpaLlaeT MHGOpMaLMIO O TeKyLLEM MNofib3oBaTene.

o 3anpawuBaembie pa3pelleHus (scopes) — NepeyeHb paspelleHnin, KOTopble fONMXKHbI GbiTb
nosy4yeHbl Mpu o6paLleHnn K NOCTaBLUNKY NAeHTUGUKaunKn. [1na nobasneHus paspeLlleHuns
BBEANUTE ero ums un Haxxmute Enter.

JononHuTenbHble HACTPOMKM

o My6nnyHbIN cnoco6 Bxoga — Bkounte, €Cnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
OblN10 O6GaBUTL B ApYyrue NpunoXKeHus cCMcTemMbl (MK opraHu3aumm), a Takxxe B npodunb
Nnosib30BaTesis B KadecTBe UAeHTUGMKaTopa BHELLIHEro cepBuca.

o My6nnyHocTb — HacTpomnTe ypoBeHb MYyG/UMYHOCTM MO YMONYaHUIO ANs ngeHtTudumnkartopa
BHeLLHero cepsuca B npoduse nonb3osartens.

7. Haxkxmute Co3paTtb.

lMocne ycnewHoro co3gaHnsa HOBbIM CNOCo6 BXo4a NOSBUTCA B O6LLEM CMUCKe NpoBanaepos.

LLlar 3. [lo6aBneHne Ha BUAXET

YTO6bI NONb30BaTENN YBUAENN KHOMKY BonThn yepes OpenlD Connect Ha popmMe aBTopu3aumK,
HY>KHO aKTUBUPOBaTb 3Ty GYHKUMIO B HACTPOMKaxX BUAXETA:

1. B o6eM crnucke npoBangepos HananTe co3gaHHbIM cnoco6 Bxoaa.
2. BkntounTte nepekntoyaTtenb Ha NaHenu ¢ NPoBanaepoM.

MpoBepka: Nocne coxpaHeHUst OTKponTe GopMy Bxoda B TECTOBOM MPUIOXEHUU. Ha BuaxeTe
OOJKHa NOSABUTbCA HOBas KHormka ¢ norotunom OpeniD Connect.
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OnncaHne napameTpoB

OcHoBHada nHpopmaums

HassaHue OnucaHue Tvn OrpaHuyeHus

Nmsa HasBaHue, koTopoe 6ypetr  TekcT Makc. 50 cumBonos
oTobpaxaTtbcs B
NHTepdence cepauca

KpuntoAPM IDM

OnucaHue KpaTkoe onucaHue, TekeT Makc. 255 cumBonos
KoTopoe 6yaet

oTo6paxkaTbCs B

nHTepdence cepsuca

KpuntoAPM IDM

JloroTtun M3o6paxkeHune, koTopoe
O6ygeT oTobpaxaTbCcs B
NHTepdence cepauca
KpuntoAPM IDM 1
BUAXKETE BXOAA

JPG, GIF, PNG nnn WEBP Makc. pasmep: 1 Mb

MapameTpbl ayTeHTUMKaLUK

HassaHue MapameTp OnucaHune
NpeHTUdMKaTop pecypca client id ID npunoxeHus, co3gaHHOro BO
(client_id) BHELLHeN cucteme

CekpeTHbIH kntou (client_secret) CepBUCHBIN KoY gocTyna
NPWUNOXEHNS, CO30aHHOMO
CO3[aHHOr0 Ha CTOPOHE BHELLUHEN

CUCTEMDbI

client secret

BosepaTHbiii URL(Redirect URI) (He  redirect URI Apgpec KpuntoAPM IDM, Ha

pepakTupyemoe) KOTOpPbIN NoNnb3oBaTesb
nepeHanpasnsieTcs nocne
ayTeHTMdMKaLMN B CTOPOHHEM
cepsuce

ba3oBbin agpec cepBepa issuer AZpec cepBuCa BHELLIHEN

aBTOpMu3aLmm (issuer)
Appec aBTOpU3aLun

(authorization_endpoint)

Appec BblfayM TOKEHa
(token_endpoint)
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userinfo_endpoint
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Pecypc, o6ecneumBatoLmi Bblgavy
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HassaHue MapameTp OnucaHune

Appec nonyyeHus uHpopmauum o Pecypc, koTopbin Bo3BpalLaeT

nonb3oBaTene (userinfo_endpoint) UHPOPMALMIO O TEKYLLEM
nonb3oBaTene

3anpawmBaemMble pa3pelleHus - MepeyeHb paspeLleHnin, KoTopble

(scopes) LOMKHbI GbITb NOMYYeHbI NpK

o6palleHnn K NOCTaBLUUKY
naeHTnoukaumu. nsa poéasneHuns
paspeLlleHns BBeguTe ero uMs 1
HaxxmuTe Enter.

ononHutenbHble HaCTpOIZKVI

HasBaHue OnucaHue

My6nuuHbIN cnoco6 Bxoaa Mpu aKkTUBaLMN HACTPONKM:
- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fo6aBneHus B
Apyrue npunoxXxeHua cepeuca.
- Cnoco6 Bxofa CTaHeT AoCTyneH Ansa Aob6aBneHns B
KayecTBe MaeHTUdMKaTopa BHELLHEro cepsuca B
npodwune nonb3osartens.

My6nauuHoCcTb 3afaeT ypoBeHb Ny6AMYHOCTM MO YMONYaHUIo 4nd
MAeHTUMKATOpa BHELLUHero cepauca B npodune
nonb3oBaTens

CMOTpUTE TakXxe

e Cnocobbl BXofa 1 HacTponKa BuayeTa Bxofa — PYKOBOACTBO MO CNoco6aM BXoAa U HacTpoKKe
BUAXXeTa BXxoaa.

 YnpaBneHne opraHnsaunsamMmy — pyKoBOACTBO NO padoTe ¢ opraHnsaunsaMum cCUcTeMsl
KpuntoAPM IDM.

e JTInyHbIM Mpodunb 1 yripasneHe paspeLlleHusMu NpUnoXXeHnin — pyKoBOACTBO MO YNpaBneHuto
JINYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak nogkntouyntb Bxopg yepe3 TOTP B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKoBOACTBE Bbl Yy3HaeTe, Kak NOAKNOUUTD ayTEHTUUKALMIO NO OAHOPA30BbIM Maposm
TOTP k cucteme KpuntoAPM IDM.

Komy noaxoauT aTa MHCTPYKUMS:

o ApMUHUCTpaTOpaM — [i/19 HACTPOMKN MeToa BXo4a B CUCTEME.
* Monb3oBaTtenam — gnsa npmesasku TOTP kK ceoemy npodunto.

HacTpouka Bxoga Yepe3 TOTP COCTOUT M3 HECKOJSIbKMX KNHOUYEBbIX 3TAMoOB:

» HacTpowka ayTeHTMduMKaummn gns agMMHUCTPATOPOB
e [puBaska TOTP gna nonb3oBatenen

O6wasa nHpopmauums

TOTP (Time-based One-Time Password) — 3To anroputm reHepauum ofHOpPa3oBbIX Naponen,
LEeNCTBUTESNIbHbIX B TeYeHMEe KOPOTKOro MPOMeEXYTKa BPEMEHMU.

» Onsa cospaHua cnocoba Bxoga ocHoBaHHoro Ha HOTP Bocnonb3yntech MHCTPYKLUMen Kak
nogknounTb BXxopg Yepes HOTP.

naBHoe otnnune TOTP oT HOTP — reHepaumst naposisi Ha OCHOBE TeKyLero BpeMeHu. MNMpu sTom
06bIYHO UCMNOMb3YETCHA HE TOYHOE YKasaHue BPEMEHU, a TEKYLUNA NHTEpPBas C YCTaHOBNEHHbIMU
3apaHee rpaHuuamm (06bl4HO — 30 cekyHp).

OCHOBHbI€ KOMIMOHEHTbI:

» CepBep ayTeHTUPUKALUU — CepBeP, KOTOPbLIM FreHepupyeT CEKPETHbIN K04 1 NpoBepsieT
BBeJEHHble KoAbl.

o AyTeHTUPUKATOP — MNPUNOXKEHUE, XPaHSLLee CEKPETHbIN KNOY U reHepupytollee TekyLmn OTP.

o CeKpeTHbIN KoY — 06LLan A5 cepsepa v NpUnoXeHus 6asa, MCNonb3yemMas ans reHepauun
KOLOOB.
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[Mpouecc pa6oTbl TOTP
1. MpepBapuTenbHas HaCTpPoOMKa

o AgMUHUCTpaTOp co3paeTt cnocob Bxoga TOTP v akTMBUpPYET ero OJ1s1 BUOXKETOB HYXHbIX
NPUIOXXEHUN.

o [Monb3oBaTenb B cBoEM npodune gobasnseT HoBbIM naeHTudunkaTop TOTP, ckaHupysa QR-koz
C CEKpPETHbIM KITH0YOM Yepes NpunoxeHne-ayTeHTUGunKaTop.

2. NeHepauus ¥ NpoBepKa Koga

o [MpunoxeHne-ayTeHTUGUKATOP BblYNCNSET OAHOPA30BbLIN NAPOsb HA OCHOBE CEKPETHOro
KJltoYa M TeKyLLEero BpeMeHHoro HTepaana (06bi4Ho 30 CeKyHA) C UCMOIb30BaHNEM
anroputma SHA1, SHA256 unm SHA512.

o Korga nonb3oBaTtesib BBOAMT KOA, Ha popMe BXoa, CepBep NOBTOPHO BbIUUCAET OXNAaEMbIN
KOZ, MO TOMY e CEKPETY U TeKYLLEMY BPEMEHW.

o ECnu BBefEHHbIN Ko, COBMajaeT C OXuUAaeMbIiM, NOSIb30BaTENO NPEeLOCTaBNAETCS AOCTYM.

£3 BaxHo: Bpems Ha yCTpOMCTBE MoMb30BaTesNis U Ha cepBepe AO/MKHO BbiTb
CUMHXPOHM3MPOBaHO. HecoBnageHne BpeMeHn — camMasi YacTasi NpuYMHa oTkasa koga. [Ana
KOMMEHCaLMN HEGONbLLION pa3HuLIbl BO BPEMEHU CepBep MOXET NPUHUMATb Koabl U3 COCEOHMUX
BPEeMEeHHbIX MHTepBasioB (06bIYHO *1 UHTepBan).

HacTpounka ayTeHTudmnKaunum gna agMmMHUCTPATOPOB

LLlar 1. Co3pgaHne cnocoba Bxoga

1. MNepengute B NnaHenb ID - Bknagka HacTponkm.
. Hangute 6nok Cnoco6bl BXxoga 1 Haxmute HactpouTb.

3. —+
B oTKpbIBLIEMCSI OKHE HakMuTe KHonky Co3paTb

4. OTKpoOEeTCs1 OKHO CO CMUCKOM LWabOHOB.
5. BblbepuTe wabnoH TOTP.

N

6. 3anonHute popmMy CO3[aHuUA:
OcHoBHast UHpopmaLums

o Uma — HasBaHwne, KoTopoe yBUAAT Nosib30BaTeNu.

o OnucaHue (onumMoHanbHoO) — KpaTkoe onucaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK BYAET UCNOMb30BaHa
CTaHpapTHas.

MapameTpbl

o KonunuecTeo undp — Konmyectso umop B ogHopa3oBoM napose (06bl4HO 6).
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o Mepuop aencrTeua — Bpems AencTBMUS OAHOPA30BOro Napons B ceKyHaax (pekomeHayeTcs
30).
o AnroputmMm — ANropuTm xewmnpoBaHus (SHA1, SHA256 nnu SHA512) (06bIYHO SHA-1).

JononHuTtesnibHble HaCTpOﬁKM

o My6nuyHbIN cnoco6 Bxopa — BKOUNTE, eCin XOTUTe, YTOOLl 3TOT CNoco6 BXoAa MOXHO
ObI/10 O6GaBUTL B Apyrne NpUnoXKeHUs cCMCcTeMbl (MK opraHu3aumm), a Takxxe B npodunb
Nnosb30BaTenis B KadecTBe UAeHTUGMKaToOpa BHELIHEro cepBuca.

o My6nuuyHocTb — HacTponTe ypoBeHb MyBGANYHOCTM NO YMONYaHUIO ANs uaeHTudukaTopa
BHeLLHero cepsuca B npoduse nonb3osarens.

7. Haxxmute CospgaThb.

Mocne ycnewHoro co3gaHuns HoBbIM CNOCo6 BXofa NOSIBUTCS B O6LLEM CNUCKE NMpoBangepos.

Lar 2. Jo6aBneHune npoangepa TOTP Ha BugXxeT

YT1o6bl Nonb3oBaTenu yeuaenn kHonky TOTP Ha popmMe aBTOpM3aLUK, HYXKHO aKTUBUPOBATL 3Ty
bYHKUMIO B HACTpOMKax BUAXKeTa:

1. B o6Wem cnucke npoBangepos HananTe co3gaHHbIM cnoco6 Bxoaa.
2. BknounTte nepekntovaTesnb Ha NaHenu ¢ NpPoBanaepoM.

MpoBepka: Nocne coxpaHeHus oTKponTe GopMy BXxoda B TECTOBOM MPUIOXeHUU. Ha BuaxeTe
JOJDKHA NOSAABUTbCA HOBasi KHomnka ¢ norotunom TOTP.

[Mpussizka TOTP gna nonb3oBaTtesneu

o VHCTpyKuma npegHasHayeHa Afis nonb3oBaTenem, KOTopbiM HE06X0AMMO BbIMONHUTL BXOZ B
cuctemy yepes TOTP.

LLlar 1. YcTaHOBKa NnpunoXeHus-ayTeHTUGMKaTopa

Ha Bale Mo6uibHOe YCTPOMCTBO HEOBXOOMMO YCTAaHOBUTb NPUIOXEHUE, KOTOPOe reHepupyeT
TOTP-kopabl.

¥ Y6epurtech, 4To BpeM4d Ha BalleM MOOGUTbHOM yCTpOVICTBe HaCTpOEeHO aBTOMaTU4eCKuU
(qepes ceTb). HenpanmbHoe BpeMAa — CaMad 4YacCTtad NpuymnHa T1oro, Yto Koabl He
NPUHNMAIOTCA.
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LWar 2. [lobasneHne TOTP-ngeHTudmnkatopa B npodusb
1. Nepengute B con Mpodpunb.

2. Haxxmute [o6aBuTb B 6510ke UpaeHTUPUKaTOpBbI.

NaeHTudmkaTopbl

3. B oTKpbIBLIEMCS OKHE Bbi6epuTe cnocob Bxoda TOTP.

4. OTcKaHupymnTe QR-KOA C MOMOLLbIO NPUNOXEHUA-ayTeEHTUPUKaTOpa.

HacTpoiika TOTP

E%ﬁ?lﬂ

[=r

CexpeTt (manual):
O5AEASRRER2CKZLXNMYEGSJXPEYTITCWFFNGSLDLIEYECQSREUYA

Anroputm: shal
Unp: 6
Mepwuoa: 30

BeepuTte Koa U3 NpUNOXeHUs

OTMeHa

5. Beegute Ko 13 npunoXXeHna n noarsepgunTe.

V

Penuns v1.0

No6aButb I

. CoBeT: Ecnu ngeHTudUKaTop yke NpuBsiaH K ApyromMy nonb3oBaTento, Heo6xoAMMO
YAAnUTb ero U3 npoduns 3Toro Nosib3oBaTess, a 3aTeM NpPUBS3aTb HA HOBOM aKKayHTe.

Lar 3. MNMposepka

1. MepenguTe Ha CTpaHuULy BXoAa C BKIKOYEHHbIM cnoco6om Bxogda TOTP.

2. Bbibepute nkoHKy crnocoba sxoga TOTP.
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3. OTkpoeTca popma ons BeBoga Koga.

4. BBeanTte CBOM NIOTUH.

X Bxop, =
TOTP
JloruH
Koa

MopTBEPAUTD

5. He 3akpbIBas CTpaHuLy, OTKPOMTE NPUNoXeHne-ayTeHTuduKaTop Ha cBoem TenedpoHe.
CkonupymnTe 6-3HaYHbIN KOL, U BCTaBbTe €ro B Gopmy.

6. Haxxmute kHonky MNMopgreepauTb.

J Ecnu kop He npuHUMaeTcs: Yoeantecb, YTO BpeMs Ha BalleM TenepoHe U cepBepe
CUHXPOHM3MpPOBaHO. MonpobynTe NoAOXKAATb reHepaumn cnepytowero Koga (HoBbIM NOABUTCS
yepes 30 cekyHa). Ecnu npo6nema He ucyesaet, o6paTUTECh K agMUHUCTPATOPY.

CMOTpUTe TakXe

e Cnocobbl BXofa 1 HacTponKa BuayeTa Bxofa — PYKOBOACTBO MO CNOco6aM BXoAa U HacTpoKKe
BUAXXeTa BXoaa.

e VYripaeneHue opraHnsauusamMy — PyKOBOACTBO Mo paboTe C opraHM3aunaMmn CUCTEMBbI
KpuntoAPM IDM.

e JInyHbIM Npodunb 1 yrnpaenieHe paspeLlleHusMu NpUnoXXeHnin — pyKoBOACTBO MO YNpaBneHuto
NUYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak noaknounTb BXxo Yepe3 BKOHTaKTe B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKoBOACTBE Bbl y3HAETE, Kak NOAKOUYNTL ayTEHTUOUKALMIO C MOMOLLbHO aKKayHTa
BkoHTakTe K cucteme KpuntoAPM IDM. 3T10T cnoco6 Bxofa No3BOMISIET NOMb30BaTENSIM BXOOUTb B
NPUOXEHUS C MOMOLLBLIO YYETHOM 3anNncKu cepBnca BKOHTaKTe.

HaCTpOIZKa BXOoOa 4vepes BKOHTaKTe COCTOUT U3 TpéX KNKO4YeBblX 3TaNOB, KOTOPbIE BbIMOJIHAKOTCA B
OBYX Pa3HbIX CUCTEMaX:

« lllar 1. HacTpowka npunoxeHusi BO BKOHTaKTe
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

» OnuncaHne napameTpoB

e CMOTpUTe Takxe

LLlar 1. HacTponka npunoxXeHusa Bo BkoHTakTe

Mepepn HacTponkon cnocoba Bxona B KpuntoAPM IDM Heo6x0anmMo 3apernctpupoBaTh Balle
NpUnoXeHne B KabHeTe pa3paboTymMka BKOHTaKTe 1 NoNyuYnTb KKOYN JOCTyna:

1. 3apernctpupymnTtecb UM aBTopulymntechb B ceTn BKoHTakTe.
2. OTkponTe dev.vk.com 1 nepenguTe No CChlike ANs CO34aHusA NPUIOXEHUs ¢ Tunom Caunr.

3. Ha nepBom ware ¢popMbl pernctpaunm npunoXKeHuns:

o BBeguTe HasBaHWe NPUIOXEHUS;
o Bbibepute nnatpopmy Web;
o [1o6aBbTe M306paxkeHne (Npm HeoGXoAMMOCTH).
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KpuntoAPM IDM

War 1mn3 2

PeI'VICTpaLI,VIﬂ NMPUAOXEHUA

BeeaWTe HazgaHue NpUNOXeHUA

Penuns v1.0

Moé npunoxeHue

BuiBepuTe HyXHble NAatGopmbl

aan

@ Web

& Android

&€ ios

Bbibepute nsobpaxeHve

I [lnA OKOH 3aBTOPU3aLMKU U MKOHKU NPUNOXEHWA
B IMYHOM KabuHeTe nonb3oeartens VK

OtmeHa

4. Ha BTOpoM Lware ¢popMbl peructpaunm NpunoXXeHUs yKaxxuTe:

o ba3oBbI AOMeH - agpec nHcTannsaumm cepsnca KpuntoAPM IDM;

o [loBepeHHbIN Redirect URL - Bo3BpaTHbI URL (Redirect uri) B dopmaTte https://<appec

WHCTannauuu>/api/interaction/code.
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War2 uns 4

[aHHble aAns perncrpauum

i Web-npunoxeHve

Baz0Beblii AOMEH

TR e— -

Jo6aeuTtt 6a30BbIA AOMEH

JoeepeHHblii Redirect URL

e ol e

[o6aeuts goBepenHbii Redirect URL

5. Haxxmunte Co3spaTtb NpuoxXXeHue.

6. Ha TpeTbeM Liare ¢ HaCTPOMKOM CNocoGoB GbICTPOro Bxoaa Haxkmute K HacTpomke.
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War3mnz 4

Cnocobbl 6bicTporo Bxoaa B web-npuaoxxeHnm

e, N mE——

ABTOpPU33UUA B OAHO KacaHue

@io

LTopka aBTOpM3aLunm
AE'CDL‘BSL‘.VH yepes BCnAblEakoLlee OKHO NpU BXOAe Ha CepBEUC

-
(e
@ 8 e

Buaxer 381

Cpazy Tpu cnocoba aeTopv2aLuu: uepes akkayHT BKoHTakTe, OAHOKAaccHMKM 1 Mail

7. CkonupynTte 3Ha4veHus nonen ID MpunoxeHus/Client ID n Cekpet/Client Secret. OHun
NoHafo6ATCHa Npu co3gaHum npunoxenus B8 KpuntoAPM IDM.
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€ K CnncKy NpUaoXeHuii

MpunoxeHue

AsTopu3auua

[Joctynel

VIHTErpauua anemeHToB

KHonka One Tap

LliTopKa asTopuzaLmn

Buaxer3e 1

AHanutvka

CrMCoK NpUAOXKeHUi

MpunoxeHne

LWar 1
WayunTe a0Kym

1 HacTpoiite np

Moapo6Hee 0 HacTpoykax

Wndopmaumsa o npunoxennmn

LWar 2
Hacrpoite noakmouerme

CBOEro NPUNOXEHUA

Cnocobbl NOAKAKOUEHNA

JokymeHTaums

D npuaoxexus

CocTORHYe NpHAOXeHMA

MpunoxeHne BKAOUEHO 1 BUAHO BCEM

HazBaHue NPUNOXeHNA

Tecr

AN

LLlar 2. Co3paHne cnocoba Bxoaa

Mnatpopma

Penuns v1.0

CBepHyTb peKOMeHAaLMu ~

Lar 3

Monyuute TokeH A7

C NONB30BaTENLCKM

Moapo6Hee o TokeHe

Tenepb, UMea KNouM OT BKOHTaKTe, CO34aAMM COOTBETCTBYHOLLMI NpoBanaep B cucteme

KpuntoAPM IDM.

1. Mepengute B naHens ID - Bknagka HacTtponku.

2. Hangute 610k CnocoGbl BXoga 1 Haxkmute HacTpouTb.

B oTKpbIBLIEMCS OKHE HaXXMuTe KHOMKy Co3gaTb
4. OTKpOEeTCHA OKHO CO CMUCKOM LUAGIOHOB.

5. BbibepuTte WwabnoH BkoHTakTe.

6. 3anonHute popmMy CO3[aHuUs:

OcHoBHast UHpopmaLumsi

!+

o Umss — HasBaHue, KoTopoe YBUAAT NOSb30BaTENN.
o OnucaHue (onumMoHanbHoO) — KpaTkoe onucaHue.
o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3uTb CBOH MKOHKY WM GygeT MCnosib30BaHa

CTaHOapTHa4dA.

MapameTpbl ayTeHTUPUKaLUU

o UpeHTUdukaTtop pecypca (client_id) — BctaBbTe ckonmpoBaHHbi ID MpunoxeHus (Client

1D).

o CeKpeTHbIN Ktou (client_secret) — BcTtaBbTe ckonnpoBaHHbIi CekpeT (Client Secret).
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o Bo3paTHbi URL(Redirect URI) — lMone 3anonHMTCA aBTOMaTUYECKN Ha OCHOBE BallEero
OOoMeHa.

JononHuTtesnibHble HaCTpOﬁKM

o My6nnyYHbIN cnNoco6 Bxogda — Bktounte, eCnm XoTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b1N10 J06GaBUTb B ApYrne NpUNoXeHns cuctemsl (Mnm opraHusaunm), a Takxe B npodusnb
nosib3oBaTens B KayecTse naeHTMdrKaTopa BHELIHEro cepsuca.

o My6nuyHocTb — HacTponTe ypoBeHb Ny6ANYHOCTU NO YMONYaHUIO ONs uaeHTudunkaTopa
BHeLLHero cepsuca B npoduse nosb3osartens.
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Coszpartb cnocob Bxoga Vkontakte

OcHosHasa nHdopmaums

Wms *
Vkontakte

Hassanue, oToBpaxaemoe NonbL3oBaTensm

Onucanne

/255 cumBonos

Norotun

© = =N

MapameTpsbl

MyGnuyukbln cnocob Bxoga

Cnocob Bxoga 6yget aocTyneH aAns Ao6asneHns B NONb30BaTENbCKUE NPUAOXKEHUS

MybnuyHocTe
YDOBCHb ny6nwmocm nonsa Ans HOBbLIX nonb3oBartenen

WpentTudpukarop pecypca (client_id) *

YHUKanNbHbli MGeHTMOUKATOP NOAKMOYaEeMOro pecypca

Boseparthbit URL(Redirect URI)

Ccbinka aonxHa bbiTh yKasaHa B HaCTPOWKaxX BHEWHKX cnocoboB BX0Aa ANs KOPPEKTHOW

ayTeHTUPMKaUMM Nnonb3oBaTens

7. Haxmunte Co3path.

Penus v1.0

[Mocne ycnewHoro co3gaHus HOBbIM CNOCO6 BXOAa NOSBUTCS B O6LLEM CMMCKe NpoBangepos.
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LLar 3. [lo6aBneHne Ha BUAXET

YTo6bl MoNb30BaTENM YBUAENN KHOMKY BOUTHU Yyepe3 BKOHTaKTe Ha popMe aBTOpM3aLIMK, HY>KHO

aKTUBMPOBATb 3Ty QYHKLMIO B HACTPOMKax BUOXKeTa:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. Bknrounte nepekntoyaTesb Ha NaHenu ¢ npoBanaepom.

Mpoeepka: MNocne coxpaHeHust oTKponTe GopMy BXxofa B TECTOBOM MPUSIOXKEHUN. Ha BuaxeTe

OO/MKHa NosSIBUTbCA HOBasi KHOMKa C /Iorotunom BKoHTakTe.

OnuncaHne napameTpoB

OcHoOBHasa UHpopMaumsa

HasBaHue OnucaHue

Nwmsa HasBaHue, koTOpoe 6ygeT
oTo6paxkaTtbCs B
NHTepdence cepauca
KpuntoAPM IDM

OnucaHue KpaTkoe onucaHue,
KoTopoe 6yaet
oTo6paxkatbCs B
nHTepdence cepauca
KpuntoAPM IDM

JNoroTtun M3o6paxeHune, koTopoe
oygeT oTobpaxkaTbCs B
WHTepdence cepauca
KpuntoAPM IDM 1
BMAXXETE BXOAa

MapameTpbl ayTeHTUPpUKaLmnm

HassaHue MapameTp
NpeHTndukaTop pecypca Client id
(client_id)

BosepatHbIit URL(Redirect URI) (He  Redirect URI
pepakTupyemoe)
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Tun

TekcT

TekcT

JPG, GIF, PNG nnn WEBP

Penuns v1.0

OrpaHu4yeHus

Makc. 50 cumBonos

Makc. 255 cumBonos

Makc. pasmep: 1 Mb

OnucaHue

ID npunoxXeHus, co3gaHHOro B
BKoHTakTe

Agpec KpuntoAPM IDM, Ha
KOTOpbIN Nonb3oBaTenb
nepeHanpasnifeTcs nocne
ayTeHTUdMKaLMN B CTOPOHHEM

cepsuce

255



KpuntoAPM IDM

ononHutenbHble HaCTpOIZKM

HasBaHue

My6nuyHbIA cnoco6 Bxopaa

My6nuyHocTb

CMOTpUTe TakXe

Penuns v1.0

OnucaHue

Mpw aKkTUBaLMN HACTPOMKMU:

- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fobaBneHus B
OpYyrue npunoxeHus cepeuca.

- Cnoco6 BxoAa CTaHeT AOCTyneH Ansa nobasneHus B
KauyecTBe naeHTudmkKaTopa BHELLHEro cepeuca B
npodwune nonb3oBartens.

3afaeT ypoBeHb NYG/IMYHOCTM MO YMONYaHUIO Ans
naeHTUdUKaTopa BHELIHEro cepBuca B npodune
nonb3oBaTens

e Crioco6bl Bxoga v HaCTpOl;IKa BUOXKETa BXOOa — PyKOBOACTBO MO crnocob6am Bxoga u HaCTpOVIKe

BUO>KETa BXoOa.

° ynpaBneHme opraHMsaunamMmm — pykKoBoaCTBO Mo pa60Te C OpraHm3aunamMmm cCuCTeMbl

KpuntoAPM IDM.

o JIMYHBIN NpodUnb U ynpasneHe paspelleHnsMy NPUnoxXeHnii — pyKoBOACTBO MO YNpaBieHuto

NINYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

Kak nogKno4YnTb BXon, Mo NPOTOKONY
WebAuthn B KpuntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak noaknountb ayteHTudunkaumo WebAuthn k cucteme
KpuntoAPM IDM.

Copep)xaHue:

» O6Lwaa nHpopmaumsa

» Hactpownka WebAuthn-ayTeHTUdMKaLun ansg agMMHUCTPaTOPOB
e [lToGaBNneHune Knro4a ans rnosb3oBaTtens

¢ CMOTpUTE Takxe

O6waa nHpopmaumsa

WebAuthn (Web Authentication) — cTaHgapT ayTeHTMOUKALMM, KOTOPLIN MO3BOJIAET NOJSIb30BaTENSAM
BXOOMTb B CUCTEMY 6€3 Napons, UCMOb3ys HaAEXHbIE METObl MPOBEPKU:

o 6uomeTpus (Face ID, Touch ID);
e annapaTHble KoY Ge30MacHOCTH;
e BCTPOEHHblE MOAYNM 6e30MacHOCTM YCTPONCTB.

WebAuthn BxoauTt B cneumdukaumto FIDO2, nogaepxmBaeTca BCEMU COBPEMEHHbLIMU Bpay3epamu.

. WebAuthn MOXHO ncnonb3oBaTh Kak OCHOBHOW CMOCO6 BX0Aa, NGO Kak AOMNOSHUTENbHbIN
— AN MHOropaKTOpHOM ayTEHTUPUKALMN.

[Mpouecc pa6oTtbl WebAuthn
1. Peructpauua nonb3oeartens:

 [lonb3oBaTtesnb co3[aeT KoY ayTeHTVI(DVIKaLl,VIVI.
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e YCTPOWCTBO reHepupyeT napy Kno4yen: NyG6nnYHbIi KN4 COXPaHAeTCa B CUCTEMeE, a NPUBaTHbI
OCTaeTcs TONbKO Y Nosib3oBaTens.

1. UlHmuymayua exopa:

o [lonb3oBaTenb Bbli6UpaeT cnocob Bxoaa WebAuthn Ha Be6-pecypce.
o CepBep oTnpaBnseT Bbi30oB (challenge) Ans NOATBEPXAEHUS MAEHTUYHOCTMU.

2. AyTeHTUdMKaLumsa nonb3oBaTens:

o YCTPOWCTBO WK TOKEH NoAnucbiBaeT challenge NPMBaTHLIM KJIHOYOM.
o CepBep NpoBepsieT NOANUCH C MOMOLLbK COXPaHEHHOro NyGNYHOrO KIoya.
o ECNM nognucb KoppekTHa — Nosib3oBaTeNb NosyyYaeT 4OCTyn.

3. YcTaHOBNEeHUe 3almueHHoro KaHana: locre ycnewHom ayTeHTMoUKaumm nosb3oBaTesb BXOAUT
B CUCTeMy 6e3 nepegayn Naponsa yepes ceTb.

HacTtponka WebAuthn-ayteHTnpmkaumm gns
agMUHNCTPaTOPOB

LLiar 1. Co3gaHune cnocoba Bxoaa

1. Mepengute B naHens ID - Bknagka HacTponku.
. Hangute 610k Cnoco6bl BXoga 1 Haxxmute HactpouTb.

3. —+
B oTKpbIBLIEMCSI OKHE HakKMuTe KHonky CospaTb

4. OTKpOEeTCHA OKHO CO CMUCKOM LLUAGIOHOB.
5. BbibepuTe wabnoH WebAuthn.

N

6. 3anonHute popmMy COo3[aHuUs:
OcHoBHast UHpopmaLums

o Umsas — HasBaHue, KOTopoe YyBMAAT NOMb30BaTeNN.

o OnucaHue (onunoHanbHoO) — KpaTkoe onuncaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3nTb CBOKO MKOHKY, UK 6YAET UCNOMb30BaHa
CTaHpapTHas.

JononHuTenbHble HACTPOMUKMU

o My6nnyHbIN cnoco6 Bxoga — Bk/tounTe, YTOGLl 3TOT CNOCOG BXO4a MOXHO 6bl/10 OGaBUTb B
npodunb NoNb3oBaTens B Ka4ecTBe MAEHTUDMKATOPa BHELIHErO CepBuUCa.

o My6nuyHocTb — HacTponTe ypoBeHb MNyBANYHOCTM MO YMONYaHUIO A5 uaeHTudunkaTopa
BHeLLHero cepeuca B npodune nonob3osarens.
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o Acnonb3oBaTb BHELUHUE KJOUYM 6e30nacHOCTU — BkritounTe, ecnv Heo6xoaAnMo
ncnonb3oBaTb TONbKO BHelwHWe koun (NFC, QR, USB-ycTponcTtsa u1 1.1.). Mo ymonyaHuio
NPUMeEHsIeTCA TONIbKO BCTPOEHHas 6uomeTpus yctponctaa (Face ID, Touch ID, Windows Hello
M T.Mm).

7. Haxxmute Co3paTtb.

Mocne ycnewHoro co3gaHuna HOBbIV CMOCO6 BXO[a NosIBUTCS B O6LLEM CNUCKe HpOBaVIﬂ,epOB.

Lar 2. [lo6aBneHne nposangepa WebAuthn Ha Buaxet

YT1o6bl nonb3osatenu yemngenn kHonky WebAuthn Ha ¢opme aBTOpU3aLUK, HYXKHO aKTUBUPOBATb
3Ty GYHKUMIO B HaCTPOMKaxX BUAXeTa:

1. B o6wem cnucke npoBanaepoB HananTe cosgaHHbii cnocob Bxoga.
2. Bkntounte nepekntoyaTtenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: [Mocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BuaxeTe
JOJIXHa NosABUTbCA HoBasa KHomnka ¢ norotunom WebAuthn.

[No6aBneHune Knro4a asa nosibdoBaTtensd

Lar 1. [lo6aBneHue Kroya Ha yCTPOMUCTBO

Peructpauusa kntoya WebAuthn — 310 npouecc, npu KOTOPOM CO3[aETCA CBA3Ka NyGNYHOIO U
NPUBATHOrO KJIHOYEN N NPUBSA3bIBAETCA K KOHKPETHOMY MOJSb30BaTesto.

YT1o6bl Mcnonb3oBaTb Bxog no WebAuthn, nonb3oBaTtesnto He06X0AMMO CHavana 3aperuncTpnupoBaTb
KNHOY — 3TO MOXET 6bITb BCTPOEHHbIN ayTeHTuduKaTop (Hanpumep, Touch ID, Face ID nnu
Windows Hello), nM60 BHELWHNN dU3MYeCKnin Koy 6e30nacHOCTH.

Bo Bpemsi fo6aBneHuns Knroya co3[aéTca YHUKanbHas Kpuntorpadpuyeckas napa — nyGAUYHbIN 1
NMPUBAaTHbINA KITHOUWN.

o [MpunBaTHBIN KIOY HAOEXHO COXPaHAETCS Ha YCTPOMUCTBE NOMNb30BaTeNa U HUKOrga He
nepepaércsa B CeTb.

e [My6nnyHbIN KNOY coxpaHsieTcs Ha cepeepe KpuntoAPM IDM 1 ncnonbayeTtcsa ons
nocnegytoLwen NpoBepKN NOSJMHHOCTM NPU BXOAE.

Mocne perucTpauum Kro4va nonb3oBaTento Heob6xoanmo gobasutb ngeHTuomnkatop WebAuthn B
csoem npodune KpuntoAPM IDM.

Lar 2. [lobaBneHne naeHtneumnkaTtopa B npodusib

1. Nepengute B ceon Mpodpunb.
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KpuntoAPM IDM Penus v1.0

2. Haxxmute [lo6aBuTb B 6510ke UgeHTUPUKaTOpbI.

Vl,quTMd)MKaTOpr ) [o6asutb

3. B oTKpbiBLWEMCSH OKHE BbiGepuTe cnocob sxona WebAuthn.

4. B cMCTEMHOM OKHEe YKaXXute paHee 3apeFMCTpMpOBaHHbIIZ KNHOM.

» CoseT: Ecnv ngeHTUPUKaTOp y>XKe NpuBS3aH K ApYyromy rnonb3oBaTesnto, Heo6X04MMO
yOoanuTb ero u3 npopuns aToro Nonb3oBaTens, a 3aTemM NpuBA3aTb HA HOBOM aKKayHTe.

CMoOTpUTE Takxe

e Cnocobbl BX0OAa 1 HacTponKa BuayKeTa Bxofa — PYKOBOACTBO MO CMNOCO6aM BXOA4a U HacTpPOKKe
BUAXXeTa BXxoaa.

e YnpaBneHne opraHnsaunsamMmy — pyKoBOACTBO NO pabdoTe ¢ opraHnsaunsamMum cuctemMsl
KpuntoAPM IDM.

e JTn4yHbIM Npodunb 1 yrnpasrieHe paspeLlleHusMmu NpunoXXeHnin — pyKoBOACTBO MO YNpaBneHuto
NINYHBIM nNpodunem.
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OTKprTb CTaTbio Ha canTe

KaK noakno4unTb BXoq Yyepes AHOeKC B
KpnntoAPM IDM

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMM Cnocobbl BXOAa M HAaCTPOWMKa BUAKETA.

B aTOM pyKoBOOCTBE Bbl Y3HAeTe, Kak NOAK/IOYUTE ayTEHTUPUKALMIO C MOMOLLbIO aKkKayHTa AHAeKC
K cucteme KpuntoAPM IDM. OT10T cnoco6 Bxoda NO3BOMSIET NOMb30BaTENSIM BXOOUTb B
NPUIOXEHMS C MOMOLLBLIO YYETHOM 3anncu cepenca AHAEKC.

HaCTpOIZKa BXofa yepes AHAEKC COCTOUT U3 TpéX KNHOYeBblX 3TaNOB, KOTOPbIe BbIMOJIHAKOTCA B ABYX
Pa3HbIX CUCTEMAX:

« lar 1. HacTpowka npunoxeHus B AHAEKC
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

» OnuncaHne napameTpoB

e CMOTpUTe Takxe

LLar 1. HacTponka npunoxXeHua B AHOEKC

Mepepn HacTponkon cnocoba Bxona B KpuntoAPM IDM Heo6x0anmMo 3apernctpupoBaTh Balle
NpUNoXeHne B KabMHeTe pa3paboTymka AHJEKC 1 NoNYy4YnTb KUY JoCTyna:

1. 3apernctpupymntecb Unm aBTopulymntechb B cepence AHgekc OAuth.

2. Haxxmute kHonky Co3paTthb.
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flupekc @ | oaun

84 Baww npunoxexus
@ [HokymenTaums

Mpo AHaexc ID

oy
5

Co3panTte nepBoe
NpUNoXeHue

MoakniounTe aBTOpMU3aLMIo yepes fiHaekc ID
Ha Ballem cepsuce

3. Boibepute BapuaHT Onsa aBTopu3sauum nonb3oBatenen n HaxxmuTe NepenTun K cosgaHuio.

Kakoe npunoxeHune ~
XOTUTe co3gaTb?

o

4. OTKpoeTcsa dpopma cosgaHus.
5. Ha nepBom ware ¢popmMbl yKaXxkuTe:

o Ha3sBaHue cepBuca,
o IKOHKY cepBMca,
o DNEeKTPOHHYIO NOYTY.
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Warius 4

Co3paHue npunoXxXeHud

HazeaHue 1 MkoHKa OyayT BMAHbDI BaLLIMM NONb30BaTENAM BO BPeMA
aBTopum3aummn yepes Axpexc ID

HazBaHue Bawlero cepsuca

MkoHka cepsuca (He 6onee 1M6)

@ TpUKpPenuTb MKOHKY

MouTa onsa ceasu

YKaXute noyTy KoMnaHum unm csoio. byaem onoselatb 06 U3MEHEHUAX BO

BHELUHEN aBTOpU3aLmn

6. Ha BTOpOM Lare ycTaHOBUTEe YeKOGOKC Be6-cepBuchl 1 ykaxxmte BosspaTHbiit URL #1
(Redirect uri) B popmate https://<your-domain>/api/interaction/code.
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Lar2us 4

Mnatdopmbl NPUNOXKEHUN

BebG-cepsucel

Redirect URI +
URL, KyJia HanpasuM Mnonb30BaTeNsa nocne Toro, Kak oH
aspeLwnn unu otkasan NpUnoXeHuto B AocTyne
Suggest Hostname —+
XocT CTpaHUUbl, Ha hﬁD'Q[i“':‘;T PasMECTUTCA KHOMKa U BUIDKET

aBTOpPU3aLIM

iOS-npunoxexue

Android-npunoxexue

Hasan

7. Ha TpeTbeM wware yCcTaHOBUTE YEKOOKChI:

o [locTyn K agpecy 3/1eKTPOHHOM NOoYThI;
o [LOCTYN K JIOTUHY, UMEHU U dpamunuu, nony.
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War3us 4

MpaBa gocTyna K AaHHbIM
nonb3oBaTenen

3aﬂanJMBal71Te TONbKO HeOGXOﬂMMbIe
OCHOBHbIe

[locTyn K aate poxaeHus
[locTyn K anpecy 3NeKTPOHHOM NouThI
[loCTyn K NOTUHY, UMEHU 1 haMunum, nony
[locTyn K nopTpeTy Nonb3oBaTens

[ocTyn K HoMepy TenedoHa

[ononHuTenbHble

HazeaHue gocrtyna

YT06bI f06aBUTL [OCTYN, YKAXKUTE €r0 HasBaHUe

[locTyn K agpecy 3N1eKTPOHHOM NoYTbl @
ogin:email

[lOCTyn K NOTUHY, UMEHU U damunun, nony @
ogin:info

HaBan

8. Ha yeTBepTOM Luare noaTBepauTe Co3aaHNe NPUNOXKEHUS.
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War4us 4

Y6epgurtech, YTO BCE yKa3aHO BEPHO

Monb3oBaTenu yBMAAT 3TOT 3KPaH aBTOPU3aLIMK, KOraa BOMAYT Ha Ball
cepBuC € nomollbio Axpekc ID

Kak y6paTtb npegynpexgeHue «Cepeuc
He BepudULUPOBaH»? -
Nocne co3paHua NPUNOXEHUA NOATBEPANTE —

aKKayHT yepes rocycnyru ﬁ

Hasan Bcé BepHo, co3aaTbh NPUNOXeHNe

Co3aaBan NpUNoXeHue, Bbl CornallaeTech ¢ YCNoBMAMKN UCNONb20BaHUA
cepsuca «APl aBTopu3aumm yepes Axaekc ID»

9. CkonupymTe 3HadeHns nonen ID MpunoxxeHus/Client ID n CekpeT/Client Secret. OHu
NoHafo6ATCA Npu co3gaHum npunoxenus B KpuntoAPM IDM.

3anpalwuvBaeMbie Npasa

API Aupekc ID A

« [locTyn K agpecy 3N1eKTPOHHOM NoYThI
« LloCTyN K NOTUHY, UMEHM 1 daMmunum, nony

ClientID

ClientlD

a4cdfcaf1f1744fe9392be546b3b2645 a

MaeHTuduKaTop NpUnoXeHns. UCNonb3yinTe ero B 3anpocax Ans nonyyYeHns
OAuth-TokeHa

Client secret

Client secret
941ada0f6b2a4d3e8b6917e721831c05

]
0

CeKpeTHbIM KNtoY, KOTOPbIM 6yAeT NOANMUCaH jwt-TOKeH
C MHpOpMaLMeii 0 nonb3oBartene
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LLlar 2. Co3paHune cnocoba Bxoaa

Tenepb, Mes Kroun oT AHAEKE, CO30aANM COOTBETCTBYHOLWNK NpoBanaep B cucteme KpuntoAPM

IDM.

1. NMepengute B naHenb ID - Bknagka HacTpouku.
2. Hangute 6nok CnocoGbl BXoga v Haxkmute HacTpouTb.

3. -
B OTKpbIBLUEMCA OKHE Ha>XMUTE KHOMKY CO3AaTb

4. OTKPOETCHA OKHO CO CMUCKOM LLUAaBJIOHOB.
5. BblbepuTte WwabnoH AHpeKc.

6. 3anonHute popmMy CO3[aHuUA:
OcHoBHast MHpopMauus

o Umsaa — HasBaHue, KoTopoe yBMAAT Nofb30BaTeNN.

o OnucaHue (onuMoHanbHO) — KpaTkoe onucaHue.

o lorotun (onumMoHanbHO) — MOXHO 3arpy3nTb CBOK MKOHKY, UK BYAET UCMOMb30BaHa
CTaHAapTHas.

MapameTpbl ayTEHTUDMKALUM

o UpeHTudpukatop pecypca (client_id) — BctaBbTe ckonnpoBaHHbiv ID MpunoxeHus (Client

1D).
o CekpeTHbIH Ko (client_secret) — BcTaBbTe ckonnpoBaHHbIM CekpeT (Client Secret).
o Bo3paTHbi URL(Redirect URI) — lMone 3anonHMTCA aBTOMaTUYECKU Ha OCHOBE BallEero
OoMeHa.

[ononHutenbHble HaCTpOVIKM

o My6nnyYHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
OblN1I0 f,06GaBUTb B ApYyrue NpUnoXKeHUs CUCTeMbI (MK opraHu3aumm), a Takxxke B Npodunb
nonb3oBaTens B KayecTBe naeHTndrkaTopa BHELHEro cepauca.

o My6nnyHocTb — HacTponTe ypoBeHb NyGANYHOCTM MO YMONYaHUIO A1 MaeHTUudunKaTopa
BHeLLHero cepeuca B npodune nonb3osartens.

7. Haxkmute Co3paTb.

Mocne ycnewHoro co3naHuna HOBbLIN CMOCO6 BXO4a MNOSIBUTCS B OOLLEM CMUCKE HpOBaVI,D,epOB.

LLlar 3. [lo6aBrieHne Ha BUOXKET

YTO6bI MONb30BaTENN YBUAENN KHOMKY BonTh yepes AHAeKc Ha dopme aBTOpM3aLMN, HY>KHO
aKTMBMPOBATb 3Ty PYHKUMIO B HACTPOMKaxX BUAXeTa:

1. B o6wem cnucke npoBanaepoB HanauTe cosgaHHbli cnocob Bxoga.
2. BkntounTte nepekntoyaTenb Ha NaHenu ¢ NpoBanaepoMm.
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KpuntoAPM IDM

MpoBepka: lMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUMIOXKEHUU. Ha BuaxeTe

Penuns v1.0

OO/MKHa NOSABUTLCA HOBAst KHOMKa C JIorotunom AHAEKC.

OnuncaHne napamMeTpoB

OcHoBHas UHpopMaLms

HasBaHue OnucaHue

Nma Ha3BaHue, koTOpoe 6ygeT
oTo6paxkaTbCs B
UHTepdeince cepauca
KpuntoAPM IDM

OnucaHue KpaTkoe onucaHue,
KOTOopoe 6yaeT
oTob6paxkatbcs B
NHTepdence cepauca
KpuntoAPM IDM

JloroTtun M3o6paxeHune, kKoTopoe
o6ygeT oTobpaxaTbCs B
NHTepdence cepauca
KpuntoAPM IDM 1
BUOYKeTe Bxoja

MapameTpbl ayTeHTUOUKALMUK

HaseaHue MapameTp
NpeHTndukaTop pecypca Client_id
(client_id)

CekpeTHbIM Ko (client_secret) Client secret

BosepatHbiit URL(Redirect URI) (He  Redirect URI
pepakTupyemoe)
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Tun OrpaHu4yeHus
TekcT Makc. 50 cumBonos
TekcT Makc. 255 cumBonos

JPG, GIF, PNG nnn WEBP Makc. pasmep: 1 Mb

OnucaHue

ID npunoxeHws, co3gaHHOro B
AHpekc

CeKpeTHbIN KNtoY 4ocTyna
NPUIOXeHUs, CO30aHHOro
co3gaHHoro B iHpQEeKc

Appec KpuntoAPM IDM, Ha
KOTOPbIN NoNb3oBaTesb
nepeHanpasnsieTcs nocne
ayTeHTMdUKaLnn B CTOPOHHEM
cepsuce
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KpuntoAPM IDM

ononHutenbHble HaCTpOIZKM

HasBaHue

My6nuyHbIA cnoco6 Bxopaa

My6nuyHocTb

CMOTpUTe TakXe

Penuns v1.0

OnucaHue

Mpw aKkTUBaLMN HACTPOMKMU:

- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fobaBneHus B
OpYyrue npunoxeHus cepeuca.

- Cnoco6 BxoAa CTaHeT AOCTyneH Ansa nobasneHus B
KauyecTBe naeHTudmkKaTopa BHELLHEro cepeuca B
npodwune nonb3oBartens.

3afaeT ypoBeHb NYG/IMYHOCTM MO YMONYaHUIO Ans
naeHTUdUKaTopa BHELIHEro cepBuca B npodune
nonb3oBaTens

e Crioco6bl Bxoga v HaCTpOl;IKa BUOXKETa BXOOa — PyKOBOACTBO MO crnocob6am Bxoga u HaCTpOVIKe

BUO>KETa BXoOa.

° ynpaBneHme opraHMsaunamMmm — pykKoBoaCTBO Mo pa60Te C OpraHm3aunamMmm cCuCTeMbl

KpuntoAPM IDM.

o JIMYHBIN NpodUnb U ynpasneHe paspelleHnsMy NPUnoxXeHnii — pyKoBOACTBO MO YNpaBieHuto

NINYHBIM Npodunem.
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KpuntoAPM IDM Penns v1.0

OTKprTb CTaTbio Ha canTe

KakK HacTpouTtb nHterpauunto 1C c
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb eguHbin BXog (SSO) B 1C:Mpepnpusatue yepes
cuctemy KpuntoAPM IDM.

npeumymecTBa UHTEerpauun:

o EauHbIN BXO[ — nonb3oaTtenu Bxoaar B 1C ¢ yyeTHbIMU AaHHbiMM KpunTtoAPM IDM
e LleHTpanusoBaHHOe yrnpaBneHue — yrpasneHne goctynom yepes KpuntoAPM IDM
» besonacHocTb — ucnonb3osaHue OAuth 2.0 n OpenlID Connect

e YnpolueHue — He HY>XHO 3anoMnHaTb OTAesbHble naponun gna 1C

MoppepxuBaemble Bepcumn 1C — 1C:TMpegnpuaTture 8.3.10 u BoiLle.

HacTporika Bxoga yepe3 KpuntoAPM IDM cOCTOUT N3 HECKONMbKUX KITHOUYEBLIX 3TanoB, KOTOpble
BbIMOSIHAKOTCS B ABYX pa3HbIX CUCTEMaX.

o lllar 1. Co3gaHne NpunoxXeHus
e lllar 2. HacTpoika cuctemsl 1C
e lllar 3. lNpoBepka NoaKrovYeHus

LLar 1. Co3gaHue NpunoXeHus

1. ABTOpU3ynTECH NN 3aperncTpupymntecb B cucteme KpuntoAPM IDM.

2. Co3panTe NpunoXeHue C HaCTPONKaMu:

Mone 3HaueHue

Appec npunoxeHus <Appec ony6nukoBaHHoW 6a3bl 1C>

BosepaTHbIi URL #1 (Redirect_uri) <Appec ony6nukosaHHoiW 6a3el 1C>/authform.html
URL Bbixopga u3 cuctemsbl #1 <Agpec onybnukoBaHHoW 6a3bl 1C>/exit.html

(post_logout_redirect_uri)

C), Mopapo6Hee 0 CO3/AHUM NMPUNOXKEHUI YNTAWNTE B MHCTPYKLMN.

3. OTKpONTE HACTPOWNKM MPUITOXKEHNUS N CKONMUPYNTE 3HaYEHUS:

o UpeHTudukatop (client id),
o CeKpeTHbIM Kntou (client secret).
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OTW faHHble NOHaAQ06ATCS ANsa HacTpPonku cnctemsl 1C.

Lar 2. HacTpouka cuctemsl 1C

1. Ony6nukynte nHGopMaLUMoHHYHO 6a3y Ha Beb-cepBepe.
%/ MNogpobHOe pyKOBOACTBO MO Ny6nnkauun AoCTYNHO B AoKyMeHTauun 1C.

2. OTkpownTe .vrd-pann ony6amkoBaHHOM 6a3bl. B KOHew, [o6GaBbTe 3anNncb MeXay Teramm
openidconnect:

<httpServices poolTimeout="5"/>

<openidconnect>
<providers>
<! [CDATAI[[
{
"name": "Digit",
"title": "Digit",
"authenticationClaimName": "email",
"endSessionEndpoint": "<Apgpec MHCTannsuumu cucTembl>/api/oidc/session/end",
"discovery": "<Appec uHCcTannauuMum cuctems>/api/oidc/.well-known/openid-
configuration",
"authenticationUserPropertyName": "email",
"clientconfig": {
"authority": "<Appec WHCTannsuuuM cuctemb>/api/oidc/",
"client id": ""
"client secret": ""
"redirect uri": "",
"post logout redirect uri": "",
"scope": "openid email",
"response type": "code"
3
}
111>
</providers>
<allowStandardAuthentication>true</allowStandardAuthentication>
</openidconnect>
roe
MapameTp HasHaueHue
scope Cn1cok 3anpalumBaeMblx paspelueHnit (openid email)
endSessionEndpoint <Appec uHCTannauuMm cuctems>/api/oidc/session/end
discovery <Appec uHCcTannauuMm cuctems>/api/oidc/.well-known/
openid-configuration
authority <Apgpec MHCTannauuu cuctembl>/api/oidc/
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MapameTp HasHaueHue
authenticationClaimName [None pnsa conocTaBneHns nonb3oBaTtenen
authenticationUserPropertyName LononHutenbHoe rnosie conocraBneHns

LLar 3. lNpoBepka nogknto4YeHus

1. OTkponTe ony6nunkoBaHHyo 6a3y 1C B 6paysepe.

2. Ha ¢opme Bxoga nosiBUTCA KHOMKa «BonTtun yepes KpuntoAPM IDM».

BoArw

1D Trusted Net

3. Haxmnte Ha KHONKY — OTKpOeTCcsl OKHO aBTopusaunn KpuntoAPM IDM.

4.Tlocne ycnelwHoro Bxoaa Bbl 6yaeTe nepeHanpasnieHbl o6paTtHo B 6a3y 1C.
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OTKprTb CTaTbio Ha canTe

Kak HacTpouTb nHTerpauyuto 1C-butpukc
c KpuntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb eguHbIn BXoA (SSO) B BUTPUKC Yepes cuctemy
KpuntoAPM IDM.

o butprkec — aTo NnaTdopMa Ana ynpaBneHns 6usHec-npoLeccamu, paspaboTaHHas
KomnaHuen 1C-butpukc.

npeumymecTBa UHTEerpauunn:

o EANHDbIN BXO[, — COTPYAHUKM BXOAAT B BUTPUKC € y4eTHbIMM gaHHbiMn KpuntoAPM IDM
 LleHTpanusoBaHHOe ynpaBneHue — yrnpasrneHue goctynom yepes KpuntoAPM IDM

¢ besonacHocTb — OAuth 2.0 1 MHOrogakTopHasa ayTeHTUPUKaLNSA

o ABTOMaTU3aLMUA — aBTOMATUYECKasA perncTpaunsi 1 CUHXPOHM3auus nonb3oBaTenen

HacTpoiika Bxofa yepe3 KpuntoAPM IDM cOCTOUT N3 HECKOMbKMX K/THOUYEBbIX 3TanoB, KOTOpble
BbIMOJTHAOTCA B ABYX pPa3HbIX cCUCTEMaX.

o lllar 1. CosgaHue NpunoXxxeHus
e lllar 2. HacTpowka cuctembl butpukc
o Lllar 3. MNMpoBepkKa NoAKArYEHUSs

LLar 1. Co3gaHue NnpunoXeHums

1. AsTopusyintecob B cncteme KpuntoAPM IDM.

2. Co3pganTte NpuUoXeHne ¢ HaCTponKamu:

Mone 3HayeHue
Appec npunoxexHus Appec UHCTannAUuMM cucTeMbl BUTpUKC
Bo3sepaTHbiit URL #1 (Redirect_uri) <appec MHCTannsuuMum butpukc>/bitrix/tools/oauth/

trustedid. php

C, Moppo6Hee 0 CO3aaHMUN NMPUITOXEHUIA YNTANTE B UHCTPYKLMN.
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3. OTKpONTE HACTPOMNKM MPUITOXKEHNUS U CKONMUPYNTE 3HaYEHUS:

o UpeHTudukaTop (client id),
o CeKpeTHbIM KNntou (client secret).

OTW AaHHble NOHaZo6aTCA A1 HAaCTPOMKM BUTpUKC.

Lar 2. HacTpouka cuctemMmbl bUtpukc

YctaHoBka moaynsa «Trusted ID»

1. B agMMHKCTpaTMBHOM YacTu Butpuke yctaHouTe mogynb Trusted ID.
2. MNepenguTe B HACTPOMKN Moayns: AGMUHUCTpUpoBaHue > HacTponku - HacTponkm npoagykrta
- HacTtpoiku mopynen - Trusted ID

3. 3anonHuTe nonsa:

o Ha3sBaHue cepBUCca — TEKCT, KOTOpbIN ByaeT oTo6pakaTbCsi NP HaBeAEeHUM Ha NOroTUN Ha
bopme aBTOPU3aALMN.
o JloroTun cepBuca — MKOHKa ANns ¢opmMbl aBTOpm3aLmu.

PaBounii cTor Hacrpoitin HacTpoiikn npoaykTa Hacrpoiik moaynei Trusted ID 2

HacTtpouku moaynsi

Brnmanue! Bocnonsayiteck TexHonorveit SiteUpdate Ans nonysenns nocneaHix oGHoEneHnii

370 npobHan eepcya npoaykta "1C-Butpuc: Kopnopatuerit nopran”. flo ucteuenus npobHoro nepuoga octanock 230 AHedt. Bul MoxeTe kyniuTb NONHOGYHKLMOHANbHYIO BEPCHIo NPOAYKTa no aapecy hitp:/Awvaw. 1c-bitrix.ru/buy

Trusted.ID 2 v
Hacrponka

Hactpowiku mogyns Trusted.ID 2

Haaganwe cepeuca: | Trusted Ne{

flororun cepauca: | /ID.png

Coxpanuts

4. CoxpaHuTe n3aMeHeHus.

HacTpoWka couuanbHbiX CEPBUCOB

1. MNepengute K HaCTponKam NapameTpoB Moayna: AGMUHUCTpUpoBaHue -> HacTponku -
HacTpoiku npoaykra - Hactponku moaynen - CoumnanbHbie CEPBUCHI.

2. B pasgene BHelwHue cepBUCbI BKITOYMTE ¢iar 41 HacTPOeHHOro Ha3eaHua cepeuca Trusted ID.
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s Macipowor s Hacipoies npagysts 5 HAGTpowo moayiet 5 Coumubime ceomcu

HacTtponku moayns +r

Buavanwe! BocronesyiiTecs Texkonomed Sital
370 NpoBHaA Bepcun npoayxTa "1C-BuTpure: KopnopaTwskst nopTan’. [lo HCTaueHWA NPOBHOrO NEpPHOAA OCTaNoCs 230 AHeH. Bll MOXETE KyNWTs NONHOGYHIELMOKAMWHYIO BEPCHIC NPOAYXTS o aapecy htip:/iwww, 1o-bitrixruwbuy!

218 A7A NONYYEHUA NOCHBARMK OBHOBN@HIA,

Counanebie ceoruce: v

Hactpoiika napameTpos mMoayns

Obume [51] Mon komnanmn

OBLUMe HACTPOIKK ANA BCEX CaNToB

pe ornpasy ie cetv @

TOAKCNUPORATS THATSI NONLIORATENRI! © XewITeroM | #6524 | & newry nosocreit (@

Brewnne cepsucol

Cnicox cepencos [w] ® Butpuke24 * -
[~] 4] Facebook * -
@ f Anaerc - .
@ @ MmiR .
(W] 2 Mo Mup .
@ @& OpeniD .
@ @  MaiRuOpeniD . @
@ N Lvejournal . *
[~} Li Liveinternet * -
@ O Biogger * -
@ (& Twiter . @
@ [0 Bkosrare * -
@ %9 Google * -
@ & uwpD * -
@ @ Oficedss .
(W] [ %] QOarornacermm * -
@ &  Dropbox - v
@ B Boxcom .
@ @& AcpleSignin * -
(=] - Zoom N -
M O TustedNet * -

MpuBA3Ka NPUNOXEHMUS

1. B HacTpomKax Moaynsl ykaxuTte napamMmeTpbl NpuoxeHus, cosgaHHoro 8 KpuntoAPM IDM:

MapameTp 3HauyeHue
Appec cepBuca URL Bawewn nHctannaumm KpuntoAPM IDM
ID npuno>xeHus aBTopusayum Client_id, CKOMMPOBAHHbIN N3 MPUOXEHNS

KpnntoAPM IDM

Maponb npuno)xeHUsa asTopusauum client secret, CKOMMPOBAHHbIA U3 NPUIOXEHUS
KpuntoAPM IDM

Hacrpownkm Trusted.Net
MIMA xocTa cepeuca aeTopuaaumn \ https:/ftest trustednet.ru |

ID NpUNoXeHUA asTopuaaLMm \ aUojdROO7J7j0VINFq ]

Mapons NPUNOXEHUA aBTOPU3aLUM \ 290roN-PTghjhg78FPOFuApgelEyNN1V2yOVxigQl ]

2. [pMeHnTE N3MEHEHMUS.
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HaCTpOVIKa pernctpauumm nonb3oBaTenen
Ecnun TpebyeTca aBTOMaTUYeCKas perncrtpauus Hosbix nonb3osatenen Yyepes KpuntoAPM IDM:

1. B HacTpowkax rnaBHoro Mmoaynst BUTpukc nepengute B pasgen Peructpauus v aBTopusauus.
2. Y6eputech, uyto ¢nar NMo3BonsaTb siv Nosib3oBaTesNIiM perucTpupoBaTbCsl CaMOCTOSITENIbHO?
aKTUBEH.

LLlar 3. lNpoBepka nogkntoveHus

1. OTKkponTe popMy aBTOpM3aLMK Ballero canTta Ha bUtpuke.

2. onkHa nosaBuTbCA KHonka BorTu yepes3 KpuntoAPM IDM:

3. Hakmnte Ha KHONKY — OTKpOeTCsl OKHO aBTopu3aunn KpuntoAPM IDM.

4. Mocne ycnewHoro Bxoaa Bbl 6yaeTe nepeHanpasneHbl 06paTHO B BUTpukc.
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OTKprTb CTaTbio Ha canTe

KaK HacTpouTb nHTerpaunto KoHTyp.TonkK
c KpuntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HAeTe, Kak HACTPOUTb eguHbin BXog (SSO) B KoHTyp.Tonk yepes
cuctemy KpuntoAPM IDM.

o KoHTyp.Tonk — cepBUC ANa NPOBeAeHNs BUAEOKOHGEPEHLMI C BO3MOXHOCTbIO 3amuci,
niaaHUpoOBaHUEM, NHTErpaumen ¢ TenepoHmen u MHorum gpyrum. ObecneumBaeT yoobHoe n
6e30MnacHoe obLLeHNe COTPYAHMKOB ApYr C APYroM 1 C NapTHepamu, B popmaTe BNUgeo-ayamno
KOHbepeHUUN.

HacTporka Bxoga yepe3 KpuntoAPM IDM cOCTOUT 13 HECKONMbKUX KITHOUYEBLIX 3TanoB, KOTOpble
BbINOSHAKTCA B ABYX Pa3HbIX CUCTEMAX.

o O6LLee onnucaHne nHTerpauum

o lllar 1. CozgaHue NpunoXxxeHust

o LLlar 2. HacTponka cuctembl KoHTYp.Tonk
o lllar 3. MNMpoBepka NogKNoYeHUs

Obuee onnucaHUe NHTerpaymu

SSO (Single Sign-On) no3BonsieT LeHTPanM30BaHHO YNpaBnsATb BXOAOM Nofb3oBaTesien:

o AyTeHTUGUKaLMSA BbINONHAETCA Yepes KOPNopaTUBHYHO CUCTEMY.

« [Monb3oBaTensiM He HY>XKHO co3faBaTb OTAeNbHbIN akkayHT B KOHTYp.Tonk.

o [1na nHTerpaumm ncnonb3syetcs npotokon Authorization Code Flow yepes OpenID Connect nnu
OAuth 2.0.

KOHTyp.TOHK nogaep>XXmBaet crieayroume Knro4yesble anVI6yTbI N KOHEYHblE€ TOYKU:

KaTteropus MapameTp OnucaHue Mpumep/3HaueHne
OCHOBHbI€e nNapamMmeTpbl authorization endpoint URL gnd ayteHtudumkaumm  https://id.kloud.one/
api/oidc/auth
device authorization en  URL gns aBTopusauuu https://id.kloud.one/
dpoint YCTPOWCTB api/oidc/device/auth
claims parameter suppor Mopaep>kka napameTpa false
ted claims

claims_supported
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KaTteropus

MeTopgbl
ayTeHTUUKauumn

JononHuTenbHoO

KoHeuHble ToOUKHu

MeTopabl
ayTeHTUUKaLUmn
KOHEYHbIX TOYeK

MapameTp

code challenge methods

supported

end session endpoint

grant types supported

id_token_signing alg_va

lues supported

issuer

jwks uri

registration endpoint

response_modes_supporte

d

response_types supporte
d

scopes_supported

subject types supported

token endpoint

userinfo endpoint

introspection endpoint

revocation_endpoint

token endpoint auth met
hods supported
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OnucaHue

Moppepxuneaemble
aTpuOYTbl B TOKEHE

MeToabl ons PKCE

URL BbIXOga

Moppep>KmMBaemMble TUMbI

OAuth 2.0

AnropuTtmsbl nognucu 1D
TOKeHa

MpoeHTudukatop cepsepa
URL JWKS

URL peructpaumm
KNneHTa

Pexxumbl oTBeTa

Tunbl oTBETOB

MopaepxvBaemMble

scopes

Tunbl Cy6bEKTOB

URL nony4yeHusa TokeHa

URL nHpopmauum o
nosib3osaresne

URL npoBepku TOKeHa

URL oT3blBa TOKEHa

MeTopbl ayTeHTUdMKaLNN

Ona nHTpocnexkuuun

Penuns v1.0

Mpumep/3HayeHne
[usubu , uemai'Lu , ||nameu , n

picture",...]

["5256"]

https://id.kloud.one/
api/oidc/session/end

["implicit","authorizat
ion code",...]

["RS256" ]

https://id.kloud.one

https://id.kloud.one/
api/oidc/jwks

https://id.kloud.one/
api/oidc/reg

["form post","fragment"
, llqueryll]

["code token","code
id token",...]

["openid", "email","prof
ile",...]

["public", "pairwise"]

https://id.kloud.one/
api/oidc/token

https://id.kloud.one/
api/oidc/me

https://id.kloud.one/
api/oidc/token/
introspection

https://id.kloud.one/
api/oidc/token/
revocation

["client secret basic",

.l
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KaTteropus MapameTp OnucaHune Mpumep/3HayeHne

introspection endpoint ["client secret basic",
auth methods supported -

revocation endpoint aut [na oT3biBa TOKEHOB ["client secret basic",
h methods supported .

Anroputmbl claim_types supported Tunbl aTpnbyTOB normal

LLar 1. Co3aaHue NpunoXxxeHus

1. AsTopusymnTtecb ne cucteme KpuntoAPM IDM.

2. Co3painTe HOBOE NPUNOXEHNEe C HaCTPOMKaMMU:

MapameTp 3HayeHue
Afpec npunoXxeHuns <appec uHcTannauun KoHTyp.Tonk>
Redirect_uri #1 <appec uHcTannauum KoHTtyp.Tonk>/login/callback

), Mopapo6Hee 0 CO3/aHNUUN NMPUNOXKEHUI YUTANTE B MHCTPYKLMMU MO YNIPaBNEHUIO
NPUNOXKEHUAMMU.

3. OTKpONTE HACTPONKM MPUITOXKEHNUS N CKONMUPYNTE 3HaYEHUS:

o UpeHTudukaTop (Client id)
o CeKpeTHbIM Kntou (client secret)

Lar 2. HacTtpouka cuctembl KoHTyp.Tonk

HacTpoika Ha cTopoHe KoHTYp.TosnK TpebyeT B3auMoAenCTBUA C TEXHUUYECKOW NoaAep>KKOM
cepsuca:

1. OTnpaebTe 3anpoc B Texnoanepxky KoHTyp.Tonk Ha NogKItoYeHne CUCTEMbl €4MHOMo BXoAa
(SSO). B 3anpoce ykaxure:

o CLIENT ID npunoxeHus, cosgaHHoro B KpuntoAPM IDM
o CLIENT SECRET NpuWOXeHUs

2. Mocne noATBEPXOEHUSA TEXNOAAEPXKKOMW, NapaMeTpbl NPUIOXEHUS BYAYT MPUBS3aHbl K Ballemy
npocTtpaHcTBy B KoHTYp.TosnK.
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LLlar 3. [NpoBepka noakro4yeHud

1. OTkpounTe CcTpaHuuy Bxoga B KoHTyp.Tonk.
2.YbepuTtechb, YTO NnosiBMnacb KHonka Bxop, yepes KpuntoAPM IDM.

3. MNonpobynte BONTU C YYETHOM 3aMNMCbo KOPMOpaTMBHOIO NOSib3oBaTeNs:

o [locne Ha)xaTnsa KHOMNKKW CUCTeMa NepeHanpaBuT Bac Ha CTPaHULYy ayTeHTUdMKaLmn
KpuntoAPM IDM.
o BBegute KopnopaTtuBHble Y4YeTHble AaHHble.

4. TpoBepbTe, YTO Mocre ycrnewHon ayTeHTUGunKaLmm Bbl nonagaete B CBOE NPOCTPAHCTBO B
KoHTyp.Tonk.
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OTKprTb CTaTbio Ha canTe

Kak HacTpouTb MHTerpauymto GitLab ¢
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb eguHbin BXog (SSO) B GitLab yepes cuctemy
KpuntoAPM IDM.

o GitLab — 310 Be6-nnatdpopma ANist ynpasneHust MpoeKkTaMu U peno3uTopusiMu
nporpaMMHoOro Koga, paéota KOTOPOW OCHOBaHa Ha MonynsipHON CUCTEME KOHTPONSA BEPCUNA
Git.

HacTpoiika Bxoga yepe3 KpuntoAPM IDM cOCTOUT N3 HECKOMbKMX K/THOUYEBbIX 3TanoB, KOTOpble
BbIMOJTHAOTCA B ABYX pPa3HbIX CUCTEMaX.

o lllar 1. CosgaHue NpunoXxxeHus
e lar 2. HacTpowka cuctemsl GitLab
o Lllar 3. MNMpoBepka paboTbl UHTErPaLMn

LLar 1. Co3gaHue NnpunoXeHus

1. AsTopusyintechb B cncteme KpuntoAPM IDM.
2. Co3panTte NpuioXXeHne ¢ HaCTPONKamu:

o Appec NpUNoXeHUsa - agpec MHCTannsaumm cuctemol GitLab;

e BosepaTHbiit URL #1 (Redirect uri) - <appec uHctannauum GitLab>/users/auth/
oauth2 generic/callback.
C), Mopapo6Hee 0 CO3/aHUUN NMPUNOXKEHUI YNTAWNTE B MHCTPYKLMN.
1. OTKpOWTE HAaCTPOMKN NPUIOXKEHUS U CKOMUPYMUTE 3HAUYEHUS NoNnen:

o UpeHTudukatop (Client id),
o CeKpeTHbIN KNtou (client secret).
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Lar 2. HacTpouka cuctemsl GitLab

HacTpoiika aBTopm3aumm nonb3osatenen cepsuca GitLab yepes KpuntoAPM IDM npouncxogut B
danne koHdurypaumm GitLab gitlab.rb, pacnonoxeHHoro B nanke koHdurypaumm cepauca (/config).

1. OtkpouTe dpann koHdurypaumm gitlab.rb B pexkume pegakTMpoBaHUa U NepPenTr K 610Ky
OmniAuth Settings.

2. 3apanTe cnepyrolme 3HavYeHUs ons napameTpoB:

gitlab rails['omniauth enabled'] = true

gitlab_rails['omniauth _allow single sign on'] = ['oauth2 generic', '<Ha3BanuneCuctemsiKp
unToAPM IDM>']

gitlab rails['omniauth block auto created users'] = false

3HauveHune gitlab rails['omniauth providers'] ponxHo BbIrNsgeTb crepywwMMm obpasoM:

gitlab rails['omniauth providers'] = [

{

‘name' => 'oauth2 generic',

'app_id' => '<Client id npunoxeHus, co3gaHHoro B KpuntoAPM IDM>',
'app_secret' => '<(Client secret npunoxeHus, co3paHHoro B KpunTtoAPM IDM>',
‘args' => {

client options: {

'site' => 'https://<Appec cuctemsl KpunToAPM IDM>/',
'authorize url' => '/api/oidc/auth',

'user_info url' => '/api/oidc/me',

"token_url' => '/api/oidc/token'’

1

user response structure: {

root path: [],

id path: ['sub'l,

attributes: { email:'email', name:'nickname' },

be

scope: 'openid profile email',

‘name' => '<Ha3BaHueCuctemblKpuntoAPM IDM>'

}

}

1
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##4%# OmniAuth Settings
###! Docs: https://docs.gitlab.c

itlab
itlab
zitlab_rails['omniauth_syr
zitlab_rails['omniauth
# gitlab_rails['omniauth
itlab_rails['omniauth_auto
itlab_rails['omniauth_block
gitlab_rails['omniauth_auto
zitlab_rails(['omniauth_auto

rails['omniauth_enabled')
rails['omniauth_allow_single_sign_on']
email_from_provide

true

profile_from_prc
profile_attribut
sign_in_with_prc
auto_cr

» Y NC

eated_user
link_ldap_user')
link_saml_user')
gitlab_rails['omniauth_external_providers'])
gitlab_rails['omniauth_providers']) [
'oauth?
‘DiFyT
'dtYR7yDUYKD

'name’
‘app_id'
'app_secret’

generic'

36GQ

i
client_options: {

‘site’ 'https://
‘authorize_url'
url'

'user_info

'token_url' '/api/oidc/
user
root_path:
id_path: ['
attributes:

response_structure: {

[1,

sub' ],

{ email:'email', name
scope: 'openid profile email',

'name’ 'TestTrus

['oauth2

['twitter’

', # including port

:'nickname’

Penns v1.0

om/ee/integration/omniauth.html

generic', ' TrustedRu')
‘saml’
['saml']
['email’']
%4 ‘saml’
false
false
false

, 'Boogle_oauth2']

1f necessary

}, # if the nickname attribute of a user is called 'username'

3. MepezanycTtute cepsuc GitLab ans npnmMmeHeHNss HOBbIX HAaCTPOEK.

4. Npyn Heo6X0AMMOCTH, 3aUanTe Nog aAMUHUCTPATOPOM B MHTEPPENCHYIO YacTb cepBuca GitLab.
MepenguTe B HacTpowiku no nytu Admin (Admin Area) — Settings-General.

Ha oTkpbiBLIENCS cTpaHuLe B 6noke Sign-in restrictions yctaHoBuTe ¢nar HanpoTme
<HasBaHneCuctemblKpuntoAPM IDM> B godyepHem 6noke Enabled OAuth authentication

sources.

& D + Q General
o 1 [
Sign-in restrictions Collapse
& Admin Area
Set sign-in restrictions for all users. Learn more
85 Overview
€ Allow password authentication for the web interface
& clco lear thi eckbox n external authe er
n Analytics € Allow password authentication for Git over HTTP(S)
lear this checkbox ) personal
@ Monitoring
M Enabled OAuth authentication sources
& Messages
8 Public Trusted
s System Hooks
28 Applications Two-factor authentication
Enforce two-factor authenticatior
® Abuse Reports two-f. Ithe
£ Deploy Keys
Two-factor grace period
& Labels
48
@ settings Maximum time that users are skip the setup of two-f Juthentication (in hours). Set to 0 (zer nf it n
General Admin mode @&
Integrations Enable admin mode
uire additional au on f m
Repository
e Email notification for unknown sign-ins
@ Enable email notification
Reporting S Notify users by email wh jn-in ic ot
@) Help
Home page URL -
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LLar 3. NpoBepka paboTbl MHTErpauun

1. OTkpouTe cTpaHuuUy Bxoaa B GitLab.
2.YbepuTtechb, YTO NnosiBMnacb KHonka Bxop, yepes KpuntoAPM IDM.
3. Haxxmunte Ha KHOMKY 1 BbIMNOIHUTE BXOS, C KOPNOpPaTUBHOW YYETHON 3amnnchbio:

* CnucTtemMa nepeHanpaBuT Bac Ha cTpaHuuy ayTeHTudumkaumm KpuntoAPM IDM.

e Beegute cBou KoprnopaTtuBHblEe Y4YETHbIE aHHbIE.

v

GitLab Community Edition

Username or email

Password

| ®]

[_) Remember me
Sign in

Don't have an account yet? Register now
Public Trusted
[_J Remember me

Explore Help About Gitlab Community forum @ English v

1. Mocne ycnewHon ayTeHTUGUKALMM Bbl AOJIKHbI 6bITb NEepeHanpaBneHbl o6paTHo B GitLab 1
aBTOMaTMYeCKN aBTOPM30BaHbl B CBOEM aKKayHTe.

000 «Uundposble TexHoNornm» « Trusted.ru 284



KpuntoAPM IDM Penns v1.0

OTKprTb CTaTbio Ha canTe

Kak HacTpoutb UHTerpauunto Grafana c
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTpPouUTb eguHbin BXog (SSO) B Grafana yepes cucrtemy
KpuntoAPM IDM.

o Grafana — cBo6oaHasi IporpamMMHasi cucTemMa BU3yanu3auum AaHHbIX, OPUEHTUPOBaAHHAsNA Ha
OaHHble cuctemMm VT-MOHUTOPUHra.

HacTpouka Bxoga Yepe3 KpuntoAPM IDM COCTOUT N3 HECKONbKNX KITHOUYEBLIX 3TanoB, KOTOpble
BbINOHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

e lllar 1. Co3gaHne NpunoxeHus
e lllar 2. HacTpomka cuctembl Grafana
o lllar 3. MNMpoBepka NogKNOYEHUS

LLar 1. Co3gaHue NpunoXxeHus

1. AsTopusymnTtech B cucteme KpuntoAPM IDM.
2. Co3pganTte npunoxXeHne ¢ HaCTpPoONKamu:

o Appec NpUnoXeHus - agpec MHcTannaumumM cuctemsl Grafana;

» BosBpaTtHbii URL #1 (Redirect_uri) - <anpec unxctannauum Grafana>/login/generic oauth.
©), Mopapo6Hee 0 CO3/AHUN NMPUNOXKEHUI YNTAWNTE B MHCTPYKLMN.

1. OTKpOWTE HAaCTPOMKN NPUIOXKEHUS U CKOMUPYMUTE 3HAUYEHUS Nonen:

o UpeHTudukatop (Client id),
o CeKpeTHbIM Kntou (client secret).

Lar 2. HacTtpouka cuctembl Grafana

HacTtpowka aBTopusaumm Yyepe3s KpuntoAPM IDM BbinonHseTcs B Ganne koHpurypauum grafana.ini,
KOTOpbIN Ha Linux 06bIYHO Haxo4uTCAa No NyTu: /etc/grafana/grafana.ini.

1. OTkpowTe pann grafana.ini B pexxnme pegakTnpoBaHus.
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2. Hangute nnn pob6aBbTe 610K [auth.generic oauth] 1 3aganTe cneaytowme napameTpbl:

[auth.generic oauth]

enabled = true

name = <Ha3BaHueCuctemblKpunTtoAPM IDM>

allow sign up = true

client _id = <Client_id npunoxenus, cospaHHoro B KpunToAPM IDM>

client secret = <Client secret npunoxeHus, co3paHHoro B KpuntoAPM IDM>
scopes = openid profile email

empty scopes = false
email attribute name
email attribute path = data.email

login attribute path = data.login

name_attribute path = data.givenName

auth url = https://<Appec cuctemsl KpuntoAPM IDM>/api/oidc/auth
token url = https://<Appec cuctemsl KpuntoAPM IDM>/api/oidc/token
api _url = https://<Agpec cuctemsl KpuntoAPM IDM>/api/oidc/me

email:email

name = <HassaHuneCucrtembiTrusted.ID>

allow_sign_up = true

client_id = BCfS65FnItNpoOXobyKTd

client_secret = yOThHD_#qEm{hjJIrNglxhU#B%?PsYw9St{LICbfgEMecXSmEp-mNybMrxjGgrTySS5Eszdfk_nTsX#}Df2Bsb%p
scopes = openid profile email

empty_scopes = false

email:email

emaill_attribute_name =
emaill_attribute_path = data.email

login_attribute_path = data.login

name_attribute_path = data.givenName

auth_url = https://<Agpec cuctembl Trusted.ID>/api/oidc/auth
token_url = https://<Agpec cuctembl Trusted.ID>/token
api_url = https://<Aapec cuctembl Trusted.ID>/api/oidc/me

3. MNepeszanyctute cepsuc Grafana ons npuMeHeHUs HOBbIX HAaCTPOEK.

sudo systemctl restart grafana-server

LLlar 3. lNpoBepka nogkntovYeHus

1. OTKpouTe CcTpaHuuly Bxoga B Grafana.
2.YbepuTtech, YTo nosiBUnacb KHornka Bxop, yepes KpuntoAPM IDM.

3. HaxxmunTte Ha KHOTMKY U BbIMOJIHUTE BXOA, NCMOJ1b3yA KOPMNOpPaTUBHbIE YYE€THbIE AaHHbIE:

o Bbl 6yfeTe nepeHanpas/ieHbl Ha cTpaHuuy ayteHTuomkaumum KpuntoAPM IDM;
o [Nocne ycnewHoro Bxoga Bbl Nonaaéte ob6paTtHo B Grafana, aBTopn3oBaHHbIM
Mosib3oBaTesieM.
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Welcome to Grafana

Email or username

Password

Login

Forgot your password?

Sign in with <Trusted.Net>
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OTKprTb CTaTbio Ha canTe

KaK HacTpouTb nHTerpaunto Moodle ¢
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl y3HaeTe, Kak HAaCTpPoUTb eguHbin BXog (SSO) B Moodle yepes cuctemy
KpuntoAPM IDM.

o Moodle — cuctema ynpasrieHusi 06pa3oBaTenbHbIMU 3NEKTPOHHBIMU KypcamMm
(anekTpoHHOE 0ByYeHue).

HacTpouka Bxoga Yepe3 KpuntoAPM IDM COCTOUT N3 HECKONbKNX KITHOUYEBLIX 3TanoB, KOTOpble
BbINOHAKOTCS B ABYX Pa3HbIX CUCTEMAX:

e lllar 1. Co3gaHne NpunoxeHus
e LLlar 2. HacTpomka cuctembl Moodle
o lllar 3. MNMpoBepka NogKNOYEHUS

LLar 1. Co3gaHue NpunoXxeHus

1. AsTopusymnTtech B cucteme KpuntoAPM IDM.
2. Co3pganTte npunoxXeHne ¢ HaCTpPoONKamu:

o Agpec nNpunoXeHus - agpec nHctannsauum cuctemsl Moodle;

» BosBpaTHbin URL #1 (Redirect_uri) - <appec nxctannauum Moodle>/admin/oauth2callback.php.
MogpoBHee 0 CO3aaHNUM MPUNOXKEHUN YNTANUTE B MHCTPYKLNN.

1. OTKpOWTE HAaCTPOMKN NPUMIOXKEHUS U CKOMUPYMUTE 3HAUYEHUS NoNen:

o UpeHTudukatop (Client id),
o CeKpeTHbIN Kitou (client secret).

Lar 2. HacTpouka cuctembol Moodle

[lns HacTporKKW aBTOpM3aLMKN Nonb3oBaTtenen TpebytoTca NpaBa agMUHUcCTpaTopa B Moodle.
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BkntoyeHune nnarnHa OAuth2
1. AsTopusymnTtechb B Moodle c agMUHUCTPATUBHBIMK NpaBamMMu.

2. MNepengnte B ABMUHUCTpPUpPOBaHUE - MnaruHbl - AyTeHTUPUKaLua 1 akTMBMpynTe nnaruH
Oauth 2, BkntoumB ero B ctonbue BknounTb.

New Site B Havano Jlnunbld kabuHetr Mow Kypcel  AAMUHUCTPUPOBaHWE A ® AU v Pexxum peaaktuposanua (@
<
AyteHtndukauma / Hactpovikv ayteHTUdUKaUnn
.
New Site Haiiw B
OcHoeHble Monbzosatenu Kypcel OueHkn Mnarvhel BrewHuid eng Cepeep Oryers! Paspabotka

Hacrpoiiku ayteHTUdUKaumm

AocTynHble NAarvHbl ayTeHTUdUKaLum

Hazsanve Monbzosarenn Bkaouuts  Beepx/Buuz Hacrpoiikm  lMpoBepka HacTpoek Yaanuto
PyuHan perucrpauma 120 Hacrpoiiku
Bxopa aanpewex 0
OAuth 2 3 ® Hactpoiiku Mpoeepka HacTpoek
Cepeep CAS (S50) 0 & Hacrpoiiku MNpoeepka HacTpoek Yaanute
BHewHnn 6aza AaHHBLIX 0 (O Hacrpoiiku Mpoeepka HacTpoek Yaanute
CamocToATeNbHARA PErUCTPALIMA MO INEKTPOHHONR NouTe 0 ® Hactpoiiku Ypanute
Cepeep LDAP 0 o Hacrpoiiku MNpoeepka HacTpoek

d
L 0 ®

Co3spgaHune nosnb3oBaTeNbCKOro nposangepa
1. NMepengute B pasgen AGMUHUCTpUpoBaHue - Cepeep - Cnyx6bl OAuth2.

2. HaxxmuTte KHorky lNMosib3oBaTenbCcKas.
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New Site B Hauano JluuHbii kKabuHetr Mowu Kypcbl  AAMUHWUCTPUPOBaHUe ‘n ] ﬁ v Pexum pegaktvpoeanus @ )

Cnyx6b1 OAuth 2

OCHOBHbIE Monbsosarenu Kypcob! OueHkun MaarvHbl BHewHu Bua Cepeep Otuertbl Paspabotka

Cny>x6b1 OAuth 2

B Vi TPYKLUMUK NO HACTPOMKe NOCTaBLUMKA CAYX6bl
Oto6paxkathb Ha CTpaHULe BHyTpeHHue O6HapyxeHune CucremHasn yuetHas sanuch
HaszBanue Norun  Bxopa Kak cnyx6bl (7] nopkaioueHa @ Pepaktuposarb
Trusted.Net X [ 0= i ©

Trusted.Net

%IDM DM X [»

Co3partb HoByto cyx6y: -~ Google Microsoft Facebook Nextcloud LinkedIn Clever MoodleNet Monb3oeaTensckan

3. OTKpoeTca dopma co3gaHus npoBangepa.
4. 3anonHuTe nons:

o HazBaHue — nt060€e 0TO6paxaemMoe Ha3BaHUe CepPBUCa;

o ID nonb3oBaTtens — Client id npunoxenus KpuntoAPM IDM;

o NMaponb knueHTa — Client secret npunoxeHus KpuntoAPM IDM;

o basoBbi URL-agpec cny»x6bl — <Agpec KpuntoAPM IDM>/api/oidc;

o BTy CNYX6Y MOryT Ucnosib3oBatb — CTpaHuUL,a BXoAa U BHYTPEHHUE CIYXG6bI;

o O6GnacTu, BKJIFOUEHHDbIe B 3anpoc Ha Bxofd — openid profile email offline access;

o O6nacTu, BKJIFOYEHHbIe B 3aMpoc Ha BXop, AJ1I1 aBTOHOMHOro goctyna — offline access.
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New Site B Ha4an0  JIMuKbIil kABUHET MoK Kypchl  AZMUHKCTPUPOEAKUE ln » 9 v Pexum pesaktupoearus @ )

Cayx6et OAuth 2 / Co3pare HOBYHO cayx6y: MONE30BATENBCKAR
Cny>x6b1 OAuth 2

OcHoBHBIe Monb3oearenu Kypce: Ouerkn Maarukel BHewHuA Bng Cepeep Orvers Paspaborka

Co3patb HOBYIO cny)Xk6y: Monb3oBaTenbcKas

B Noapobrbie MKCTPYKLUN NO HACTPOIIKE 06X Cayx6 OAuth 2

Hazeanue 00 ‘ Trusted.Net |

ID nonb3oeaTens 00

HiykWSKRBGMb18PxVep, |

Mapons knuenta © @ | kwwumzMicludCeTVimj |

33NpaWNEaTs TOKEHDI AyTEHTUOUKALWK Hepes saronoekn HTTP @

httpsy/test.trustednet.ru/i |

CTpaHinLa BXO/A W BRYTPERHME CAYXEbl &

Bazoesiit URL-agpec cayxbol

URL-agpec norotuna

31y CAyx6Y MOTYT UCNONbIOEATE!

Haisarue, oTobpaxaenmoe Ha
CTPAHMUE EXOAA & CHCTEMY

0613cTy, BXAOHenkEe & 3anpoc Ha @ openid profile email offlin |

X0,

0613cTH, BKAKOYERKBIE 8 33anpocHa @ offline_access |

EX0A ANA ABTORKOMKHOrO AOCTYNA,

LononnuTenbHbie Napamerpsl, (2] ‘ |
EKAIO4ERHBIE B 3ANPOC K3 BXOA.

LONONHUTEAbHBIE NAPAMETPYI, (7] ‘ |
EKNIO4EKHBIE B 33NPOC H3 BXOA ANA
ABTOHOMKOrO A0CTYNA.

LOMeHbl BXx0A3 (2] ‘ |

Tpe60oBaTh NOATEEPXAEHNE 3ADECA 3NEKTPOHHOM NOHT @

O'M.‘a

5. CoxpaHuTe U3MEHEHUS.

HaCTpOVIKa KOHeYHbIX TO4YEK

1. HaxxmuTe HacTpoirku KOHEeUHbIX ToUeK B CToN6ue PepakTupoBaThb.
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NewSite  BHausAo Juansil xaburer: MowKkypcs: ASMMHHCTWPOEaHMe e ﬁ v | Pexum peaxtupoearun @)
<
Cnyx6bl OAuth 2
Ocrosrbie Tonbsoearenu Kypcs Ouerkn Tnarume BrewHni eng Cepeep Oryery
IMUTEHT yAaReH x

Cny6b1 OAuth 2

B VikcrpyKuyuin N0 KT ABLYWKA CyXEb
Hassanue Norun  OTO6paXaTH HA CTPAHMLLE BXOAD KaK BHyTpeHHME CRyK6bi O6mapyxenne @ CHCTeMHaA yueTHas 3anuce noaktouena @ PeaaKTHPOB:
;}énusted,ue& Trusted Net X [ =20 @

.| HacTpoiika koHeuHbIx Touex
;;élmva DM x > [ = -

Cozaate Hoeylo cayx6y:  Google Microsoft Facebook Nextcloud Linkedin Clever MoodleNet Nonszosarensckan

2. B cnyyvae, ecnv Bce AaHHble 6blv BBEAEHbI KOPPEKTHO, HACTPOMKM aBTOMaTUYECKMN 3anoSHATCS.

New Site B Hauano JIMuHeli kabuHer Mow Kypcsl  AAMUHUCTPUPOBaHUWE A ® AU~ Pexum peaaktvposarus @ )

Cny>x6b1 OAuth 2

OcHoBHbIE Monsaoeatenn Kypcst OueHku Maarvkel BHewHwii eua Cepeep Oruetbl Paspabotka

WameHeHns coxpaHeHs! x

KoHeuHble Touku ans smuteHTa: Trusted.Net

Hazsanue URL PepgairvpoBats
authorization_endpoint https://test.trustednet.ru/api/oidc/auth L3 |
end_session_endpoint https://test.trustednet.ru/api/oidc/session/end o
registration_endpoint https://test.trustednet.ru/api/oidc/reg fo 3 |
token_endpoint https://test.trustednet.ru/api/oidc/token o m
userinfo_endpoint https://test.trustednet.ru/api/oidc/me S @
introspection_endpoint https://test.trustednet.ru/api/oidc/token/introspection o
revocation_endpoint https://test.trustednet.ru/api/oidc/token/revocation @

Co3a3Tb HOBYIO KOHEUHYIO TOUKY ANA 3MUTEHTa «Trusted.Net»

[Mpn HEOBXOOMMOCTN MOXHO 3anoNHUTb URL KOHEYHbIX ToYeK BPYYHYHD. CMCOK AOCTYMHbIX
URL cMm. no agpecy: https://<Appec cepsuca KpuntoAPM IDM>/api/oidc/.well-known/
openid-configuration

HacTpoika conoctaBneHusi nonen nonb3oBaTesns

1. HaxxmuTe HacTpoika conoctaBnieHui noneun nonb3oBartens B cTonoue PegakTuposaTb.
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New Site  Buauano /lauwsii kaGuwer Moy kypcs  ABMAHUCTDHpOBaHIE

Cnyx6b1 OAuth 2

Cnyx6b1 OAuth 2

8 Vicrpy
Hazoanve TNoruw OroBpaxars Ha cTPaMLe BXOAR Kak BhyTpennme cayxGei OGHapyxenve @
S Trusted.Net Trusted.Net
3 1om 1M

Coaats Hosylo cnywGy: | Google | Microsoft | Facebook  Nextdloud Linkedin  Clever | MoodleNet | fonssosarenscran

Penuns v1.0

0o BB roompemmposaun @

Cuctemman yuetnan sanmch nogKIoueHa PegakTuposam,

X [» =20 @

X [

2.B Clly4yae, eCn BCe AaHHble OblNn BBEAEHDI KOPPEKTHO, HaCTpOVIKM AdBTOMaTUYECKU 3aNOJIHATCA.

New Site B rHauano /uumelil kabuHeT Mow Kypcsl  AAMUHUCTPUPOBaHWE

Cny>»6b1 OAuth 2

OcHoBHble lonbosatenv  Kypcel  OueHk#t  Mnarvhbl  BHewnuiieua  Cepsep  Oruers

alg ﬁ

Pexum pesaktuposanus @ )

Paspabotka

ConocraBaeHnA No/ib30BaTe/IbCKUX NoJsel ans smurteHTa: Trusted.Net

Wms Brewnero nons Wms BHyTpenHero nons
address address

nickname alternatename

email email
given_name firstname
locale lang
family_name lastname
middle_name middlename
phone phone1
picture picture

Co3aaTh CONOCTABNEHNE HOBBIX NO/L30BATENLCKUX NONEH ANA IMUTEHTa «Trusted.Net»

Pepaktvposars

4 & & & & & & 4 o
al

I'IpM HEOB6XOANMOCTU COMOCTaBNEHNA MOXHO HaCTPOUTb BPY4HYHO.

HacTponka oTnpaBku no4ytbl B Moodle

B cnyuae, korga B C10 TpebyeTcs oTnpaBKa NMcCeM Nosib3oBaTeNsiM, TO HEO6XOANMO BbINOSHUTb

HaCTPOWKW MoYThl (eCnv paHee He GbiNn 3afaHbl):

1. Mepengute B AGMUHUCTPUPOBaHUE > CepBep > DNeKTpPOoHHasdA nouTta - HacTtponka

ucxopsaLen noyTbl.

2. 3anonHuTe nons:

o SMTP-cepBepbl — NosiHOE UMS smtp-cepBepa, BKIOYasa NopT Yepes ABoeToune;
o besonacHocTb SMTP — BbIGpaTb 3HaYEHNE U3 CMNCKA;
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Penuns v1.0

o Tun ayteHTUPuUKauum SMTP — BbiGpaTh HY>XXHOE 3HayeHue. B crnyyae BbiGopa TUna

ayTeHTMdMKaumn LOGIN, 3anonHmtb nonsa JloruH SMTP n Maponb SMTP. None Agpec ans
OoTBeTa PEKOMeHYeTCs 3anofHUTb BO U36eXaHne NoTeHUManbHbIX

nucem, He TPeGYIOLMUX
NpPo6GsieM Mpu OTNpaeke

New Site B Hauano /luumuiil kabuHer  Mow kypcel

JCHOBKEIE

nncem.

Hactpolika ncxogaueit noutbl

SMTP

HacTpoiiku SMTP 473 OTNPAEKM 3NEKTPOHKO NONTSI

SMTP-cepeepel

Besonacrocrs SMTP

Tun ayrentudukayuun SMTP

Cnyx6a OAuth 2

Norun SMTP

Mapons SMTP

Orparuuenue ceccun SMTP

Mucbma, He Tp wue oTeeTa, U

smtp.mymail.ru:465

BeeawTe NOAHOE MR OAHOTO MAM HeCKoAbKUX SMTP-cepsepos, KoTopsie Mood|e A0AXeN UCNO/bIOEATS AN OTNPAEKM 3AEKTPOKHOM

Tl (HaNPUMED, «mall.a.coms uan
naila.com:567»). 427 6ezonackoro
CoeRUMENHA NOPT 465 0BbISHO UCMONBIYETCA € SSL, NOPT 587 - ¢ TLS. Mpi HEOBXOAMMOCTH EbIGEDUTE Hitke 6e30NaCKsill NPOTOKON. ECAM OCTaEUTS oA NyCTBiM, To Moodle GyaeT
MCNOABIOBATL METOA OTNPABKM NOHTLI, YCTAHOBAGHHDIA & HACTPOMKaX PHP,

«mall.a.com;mall.b.coms).4TOBbI yXa3aTs HECTaHAAPTHBII (11060 KPOME 25) MOPT, UCROAb3YTe CUkTAKCHC [cepeepli[nop?] (HanpuNep,

‘55;;‘>‘4yw,. YMOAHAHMIO: He

Ecn SMTP-cepeep TPeByer JaLMLIEHHOTO COBAMHERNR, TO 3aAaiTe COOTBETCTEYIOWW TN NPOTOKOAA.
| LoGiN

370T NAPAMETD 3343€T TN BYTEHTUOUKAL MM, KOTOPBIA HCNOALIYET Cepeep SMTP,

| Her ¢ |3rauenue no ymonuanmio: He

BuiGepure cayx6y OAuth 2, HaCTPORKHYIO AR CBA3M ¢ SMTP-cepsepom. ECan Cryx6a ewe e CywecTeyer, Bam HyxHO ByaeT eé co3aate, O6paTuTe BrUMANIE, HTO BaM
YCTEHOBUTS THI ByTeHTHOMKaLMM SMTP Ha XOAUTH2.

adminemail@digt.ru

Ec/v Bol ykasanm seiwe SMTP-cepBep, v eMy HEOBXOAMMA ByTEHTUOMKALWR, TO EEEATE 34€CE UMA NONSI0BATENR H NAPONS,

ECAM Bl yKa38/M Bbie SMTP-ceDBEp, 1 €My HEOBXOAMMA yTEHTUHKALWA, TO BEEAUTE 336CH MMR NONBIOBATENA  NAPOS.

1

MaKcuManskoe KONNHECTEO COOBLIeHIH, NOCbINAeMBIX 33 0AHY SMTP-ceccuio, MpynNUPOEKa COOBLIERMI A MOXET YCKOPHTL OTNPABKY NCeM. MK IHAHENUAX Menble 2 KaXZ0e
31€KTPOHHOE COOBLIenIe ByaeT OTNPABAATSCA OTAENBHON SMTP-ceccued,

MapameTpel A7R NUCEM, He TDEBYIOLIUK OTBETa, U HACTPOEKH|

AQpec AR Nucew, He TpeByIowNX OTBeTa

LLlar 3. INpoBepka

bIX AOMEHOE
adminemail@digt.ru | 3Hauerue no ymondaru
WHOraa cOOBLIEHNA 3NEKTPORHON NONTLI OTCHIABTCA 683 HENOCPEACTEEHROTO YHACTUR NOABIOBATENR (KANPUMED, COOBLIEHNR C GOPYMA), YKA3aHHbIA 3A€Ch AZPEC 3AEKTDONHON

NONTSI BYAET UCNOALIOBATLCA & NOAE «OT KOFO», B TOM CAYHaE, €M NOAYSATEAN HE SOAKHEI MMETS BOIMOXHOCTS OTEETHTL HENOCPEACTEEHHO NONBIOBATENO (HANPHMED, KOT4A
NO/B3CBATENL HE XOHET NOKA3LIBATS CBON AAPEC).

¢ CssasbiBaHue nonb3osatensd CO Moodle ¢ nonbsosatenem KpuntoAPM IDM npoucxoaut
no agpecy anekTpoHHoM noytbl. OTcyTCcTBME email B npodune KpuntoAPM IDM npusegeT K
HEBO3MOXHOCTU aBTopm3aumn B Moodle. YoaneHue paHee npussizaHHOro kK Moodle noytoBoro
Aawmka B KpuntoAPM IDM v go6aBrneHne HOBOro NoYTOBOIO ALLMKa NpUBEAET K CO34aHUI0
HOBOro nosnb3osaTtens B Moodle.

NnoAK/MHOYEeHUA

1. BepHutecb B cnncok Cnyxx6 OAuth 2 1 y6egntech, YTO CO3aHHbIM NpoBanaep aKkTUBEH.
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KpuntoAPM IDM

New Site

Cny>x6b1 OAuth 2

OcHoeHbie  Monbaosarenn  Kypcel

Cnyx6bi OAuth 2

B VIHcTpyKkumm No HacTpoiike NOCTABLMKE CAYXOb!

OtobpaXcaTh Ha CTPaHWLe BXOAA

Hazsanue Norvn  Kak
Trusted.Net

Trusted.Net

- 1om / DM

Cosgate Hosylo Cryx6y: - Google Microsoft

B Hauano JuHbIA KabuHet Mowm Kypcel  ABMUHUCTPUpOBaHME

QOueHku

Penuns v1.0

Pexcum peaaktuposanma (@

alg ﬁv

Mnarvkel BHewHwii ua Cepeep Oruersl PaspaGoTka
BHyTpeHHue O C YUETHAA 3aNKCh NOAKAIOUEHA
enyx6b1 (7] (7] Pepaktuposath
X [ CE2T O
¥
X > =2 D@
h
Facebook Nextcloud Linkedin Clever MoodleNet Monszoeatensckan

2. OTkpownTe cTpaHuuy Bxoga B Moodle.

3. Y6eauteco, UTo nosiBunacb kHorka Bxog yepes KpuntoAPM IDM.

4. HaXkMnTe Ha KHOMKY 1 BbINOSTHUTE BXOA, UCMOMb3ys KOPNOpaTUBHbIE YYETHbIE AaHHbIe:

o Bbl 6yfieTe nepeHanpasBrieHbl Ha CTpaHuuy ayTeHTuemnkauum KpuntoAPM IDM;
o [locne ycnewHoro Bxoga Bbl nonagéte ob6patHo B Moodle, aBTopM30BaHHbIM NOJSIb30BaTENEM.

000 «Uundposble TexHoNornm» « Trusted.ru

3aritn Ha New Site
‘ JlornH ‘

’ Maponb ‘

3abbim napons?

BoliTy ¢ ncnonbszoBaHmem yuyeTHoOMN
3anucu:

% Trusted.Net

HekoTopble Kypcbl, BO3MOXXHO,
OTKPbITbl ANA rocTei

3aitn roctem

Pycckuid (ru) Yeeaomnerve o daiinax cookie
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KpuntoAPM IDM Penns v1.0

OTKprTb CTaTbio Ha canTe

Kak HacTpoutb nHterpauunto MTC JIMHK C
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb eguHbin BXog (SSO) B MTC JIMHK yepes cuctemy
KpuntoAPM IDM.

o MTC JIMHK — 3KocUCTEMA CEPBUCOB A5t GU3HEC-KOMMYHWKALMA U COBMECTHOW paBoThl,
o6beuHsAoLWas 3BOHKN, BUAEOKOHPepeHUU, YaTbl 1 yrnpasreHue 3agadamMmu.

HacTpouka Bxoga Yepe3 KpuntoAPM IDM cocTonT 13 gByX KIHOYEBbIX 3TanoB, KOTOpPbIe
BbINOHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

e lllar 1. Co3gaHne NpunoxeHus
e lllar 2. HacTtpomka cuctembl MTC JIMHK

LLar 1. Co3gaHue NpunoXxxeHus

1. ABTopusymnTtech B cucteme KpuntoAPM IDM.
2. Co3panTte npuioxXeHne ¢ HaCTponKamu:

o Appec NpunoXeHus - agpec MHcTannsauum cuctemol MTC JIMHK;
o BosepaTHbii URL #1 (Redirect_uri) - <appec unuctannauum MTC Jiunk>/api/oauth/return.

O\ MoppobHee 0 co3a4aHNU MPUNOXKEHNN YNTAUTE B MHCTPYKLMN.
3. MNepengnte B HACTPONKN NPUNOXKEHUS N CKOMUPYIMUTE 3HAUYEHUS MONEN:

o UpeHTUdukartop (Client id),
o CeKpeTHbIM Kitou (client secret).

Lar 2. Hactpouka cuctembl MTC JIMHK

[lns KOPpPEeKTHOM paGoThl TpebyeTcsa NoATBepXAeHne goMeHa B MTC JIuHK. MopreepxaeHue
Heob6X0ANUMO, YTOObI TONIbKO COTPYAHUKN OpraHM3aumnmn MOrnu ncnonb3oBaTb goMeH s SSO.
Moppo6HOe onucaHune B cTaTbsax [oareepxaeHne gomeHa ans SSO n Hactponka SSO.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 296


https://trusted.ru/documentation/cryptoarm-idm/v1.0/id-integrations-common-mts-link/
https://mts-link.ru/
https://help.mts-link.ru/ru/articles/6285596
https://help.mts-link.ru/ru/articles/4719730

KpuntoAPM IDM Penus v1.0

BkntoyeHune n Hactpomnka SSO

1. AsTopusymnTtecb B MTC JIMHK.
2. Mepengute B pasgen busHec - Hactpouku SSO.
3. OTKpoeTca GpopMa HaCTPOMKM.

4. YKaxuTe HaCTPOMNKU:

o [poTokon - OAuth,

o SSO npoeangep - ID.KpuntoAPM IDM,

o NpeHTudukaTop npunoxeHus (Client id) — naeHTUGUKATOP NPUNOXEHUS, CO3LAaHHOrO B
KpuntoAPM IDM;

o CeKpeTHbIV KNtoY nNpunoxeHus (Client secret) — CEKPETHbIN KNHOY NPUIOXEHMS,
co3pgaHHoro B KpuntoAPM IDM;

o basoBbin URL-agpec — ykaxunte agpec cepsuca KpuntoAPM IDM.

MTC P
L nunk BusHec TAPH®bI g Q
Mow Tapud 5
HacTtpoiiku SSO
Tapudbl
Mocne HacTpoikn SSO COTPYAHVKM KOMNaHUU CMOTYT aBTOPU30BbIBATLCA NOA
OpraHmsaum KOpNopaTMBHOM Y4ETHOU 3anucCbio ANA A0CTYNa K MEPONPUATUAM UNU NNYHOMY

kabuHeTy. YaHaTb Gonblue

COTPYAHWKM 1 rpynnbi

Bbi6op npoToKkona U HAaCTPOIKK NpoBaingepa

bpeHnaupoBaHue
naeHTUdMKaunmn

Ceptudpukar . .
Bbibepute NpoToKON U HacTpoTe Nposaiaep. Bl MOXeTe HacTpoOUTbL
TONbKO OAUH NPOTOKON.

AHanuTuka

MnaTHbIE MEPONPUATUA OAUTH .

API / Webhooks IDTrusted.Net v

MaeHTUDUKATOP NPUNOKEHK I

8nTtIAJ-pX5qQ8PycTV-

HacTtpoikn SSO

cXgmFXdv4yXtwzOr-cwEXXNVnjRxX3F6 1IEwLpq6l1OHr0I9-Cltb 1ufnAOhBo

WHTerpaummn

yabld URL-aap

https://latest.trusted.plus

OTMEHA JANEE

5. Haxxmute Oanee:
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[MpoBepka napameTpoB Redirect URI

Y6epuTtechb, YTO 3HaUYeHne napameTpoB Agpec npunoxxeHus n BosspatHbi URL (Redirect uri)
COOTBETCTBYHOT 3HAaYEHUSM, YTO yKa3aHbl B HacTponkax KpuntoAPM IDM.

E ?‘IAJSK BusHec TAPU®bI g Q P

Mo Tapud
HacTpoiikn SSO

Tapudbl
Mocne HaCTl)OﬁKM SSO COTPYAHWUKW KOMNaHWM CMOryT aBTOpPMU30BbIBaTLCA NOA
KOPNOPaTUBHON YY4ETHOW 3anvchio ANA AOCTYNa K MEPONPUATUAM WU NTMYHOM
Opranusauna pnoy y ANA AOCTY! pony y
KkabuHeTy. YaHaTb 6onbwe

COTPYAHUKX U rpynnbi

Bbi6op NnpoToKona 1 HacTPoitkK NpoBaiigepa

bpeHguposaHue
naeHTuGUKaunumn

Ceptudukar
pas BeeauTe 31 AaHHbIE B NpoBainaep SSO

AHanuTuka A ) y
https:/mts-link.ru D
MnaTtHble MeponpUATUA

https://my.mts-link.ru/api/oauth/return [}
API/ Webhooks

WHTerpauum
HacTtpoiikn SSO

Ecnn oHKM oTAnYatoTcss — CKONUpPYMnTe akTyanbHble 3HayeHus 3 MTC JIMHK 1 BCTaBbTe UX B
HacTpounku Bawero npunoxeHus KpuntoAPM IDM.

[1o6aBneHMe KOpnopaTUBHOIo AOMeHa

1. B nmyHOoM kabuHeTe MTC JIUHK yKaXXuTe JOMEH 3NeKTPOHHOM MOYThI, YTOOb! NOSb30BaTeNU C
3TUM JOMEHOM HanpaBnsANCh Ha CTpaHuLy npoBangepa naeHtndpmkaumm KpuntoAPM IDM.

2. Haxxmute [lo6aBUTb, YTOObLI NOMb30BaTENM C 3TUM OJOMEHOM NepeHanpasnsanuch Ang Bxoaa
yepes KpuntoAPM IDM.
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YkaxuTe AOMeH 3IIeKTpOHHOl71 MoYThl

Monb3osBaTenu ¢ yKasaHHbIM JOMEHOM 3NEKTPOHHOW NOYThI GyAyT

HanpaBneHbl Ha CTPaHULY Balero NpoBaiaepa MaeHTUhUKaUmMu.

BeauTe JoMe
digt.com

Beeaute AOMeH Balwel aNeKTPOHHON NOYThI, Hanpuvep mts-link.ru

AOBABUTH

MpoBepKa KOPPEKTHOCTN HACTPOMKM

1. B pasgene Hactpoiku SSO HaxxmuTe KHOMKy MpoBepuTb paGoTy.
2. OTKpoeTcs okHO Bxoga Yyepes KpuntoAPM IDM. YcnelwHasa aBTopusaumns noareepxgaet
KOPPEKTHOCTb UHTErpaumun.
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OTKprTb CTaTbio Ha canTe

Kak HacTpouTtb nHTerpauuto Nextcloud c
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAacTpouTb eguHbin BXxog (SSO) B Nextcloud yepes cuctemy
KpuntoAPM IDM.

o Nextcloud — akocucTema cepBUCOB AJ1 GU3HEC-KOMMYHWUKALMIM 1 COBMECTHOMN Pa6oThl,
o6beuHsAoLWas 3BOHKN, BUAEOKOHPepeHUU, YaTbl 1 yrnpasreHue 3agadamMmu.

HacTponka Bxoga ¢ nomoLlubto KpuntoAPM IDM cocTOUT U3 ABYX KNHOUYEBbLIX 3TArnoB, KOTOpble
BbINOHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

e lllar 1. Co3gaHne NpunoxeHus
e Lllar 2. HacTponku Ha ctopoHe Nextcloud
o lllar 3. MNMpoBepka NogKNOYEHUS

LLar 1. Co3gaHue NpunoXxeHus

1. AsTopusymnTtecb B KpuntoAPM IDM.
2. Co3panTte HOBOE MPUSIOXEHNE, B KOTOPOM YKaXMUTe:

o Appec npunoXeHus - agpec nHctannsauum cuctemol Nextcloud. Hanpumep: https://<appec
uHctannaumm Nextcloud>.

o BosepaTtHbiit URL #1 (Redirect uri) - agpec B popmaTe https://<agpec MHCTanIsumm
Nextcloud>/api/oauth/return.

C), Mopapo6Hee 0 CO3/aHUUN NMPUNOXKEHUI YNTAWNTE B MHCTPYKLMN.
3. OTKpONTE HACTPONKM MPUITOXKEHNS N CKONUPYNTE 3HaYeHUs NOMEen:

o UpeHTudukatop (Client id),
o CeKpeTHbIN KNtou (client secret).

Lar 2. HacTtpoukn Ha ctopoHe Nextcloud

1. AsTopusyintecb B Nextcloud ¢ npaBamu agMuHUcTpaTopa.
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2. YcTaHoBUTe npunoxeHue Social Login. 3To npunoxexHve no3sonseT Nob3oBaTeNsiM BXOAUTb B
cuctemy Nextcloud ¢ Mcrnonb3oBaHMEM YUETHbBIX 3aNncen CTOPOHHUX CepBUCOB. NoapobHee o
NPUIOXEHUN YnTanTe Ha apps.nextcloud.com.

o Mepenaunte B pasgen NMpunoxeHus - CouuanbHoOE U CBA3b.

Onvra
OrxpuiTe npoduns

@ Ycranosurs craryc
T BHewnuii BUA ¥ AOCTYNHOCTL
& /lnunbie HacTpoiku

IS Napamerpul cepeepa

+ Npunoxenna 4,,1

& Nonviosarenw
i O nporpamme v uro HOBOTO
? NOMOWb ¥ KOHOHACHUMANBHOCTY

® Buim

o Haxxmute CkayaTb U BKNIOYUTDb 15 NpunoxeHuns Social Login.
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Social Login

Social login via OAuth or OpenID
L8 8 & B+

Cxauarb M BKIIOUNTD

lMocne ycTaHOBKM NpuoXeHust B pa3gerne MapameTpbl cepBepa nossuTca nogpasgen Social
login.

3. MNepenaunte B pasgen MapameTpbl cepBepa - nogpasgen Social login (CounanbHbI BXxog).

4. o

Ha>xXmMuTe KHOrMKy psagom ¢ nonem Custom OpenlID Connect (Monb3oBaTenbckoe
noakntoyeHme OpenlD).

5. 3anonnHute napaMeTpbl MOAKNHOYEHNA!

o BHyTpeHHee uMs - yKaxxute BHYTPEHHee Ha3BaHWe cepBuca ayTeHTUudPUKauum, Kotopoe
6yneT otobpaxartbcs B HacTponkax Nextcloud.

o Ha3sBaHue - yka)xute Ha3BaHWe cepBuca ayTeHTUOUKaLnn, NMOHATHOE NoSb30BaTENAM.
Has3BaHue 6yaeT 0To6paXxaTbCs Ha KHOMKe CTPpaHUUbl ayTEHTUPUKALMK U B HACTPOMKaX
Nextcloud.

o Authorize url - ykaxute URL gns aBTopusaumm. Hanpumep, https://<agpec MHCTanasuum
KpunToAPM IDM>/api/oidc/auth.

o URL token - ykaxxute URL gns nony4vyeHus TokeHa goctyna. Hanpumep, https://<appec
uHctannauum KpuntoAPM IDM>/api/oidc/token.

o Client id - ykaxute 3HauyeHue, co3gaHHoe Ha ware 1.

o Client Secret - ykaxute 3HauyeHue, co3gaHHoe Ha ware 1.

o Scope - yKaXute Heo6XxoAMMble pa3peLlleHns onsa noayyeHusa gaHHbiX. O6s3aTenbHbIn scope
- openid M CTaHAAPTHbIM scope - profile . Mpu yKasaHUN HECKOMbKUX pa3peLleHnit
pasgenunte nx npobenom. Hanpumep: profile email openid.
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KpuntoAPM IDM

O Flow

o Privacy

Office
Administration

Overview

Support

Sharing

Socal login

8 Security

=
-
© Basic settings
<
€

&

External storage
A Theming

& Antificaal Intelligence

& Groupware

& Administration privileges
& Activity

A Notifications

O Flow
Q Tak
d

OpenlD Connect
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Custom OpenlD Connect

Internal name

( Trusted.|

Title

( Trusted.ID

Authorize url

(

Token url

-

Display name claim (optional)

Ciog

User info URL (optional)

(

Logout URL (optional)

(

Client id

(

Client Secret

k_/u\_/\_/du;/\_/"*.

Scope

( profile openid email

Groups clasm (optional)

(

Button style
( OpenlD

Default group
( None

—r? wdd Sd S

Add group mapping

6. [Npn HeOBXOANMOCTM BbICTaBUTE LOMNONHUTENbHbIE HaCTDOVIKMZ

Penuns v1.0

303



KpuntoAPM IDM Penus v1.0

[ ] OtknounTs aBTOMaTHUECKOE CO3AaHKE HOBBIX NOAb30BATENEH

[ ] Co3pasartb nonb30BaTENEH C OTKAKOUEHHBIM AKKAYHTOM

[ ] No3eonaTe NONL30BATENAM NOAKNIOUATL COUMANBHBIE NOTHHBI K CBOMM aKKAYHTaM
He NO3BONATL CO34aBaTb AKKAYHT, €CNK NONL30OBATEeNb € TAKUM email aapecom yxe
cyuecreyer

[ ] O6HOBNATL NPOGMNL NONB3OBATENA NP KAXKAOM NOTUHE

[ ] He ebiunwiats HEAOCTYNHBIE NONL3OBATEANIO FPYNNbI NPY NOTUHE

ABTOMATHUECKM CO3A3BATL HECYLLECTBYIOWME rPyNNbl

3anpewars BXOA NONL30BATENAM 6€3 ACCOUMMPOBAHHBIX rpyNnn

OTKAOUNTL ONOBEWEeHUe AAMUHMCTPATOPOB O HOBbIX NONbL30BATENAX
CKpbiTH BXOA NO YMONUAHMIO

]
]
| 3anpewars BXOA NONL30BATENAM 6€3 YCTAHOBNEHHbIX rPynn
]
| Texcr Ha kHonkax 6e3 npedukca

[
[
[
[
[
[

Coxpauurs

[Mocne 3aBeplleHns Bcex Wwaros B BugXxete astopusaumm Nextcloud oto6pasntca KHoMka Bxoga and
KpuntoAPM IDM.

LLar 3. NpoBepka noakroyeHusd

1. OTkponTe cTpaHuLly Bxoga B Nextcloud.
2. Yb6eautecb, YTo NnosiBuUniachb KHornka Bxop yepes KpuntoAPM IDM.

3. HaxxmunTte Ha KHOTMKY U BbIMOJIHUTE BXOLA4, NCMOJ1Ib3yA KOPMNOpPaTUBHbIE YYETHbIE AaHHbIE!:

o Bbl 6ygeTe nepeHanpasneHbl Ha cTpaHuuy ayteHTudunkaumm KpuntoAPM IDM;
o [locne ycnewHoro Bxoga Bbl nonagéte o6patHo B Nextcloud, aBTopn3oBaHHbIM
nosib30BaTesieM.

000 «Uudpposble TexHoNnormm» e Trusted.ru 304



KpuntoAPM IDM Penus v1.0

JAnanor BXoaa OTKNIOUEH,

Ucnonbsyitre Apyrom cnocob Bxoaa

WK CBRXUTECH C

AAMUHKUCTPATOPOM.
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OTKprTb CTaTbio Ha canTe

Kak HacTpouTb nHTerpauyuto Rocket.Chat
c KpuntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAacTpouTb eguHbin BXxog (SSO) B Rocket.Chat yepes cuctemy
KpuntoAPM IDM.

o Rocket.Chat — aTo nnaTdopma Ansi o6MeHa COOBLLEHUSIMU C OTKPbITBIM UCXOAHbIM KOAO0M,
npefHasHayeHHasa onsg KoMaHgHou paboTbl U KOMMYHUKaumn. OHa npegocTaBnseT
GYHKUMOHaN, aHanornyHbl Takum cepeucam, kak Slack nnm Microsoft Teams, Ho C
BO3MOXHOCTbIO CaMOCTOAATENIbHOIO pa3BepTbiBaHUSA Ha COBCTBEHHOM CepBepe.

HacTporka Bxoga yepe3 KpuntoAPM IDM cOCTOUT 13 HECKONMbKUX KITHOUYEBLIX 3TanoB, KOTOpble
BbINOSHAKTCA B ABYX Pa3HbIX CUCTEMAX:

e lllar 1. Co3pgaHune noaknoyenmsa B Rocket.Chat
o Llllar 2. CozgaHue NpunoXxXeHust

e Lllar 3. HacTtponka nogkntoyeHus B Rocket.Chat
o lllar 4. lNpoBepka noaknoyeHmns

LLlar 1. Co3pgaHue nogkntodyeHmnsa B Rocket.Chat

1. AsTopusyintecb B Rocket.Chat c npaBamu agMmuHmucTpaTopa.

2. BbI30BUTE MEHIO U BbIGEpUTE NYHKT Pa6oyee NPOCTPaHCTBO.

O Q@ =@

Home

AamuHucTpuposanme

Hacrpoikmn Omnichannel (741

{8} Pabouee NPOCTPaHCTEo

©) HacrpoithdOmnichannel M

Mpunoxenns
& Marazun ny
@ YcraHoeneH

@ 3anpocsl -

3. OTKkpoeTcsa pa3gen AGBMUHUCTPUPOBaHUE.
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4. NepenanTte B nogpasnen Hactponku n Haxxmmte OTKpbITb B 6110ke OAuth.

Agmunncrpuposanne BN X

&' Npurrawennn
MNons3oearenscxmil cratyc
Mpaea poctyna

Ynpaeaenue ycrpoicreamu

@ O 0 ©0e

Q

Ornpaexa noutst
[& Third-party login
<> Wnrerpaunn
(&) Wmnopruposate
[® Reports

Q) Sounds

® 3moam

A Feature preview

MNourossie AwmKm Aipha

= Hacrpoiiku

fl

Orxpure

CAS

Central Authentication Service allows members
to use one set of credentials to sign in to multiple
sites over multiple protocols.

Orepuie

Hacrtpoiikun
~ g
Orxpuirn Orxpwims
Xp A P noura
Specify how emojis are stored. Confi tis for sending emails from

inside Rocket.Chat.

Orpuamy,

End-to-end encryption

Ensure conversations are kept private

5. HaxxmuTte kKHonKy Jlo6aBuTb co6¢TBEeHHbIM OAuth.

Agmunncrpuponanve BRI X

&' Npurnawenna
& Monb3osarenuckuii craryc
& Npaea aocryna

D Ynpasaexune ycrpoAcTeamm

MNouToswie ALMKM Apha

) Ornpaexa noutst
[& Third-party login
/> Wnrerpaunmn
&) Wmnopruposate
® Reports

Q) Sounds

® 3mopm

A Feature preview

$ Hacrpoitku

6. B NosSIBUBLLEMCSI OKHE YKaXK1Te yHUKanbHoe Ha3BaHWe s nogkntodaemoro OAuth cepeuca u

HaXmuTe [1o06aBUTDb.

« OAuth

Dolphin

Drupal

Deicbyk

GitHub

Atlassian Crowd

Wnrerpauun ¢ Atlassian Crowd.

OAuth

Configure authentication methods beyond just
username and password.

N

O6HosuTL ceponcu OAuth I M-WM OAuth |

GitHub Enterprise

GitLab

Google
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© fo6aBuTtb cobcTBeHHbIN OAuth X

Bui6epure uma OAuth cepeuca

OrmeHa Aobasute

7. Co3gaHHoe nogkntoyeHne otobpasntcs B 06LLEM CNNCKE NogKNtOUYeHU. Ecnn aToro He
NpPoun3oLno, 06HOBUTE CTpaHULY B 6paysepe.

8. PackponTe HacTpomnKn nogknroyeHms u ckonmpymnte BosspaTHbii URL-agpec.

Custom OAuth: Trusted A

LLar 2. Co3paHne NpunoXxeHus

1. AsTopusymnTtecb B KpuntoAPM IDM.
2. Co3pgainte HOBOE NPUIOXKEHUE, B KOTOPOM YKaXUTe:

o Agpec npunoxeHus - agpec uHctannsaumm Rocket.Chat;
o BosBpaTHbii URL #1 (Redirect_uri) - BCTaBbTe CKONUMPOBaHHOE 3HaYeHNe U3 CO3[4aHHOro
noaknoyeHmsa B Rocket.Chat.

C, Moppo6Hee 0 CO3aaHMUN NMPUITOXEHUIA YNTANTE B UHCTPYKLMN.
3. OTKpoONTE HACTPONKM MPUTTOXKEHNUS N CKONMUPYUTE 3HaYEHUS NOMEN:

o UpeHTudukaTop (Client id),
o CeKpeTHbIM KNnou (client secret).
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LLar 3. HacTpounka nogkntodeHusi B Rocket.Chat

1. BepHutecb B Rocket.Chat.
2. OTKpoOWTE HACTPOMKM NOAKNHOUEHMS, CO30aHHOro Ha ware 1.

3. AKTMBUpPYNTE NepekstoyaTens BKUUTb 0nsa akTuBauum paboTbl NOAKIHYEHNS, TNOO
aKTMBUPYMTE NO3XKE MOC/e HACTPOMKN BCEX NapaMeTPOB.

- OAuth OononnTs copamncs OAuth AoBasury cobcrnomsi OAuth
Custom OAuth: Trusted -
pa
Braiosntn O &

URL 8]

Token Path )

Japl/okc/token

Token Semt Via

Teno Janpoca e

Iclentity Token Sent Via

10 we. w10 » «Token Semt Vias v

Idontity Path )

Japlfokc/me

Plyrn & anroprssmpm @]

Japlfokic/auth

OQbmacrn (o)

4. Ykaxunte napaMeTpbl MNOAKNHOYEHNA:

o URL — URL-agpec cepsuca KpuntoAPM IDM. Hanpumep: https://<appec MHCTannsuuu
KpuntoAPM IDM>

o Token Path — 310 yacTb URL-agpeca Token Endpoint, koTopas ykasbiBaeT NyTb A1
nonyJyeHns TOkeHoB. Hanpumep: /api/oidc/token.

o Identity Path — koHeuHasa Touyka ¢ MHGopMauuen o nonb3oBartesie. Hanpumep: /apifoidc/me.

o Authorize Path (MyTb K aBTOpM3auun) - NyTb OT KOHEYHOM TOUKM aBTopu3auun. Hanpumep: /
api/oidc/auth.
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o Scope (O6nacTb) — Heo6GXxoANMbIE paspeLleHNs AS1a NosydYeHUs AaHHbIX. O6sa3aTeNbHbIN
scope - openid n cTaHaapTHbIM scope - profile . [puy yKasaHMM HECKOMIbKUX pa3peLleHni
pasgenute ux npobéenom. Hanpumep: profile email openid.

o Id (MpeHTndukaTop) - MaeHTuomkaTop (Client id). CkonupynTe 3HaYeHue, Co3haHHoe Ha
ware 2.

o Secret (Knoyu) — CekpeTHbI KNy (Client secret). CKoNMpyinTe 3HauYeHMe, Co3gaHHoe Ha
ware 2.

5. YKaxxute ocTanbHble HAacTPOMKKU. C NOAPOGHBIM ONMUCAHUEM HACTPOEK MOXHO 03HAaKOMMUTLCS Ha
noprtasne gokymMmeHTauum docs.rocket.chat.

6. CoxpaHuTe HaCTPOMKM NOOKNHOYEHMS.

[Mocne 3aBepLUeHust BCEX Waros B Buaxete astopusaumm Rocket.Chat oto6pasntcsa kKHonka Bxoga
ana KpuntoAPM IDM.

LLlar 4. NpoBepka noakr4vyeHua

1. OTKkpownTe cTpaHuuy Bxoga B Rocket.Chat.
2. Y6eputechb, 4YTO nosBunack kHonka Bxop yepe3s KpuntoAPM IDM.

3. HaxxmunTte Ha KHOTKY U BbIMOJIHUTE BXOLA4, NCMOJIb3yA KOPMNOpaTUBHbIE YYE€THbIE AaHHbIE!:

o Bbl 6ygeTe nepeHanpas/ieHbl Ha cTpaHuuy ayteHTuomnkaumum KpuntoAPM IDM;
o [Nocne ycnewHoro Bxoga Bbl Nonagéte o6paTtHo B Rocket.Chat, aBTopn3oBaHHbIM
nosib30BaTesnieM.

AsTopusayua

Email or username *

MNapons *
B

Forgot your password?

New here? Create an account

Y
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OTKprTb CTaTbio Ha canTe

KaK HacTpouUTb UHTerpauuo Sentry c
KpnntoAPM IDM

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb eauHbIn BXoA (SSO) B Sentry yepes cuctemy
KpuntoAPM IDM.

Sentry — 310 nnaTtdopMa 4/19 MOHUTOPUHIa U OTCNEXMBAHUSA OLLIMGOK B NPUIOXeHUaX. OHa
nomoraeT pa3paboTynKaMm BbISBNATb, aHAaNN3MPOBaTb U UCMPaBSTb OLUNGKM B peasibHOM BPEMEHM,
ynyyLiasi KayecTBO NPOrpaMMHOro o6ecrneyeHus.

ba3oBas Bepcusa npogykTta He nogaepXxumeaeTt ayTeHTudukauyuto yepes OpenlD Connect. YTo6bl
peanui3oBaTb 3Ty GYHKLMIO, MOXHO UCMONb30BaTb JONOMHUTENbHOE pelleHne — sentry-auth-oidc.
OTO cneumanbHbIV NpoBangep, KOTopbin o6ecneumBaeT nHTerpaumo OpenlD Connect ¢ Sentry u
No3BoNsAeT HaCTPOUTb eanHbin Bxof (SSO) B cucteme.

HacTporka Bxoga Yepe3 KpuntoAPM IDM COCTOUT N3 HECKONMbKUX KITHOUYEBLIX 3TanoB, KOTOpble
BbINOJIHAKTCA B ABYX pPa3HbIX CUCTEMAX:

e lllar 1. Co3gaHne NpunoxeHus
o Lllar 2. YcTtaHoBKa sentry-auth-oidc
e lllar 3. lNpoBepka NoakroveHus

LLar 1. Co3gaHue NnpunoXeHums

1. ABTOopusymnTechb nnu sapermnctpupymntecb KpuntoAPM IDM.

2. Co3panTte NpuioXXeHne ¢ HaCTPONKaMu:

Mone 3HaueHue
Appec NpunoxeHus ALpec MHCTannsauum cuctemol Sentry
BosBpaTHbIi URL #1 (Redirect_uri) <appec uHcTannauum>/auth/sso

C), Mopapo6Hee 0 CO3/aHUMN NMPUNOXKEHUI YNTAWNTE B MHCTPYKLMN.
3. OTKpONTe HAaCTPOWNKN NPUIOXEHMS U CKOMMPYNTE 3HAUYEHUS Nonen:

o UpeHTudukatop (Client id),
o CeKpeTHbIM Kntou (client secret).
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LLlar 2. YcTaHoBKa sentry-auth-oidc

1. [Ina yCcTaHOBKM NpoBanfepa BbiMOMHUTE KOHCOSIbHYH KOMaHAy:

$ pip install sentry-auth-oidc

nnu cospante Shell-ckpunT ¢ cogep>XnMMbIm

#!/bin/bash

set -euo pipefail

apt-get update

pip install sentry-auth-oidc

1 3aMyCcTWUTe ero U3 Kartanora <nyTe k Sentry>/sentry/.

2. Mocne ycTaHOBKU NpoBanaepa oTpefaktTupymte dann koHpurypaumm Sentry sentry.conf.py. B
danne koHUrypaumm gobasbTe 610K NepeMeHHbix ¢ napameTpamu OIDC_CLIENT_ID n
OIDC_CLIENT_SECRET, ckonupoBaHHbIMU 13 NpunoxeHus KpuntoAPM IDM.

HAHHHHHHHHAAAHHH
# 0IDC #
HAHHHHHHHHAHAHHH

#SENTRY MANAGED USER FIELDS = ('email', 'first name', 'last name', 'password', )

0IDC CLIENT ID = "client id u3 npwunoxenus KpuntoAPM IDM"

0IDC CLIENT SECRET = "client secret w3 npunoxenus KpuntoAPM IDM"
0IDC SCOPE = "openid email profile"

0IDC DOMAIN = "https://<appec KpuntoAPM IDM>/api/oidc"

0IDC ISSUER = "wma Mopgyns Ond BbICTaB/IEHMSA pa3peweHuin”

Mocne aToOro 3anycTuTe CKPUMT, KOTOPbIN NIEXXUT B KOPHe NpoekTa Sentry install.sh,
LOXANTECH UCMOMHEHNA CKPUNTa U 3anyCcTUTe NPOEeKT.

3. Mepengnte B NaHenb agMMHUCTpaTopa Sentry no agpecy https://<nyTb K Sentry>/settings/
sentry/ v Bblbepute pasgen Auth. [anee sbioepute npunoxeHne KpuntoAPM IDM.
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s Settings - [B sentry

USER SETTINGS

General Settings

ORGANIZATION

General Settings
Project
Teams
Memb
Security & Priva
Auth
udit Log
Relay
Reposi
s [
Early Features @)

DEVELOPER SETTINGS
Auth Tokens

Custom Integrations

Penuns v1.0

Auth Providers Q_ Searct

Authentication
A\ These settings can only be edited by users with the organization owner or manager role.

CHOOSE A PROVIDER
@ Get started with Single Sign-on for your organization by selecting a provider. Read more in our SO documentation

Trusted.ID
Enable your organization tc 1 with Trusted.I0.

Google
b

Enable y ganization to s

el
< :

O GitHub

o Okta

N—

B Active Directory
o

Enable y ganization to sign in with Active Directory

a Identity, Gooale SAML. Keycloak, or VMware identity

BbicTaBuUTe BCe HEOBXOANMbIE HACTPOMKU U COXPaHUTE U3MeHeHUs. [ocne aToro 6yaeT BKIOYEHa
aBTopusauus ¢ nomolbto KpuntoAPM IDM, a BXxo4 No N0rMHy/naponto 6yaeT OTKAHOYEH.

LLar 3. NpoBepka noakroyeHud

1. OTKpounTe CTpaHuuUy BXxoAa B Sentry.
2. Y6eputecb, 4To nosasunach kHonka Bxopg yepes KpuntoAPM IDM.

3. HaxxmunTte Ha KHOMKY U BbINOJIHUTE BXOA, NCMOJb3yA KOPNopaTuBHbIE YYeTHbIe OaHHble:

o Bbl 6yfeTe nepeHanpasrieHbl Ha cTpaHuuy ayteHTuemnkaumum KpuntoAPM IDM;
o [Mocne ycnewHoro Bxoga Bbl nonagére o6paTtHoO B Sentry, aBTOPM30BaHHbLIM MOJSIb30BaTENEM.

A\

A

Sentry

Sentry requires signing in with Trusted.|D.

Login with Trusted.ID
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OTKprTb CTaTbio Ha canTe

Katanor B KpuntoAPM IDM

B 3TOM MHCTPYKUMM Bbl Y3HaeTe, KaK YCTPOeH KaTanor IDM, 3a4eM Hy>XHbl Manku u rpynnbl, Kak
yrpaendaTb Nonb3oBaTenaMu — co3faBaTb, NepemMellaTb, 6JIOKMPOBaTh, YAANATb U OTCIIeXMNBaATb UX
CBSA3U C BHelWwHUMU cuctemamun B KpuntoAPM IDM.

CopepxxaHue:

* Y10 Takoe katanor IDM

* YnpaBneHue nankamu

» YripaBneHue rpynnamm
 YripaBneHue nosb3oBaTensamMmm
¢ CMOTpUTe Takxe

Y710 Takoe kKaTtanor IDM

KaTtanor IDM — 370 LeHTpann3oBaHHas CTPYKTYpa XpaHeHMs Nonb3oBaTesnen, rpynn u
opraHusauMoHHbIX eguHuL B cucteme KpuntoAPM IDM.

KaTanor ucnonb3yetcs gns:

e NOCTPOEHMUS KOPMNOPaATUBHOM CTPYKTYpPbI;

e YNpaBneHus y4eTHbIMMU 3annUcsiMn Nonb3oBaTenew;
 OpraHu3auuun nogpasaeneHnii u rpynmn;

o CUHXPOHU3ALMWN [AHHbIX U3 BHELLHUX CUCTEM;

e YNPaBneHus PoNsiMu U OCTYMNOM.

Mo npuHUmMny paboTbl kaTanor IDM HanomuHaeT LDAP-katanor nnm Active Directory v BeicTynaet
€[MHbIM UCTOYHNKOM KOPNOPaTUBHbIX UOAEHTUPUKALMOHHbBIX OAaHHbIX.

CTpyKTypa KaTanora
Mocne yctaHoBkM IDM B cucTemMe aBToOMaTU4eCKM co3faeTcs 6a3oBasi CTPYKTypa KaTanora.
KaTanor npeacrtaBnsieT CO60M PEBOBUOHYIO MEPAPXUIO, KOTOPas MOXET coaepxXaTb:

* Narnku;
e rpynnbl;

e Nonb3oBaTenen;

e BIOXKEHHbIE OpraHM3aUnoHHble eANHULbI.

Takas CTPYKTYpa No3BOJIAET OPraHN30BbIBaTb KOpPMNopaTuBHbIE AaHHbIe NO nogpa3genieHnsam,
(bl/lﬂl/laJ'IaM, npoeKTamM uin OB bIM OPYrmMmMm opraHnM3aunoOHHbIM NPUHUKUNAM.

B kaTanore IDM nanku v rpynnbl BbIMOAHAKOT pa3Hble 3a4ayn.
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OnemeHT HasHaueHue

Manka QopMupyeT opraHn3aLmoHHYO CTPYKTYPY

Mpynna VMicrnonb3yeTtca ans normnyeckoro o6befMHeHUs
nonb3oBaTteneun

KopHeBas CTpyKTypa

B KopHe KaTanora pacnonaraetcs cucteMHas rpynna IDM, koTopas ABnseTcs 0CHOBOW BCen
CTPYKTYpbl Nonb3oBaTenen.

BHYTpw rpynmnbl aBTOMaTUYECKN CO3aeTCa CUCTEMHas rpynna Guests.

pynna Guests

Mpynna Guests npegHasHayeHa Ansi Nonb3oBaTenem, 3aperncTPUpPoBaBLUNXCH CAMOCTOATENIbHO U
elle He BKJIHOYEHHbIX B KOPMOPaTUBHYH CTPYKTYPY OpraHu3aumu.

Hanpumep:

e BHellLHMe NoNb3oBaTeny;
* MOAPAOYNKN;

o KIINEHTbI;

* MONIb30BATENIM CAMOCTOATENIbHOW perncTpaumm.

Mocne NPUBA3KK NOJSIb30BaTeNd K KOpI'IOpaTVIBHOIZ CTPYKTYpE nnn BHELUHEeN cucTeMe Nonb3oBaTelb
MOXeT ObITb nepemelleH B COOTBETCTBYHOLYHO Nanky win rpynny opraHn3aunu.

ynpaBneHMe MankKamMu

Mankn Ncnonb3ytoTcs 415 MOCTPOEHUS OPraHn3aLMOHHON CTPYKTYPbl KOMMaHWUW.
C “X NOMOLLbHO MOYXHO OpPraHM30BbIBaATb:

e nogpasgeneHus;

e Gunnansbi;

e OTOENbI;

* NMPOEKTHI;

e OpraHM3aunoHHble eguHULbI.

Manku MoryT coaepxaTb:

e OpYyrune Narnku;
e Fpynmnbl;
e NMoJSib3oBaTeNEeN.
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[MpocMoOTp nanku
YTO6bl MPOCMOTPETL COAEPXMMOE Narku:

1. Mepengute B naHens IDM - Katanor.
2. Ha>xmMuTe Ha HY>XHYIO nanky B Crucke.

3. B o6bnactu cnpaBa OTKpOEeTCHA coaepXXmMmoe nanku:

o Ha BkNagke Monb3oBaTenun oTo6paXatTca Nonb3oBaTeNM, HaxoAalmMecs B JaHHON Narke;
o Ha BkNagke Mpynnbl — rpynnbl, CO34aHHble BHYTPU ManKu.

g N

D Active Staff or 4

Manka

3 oM =lE

[ 3 Active Staff > ] Onucanue

Main OU for working employees (office + remote work)

3 Contractors B Tekyueii nanke

Nanku: 1
: Fpynner: 2
[ Domain Controllers By
Monb3osarenu: 2

3 InternetAccess

Monb3oBatenn (2) Tpynnbi (2)

3 Executives

o Kynakos CtenaH Mupocnaeosu4

= CraTyc: akTUBEH  ss»
id: dcb79c44-b490-48¢8-87ad-715868c3a3fe

3 External Partners

o [ankuH PomaH CaBenbeBny

2 Cratyc: akTHBeH e
id: 76567€91-94dc-460a-a597-25ade2c312b7

[ By Location

¥ ans NPOCMOTPa BIOXKEHHbLIX ManokK Ha>XMUTe KHOMKY Ha naHenun c pOJJ,MTGJ'IbCKOﬂ
nankow. lNocne aToro B Crnucke 6y,u,yT OTO6pa)KEHbI BCe Jo4YepHune nanku.

Co3paHue nanku
1. Nepengute B naHens IDM - Katanor.
2. Co3pganTte nanky ogHUM U3 CNoco6oB:
[na co3gaHua nanky B KOpHe KaTasnora HaXXMUTe Ha KHOMKY

o [1n1 CO3[aHMsA BNOXEHHOW Mankn OTKPOWUTE MEHI0 [ENCTBUI NO KHoMKe Ewe Ha naHenu ¢
HY>XHOM Nankowu u BblbepuTe genctene CosgaTh nanky.
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3] bm = |@

7

3 Active Staff

9 Cospgatb nanky
(] ContraM
MepemecTuTb
*  PefaKTupoBaTb
3 Temps 4
O Yaanutb
3 Service Accounts

3.B OTKpPbIBLUEMCHA OKHE YKaXXNUTe NapaMeTpPbl Nanku:

o HasBaHue — oTo6pa)kaemoe M4 narku;
o OnNucaHue — fONoNHUTENbHaA MHPOPMaLMa O HazHaYeHUn nanku (Heobs13aTesNbHO).

CospgaTb nanky X

HasBaHwne nanku *

Onucaxue

OTmMmeHa Co3spgaTtb

4. Haxxmute Co3patb.

lMocne coxpaHeHust Nanka rnosiBUTCA B BbIGpaHHOM pa3sgene kaTtanora IDM.
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[MepemelleHne nanku

Mankn MOXHO nepemellaTb MeXay pa3fenamMu Katanora gfisi UsMeHeHus opraHM3auMoHHON
CTPYKTYpbI.

[Mpy NnepemMeLLeHNn COXPaHATCH BCe BNOXEHHbIE 0ObEKThI:

* NoJsib30BaTenNMu;
e rpynnbi;
e nofnanku.

YTO6bl NepemMecTuUTb narnky:

1. Mepengute B naHens IDM - Katanor.
2. OTKponTE MEHIO AENCTBUIN NO KHOMKe Ewe Ha naHenun ¢ Hy>KHOW nankomn v BblibepuTe gencrene
MepemecTUTb.

3. B OTKpbIBLLUEMCS OKHE BBEAMTE Ha3BaHMe PoaNUTENIbCKOWM Manku.

Bbibepute nanky X

Contractors v

4. Haxkmute lNMepemecTUTD.

PepakTupoBaHue nanku
ﬂ,J‘IFl nanky MO>XHO USMEeHNTb Ha3BaHME N ONMUCaHUe.
YT0Obl U3MEHUTb napaMeTpbl nanku:

1. Nepengute B naHens IDM - Kartanor.

2. OTKponTe MEHIo OencTBun No KHonke Ewe Ha naHenu ¢ Hy>KHOW nankoun u BbibepuTe gencTene
PepakTupoBaThb.

3. B OTKpbIBLUEMCS OKHE YKaXKuUTe HOBble MapaMeTpbl Nanku.

4. CoxpaHuTe U3MEHEHMUS.
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YpaneHue nanku

I\ MNpu yganeHnn nanku yaanstoTca BCe BAOXKEHHbIE 06BEKTLI, BKHOYaa NoAnanku, rpynnbl 1
rnosib3oBaTesnien.

YTOo6bl yoanuTb nanky:

1. Nepengute B naHens IDM - Kartanor.

2. OTKponTEe MEHI0 feNCTBUIN No KHoMnke Ewe Ha naHenun ¢ Hy>KHOW nankomn v BbibepuTe gencrTene
Ypanutob.

3. MoareepaunTe AenUCTBME B OTKPbLIBLUEMCS OKHE.

YnpaBneHue rpynnammu

Ipynnbl NICNOABb3YHTCA A5 IOrMYeCcKoro 06beaAnHeHNs Nob3oBaTenen.
Hanpumep:

e COTPYAHUKU OTAENa,

e YHYAaCTHUKU NMPOEKTa,

* NON1Ib30BaTesin C 0O AMHAKOBbLIMU PONAMUN,
e KOMaHbl COMPOBOXAEHNA.

prnnbl He BNUAKOT Ha OPraHn3auMoOHHYO CTPYKTYPY Nnosib3oBaTena U UCNoNb3yHOTCA
npenmyLecTBeHHO a4 ynpaBineHnAa OOCTYMNOM.

|_|pI/1 yoaneHun rpynnbl NoONb30BaTeN He yOanAaroTCA U3 CUCTEMBbI.

Co3paHue rpynnbl
YTo6bl co3gath rpynny:

1. Nepengute B naHens IDM - Kartanor.
2. BolbepuTe HY>XHYHO narky.

3. O)4
=
B o6nactu cnpaBa HaXXMuUTe KHOMKY CO3HaTb rpynny I

4. B OTKPbIBLLUEMCS OKHE YKaXuTe napamMeTpbl rpynmbi:

o HasBaHMe — oTOGpaxxaeMoe UMs rpynmnbil;
o OnucaHue — O0oNoNHUTENbHas MHGOPMaLMA O Ha3HaUYeHUM rpynnbl (Heo6a3aTeNbHO).

5. Haxxmute Co3paTtb.

lMocne coxpaHeHus rpynna NossBUTCA B BbIGPaHHOM Nanke Katanora IDM.
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[MepemelleHne rpynnbl

Fpynnbl MOXHO NepemMeLlaTb Mexay nankamu KaTtanora.

% lMepemelleHune rpynnbl He BAUSET Ha nonb3oBartesien, Bxoaawmx B Hee. CocTaB rpynnbl n
Ha3Ha4YeHHble CBA3U COXPaHAKOTCA.

YTO6bl NepemMecTuUTb rpynmny:

1. Nepengute B naHens IDM - Katanor.
2. OTKponTe nanky, B KOTOPOM HaxoguTCs Hy>KHas rpynna.
3. Mepengute Ha BkNagky Mpynnbi.

4. OTKpOMTE MEHIO OENCTBMUIM MO KHOMKe Ele Ha NaHenn ¢ HYy>XHOW rpynnou 1 BblbepuTe gencrTene
MepemecTUTb.

Active Staff o+ O+

Manka

Onucaxune

Main OU for working employees (office + remote work)

B Tekyuien nanke

Manku: 1
Mpynnbl: 2

Monb3osatenu: 2

Monb3oBaTenu (2) Mpynnsl (2)
222 VPN Access
—> [lepemectutb
222 Limited Apps
/' PepaktupoBartb
O Yoanutb

5. B oTKpbIBLUEMCS OKHE BBEAMTE Ha3BaHWe Nanku, B KOTOPYH HEOBXOAMMO NepeMecTUTb rpynny.

6. HaxxmuTte MNMepemecTuTsb.
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Mocne noareepXaeHud rpynna 6yp,eT OTO6pa)KaTbCFI B HOBOW Marke KaTasnora.

PepakTupoBaHue rpynnbi
[ns rpynnbl MOXHO M3MEHUTbL Ha3BaHWE U OMUCaHMeE.
YTO6bl U3MEHUTb NapamMeTpbl Fpynnbi:

. Nepengute B naHens IDM - Kartanor.

. OTKpoKTe nanky, B KOTOPOMN HaXOAUTCS HYXXHas rpynna.

. Nepengute Ha BkNagky Fpynnbl.

. OTKpoKTE MEHIO AeENCTBMI NO KHoMKe Ewe Ha naHenu ¢ Hy>KHOW rpynnon v BolbepuTe gencrene
PepakTtupoBatb.

. B oTKpbIBLLEMCS OKHE YKaXXUTe HOBble MapaMeTpbl rpynmnbl.

6. Haxxmnte CoxpaHuUTb.

2 W N P

o

Mocne coxpaHeHUss U3MeHeHUs 6yayT NPUMEHEHbl cpa3sy A BCeX nonb3oBaTenien n CBA3en
rpynneol.

YpaneHue rpynnbl
Mpu yoaneHum rpynnoi:

e Fpynna ygandaeTca U3 KartaJsiora,
* NOJ1Ib30BATEJIN COXPaAHAOTCAH,
e CBSI3X MOSb30BaTeNIen HE U3MEHSIOTCS.

I\ YoaneHue rpynrbl He BJIMAET Ha NOJ1I0XKEeHNe nonb3oBaTenen B OpFaHVI3aL|,MOHHOI7I CTPYKTYype
n He yaandeTt nx u3 CUCteMbl.

YT1Oo6bl yoanuTb rpynny:

1. Nepengute B naHens IDM - Kartanor.

2. OTKponTe narky, B KOTOPOWN HAXOAUTCH HY>XHas rpynna.

3. Mepengute Ha Bknagky Mpynnbi.

4. OTKpO1TE MeHIo AenCTBUIA Mo KHomMke Ewe Ha naHenu ¢ Hy>KHOW rpynnon u Boibepute AencTeme
Ypanutb.

5. MoarBeppuTe OENCTBUE B OTKPLIBLLEMCSH OKHE.

lMocne noaTBepXAeHUs rpynna 6yaet 6e3B803BpaTHO yaaneHa u3 katasnora IDM.

ynpaBneHme Mnosib3oBaTe/IAMU

Monb3oBaTenb IDM npeacTtaBnseTr co60M KOPNOopaTUBHYHO YUYETHYH 3amnucb, KOTopas MOXET ObITb
CBfi3aHa C HECKOJIbKUMW BHELLHUMW CUCTEMaMUN OHOBPEMEHHO.
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Monb3oBaTenu MoryT ObITb:

e CO3[aHHbIMU BPYYHYHO;

e UMMOPTUPOBAHHLIMU Yepe3 KOHHEKTOPbI;
* 3aPErnCTPUPOBaAHHBIMU CAMOCTOSITENBHO;
* CBA3aHHbIMU C BHELUHMMM KaTasloramu.

Kax bl nonb3oBaTenib MOXET BbITb pa3MelleH B onpefesieHHoN narnke Katanora u BXoAuTb B OfHY
NN HECKONbKO rpynmn.
CBs3K Nonb3oBaTenen ¢ BHEWHUMN CUCTEMaMMU

IDM nogaep>XxumBaet o6beanHeHne Y4YeTHbIX 3anucemn I'IOI'Ib3OBaTeJ'Iel;1, Nony4eHHbIX U3 pa3HbIX
BHELWHNUX CUCTEM U KaTall0ros.

Mpu umnopTe nonb3oBaTenen Yyepes KOHHeKTopbl IDM aHannanpyeT npasuia conocTaBneHns u
aBTOMaTUYECKM CBA3bIBAET HaNLEHHbIE YYETHbIE 3aMNUCKU C CYLLECTBYOLWMM KOPNOPaTUBHbBIM
npodunem nonb3oBaTens.

OTO No3BongAeT:

 n36exatb Ay6nnpoBaHus nonb3oBaTenen;

e LIEHTPaNM30BaHHO YNpPaBnsATb LOCTYMNOM;

e NoAAepPXUBaTb eauHbIA NPOdUb COTPYAHMUKA;

» paboTaTb OAHOBPEMEHHO C HECKOSIbKUMM BHELLIHUMW CUCTEMaMMU.

Bce cBsi3aHHbIe yYETHbIE 3anNncK OTOBPaXKaroTCs B KapTouKe nosib3oBaTens B 651oke CBA3U €
cucrtemamu. [pn HeO6XOANMOCTM CBSA3b C OTAESIbHOM BHELLHEN CUCTEMOW MOXHO pa3opBaTh 6e3
yoaneHus nonb3oBaTens u3 katanora IDM. Mopgpo6Hee yntanTe B [1pOCMOTP CBA3EM MOJb30BaTeNS.

Co3pgaHune nonb3oBaTens
Monb3oBaTtenu IDM moryT:

e CO3[aBaTbCA BPYUHYHO;
e UMMOPTUPOBATLCS Yepes KOHHEKTOPbI.

Mpw pyYHOM CO34aHUK NMOJSIb30BaTENb Cpa3dy f06aBNAETCA B BbIGPAHHYHO Nanky KaTtanora u
CTaAHOBUTCS YaCTbHO KOPMOPaTUBHOM CTPYKTYpPbI.

YTo6bl Co34aTb NoNb30BaTeNst BPYYHY!HO:

1. Nepengute B naHens IDM - Kartanor.
2. Boi6epuTe nanky, B KOTOPOM HEOBXOAMMO cO3[aTb Nofb3oBaTens.

3. O4
B o6nactu cnpaBa HaXXMUTE KHOMKY COSAaTb nosib3oBartensd

4.B OTKpPbIBLUEMCA OKHE 3arnoJIHUTE JaHHble yquHoM 3anncu nosib3oBaTend.
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C), Mons npodwuna Nnonb3oBaTeNs U NpaBuna Ux 3anofHEHNUs aHanornyHel cucteme ID.
Moapo6Hee cM. MHCTPYKUMto CospaHne rnosnb3osaTens B ID.

5. Haxxmute CoxpaHUTb.

Mocne co3gaHusa Nonb3oBaTesb NOSABUTCSA B BblIGpaHHOM Nanke kaTanora IDM.

[MpocmoTp cBeAeHun o nonb3oBaTerne
YT06bl MPOCMOTPETL CBEAEHUNA O MONb30oBaTeNe:

1. Nepengute B naHens IDM - Katanor.
2. OTKponTe narnky, B KOTOPOW HaxXo4uTCA No/b30BaTeb.
3. Ha Bknagke Monb3oBaTenu HaXXMUTe Ha NMaHesb HY>KHOro Nofb3oBaTenNs.

4. TMocne aToro OTKPOETCH OKHO CO CBeAeHNAMM O Nosib3oBaTesne, B KOTOPOM OToBpaXkaroTcs:

o WAEHTUPMKaTOp nonb3oBaTens;

o JIOTUH;

o UMS U pamMunus;

email n TenepoH;

pacnosnoxeHne nonb3osaTens B katanore IDM;
CBSI3U1 MoJfb30BaTeNs C BHELWHNUMW CUCTEMAMMU.

o

o

o
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Active Staff > Kynakos Ctenan Mupocnasosuy

Mpodunb X

& Kynakos CtenaH Mupocnasosuy

Monb3osatens

ID nonbsosarens: dch79¢44-b490-48¢8-87ad-715868c3a3fe \

Tlorws: stepan.kulakov Kynakos CtenaH Mupocnasosuy

Vms: Kynakos CTenas Mupocnasosuy

damunns: Kynakos

Email: - ©
OcHoBHas nHdopmaums MameHnTs
Tenedpor: - ()
MyTs katanora IDM
IDM / Active Staff ID nonb3oBatensi dcb79¢44-b490-48¢8-87ad-715868c3a3fe
CsA3un ¢ cuctemamu My6nuyHoe nmsa Kynakos CTenaH Mupocnasosuy ﬁ 52
Tun cucTembr: LDAP Wms n bamunua Kynakos CTenaH @ v
Source DN: CN=stepan kulakov,0U=Active Staff,DC=example,DC=com
MocniesHuii MMNOpT: 04.05.2026, 19:07:13
Norux stepan.kulakov @ v
WpeHTtndumkatopsbl

HeT focTnyHbIx MaeHTUdMKaTOPOB

BesonacHocTb

Maponb NameHutb
MocneaHss faTa uaMeHeHws: 04.05.2026

TpeGoBaTb CMeHbI Naponsi Npu crieaytoliei aBTopusaLmmn a

Monb3oBaTens GyAeT nepeHanpasneH Ha akpaH CMeHs! Napons NP CRIeAyHolLEM BXOae Yepes BUKeT

[pyrue pgenctena v

[na nepexofa K NosIHOMY Npoduito Nosib3oBaTesnisa HaxXmuTe KHornky MNMopapo6Hee.
MonHbIn Npodunb Nonb3oBaTenst NO3BONAET:

* PeOaKTMpoBaTb AaHHble Npoduns;

e YNPaBnsATb NYyGANYHOCTBIO Nonen;

e NPOCMaTPUBaTb UAEHTUPUKATOPDI;

e 3aBepLUaTb Nosb30BaTeNlbCKUE CeaHChl;
* YOANATb YYETHYHO 3aMUCh.

o Moppo6Hee 0 pa6oTe C NpoduIemM Nonb3oBaTeNs YuTanTe B UHCTPYKLUMKU YIpaBieHne
OaHHbIMK podunsa ID.

MpocMoTp cBsA3el nonb3oBaTens
O,D,I/IH rnonb3oBaTtesib IDM moxeTt OAHOBPEMEHHO MMETb HECKOJIbKO CBA3aHHbLIX CUCTEM.
YT00HbI NPOCMOTPETb CBA3U NMOJIb30BaTeNIA:

1. Nepengute B naHens IDM - Kartanor.
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2. OTKpoOK1Te Narnky, B KOTOPOW HAaXOA4MTCS NoJSib30BaTeNb.
3. Ha Bknagke Monb3oBaTenu HaXXMuUTe Ha NaHesb HY>KHOro Mosib30BaTeNs.
4. B 6noke CBA3n ¢ cUCTeMaMM NMPOCMOTPUTE CMUCOK NOAKIHOYEHHBIX CUCTEM.

[na KaXxgon cBa3m oTo6pakaeTcs MHPOPMaLMsi O BHELLHEN CUCTEME U CBA3AHHOM YYETHON 3anucu
nonb3oBaTens:

o AKTUBEH — CBA3b C BHELLUHeN CUCTEMON akTUBHA. CUHXPOHM3aLMS NoNb3oBaTeNnen N AaHHbIX
BbIMOJIHAETCSA B LUTATHOM peXxume.

» 3a6n0kupoBaH — CBsi3b OTK/IHOYeHa. CUHXPOHU3aLMSA OaHHbIX MO AAaHHOW CBA3M GIOKMpPYeTCs B
06€e CTOPOHbl — U3MEHEHMUS HE UMMOPTUPYIOTCS U3 BHELLUHEN CUCTEMbI U HE 3KCMOPTUPYHOTCS

obpaTHo.
» YaaneH — YyeTHas 3anuch nosb3oBaTens Oblna yganeHa Bo BHelHen cucteme. CBsa3b C
nonb3osarteniem IDM aBTOMaTM4eCKUM pa3pbiBaeTCsA U NonyyaeT ctatyc YaaneH.

CBs3KM € cucteMamm

Tun cuctembl: LDAP
Source DN: CN=stepan.kulakov,0OU=Active Staff, DC=example,DC=com
MocnegHuin umnopt: 13.05.2026, 13:22:24

Tun cuctembl: LDAP
Source DN: CN=stepan.kulakov_test,OU=Active Staff, DC=contoso,DC=local
MocnegHuin nmnopt: 13.05.2026, 13:22:25

Tun cuctembl: LDAP
Source DN: CN=skulakov,OU=Active Staff, DC=company,DC=net
MocnegHun umnopt: 13.05.2026, 13:22:27

Pa3pblB CBSI3W C BHELUHEN CUCTEMOM
MNpn HEO6XOAMMOCTUN CBSA3b MOSIb30BaTENS C OTAENbHOM BHELUHEN CUCTEMOW MOXHO pa3opBaThb.
Mocne paspbiBa CBA3U:

e NONb30BaTENb OCTaHeTcA B KaTanore IDM;

e CBAA3b C Bbl6paHHOM cucTeMon 6yaeT yganeHa;

* UMMOPTMPOBAHHbIE AaHHbIE N3 3TON CUCTEMbI NEPECTaHYT CUHXPOHU3NPOBATLCS A9 AaHHOMo
nosb3oBaTtens.

YT106bI pa3opBaTtb CBA3b:

1. B 6noke CBsi3u ¢ cucTeMaMm OTKPONTE MEHIO AENCTBUIN HYXXHOM CBA3W.
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2. BoibepuTe gencrene 3abnoKUpoBaH.
3. MoareepaunTe AeUCTBME B OTKPbIBLUEMCS OKHE.

[MepemelleHne nonb3oBaTtesns
[Monb3oBaTens MOXHO nepemMellaTtb MeXxay nankamu Katanora.

I'Iepemeu.l,eHMe No3BOJIAET UISMEHATDb MOJI0O>XKEeHNE MOoJib30BaTesiIA B OpFaHMSaLLMOHHOVI CTPYKTYype
KOMMNaHUw.

1. Nepengute B naHens IDM - Katanor.

2. OTKponTe narnky, B KOTOPOW HaxXo4uTCA No/ib30BaTe b.

3. Ha Bknagke Monb3oBaTenu OTKPONTE MEHIO AENCTBUN C HY>XHbIM MOMb30BaTeENEM U BbibepuTe
nencteue NepemecTUTb.

4. B oTKpbIBLUEMCSI OKHE BBeAUTe HasBaHWe nanku, B KOTOPY HEOBXOAMMO MNepemMecTUTb
nonb3oBarens.

5. Haxxmute MNMepemecTuUThb.

Mocne noareepXaneHund nosib3oBaTtesib 6yp,eT 0T06pa)KaTbCFI B HOBOW Narke KaTasnora.

BnokupoBka nonb3oBaTens

BrokvpoBKa nosnb3oBaTenst BPeMEeHHO 3anpeLyaeT fOCTYN KO BCEM CBSI3aHHbIM CUCTEMAM,
NPUNOXEHMSIM U KOPNOPaTUBHBIM pecypcam.

[Mocne 6nNOKMPOBKU:

* NONb30BaTE/lb HE CMOXET aBTOPM30BaTbCS B MOAKNHOYEHHbBIX CUCTEMAX;
e 0OCTYN K pecypcam u ponsiMm 6yaeT orpaHUyeH;

e YYeTHas 3anncb ocTaHeTcs B kaTanore IDM;

e CBSI3M C BHELUHMMMW CUCTEMAMU U FPYyNNamMmn CoXpaHaTCs.

. BnokunpoBka NogxoauT A5 BPEMEHHOIO OrpaHUYeHns 4ocTyna 6e3 yaaneHusl y4eTHOM
3anMcu 1 noTepu cBA3el nosb3oBaTens.

YT100bI 326N10KNPOBAThb MNOSIb30BaTENS:

1. Nepengute B naHens IDM - Kartanor.

2. OTKponTe narnky, B KOTOPOW Haxo4uTCcsa Nofib3oBaTeb.

3. Ha Bknagke MNMonb3oBaTenu OTKPONTE MEHIO AEUCTBUN C HY>XHbIM MOMb30BaTeNEeM U BbibepuTe
nenctene 3a6noKupoBaTh.

4.TopaTBepanTe AeNCTBME B OTKPbLIBLUEMCS OKHE.

[Mocne noaTBepXAeHUs nonb3oBaTenb OyaeT nepeBeeH B CTaTyC 3ab/I0KMPOBAHHOTO.
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YpaneHue nonb3oBaTens
YpaneHve nonb3oBaTtend NOMHOCTbLIO yAaNnsAeT yYeTHYHO 3anncb M3 katanora IDM.
Mpu yoaneHuu:

e YOANATCA CBA3W NoMb3oBaTens;
* YOANATCSA KOPNopaTUBHbIE HAa3HaYeHNs;
* Nofb30BaTeslb TePSAET AOCTYN KO BCEM pecypcam.

I\ YoaneHue nonb3oBaTesis ABSETCS H606paTVIMOl7I onepauMeVl.

YT0o6bl yoannTb nonb3oBaTens:

1. Nepengute B naHens IDM - Kartanor.

2. OTKponTe narnky, B KOTOPOW HaxoguTcs Nofb3oBaTeb.

3. Ha Bknagke MNMonb3oBaTenu oTKPOUTE MEHIO AENCTBUIN C HYXXHbBIM Nofib30BaTeNneM 1 BbibepuTe
nencteve Ypanutb.

4.TopaTteBepanTe AeUCTBME B OTKPbLIBLUEMCS OKHE.

[Mocne NnoATBEPXAEHUS YYeTHas 3annucb 6yaeT NOMHOCTLIO yaaneHa ua katanora IDM.

CMOTpuUTe Takxe

e 0630p KpnntoAPM IDM — obwasn nHpopmaumsa o cucteme IDM, eé HasHauyeHUM U KOMMOHEHTaX.

e RBAC mopgenb B KpuntoAPM IDM — onvcaHue ponieBon Mogenn gocTyna, PecypcoB, PONeN N Nx
CBSI3X C NONb30BaTENSIMU U rpynnamMu.

e KoHHekTopbl B KpuntoAPM IDM — 0630p KOHHekTopoB B KpuntoAPM IDM, BK/toYas NpuHLUMIIbI
paboTbl, TUMbl UHTErPaLUA 1 O6LLYO MOAENb CUHXPOHU3AUUN C BHELUHUMW CUCTEMAMMU.
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OTKprTb CTaTbio Ha canTe

RBAC B KpuntoAPM IDM

B aToM pykoBoacTBe Bbl y3HaeTe, 4To Takoe RBAC, kak oH peanusosaH B KpuntoAPM IDM,
HayuyuTeCb ynpaBnaTb CUCTEMaMU, pecypcamm, PONSMU, a TakXXe HasHayaTb JOCTYM NoJsib3oBaTeNnsam
W rpynnam.

CopepxxaHue:

¢ OcHoBHble noHATUA RBAC

¢ Kak pa6otaeT RBAC B KpuntoAPM IDM
e YnpaBneHue cuctemamu RBAC

» YNpaBreHue pecypcamm

* YripaBneHue ponsamu

» HasHauyeHue nonb3oBaTenen n rpynn

e HacnepoBaHue npas

¢ BnugHue RBAC Ha npunoxeHus 1D

o CMOTpUTE Takxe

OcHoBHble noHATUA RBAC

RBAC (Role-Based Access Control) — 3To MexaHW3M pofieBoro ynpasneHns AoCTYnoM B
KpuntoAPM IDM, KOTOpbLIN NO3BONSAET LLEHTPaIN30BaHHO yNpPaBisaTb NpaBaMu NoJib30BaTeNen n
rpynn B KOPNopaTUBHbIX CUCTEMAX.

RBAC-mMogenb onpegenser:

* K KakuM pecypcam rnosb3oBaTeslb MOXET MonyyYnTb JOCTY;
* Kakue JeNCTBMSA eMy paspeLLeHbl;

yepes Kakue ponu NpefocTaBnsaoTCa Npasa;

Kakue nonb3oBaTenu 1 rpynnbl y4acTBYHOT B CUCTEMe AOCTyna.

B KpuntoAPM IDM RBAC TecHO nHTerpupoBaH ¢ cuctemon ID n MoXeT UCronb3oBaTbCs ANs
orpaHnyeHust Bxoga B MPUIOXeHUS.

RBAC-mogenb B KpuntoAPM IDM CTpOoUTCS M3 HECKOMbKUX KHOYEBbIX CYLLHOCTEN.

CyLlHOCTb HasHaueHue

Cucrtema Jlornyeckas o6nacTtb ynpaBneHus 4OCTynom
Pecypc OO6BEKT, K KOTOPOMY MpefocTaBnsaeTcsa 4OCTyn
Ponb Habop pa3peLleHnit BHyTPU CUCTEMDI
Monb3oBaTtenb YyeTHas 3anucb IDM
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CyuHocTb HasHaueHue

Fpynna O6begmnHeHve nonb3oBaTenen 4ns MaccoBoro
Ha3Ha4deHuna npas

Kak patoTtaet RBAC B KpuntoAPM IDM

RBAC B KpuntoAPM IDM pa6oTaeT no crnegytowemMy NpuHUMNY:

1. Co3paeTtca cuctema RBAC.

2. BHYTpu cuCTeMbI CO34at0TCA pecypchbl U ponu.

3. MNonb3oBatensam nam rpynnam HasHayatoTCs Ponu.

4. Ponn npegocTaBnaroT AOCTYN K pecypcam.

5. MNpu aBTOPU3aLUN CUCTEMA NPOBEPSIET Ha3HAYEHHbIE PONN U onpeaensieT 4OCTYN Nonb3oBaTens.

RBAC nos3BonsieT LeHTpanmM3oBaHHO yrpasB/sTb OCTYNOM 6€3 HeO6XOAMMOCTU BPYYHYH Ha3HavaTb
npa.a KaXk4oMy nosib30BaTesto.

YnpasneHune cuctemamm RBAC

Cuctema RBAC — 3TO KOHTENHEP, BHYTPU KOTOPOro 06benHAKOTCS PeCcypcChbl, POSM U Ha3HaYeHus
nonb3oBaTenen.

B kauecTBe cnucTeMbl MOTYT UCMOMb30BaTbCA:

e KOpPropaTUBHbIE NPUTOXEHWUS;
e BHYTPEHHWNE CEPBUCHI;

e MopTansl;

e MHOOPMALMOHHBLIE CUCTEMBI.

B KpuntoAPM IDM cuctembl RBAC cBsi3aHbl € NpunoxeHusamm us ID.

. B ID npunoxeHne oTBeYaeT 3a aBTOpM3aLMIO U BXOS, Nonb3osaTtens, a B IDM 310 xe

npuno>xeHne BbICTyMNaeT KaK CYyLWHOCTb RBAC pns ynpasieHnda OOCTYMNOM.

Ka)kgas cMcteMa MOXET BK/tOYaTb:

e CMNCOK PECYpPCOB;
e HaBop ponen;

e NoNb3oBaTenen;

e rpynnbl NoNb30BaTenNen;
 NpaBuna gocTtyna.
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Co3pgaHune cnuctemsl

1. NMepengute B naHens IDM - RBAC.

2.
HaxxmuTe Ha KHoMKy Co3faTb cucTemMy

3. YKaxuTe napameTpbl CUCTEMBI:

o HasBaHue cuctembl — oTOGpaXaemMoe UMS CUCTEMBI;
o OnNucaHue — JononHUTENbHaa MHPopmMaumsa o cucteme (Heobsi3aTesNbHO);
o Agpec cuctembl — URL cuctembl, KoTopoe 6yaeT ncnonb3oBatbcs B RBAC.

4. Haxmute Co3patb.

YpaneHne cuctemsol

1. NMepengute B naHens IDM - RBAC.
2. 0
HaxxmMuTe Ha KHONKy Ypaanutb Ha NaHesnu C Hy>KHOM CUCTEMOW.

3. I'Io,u,TBepp,MTe nencreuve B OTKpPbIBLUEMCHA OKHE.

YnpaBneHue pecypcamu

Pecypc — 310 06beKT gocTyna BHyTpu cuctembl RBAC.

PeCprbI MCNONb3YKOTCA OJ1d pa3rpaHnyeHna gocTtyna nonb3oBaTesnien un rpynn K otaesibHbIM
KOMIMOHEHTaM CUCTEMbI UJTN NMPUNOXKEHUA.

B KayecTBe pecypcoB MOTyT BbICTyNaTb:

* pasfenbl NPUNOXKEHUS;
* AAMUHUCTPATUBHbIE NaHenNu;
e BHYTPEHHUE CEPBUCHI;

* MOAYNN CUCTEMBI;

e OU3HEC-QYHKLUNMN.

Co3pgaHue pecypca

1. Mepengute B naHens IDM - RBAC.
2. OTKpOWNTE HY>XXHYHO CUCTEMY U NepenauTe Ha BKnagky Pecypcbl.

3.
Haxxmute kHonky [Lo6aBUTb = B CMUCKe pecypcos.

4. YKaxnuTe Ha3BaHMeE N oNncaHune pecypca.
5. Haxxmute Co3paTtb.

lMocne co3gaHus pecypc nosiBUTCS B CMIMCKE PECypPCOoOB CUCTEMbI U CTAHET AOCTYMNeH Ans
Ha3Ha4deHunA ponel7|, nosb3oBaTenen n rpynn.
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PefakTupoBaHue pecypca
Y pecypca MOXHO U3MEHUTb Ha3BaHWE U ONUCaHue.
YTO6bl UIIMEHUTb MapaMeTpbl pecypca:

1. Mepengute B naHens IDM - RBAC.
2. OTKPOWNTE HY>XXHYHO CUCTEMY M NepenamnTe Ha BKnagky Pecypcbl.
3. OTKpONTE MEHIO AENCTBUI NO KHOMKe ELe Ha naHenu ¢ Hy>XHbIM PeCypCOM.

4. Bolbepute genctene PegaktupoBaTthb.

Q) Ponu O Pecypchbl

Cnmcok pecypcos Monb3osatenu Mpynnbi 22 s

P2

O CuHXpoHU3auus

YnpasneHue CUHXDOHU3aLMeN kaTanora

Y 3TOr0 pecypca foka HeT nonb3osarenei

| /' PepaktupoBatb

O VYoanute \

5. B OTKpbIBLUEMCS OKHE YKaXXWUTe HOBble NMapameTpbl pecypca.

6. CoxpaHnTe N3MeHEHMUs.

YnaneHue pecypca

YpaneHue pecypca OTMEHSIET BCe CBSI3aHHble C HUM Ha3HaveHusl nonb3oBaTenen, rpynnu ponel7|.

I\ Mocne yoaneHus pecypc nepecTaHeT y4acTBOBaTb B MpoBepKe AocTyna. [Monb3oBaTenu,
paHee MMeBLUME AOCTYN Yepes 3TOT pecypc, MOTepArT COOTBETCTBYOLLME NpaBa.

1. Mepengute B naHens IDM - RBAC.

2. OTKpOWTE HYXXHYIO CUCTEMY U NepenguTe Ha BKNagky Pecypchbl.

3. OTKpONTE MEHIO AENCTBUI NO KHOMKe ELe Ha naHenu ¢ Hy>XHbIM PeCcypCcoOM.
4. BblGepuTe genctene Yganutb.

5. MoarBepouTe OeNCTBME B OTKPLIBLUEMCSH OKHE.

YnpaBneHne ponsamu

Ponb — 3T0 nornyeckoe o6beamHeHMe NpaB AOCTyna BHYTPU CUCTEMDI.

000 «Uundpposbie TexHoNnorum» o Trusted.ru

331



KpuntoAPM IDM

Penuns v1.0

Ponu nossonstoT ynpaBiAaATb AOCTYNOM He ONnd Ka>kaoro nojib3oBatend oTaesibHO, a cpas3sy Aanld

rpynnbl Nonb3oBaTenen ¢ OANHAKOBbIMU 06S3aHHOCTAMMU.
Mpumepsbl ponen:

e AOMUHUCTpaTOP;
o MeHepxep;

e PykoBoguTernb;

o COTpyQHUK;

o AyouTop.

Co3pgaHune ponu

1. Mepengute B naHens IDM - RBAC.
2. OTKpOWTE HY>XXHYHO CUCTEMY U NepenauTe Ha BKnagky Ponu.

3. @

Haxxmnte [lo6aBUTb poJib
4. YKaXxnuTe Ha3BaHMe N onNncaHune posu.
5. CoxpaHuTe U3MEHEHMSI.

Pepa KTUpoBaHUE POJIn

1. NMepengute B naHens IDM - RBAC.
2. OTKpONTE HYXHYHO CUCTEMY U NepenanTe Ha BKnagky Ponu.

3. OTKpONTE MEHIO AENCTBUIN MO KHOMKe ELLe Ha MaHenu ¢ Hy>XHOW POoribHo.

4. BblbepuTe genctemne PegakTupoBaTtb.

(b Ponu O Pecypcbl

Cniucok ponei AOMUHWCTpaTOp KaTarnora

Ynpasnser Bceit CTPYKTypoi katanora IDM
Y 3TOi ponu Noka HeT HasHaYeHni
% A,ElMVIHVICTpaTOp Kartanora

YnpaBsnseT Bceit CTDVKTVDON Katanora IDM

I /' PepaktupoBatb I
O Yoanuts \

5.B OTKpPbIBLUEMCA OKHE YKa>XUTe HOBblE NMapamMeTpbl posn.

6. CoxpaHunTe N3MeHeHuUs.

YpoaneHue ponu

1. Mepengute B naHens IDM - RBAC.
2. OTKpOWUTE HYXXHYIO CUCTEMY U NepenauTe Ha BKnagky Ponu.

3. OTKpoNTE MEHIO AENCTBUIN NO KHOMKe ELe Ha NaHenu ¢ Hy>KHOW POorbHo.
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4. BblGepuTe gencteve Yganutb.
5. MoarBepouTe OeNCTBME B OTKPLIBLUEMCSH OKHE.

Has3HayeHWe nonb3oBaTenemn u rpynn

B KpuntoAPM IDM pocTyn MOXeT Ha3dHavaTbCs:

e OTAENbHBIM NONb30BaTENSM;
e rpynnam nosnb3oBaTtenen IDM.

HasHauyeHue yepes rpynribl NO3BOJIAET aBTOMaTUYECKN NPenoCTaBsiIATb AOCTYN Cpa3y HECKOJIbKUM
nosib3oBaTesidM.

Ha3HadyeHune nonb3oBaTens
YTO6bl Ha3HaUMTb NONb30BaTeNd Ha pecypc:

1. Nepengute B naHens IDM - RBAC.
2. OTKpoOnTE HYXXHYH CUCTEMY U NepenauTe Ha BKNagky Pecypcbl.
3. B o6bnactu crnpasa nepengute Ha Bknagky Monb3oBatenu.
4. S
HaxxmuTe kHornky [106aBuUTb nonb3oBaTens

5.B OTKpPbIBLUEMCA OKHE YKa>XUTe noJjib3oBaTtend u Bbl6epI/1Te Ponb.

[o6aBuTb nonb3oBaTens X

Mouck nonb3oBaTens sBegetca no id, login, email, BHelwHUM email,
nickname, UMeHu unun pamunuu.

Porb *

Bbibepute ponb v

6. Haxxmunte [lo6aBUTb.
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(E) Ponu O Pecypchbl

Crnu1cok pecypcoB

Monb3oBatenu Fpynnsi o 'n‘-ﬂ

O CuHXpoHU3aLmsi

YnpaBreHue CUHXpoHn3aLmelt katanora o

2, Crenan Kynakos AOMUHUCTpaTOp KaTa... v ﬁ

lMocne HaszHa4yeHUs1 Nonb3oBaTeNb nony4unT COOTBeTCTByFOU.l,MVI OocTyn.

Ha3HauyeHune rpynnbl
YTO6bl Ha3HaYMTb rPYNNy Ha pecypc:

1. Mepengute B naHens IDM - RBAC.
2. OTKpOWTE HYXXHYHO CUCTEMY U NepenauTe Ha BKNnagky Pecypchbl.
3. B o6bnactu cnpasa nepengute Ha Bknagky Monb3oBaTenu.
4. =2
Haxxmute kHonky [Lo6aBuUTb rpynny
5. B OTKpbIBLUEMCSH OKHE YKaxuTe rpynny u Bbibepute porsib.

6. Haxxmunte [Lo6aBUTb.

(b Ponu O Pecypchl

Cnucok pecypcoB

K

Monb3oBatenu Fpynnel &5

O CuHXpoHU3aLus

YnpasneHue cUHXpoHU3aLueil katanora - =
G ERudsEty e82 Administrators AAMMHACTPATOP KaTa... v (]

lMocne Ha3HayeHus1 BCe Nosib3oBaTenu rpynnbl nony4yat COOTBeTCTByI-OLU,Mﬁ AocTyn.

« YTOGbI yoanuTb Ha3HaYeHHOro Nosib3oBaTensa Unu rpynny U3 pecypca, HaxvuTte YaanuTb

Ha NaHesin COOTBETCTBYHOLLEro nosib3oBatena uiu rpynnel.

¥ [na nsmeHeHus pPonun Bbl6epl/ITe HOBYIO POJib B BbilNMagaroweM CrnnckKe Ha naHesnmn
nosib3oBaTesid Uiaun rpynnol.
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HacnepoBaHue npas

RBAC B KpuntoAPM IDM nopgaep>xnBaeTt HacnegoBaHWe rnpas vyepes rpynnol.
OTO O3HavaerT:

 €CNM PONb Ha3HayeHa rpynne;
* BCe MNonb3oBaTeny rpynnbl aBTOMaTUYECKK NOyYaroT AOCTY;
* NpW JOGaBNEHNM HOBOMO MOJSIb30BaTENSA B FPYNMy npaBa NPUMEHSIIOTCA aBTOMATUYECKMU.

HacnepoBaHue ynpolaeT aAMUHUCTPUPOBaHME KPYMHbLIX KOPMOPAaTUBHBLIX CTPYKTYP U CHUXaeT
KOJIMYECTBO PYYHbIX Onepauui.

BnnaHne RBAC Ha npunoxeHus ID

RBAC Hanpsimyto BNUSIET Ha AOCTYN Nonb3oBaTtesnien K npunoxenuam ID.

OTO 0fiHa N3 KNoYeBbIX 0CO06eHHOoCTen akocucTemMbl KpuntoAPM IDM.

Kak 310 paboTaeTt
Ecnn npunoxeHue cylecTByeT TONbKO B ID:

* NMOSIb30BaTENb MOXET aBTOPU30BATLCS B MPUOXEHUN;
e [OCTYN perynupyetcs MexaHnamamu ID.

Ecnn gna npunoxenus cosgaetca RBAC-mogens B IDM:

e BXO[, HauMHaeT KoHTponmpoBaTbcs RBAC;
e NONb30BaTeNb AO/HKEH UMETb COOTBETCTBYIOLLYIO POSb UMK HAa3HaAYeHne;
e NMPW OTCYTCTBMW JOCTYyMa aBTopmn3auma 6ygeT 3arnpeLleHa.

YTO NPOMUCXOAMUT NPU OTCYTCTBUM Ha3HAYEHUN
Ecnun ANA NPUNOXeEHNA:

e co3gaHa RBAC-cucrtema;
e CO3[aHbl pecypchl;
e HO NONb30BATESItO HE Ha3HaYyeH AOoCTyn,

TO NoNb30BaTeNb HE CMOXET BOUTU B NPUIOXEHME faxe Npu ycnewHon ayTeHTudumkaumm yepes ID.
Taknum obpasom:

¢ ID oTBevaeT 3a ayTeHTMdPUKaLMIO NONb30BaTenNs;
o IDM oTBeuaeT 3a aBTOPU3aLMIO N KOHTPOJb AOCTYynNa.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 335



KpuntoAPM IDM Penns v1.0

¢ |D n IDM o6pasytoT eamHyto IAM-akocuctemy, rae ID BbinonHAeT ponb ldentity Provider, a
IDM — UeHTpanM3oBaHHOW CUCTEMBbI YMPaBeHUS KOPNopaTUBHbLIM AOCTYMOM.

CMOTpuUTE Takxe

e 0630p KpnntoAPM IDM — o6Lwwas nipopmauus o cucteme IDM, e€ HazHauYeHMM N KOMMOHEHTax.

e Katanor B KpuntoAPM IDM — onuncaHwne CTpYKTYpbl KaTanora nofib3oBatenen, rpynn v nanok.

e KoHHekTopbl B KpnntoAPM IDM — 0630p KOHHekTopoB B KpuntoAPM IDM, BK/toYas NpuHUMNbI
paboThbl, TUMbI MHTErPaLUN U O6LLYH MOAESb CUHXPOHU3ALMM C BHELLIHUMU CUCTEMAMMU.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 336



KpuntoAPM IDM Penns v1.0

OTKprTb CTaTbio Ha canTe

KoHHekTOopbl B KpnunTtoAPM IDM

B aTOM pyKOBOACTBE Bbl y3HaeTe, YTO Takoe KOHHeKTopbl B KpuntoAPM IDM. Y3HaeTe, 4YeM OHMU
OTNIMYaOTCA OT AOBEPEHHBIX NPoBanaepoB. Hayuntecb co3gaBaTb U HAaCTpamBaTb KOHHEKTOPbI,
ynpaBnsTb NpaBuIaMm COMOCTaBEHNS MONb30BaTeNEN, UMMOPTOM M SKCMOPTOM LaHHbIX, @ TakxXe
OTCNexunBaTb UCTOPUIO 3anyCKOB.

CopepixaHue:

¢ YT0 Takoe KOHHEKTOPbI

e CrMCoK KOHHEKTOPOB

» Co3paHne KoOHHeKTopa

» HacTpoWnka KoOHHeKTopa
¢ //IcTOpUs 3anyckos

» YaneHne KOHHeEKTOpa

¢ CMOTpUTE TakKXe

Y10 Takoe KOHHEKTOPDbI

KoHHekTopbl B KpunToAPM IDM npefHa3sHayeHbl 4N UHTerpaumm ¢ BHELLUHUMU KOpNopaTUBHbIMU
Katanoramu 1 cucteMmammu ynpasneHus nonb3osatenaMu. OHM NO3BOMSAOT aBTOMaTUYECKU
UMMNOPTUPOBATb, CUHXPOHU3NPOBATb U CBA3bIBATb YYETHbIE 3aNncKu nonb3oBaTenen mexay IDM u
BHELUHUMMU UCTOYHUKAMUN OaHHbIX.

C nomoubto KOHHEKTOPOB MO>XXHO LUEHTPAaJIM30BaAaHHO YMNpaBJiIATb KOPNMOopaTUBHbIMUA
nosib3oBaTensamMu, 06bLEeANHATb y4yeTHble 3anncu U3 pas3HbiX CUCTEM N NOAOEPXNBATb aKTyaJIbHOCTb
OaHHbIX 6e3 Py4YHOro agMUHUCTPUPOBaAHUA.

KOHHeKTOpr NO3BOJIAIOT:

e UMMOPTUPOBATL NONb30BaTeNEN U3 BHELUHUX CUCTEM;

o CUHXPOHU3NPOBATb U3MEHEHUA NpodUnen;

e aBTOMAaTMYECKUN Co3aBaTb KOPNOpaTUBHbIE YYETHbIE 3anncuy;
e CBA3bIBATb YYETHblE 3aMUCK U3 PasHbIX CUCTEM;

* 9KCMOPTUPOBATb U3MEHEHNA 06PATHO BO BHELLHIOW CUCTEMY;
* NoAAEPXMNBATb aKTyaslbHOCTb OPraHN3aLMOHHOM CTPYKTYpPbI.

[MpUHUMN paboTbl KOHHEKTOpPA
CVIHXpOHVI3aLI,VIFI yepe3 KOHHEKTOPbI BKJTFOYaeT HECKOJIbKO 3TaroB:

1. MNopakntoyeHre K BHeLLHeMy KaTanory.
2. Nony4yeHune nonb3oBaTesien N OpraHM3aLUmMOHHON CTPYKTYPHbI.
3. ConocTaBneHne y4YeTHbIX 3anucen.
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4. Co3gaHune nnm o6HoBNeHue nonb3oBartenen IDM.
5. O6HOBNEHME CBA3EN NOJSIb3oBaTENEN.
6. OKCNopT U3MeHeHun (Npu HeOBXOANMOCTH).

Bo Bpemsi cMHXpoHu3auum IDM co3gaeT CBSI3U MeXAy KoprnopaTUBHBIM NPoduieM nosb3oBaTtens 1
BHELHMMU CUCTEMaMM.

OanH nonb3osatenb IDM MOXeT MMeTb HECKOSIbKO cBs3en OQHOBPEMEHHO.

[Mopaep>knBaemble TUMbl KOHHEKTOPOB
B Tekywen Bepcun KpuntoAPM IDM nopaep>XmnBatoTcsi KOHHEKTOPbI:

e LDAP;
e ALD Pro.

OTnunumsa KOHHEKTOPOB OT A0OBEPEHHbIX I'IpOB&VUJ,GpOB

B skocucteme KpuntoAPM IDM cyLieCcTBYHOT fBa MeXaHU3Ma UHTerpaumm ¢ BHELWHUMU CUCTEMaMU:

Bo3mMoXHOCTb [oBepeHHbIN npoBangep ID KoHHekTop IDM
ABTOpu3auusa nonb3oBaTens v
Co3pfaHue nonb3oBaTtens npu v

nepBOM BXoje

ABTOMaTUYECKUI UMMOPT v
ronb3oBarenei 6e3 Bxoaa

CuHXpOoHM3auusa npodpuns v [Mpun aBTOpPM3aLUN v 1o pacnucaHunio 1 Bpy4YHYH
nosib3oBarens

LleHTpann3oBaHHbIA UMMOPT v
nonb3oBaTteneun

ConocTaBneHue nosb3oBaTenen OrpaHun4yeHo v
O6beanHEeHNe yYETHbIX 3anucen v
Pa6oTa c opraHusaunoHHoOM v
CTPYKTYpOM

RBAC 1 koprnopaTuBHbI KaTanor v
OKCNopT N3MEHEHU BO BHELLHIOO v
cuctemy

JoBepeHHble NpoBangepbl NpegHasHayeHbl B NepBYy0 oyepedb Ans ayTeHTudunKaumm
rnonb3oBaTenien.
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Mpw MCnonb30BaHMM LOBEPEHHOrO NpoBangepa:

e M10JiIb30BaTeslb NOABNAETCA B CUCTEME TOJIbKO NOC/ie NepBoro Bxoaa,
e NepBoOHa4aibHaaA IMHKOBKa BbIMOJIHAETCA Yepe3 aBTOpun3auunto,
e NOJIb30BaTesib A0J1XXEH CaMOCTOATEJNIbHO I'lpOVITVI BXO[ 4epes BHELLHWM npOBaVuJ,ep.

Takon nogxopn NogxoguTt He6ONbLINM OopraHn3aunam n npocTbiM CUEeHapuUamMm UHTerpaunn.

KoHHekTOopbl IDM nogxogat and KoprnopaTuBHbIX CLEHapUeB C LeHTpaniM3oBaHHbIM yrpaB/ieHUeM
Nnonb3oBaTeNSAMN N CUHXPOHU3aLUMEN KaTanoros.

IDM camocTOoATENBHO:

* NMOAKI/HOYAETCA K BHELLHEN CUCTEME;

e UMMOPTUPYET NoSib30BaTeNeN;

e CO3/JlaeT KOpropaTMUBHbIE YYETHbIE 3anncuy;

* BbIMOJIHSIET COMOCTaB/IEHNE NOSb30BaTENEN;

o 06beaMnHAET yYeTHble 3aM1cu U3 pasHbIX CUCTEM.

Mocne nmnopTa nonb3oBaTenb yXe cywecTByeT B IDM n MoXeT aBTOpM30BaTbCA Yepes AOCTYMHble
Cnoco6bl BXxoga 6e3 He06X0AMMOCTU NEPBUYHOMN aBTOPU3aLIMKN Yepes NpoBangep.

CnNCcokK KOHHEKTOPOB

B pas3nene KOHHeKTopr 0To6pa>KaeTc;| cBOAHasdA MH(DOpMaLl,MFl no Ka>aomMy noakKnro4YeHuro. OHa
Nno3BOJNiIAEeT 6bICTpO OUEHUTb COCTOAHUE CUHXPOHU3aLUNN 6e3 nepexona B HaCTpOVIKM KOHHEKTOpPa.

Kaxxabin KOHHEKTOpP 0To6pa>|<aeTc9| B BUOE KapTO4KKU CO cnegyrowimMmn napamMeTpamu:

OcHOBHasa UHpopMaLma

¢ ima KoHHeKTOpa — Ha3BaHWe MOOKIIFOYEHUS

e TN — TUN UCTOYHMKA JAHHbIX

o CocTosiIHMEe aKTUBHOCTU — aKTUBEH UM OTKIHOYEH
o Appec cepBepa — URL nogkntoyeHus

PeXXnM CUHXPOHM3aLUun

. |/|MI10pT— PeXnM BbINOJIHEHUA UMMNOPTa
¢ AKTUBHbIE MeTOoAbl UMMOPTa — Kakne onepaumn BbliMOMHAOTCS NPU nMnopTe
¢ AKTUBHbIE MeToAbI QKCNOopTa — KaKune onepaunmn BbINONHAKOTCA NMPU 3KCNopTe

MocnepHUi 3anyck CUHXPOHM3aLMM

 CTaTyc BbINONIHEHUSA
 [laTa n BpeMs nocnegHero sanycka
o NUTENbHOCTb BbINOMAHEHUS
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KoHHeKTopbI

ALDPRO

Tun: ALDPRO WmMnopT: Tonbko Bpy4Hyto

GO Idaps://<LDAP_SERVER>

(D MocneaHuii uMnopt 9 AKTVUBHbIE METOABI UMMOpTa 'Ij‘
k’ cosgaHue, obHoBneHue * yoaneHue: Ypoanate nonsb3osarens Npu OTCYTCTBUU aKTUBHbIX link
© COMPLETED t AKTUBHbIE METO/Ibl 3KCMOpTa
) 04.05.2026, 16:23:40 4 cospaHue, obHoBMEHNE, yaaneHne
@ 0 cek
LDAP
Tun: LDAP MmnopT: TonbKo BPY4HYO
GO Idaps://<LDAP_SERVER>
@ MocnenHuii umnopt Q AKTUBHbIE METOAbI UMMOpTa 'ﬁ

cosfaHve, obHoBMNeHWe * yaaneHune: YaansTb Nonb3oBaTens Npu oTCyTCTBUM aKTUBHbIX link

© COMPLETED 1 AKTUBHbIE MeTofbI 3KCropTa
) 13.05.2026, 13:22:24 4 cospaHue, oGHoBMEHMe, yaaneHne
@ 6 cek

Co3faHne KOHHeKTOopa

1. Nepengute B naHens IDM - KOHHeKTOpbI.

2.
Haxxmute kHonky [Lo6aBUTb

3. Co3ganTe KOHHEKTOP HEOHX0OQMMOro TMna.
Ob6paTuTech K OTAENbHON UHCTPYKLMN:

o LDAP
o ALD Pro

4. CoxpaHuTe U3MeHeHMUs.
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HacTpolika KOHHeKTopa

Kak OTKpbITb HAaCTPOWMKM KOHHEKTopa

HacTpoiku KOHHEKTopa AOCTYMHbI B naHeny IDM 1 No3BONSOT yNpaBiaTh CUHXPOHMU3ALMEN,
npaBuIaMmn CONoCTaBNEHUS, pacnncaHMeM U napaMeTpamMmn NOAKNHYEHUS.

1. Mepengute B NnaHens IDM

2. OTkponTe BKNaaKy KOHHeKTOopbI.

3. B cnncke BbIGEPUTE HYXHBIN KOHHEKTOP.

4. Ha)XKMUTe Ha KapTO4Ky KOHHEKTOpa, YTOObl OTKPbITb €ro HaCTPONKMU.

[MpuBA3Ka NULIEH3UU

1. OTKpOWTE HAaCTPOMKMN HYXXHOIrO KOHHEKTOpA.
2. PackponTe 6510k MNMapameTpbl NOAKIIOUYEHUS.

3. B none JlnueHsua godaBbTe NNLEH3NIO OJHUM U3 CMTOCOBOOB:

o BblbepuTe K04 13 BbliMagatowero cnucka (ecnu nuueH3us y>XXe COXpaHeHa B CVICTeMe),

NuueHsuna

MB1HK-XXXXX-HMAFM v

B pamkax ofHOI NMUEH3MN Bbl MOXETe UCMOMb30BaTb OAWH M TOT Xe agpec cepeepa

o Haxkmute JJo6aBuTb 1 B OTKpbIBLUEMCA OKHE BBEeguUTe J'IVILl,eH3VIOHHbIVI KJTHOu.

BBecTu 3HayeHue X

4. CoxpaHuTe U3MEHeHUs.

Pexxum CUHXPOHU3aLNN

Pexum CUHXPOHM3aUKMN onpependeT, Kaknue onepaunmn BbINOIHAKTCA NPKU 3anyCKe KOHHEeKTOopa —
MMMNOPT, 3KCMNOPT UJIN UX BapUaHTbl C NOJSTHOM nepes3anncbio gaHHbIX.

OH BNUAIET TOSIbKO Ha 06pPabOoTKYy AaHHbIX U HE onpenensieT BpemMs 3arnycka.
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YTO6bI HaCTPOUTb PeXM CUHXPOHU3aLUNN:

1. OTKpOWTE HAaCTPOMKMN HYXXHOIrO KOHHEKTOpPa.
2. B nepBoM 6510Ke YyCTaHOBUTE HEOBXOAUMbIE HAaCTPOMKMU:

MapameTp OnucaHue

MMnOpTMpOBaTb BbinonnsieT CTaHJJ,apTHbIﬁ MMNOPT AaHHbIX COrnacHo
npasusiaM conocTaBJieHNA nonb3oBaTtenen.

MUmnopTupoBaTthb (nepe3anuch AaHHbIX) MoNHOCTbIO Nepe3anucbiBaeT AaHHble Nosib3oBaTesNs
LaHHbIMMW U3 BHELLHEN cUCTeMbI. Micnonb3yeTcs Kak
PEXWM MOSTHOWM CUHXPOHM3ALMN.

OkcnopTupoBaTb MepepaeT U3MeHeHUs NoMb30BaTeNen B BHELLHIOW
CUCTEMY COrIaCHO MpaBunam aKcnopTa.

OkcnopTupoBaTb (Nepesanucb JaHHbIX) MoNHOCTbIO Nepe3anucbiBaeT AaHHble BO BHELLHEN

cucteme gaHHbiMu n3 IDM. UicnonbayeTtcsa ans
npuBeaeHUs BHELWHEN CUCTEeMbI K COCTOsSIHUIO IDM.

¢ PeXumbl c nepesanncbio BbIMOMHAKOT MNOMHYH CUHXPOHMU3aLMIO AaHHbIX U MOTYT U3MEHATb
3anncu Bo BHelHen cucteme unm B IDM.

N3meHeHuns COXpPaHAKTCA aBTOMaTU4YECKU

PacnucaHune CUHXpPOHMU3aLUN

PacnucaHne CUHXPOHU3aLMK onpeaenseT, Korga KOHHEKTOP BbINOMHSET ornepaumm umnopTa u
akcnopTa. OHO He BNUSIET Ha NIOFUKY 06PaBOTKMN faHHbIX — TOMbKO 3a4aéT MOMEHT 3anycka
CUHXPOHM3aLMM.

Mcnonb3oBaHme pacnvcaHnsa No3BonsieT aBTOMaTUYECKM NOAAEPXKMBATDL aKTyanbHOCTb AaHHbIX
mexgy IDM n BHelWwHnMK cnuctemMamm 6e3 py4yHoro 3anycka.

YTO6blI HACTPOUTbL pacrnmcaHue:
1. OTKpOMTE HAaCTPOMKUN HYXXHOIro KOHHEKTOpaA.

2. Packponte 610k PacnucaHue.
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Pacnucanne

KoHHeKTOp aKkTnBeH

Penuns v1.0

YI'IpaBJ'IﬂeT 06LWMM COCTOSHUEM KOHHEKTOpa 1 ero JOCTYMHOCTbIO A4 3anycka rno pacrnucaHuio u Bpy4Hyt.

@ TonbKO BPYYHYHO
O Kaxabie
O ExxenHeBHO

O ExxeHenenbHo

3. BKnounTe nnm oTkNouuTe KOHHEKTOP C NOMOLWbIO NapaMeTpa KOHHeKTOP AKTUBEH.

& Ecnn KOHHEKTOP HeaKTUBEH, aBTOMaTn4eCckunue n py4Hble 3anyCkKn CUMHXpPOHN3auunmn

HeOOoCTYMHbI.

4. YCTaHOBUTE HEOBXOAMMbIE HACTPOMKMK pexnma:

Pexxum

TonbKo Bpy4YHyt0o

Kaxpable

E>xegHeBHO

ExxeHepenbHoO

5. Haxkmute CoxXpaHuUTb.

I'Ipanma COMNOCTaB/IEHUS NONb30BaTENEN

OnucaHue

CVIHXpOHVI3aLI,VIF| BbIMNOJTHAETCA TOJIbKO MO MHULMATUBE
nonb3oBaTtens. ABToMmaTuyeckume 3anyCKu
OTKJTHOYEHDbI.

CVHXPOHM3aLMsA 3anycKaeTcs C 3afaHHbIM
WMHTEpPBasioM BpeMeHU (Hanpumep, Kaxable 15 MUHYT
unn 1 4ac).

CVIHXpOHVI3aLI,I/IF| BbIMOJTHAETCA OAWH pa3 B ieHb B
YKa3aHHOe BpeMA4.

CUHXpPOHU3aLUMsa BbIMOMHAETCS OAMH pa3 B Hedeno B
BblGpaHHble AHU U BpeMs.

MpaBuna conocTaBneHnsa onpeaenstoT, kak IDM cBsa3bliBaeT 3annucu U3 BHELWHUX CUCTEM C

cyuwecTByrOWwWMMN y4eTHbIMK 3anncaMm B KaTanore.
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ConocTaBrieHne NO3BONSET:

* n3bexaTb Ay6nMpoBaHns Nonb3oBaTeNnen;
e 0O0bEeUHATb YYEeTHble 3arnucu.

YT06bl HACTPOUTL COMOCTaB/IEHME:
1. OTKpOMTE HAaCTPOMKUN HYXXHOIo KOHHEKTOpa.

2. PackponTe 6510k MNMpaBuna conocraBneHus nosib3oBaTenen.

ﬂpanma cornocTaBneHns rnonb3oBaTesnien ~

OnpepenserT, Kak UMNopT cBasbiBaeT 3anucu LDAP ¢ cyulecTsyowmmm nonb3osarenamv IDM

CyuntaTtb UMMOpTUPYeMbIi email NoATBEPXAEHHbBIM
CunTaTh MMMNOPTUPYEMBIit TeNnedoH NoATBEPXKAEHHLIM

C6pacebiBaTtb naponb B AD npu cmeHe napons B IDM
Maponb oTtnpasnsetcs B LDAP cpa3sy npu cmexe B IDM, 6e3 oxuaaHua pacnmcaHus CUHXpoHU3aLum
[Mone conoctaBneHuns

3ﬂeKTpOHHaFI noyta v

[MNoBefeHve npu Heo[HO3HaYHOM CoBMageHUn

MponyckaTb »

3. YcTaHoBUTe NnapamMeTpbl 06paboTKU JaHHbIX:

o CunTaTb UMNOPTUPYEMbIK email noaTBEPXKAEHHBIM — 3/1IEKTPOHHbIV apec, NoyYEeHHbIN U3
BHELLUHEN CUCTEMbI, aBTOMATUYECKN CYMTAETCS NOATBEPXXAEHHDIM;

o CunTaTb UMNOPTUPYEMbIA TeENePOoH NoaTBEPXKAEHHBIM — TenedoH, NoNyYeHHbIN 13
BHELUHEN CUCTEMbI, aBTOMaTUUYECKN CYUMTAETCSA NOATBEPXKAEHHbLIM;

o CopacbiBaTb naposb nNpu cmeHe napons B IDM — naposib 0TApaBnseTcsi BO BHELHIOO
cucTeMy cpasy npu cmeHe B IDM, 6e3 oxxngaHnsa pacnmucaHus CUHXPOHU3auuMN.

4. BblbepuTe none conocTraB/ieHUS:

o ONIeKTpOoHHas noyTa,
o JloruH,

o Gamunus,

o Nms.

& PeKomer,yeTc;l MCNob30BaTb YHUKaAJIbHbI€ VIJJ,eHTI/I(bIAKaTOpr (Hanpmmep, no4yTa nnun
JTIOMVH) 0na npenorepalleHna NNoOXHbIX coBMNageHun.
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5. HaCTpOl;iTe noeepgeHve npu HeogHo3Ha4YyHoOM coBnageHunu:

o NMponyckaTb — 3anucb He OyAeT UMMOPTUPOBAHA;
o CunTaTb OLUMGKOMN — MMMOPT 3aBEPLUNTCS C OLUMBKOK;
o Co3paBaTb OTAE/NIbHO — GYyAeT CO34aH HOBbIV NMonb3oBaTesnb 6€3 06begUHEeHUS.

6. Haxxmnte CoxpaHuUTb.

HacTpoiika nmnopTa

|/|MI'IOpT Nno3BoJSIAeT aBTOMaTUYeCKN co3gaBaTtb U OBHOBNATL Nosib3oBaTesien IDM Ha oCHOBe faHHbIX
BHeLWlHero Kartasnora.

YTO6bl HACTPOUTb UMMOPT:

1. OTKpOMTE HAaCTPOMKUN HYXXHOIrO KOHHEKTOpaA.
2. PackponTe 6510k MNapameTpbl UMnopTa.
3. Bkntounte nnm oTkNHOYMTE MMMNOPT C MOMOLLbIO HAaCTPONKM BKIOYMTD UMMNOPT.

4. HaCTpOVITe, KaK CUCTEMa o6pa6aTb|BaeT OaHHble NMpun NnonyyYeHnn N3 BHELWHEro Katasora:

o Co3faHue HOBbIX Nosib3oBaTenen — npu 06Hapy>XEHUN HOBbIX 3aMNCeEN BO BHELUHEN
cucTeMe nonb3oBaTenun cosgatotcs B IDM.

o OGHOBNEHUe CYLLEeCTBYIOWMX NONb3oBaTeNne — AaHHble CYLLEeCTBYOLWNX NOb30BaTeNen
OBHOBNAKOTCA B COOTBETCTBMU C NMpaBuMIamMu ConocTaBneHus.

5. BoiGepuTe npaBuno 06paboTkm Nosib30BaTeNEN, YAaNEHHbIX BO BHELIHEN CUCTEME:

o Tonbko link - Deleted — nomeyaeT CBSI3b C BHELIHEN CUCTEMOW KaK YAANEHHYHO,
nonb3oBatesnb B IDM coxpaHsaeTcs;

o YaanaTh nonb3oBaTens Npu oTCyTCTBUM aKTUBHDBIX link — nonb3oBaTenb ygansetca us IDM,
€ClN OTCYTCTBYIOT aKTUBHbIE CBA3U C BHELUHUMU CUCTEMaMMU;

o Bcerga nomeyatb nosb3oBaTtesns yaaneHHbIM — [1oib30BaTeflb COXpPaHAeTCs, HO nonyyaet
cTatyc «YaanéH».

6. HacTponTe gy6nmpoBaHue CTPYKTYpbl:

o [ly6nupoBaTb CTPYKTYpPY KaTanoroB — CO30aET U 06HoBNSET nanku B IDM B COOTBETCTBUM C
BHELLHEN CUCTEMOM;

o Aly6nupoBaTb CTPYKTYPY rpynn — CUHXPOHU3MPYET FPynmbl Nofib30BaTeNen U3 BHELWHEN
CUCTEMBI.

7. YKaxuTe napaMeTpbl MPON3BOANTESIbHOCTU:

o MHOronoTo4YHOCTb — BKJIKOYAET napasieflbHyto 06paboTKy AaHHbIX;
o Pasmep chunk — onpegensaeTt KonM4ecTBO 3anMcen, o6pabdaTbiBaeMblX 38 OANH LMK/,

8. Haxxmunte CoxpaHuUTb.
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HacTpolika akcnopTa

OKCnopT No3BoNsAeT nepegasatb n3aMmeHeHnsa n3 IDM BO BHELLHIOK CUCTEMY, o6ecrnednBas
CUMHXPOHM3ALUMNIO JaHHbIX B 06PaTHOM HarpasneHuu.

X ﬂ,OCTyI‘IHOCTb 3KCMopTa 3aBUCUT OT TUMa KOHHEKTOPa U HAaCTpoeK BHELLUHEN CUCTEMDI.

YT06bl HACTPOUTbL IKCMOPT:

1. OTKpOMTE HAaCTPOMKUN HYXXHOIo KOHHEKTOpaA.
2. PackponTe 6nok MNMapameTpbl aKcnopTa.
3. BKIounTe Mnm OTKNHOYUTE IKCMOPT C MOMOLLbKO HAaCTPONKM BKIHOUUTD 3KCNOPT.

4. HacTponTe noBegeHne npu nepegade gaHHbIX:

o CosfaBaTb OTCYTCTBYIOLLME 3aMUCU BO BHELUHEN cUcTeMe — J06aBnseT OTCYTCTBYOLWME
3aMnncu Bo BHELLHEN cucteme;

o OGHOBNATHb CyLIECTBYOLMUE 3aNUCU BO BHELLHEN CUCTEME — CUHXPOHU3UPYET UBMEHEHUSA
CYLLECTBYIOLMX 3anmcen;

o Ypanatb ypanéHHble B IDM 3anucu U3 BHeELLHe CUCTeMbl — YAaNnsieT BO BHELLHEN CUCTEME
3anucu, yaanéHHole B IDM (ecnu nogaep>XvmBaeTcs CUCTEMOM).

5. HacTpowTte gy6nmMpoBaHue CTPYKTYpbI:

o fly6nuposatb IDM-CTpyKTypy KaTanoros;
o lyénuposaTtb IDM-cTpyKTYypYy rpynn.

6. YkaxuTte napaMeTpbl MPON3BOAUTESIbHOCTU:

o MHOronoTo4YHOCTb — BKJIHOYAET NapannefibHyo 06paboTKy AaHHbIX;
o Pasmep chunk — onpegensaeTt KonM4ecTBO 3anmcen, obpadaTbiBaeMblX 32 OANH LMK,

7. Haxxmute CoxXpaHUTb.

ConocTasneHune nonen npopuns

ConocTaBneHune nonemn I'IpO(bVIJ'Iﬂ onpependeT, Kak AaHHble NOoJib30BaTeENd B IDM cBs3bIiBatOTCS C
anVI6yTaMVI Nnonb3oBaTesis BHELLHEN CUCTEMDBI npu NMNOpPTE N 3KCropTe.

o TexHnYyeckue aTpuByThl objectGUID, userAccountControl u isDeleted backend po6aBsnsiet B
3anpoc aBTOMaTUYECKMU.

[na yno6CcTBa HAaCTPOMKM CONOCTaBNEHNSA UCMONb3YNTe KHOMKY 3arpy3uTb aTpuM6yTbl — OHa
NOArpYy>aeT [OCTYMHble MNONS U3 NOAK/IOYEHHON CUCTEMBI.
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ConocTaeneHune nonen npoduns ~

@ TexHuyeckune atpubyThl “objectGUID", ‘userAccountControl” u “isDeleted’ backend go6asnset 8 LDAP 3anpoc aBToMaTn4ecku.

[ 3arpy3utb aTpubyThl ] %

HaiigeHHble LDAP atpubyThbl
* - obszaTenbHble aTpubyThl ANS UMNopTa

cn displayName gecos gidNumber givenName homeDirectory initials ipaNTSecurityldentifier ipaUniquelD

jpegPhoto krbCanonicalName krbExtraData krbLastAdminUnlock krbLastFailedAuth krbLastPwdChange

[ob6asneHune npasuna

1. OTKpOMTE HAaCTPOMKMN HYXXHOIrO KOHHEKTOpA.
2. PackponTe 6110k ConocTtasneHue noneun npopuns.
3. B pa3gene MNpasuna umnopTta nnu Mpaesuna akcnopta Haxxmute [Jo6aBUTb NpaBuno.

4. B nosiBusllemcs 610Ke YKaXXuUTe napamMeTpbl npaBusa:

o NMone npodpuna — atpmbyT nonb3osartens IDM;

o ATPUOGYT BHELLHEN CUCTEMbI — MOJ1e BO BHELIHEN CUCTEME;

o Bec — npuopuTeT npasuna (4em Bbille, TEM BaXKHee NpaBuio Npu KOHPIMKTe);

o Hopmanusauusa — o6paboTka 3HaYeHUs nepes CpaBHEHMEM UK 3anucbto. [ocTynHble
BapuaHTbl: trim (yganseT npobenbl B Ha4Yane u B KOHLe CTPOKK), lowercase (MpUBOANT CTPOKY
K HUXXKHEMY PErucCTpy), uppercase (MPUBOLUT CTPOKY K BEPXHEMY perucTpy), digits only
(ocTaBnsieT TONbKO LMOPbI, yaanss BCe oCTaNbHble CUMBOJIbI).

Mone npocpuna LDAP atpubyt Bec Hopmarnusauus
OTobpaxaemoe nms v 100 trim v .
5. Haxkmute CoxpaHuTb.
a
¥ YTO6bl yoanuTb NpaBuio, Haxxmute YaanuTb B CTPOKe COOTBETCTBYHOLLENO NpaBuia.

AKTUBHOCTb NpaBuna

Kaxxpoe npaBuio conocTaBfeHnss MOXET OblTb BK/TFOYEHO UM OTKIIOYEHO 6€e3 yaaneHus 13
KOHpUrypaumu.

o BK/IIOYEHO — MPaBUIIO NPUMEHAETCA MPU UMMOPTE U IKCNOPTE AAHHbIX.
* BbIKNlOYEHO — NPaBUIO UTHOPUPYETCS, 3HaYeHne nepenaércs 6e3 U3MeHeHWUN.
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» OTkntoyeHue npasuna yao6Ho A1 BPEMEHHOIro U3MEHEHUS TOrMKU ConocTaBneHns 6e3
noTepun HacTpoek N 6e3 He0B6XOAUMOCTU NOBTOPHOM HAaCTPOMKM.

cTopua 3anyckoB

IDM coxpaHsieT UCTOPUIO BCEX 3aMyCKOB KOHHEKTOpa. MicTopusa no3BonseT KOHTPONMpoBaTh
BbINOIHEHNE CUHXPOHM3aLMN, aHaNM3UPOoBaTh pe3ynbTaTbl UMMOPTa U 3KCMOPTa, a TakXxe
OVarHocTMpoBaTh OLUMOKN NOOKNHOYEHNA U 06PaBOTKN OaHHbIX.

[ns Ka)goro 3anycka oTo6paxatoTcs:

e TUM onepaunn (MMMNOPT UK IKCMNOPT);
e CTaTyC BbIMNOSIHEHUS;

e [laTa M BpeMs 3anycka;

e NSINTENbHOCTb BbINO/IHEHUS;

e KOJSINYECTBO 06paboTaHHbIX 3anncemn;
¢ KOJINYECTBO OLUIMOOK.

lMoka3zaTenu:
MapameTp OnucaHue
fetched KonnuecTBo 3anucen, Nony4YeHHbIX U3 BHELIHEN

cUcTembl

created KonnyecTBo cO3haHHbIX NoNb3oBaTenemn
updated KonnuyecTBo 0GHOBMEHHbIX NOIb30BaTENEN
skipped KonnuyecTBo nponyLeHHbIX 3anmcem
deactivated KonnyecTBo AeaKTMBMPOBaHHbIX MONb30BaTeNnemn
errors KonnyecTBo OLWMBOK 06paboTKM
duration O6Lwee BpeMst BbINMOHEHUST CUHXPOHU3aL MK

CKaumBaHMe oT4eTa
ﬂ,)‘lﬂ Ka>XXAo0ro 3anycka AoCTYyrnHa KHOrMKa CkayvaTb oTyerT.

OT1yert Bbirpyxaetca B popmate JSON 1 copep>XmT NONHYHO TEXHUYECKYHO MHOOPMaLUIO O
BbIMNOSIHEHNN CUHXPOHU3aLNN:

e UaeHTUdMKaTOpP 3a4auu;
e TUN 3aMnycka;
e BpEMSs Havana v 3aBepLUeHus;
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e CTaTUCTUKY 06PabOTKK;

e CBeleHUns1 00 olInbKax;

e MapamMeTpbl CUHXPOHM3ALMUN;

e INArHOCTUYECKNE METafaHHble.

MpuMep CTPYKTYpbl oTYeTa:

"job _id": "cmolhevco00lglgb2zygnaj2a",

"status": "COMPLETED",

"trigger": "MANUAL",

"started at": "2026-04-30T12:50:23.160Z",

"finished at": "2026-04-30T12:50:25.581Z",

"summary": {
"fetched":
"created":
"updated":
"skipped": 0,
"deactivated": 0,
"errors": 0

s

"errors": [1,

"meta": {
"duration ms": 2239,
"full resync": true,
"sync direction": "IMPORT"

b

}

’

O N =

YpaneHue KOHHeEKTOpa

KOHHeKTOp MOXHO yaannTb KakK U3 ero HaCtpoek, Tak h Harnpamyro n3 Cnmcka KOHHeKTOpPOB.

Cnoco6 1. YoaneHue U3 HacTpPOEK KOHHEKTOpa

1. OTKpOMTE HAaCTPOMKUN HYXXHOIo KOHHEKTOpA.

2. PackponTe 610K Opyrue pemcTeus.

3. Haxxmunte Ha KHoNKy YaanuTb KOHHEKTOoP.

4. MoatBepauTe AeNCTBUE B OTKPbIBLLUEMCS OKHE.

Cnocob6 2. YpaneHue U3 cnmcka KOHHEKTOPOB

1. Nepengute B naHens IDM - KOHHeKTOpbI.
2. 0
Ha>xmunte KHonky Ha NaHesnu C HY>XHbIM KOHHEKTOPOM.

3. I'Io,u,TBepp,MTe nencreuve B OTKpPbIBLUEMCHA OKHE.
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I\ MNpw yoaneHny KOHHeKTopa yaansieTcs TofbKO ero KOHGUrypauus u ucTopus
CUHXPOHU3aUNN.

¢ MNonb3oBaTtenu, rpynnbl U Nanku, paHee umnoptuposaHHble B IDM, He yaansatoTca
aBTOMaTMYeCKU 1 NPOA0IKAOT CyLecTBOBaThb B KaTanore IDM Kak 06blYHble 0O bEKTbI
CUCTEMBbI.

CMOTpuUTe Takxe

e 0630p KpnntoAPM IDM — obLwasn nHpopmaumsa o cucteme IDM, eé HazHauyeHUN U KOMMOHEHTaX.

e Katanor B KpuntoAPM IDM — onuncaHune CTPYKTYypbl KaTanora nofib3oBaTtenen, rpynn v narnok.

e RBAC mogenb B KpuntoAPM IDM — onucaHue poneBon Mogenun gocTyna, pecypcoB, ponen n nx
CBA3U C Mosb30oBaTeNsiMn 1 rpynnamMu.

e [NogkntoyeHne ALD Pro-kKoHHeKTOpa — MHCTPYKUMA NO NOAKIHOYEHMNIO KOHHEKTOPa K cUuctemMe
ALD Pro.

o [MogkntoyeHne LDAP-KOHHEKTOPA — MHCTPYKLMS N0 NOAKIHOYEHUIO KOHHEKTOPA K CUCTEME
LDAP.
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OTKprTb CTaTbio Ha canTe

[TogkntoyeHne koHHekTopa ALD Pro B
KpnntoAPM IDM

[ ] OTa MHCTPYKLMA BXOAUT B CEPUID CTaTel Mo HAacTPoWKe KOHHEKTOPOB. O6Las nHpopmauums
0OCTynHa B MHCTPYKUnKU KoHHekTopbl B KpunTtoAPM IDM.

ALD Pro-KOHHeKTOp no3BofdeT NogKnoynTb BHeLWHO cuctemy ALD Pro k KpuntoAPM IDM s
MMMNOPTa, 3KCNOPTa U CUHXPOHU3ALMM MNONb30BaTENEN.

Copep)xaHue:

e llar 1. MoarotoBKa BHELIHEN CUCTEMBI

e lllar 2. Co3gaHue KoOHHEKTOpa

o llar 3. MpuBsAska NMLEH3UN

o lllar 4. HacTpoWka KOHHeKTopa

e PekomeHayeMble npaBuia ConocTaBneHus rnonen npopuns
e CMOTpUTE Takxke

LLar 1. NMogrotoska y4yeTHon 3anucu B ALD Pro

Ha cTopoHe BHelwHen cucteMbl ALD Pro He06xoaMMO NOAroTOBUTbL YYETHYHO 3annchb, KoTopasi 6yaeT
MCcnonb3oBaTbCA ONA NOAKIHOYEHUA KOHHEKTOpPaA.

PekomMeHAOyeTcs NCMOJIb30BaTb CEPBUCHYHO YUYETHYHO 3anucCb C NpaBaMu Ha YTeHMe KaTasnora
nonb3osaTtenen n (NP1 He06XOAMMOCTHU) U3MEHEHMWE MAPONEN.

YyeTHas 3anucb JOsKHa:

e UMEeTb NpaBa Ha YTeHue KaTanora nosb3oBaTenem;
e UMETb NpaBa Ha YTeHue rpynn n opraHN3aunoOHHOM CTPYKTYpbI;
* NPX HEOGXOAMMOCTM — C NMpaBaMu M3MEHEHMUS aTpPUOYTOB Nofib3oBaTenen (o akcnopTa).

% B 60nblINHCTBE CJly4aeB UCMNOJIb3yeTCA OoTAeJIbHaA CepBUCHaA y4eTHad 3anncb, a He
aJJ,MVIHVICTpaTVIBHbIVI noJjib3oBaTesib JOMEHa.
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KpuntoAPM IDM

Lllar 2. Co3gaHne KOHHeKTopa

1. Mepengute B naHenb IDM - KoHHeKTOpbI.

2.
Haxxmute kHonky [Lo6aBUTb

Penuns v1.0

3.B OTKpPbIBLUEMCA OKHE YKaXunte ob6sa3aTesibHble napamMeTpbl Ana noaKN4YeHNA:

o Imsi KOHHeKTOopAa,

o Tun koHHekTOpa: ALD Pro,

o Appec cepeepa ALDPRO (aldpro_url),

o basa noucka (aldpro_base),

o YyeTHble flaHHble agMUHUCTpaTopa: JlormH agMmuHucTpaTtopa (aldpro_admin_dn) 1 Maponb
agmuHucTtpartopa (aldpro_admin_pwd).

« [Mone JInueH3una MoOXHO 3anonHUTL Nosxe. NogpobHee — B pasfene [pusaska

JINMLUEH3NN.

4. Haxxmute Co3patb.

[MapameTpbl KOHHEKTOPA

MapameTp

Nma koHHeKTOpa

Tun KOHHeKTOpa
KoHHeKTOp akTUBEH
JnueHsus

Appec cepsepa ALDPRO
(aldpro_url)

Bbasa noucka (aldpro_base)

dunbTp Noucka (aldpro_filter)

WNcTouHmnk LDAP/AD
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O6as3aTenbHoe

OnucaHue

OToGparkaemoe Ha3BaHue
KOHHeKTopa B nHTepdence IDM.
VicnonbayeTtcs onsa naeHtudmnkaumm
NOAKIHOUYEHUS.

Tun BHELWHeN cucTeMbl

BknrovaeTt unm otknovaet
KOHHEKTOp. HeaKTUBHbIN KOHHEKTOP
He y4YyacTBYET B CUHXPOHM3aLUN.

IlnueHs3unsa, HasHauyeHHas
KOHHEeKTOopY

Apgpec cepsepa B popmaTe
ldaps://example.com

DN-06beKT KaTanora, HaumHas ¢
KOTOPOro BbINOMHAETCS MOUCK

LDAP-¢unbTp onst NoMcKa y4eTHbIX
3anucen

Jlornyeckumn ngeHtudukatop
AVpeKTopumn
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MapameTp

Bbasa gpomeHa (domain_base_dn)

JloruH agmMmuHucTpaTopa
(aldpro_admin_dn)

Maponb agMUHUCTpaTOpa
(aldpro_admin_pwd)

O6nacTb NoUcKa

Pasmep cTpaHuLbl

Bpems oxxupaHus

(MunnucekyHgbl)

MpoBepsaTb TLS ceptudpukar

O6as3aTenbHoe

x

LLar 3. INpnBa3ka NMueH3unun

Penuns v1.0

OnucaHue

McnonbayeTtcs ans tombstone-
noucka yaanéHHbIX 06 beKTOB.
MoxHo ykasatb DN
(DC=corp,DbC=1local) unun gomMmeH
(corp.local).

YueTHas 3anuncb ansa NoaKIoyeHus
K LDAP.

Maponb yyeTHOM 3anucu
apMuHucTpaTopa LDAP.

OnpepensieTt rnyo6uHy noucka
06beKkToB

KonnyectBo 06bEKTOB B O4HOM
3anpoce

MakcumanbsHoe BpeMA OXXungaHua
OTBE€Ta cepBepa

Mposepka TLS/SSL-ceptndumkaTta
cepsepa

1. Mpwn co3gaHnn KOHHeEKTopa HanguTe none JinueHsus. Ecnm KOHHEKTOP yXXe co3haH, OTKponTe
ero HaCTpouKu 1 nepengute B pasgen NMapameTpbl nogknoUYeHUs - JIMueHsums.

2. [1lo6aBbTe NULEH3UO OAHMM U3 CMTOCOOOB:

° Bbl6epVITe KN4 U3 BbilMagarowero Crnmcka (ecnu NMUEH3UA yXXe COXpaHeEHa B CVICTeMe),

NnueHsna

MB1HK-XXXXX-HMAFM

B pamkax ofHOI NMLEH3MN Bbl MOXETe UCMOMb30BaTb OAWH U TOT Xe agpec cepeepa

v

o Hakmute [106aBUTb U B OTKPLIBLLEMCS OKHE BBEAMTE NIMLEH3NOHHbBIN KITHOU.
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BBecTun 3HayeHue X

3. CoxpaHunTe N3MeHEeHuUs.

Lar 4. HacTpouka KOHHeKTOopa

Mocne co3gaHus KOHHEKTOpPa BbIMNO/IHUTE HaCTpOIZKy B COOTBETCTBUU C MHCTPYKLUNAMMNU:

e PEXXNM CUHXPOHU3aLMN

e PacnuncaHue cnHxpoHmnsaumm

« [1paBuna conocTaBfieHUs NoAb30BaTeENEN
» HacTpowka umnopTta

» HacTpoika akcnopTa

o ConocTaBrieHne nonen npodpuns

PekomMeHayemble npaBuna ConocTaBNeHUs rnoseu
npodunda

I'Ip|/| NMHTEerpaunn ALD Pro-kaTtanoros pekoMeHayeTcd UCroJsib3oBaTb crieayroumne ConoctaBneHnaA:

Mone IDM ALD Pro aTpuoyT
email mail

login uid / cn

family name sn

given name givenName

phone number telephoneNumber

Vicnonb3oBaHWe aTnx npaswusi NomMoraer:

 U36exaTb Ay6nnpoBaHus nonb3oBaTenen;
e KOPPEKTHO OGbEAMHATL YUYETHbIE 3aMUCH;
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* MMHUMM3NPOBATb OLUMGKWN COMOCTaBNEHUS;
* NoAAepPXnBaTb eanHbIA GopmaT AaHHbIX NPoduns.

CMOTpUTE TakXxe

e 0630p KpnntoAPM IDM — o6was nipopmaums o cucteme IDM, eé HasHayYeHMn N KOMMOHEHTax.

e Katanor B KpuntoAPM IDM — onuncaHue CTpyKTYpbl KaTanora nofib3oBatenen, rpynn v nanok.

e RBAC mopgenb B KpuntoAPM IDM — onucaHue ponieBo Mogenun gocTyna, PeCcypCcoB, PONEN N NX
CBSI3M C Mosib30BaTeNsAMMU U rpynnamMu.

e KoHHekTopbl B KpuntoAPM IDM — 0630p KOHHekTopoB B KpunTtoAPM IDM, BKOYaa NpuHUMMbI
paboTbl, TUMbl UHTErPaLUA 1 O6LLYO MOAENb CUHXPOHU3AUUN C BHELUHUMW CUCTEMAMMU.
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OTKprTb CTaTbio Ha canTe

[TogkntoyeHne koHHekTopa LDAP B
KpnntoAPM IDM

[ ] OTa MHCTPYKLMA BXOAUT B CEPUID CTaTel Mo HAacTPoWKe KOHHEKTOPOB. O6Las nHpopmauums
0OCTynHa B MHCTPYKUnKU KoHHekTopbl B KpunTtoAPM IDM.

LDAP-KOHHEKTOpP NO3BONAET NOAKIOUYNTL BHeWwHIo LDAP/Active Directory cuctemy kK KpuntoAPM
IDM pns mnopTa, aKCnopTa M CUHXPOHU3aLUKN NoNb3oBaTeNen.

Copep)xaHue:

e llar 1. MoarotoBKa BHELIHEN CUCTEMBI

e lllar 2. Co3gaHue KoOHHEKTOpa

o llar 3. MpuBsAska NMLEH3UN

o lllar 4. HacTpoWka KOHHeKTopa

e PekomeHayeMble npaBuia ConocTaBneHus rnonen npopuns
e CMOTpUTE Takxke

Lar 1. NMoarotoBka y4yeTHou 3anucu B LDAP

Ha ctopoHe BHewHero LDAP/Active Directory Heo6xogMmMo NOArOTOBUTbL YYETHYHO 3anucb, KOTOpas
6yaeT UCrnonb3oBaTbCA ANS MNOAKIOYEHUA KOHHEKTOpa.

PekomMeHAOyeTcs NCMOJIb30BaTb CEPBUCHYHO YUYETHYHO 3anucCb C NpaBaMu Ha YTeHMe KaTasnora
nonb3osaTtenen n (NP1 He06XOAMMOCTHU) U3MEHEHMWE MAPONEN.

YyeTHas 3anucb JOsKHa:

e MeTb MpaBo Ha BbiNo/IHeHWe LDAP-3anpocoB K KaTanory;

e UMETb AOCTYN K 06/1aCTM NOUCKA, YKa3aHHOW B NnapameTpe ldap base;

* NPX HEOBXOAMMOCTM — MMETb MPaBO Ha M3MEHEHME MONb30BaTeIbCKUX aTPMBYTOB (Hanpumep,
NPy BKIFOYEHHOM CUHXPOHM3aLUMnN Naponen).

. B GonbLIMHCTBE CNyyaeB UCMONb3yeTCsA OTAENbHAA CEPBUCHAs yYeTHas 3anuch, a He
aAMUWHUCTPATUBHBIN NOJSIb30BaTENb OMEHa.
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KpuntoAPM IDM

Lllar 2. Co3gaHne KOHHeKTopa

1. Mepengute B naHenb IDM - KoHHeKTOpbI.

2.
Haxxmute kHonky [Lo6aBUTb

Penuns v1.0

3.B OTKpPbIBLUEMCA OKHE YKaXunte ob6sa3aTesibHble napamMeTpbl Ana noaKN4YeHNA:

o IMs KOHHeKTOpa,
o Tun KoHHekTOpa: LDAP,

o Agpec cepsepa LDAP (ldap url),

o basa noucka (ldap_base),

o YyeTHble flaHHble agMUHUCTPaTopa: TOrnH (ldap _admin_dn) v naponb (ldap _admin pwd).

« [Mone JInueH3una MOXHO 3anonHUTL No3xe. NogpobHee — B pasfene [pussaska

JINLUEH3UN.

4. Haxxmute Co3patb.

MNapameTpbl KOHHEKTOPA

MapameTp

Nmsa koHHeKTOpa

Tun KOHHeKTopa

KoHHeKTOp aKkTUBEH

JiuueHsuna

Appec cepeepa LDAP (Idap_url)

Basa noucka (Idap_base)

dunbTp nomcka (Idap_filter)

WUcTouHuk LDAP/AD

basa gpomeHa (domain_base_dn)
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O6sa3aTenbHoe

|

x

OnucaHue

OTob6parkaemoe Ha3BaHue
KOHHeKkTOopa B nHTepdence IDM.
Mcnonbayetcs gns naeHTndumKaumm
NOAKOYEHWS.

Tun BHELLUHEN CUCTEMbI

BkntovaeT unu otknovaet
KOHHEKTOP. HeaKT1BHbIN KOHHEKTOp
He y4yacTByeT B CUHXPOHU3aLUnn.

JlnueHsuna, HazHayeHHas
KOHHEKTOpPY

Appec LDAP-cepBepa B popmaTe
ldaps://example.com

DN-061beKT KaTanora, HaumMHas ¢
KOTOPOro BbIMNOMHAETCHA NOUCK

LDAP-¢unbTp ANnA noncka yyeTHbIX
3anucen

Nornyecknn ngeHTndukatop
AVpeKTopumn
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MapameTp O6s3aTenbHoe OnucaHune

McnonbayeTtca ons tombstone-
nomncka yaanéHHbIX 06beKTOB.
MoxHo ykasaTtb DN
(DC=corp,DC=1local) nnmn gomMmeH
(corp.local).

JlorvH agMmuHucTpaTopa v YuyeTHas 3anvcb s NogKItoYeHns

(Idap_admin_dn) K LDAP.

Maponb agpmMmuHUCTpaTopa v Maponb yyeTHOM 3anmncu

(Idap_admin_pwd) agMuHucTpaTtopa LDAP.

O6nactb Nnoucka X OnpepensieT rny6uHy noucka
06bEeKTOB

Pasmep cTpaHuLbl X Konnyectso 06beKTOB B O4HOM
3anpoce

Bpems oxugaHus X MakcumanbHoe BpeMs 0XXugaHus

(MunnucekyHgabl) OTBeTa cepaepa

MpoeepsaTtb TLS cepTudpukaTr X Mpoeepka TLS/SSL-cepTudukaTta
cepsepa

LLar 3. lNpuBaska nuueH3nm

1. Mpu co3paHnm KOHHeKTopa HanauTe nosne JinueHsus. ECM KOHHEKTOP YKe CO3[aH, OTKponTe
€ro HacTpoWkuK u nepengute B pasnen MapameTpbl nogknoyeHus - JlMueHs3us.

2. [1o6aBbTe NULEH3UO OJHUM N3 CMOCOOOB:

o BblbepuTe KoY 13 BbliNagatowero cnucka (ecnu nuueH3ua Y>XXe COXpaHeHa B CVICTeMe),

NuueHsuns

MB1HK-XXXXX-HMAFM v

B pamKkax ofHOM NULEH3MUN Bbl MOXETE MUCMONb30BaTb OAMH M TOT Xe agpec cepBepa

o HaxmuTte [lo6aBuTb 1 B OTKpbIBLLEMCA OKHE BBeguTte NNUEH3UOHHbIN KoM,
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KpuntoAPM IDM

BBecTun 3HayeHue

3. CoxpaHunTe N3MeHEeHuUs.

Lar 4. HacTpouka KOHHeKTOopa

Penuns v1.0

Mocne co3gaHus KOHHEKTOpPa BbIMNO/IHUTE HaCTpOIZKy B COOTBETCTBUU C MHCTPYKLUNAMMNU:

e PEXXNM CUHXPOHU3aLMN

» PacnncaHme cMHXpOHU3aLnm

« [1paBuna conocTaBfieHUs NoAb30BaTeENEN
» HacTpowka umnopTta

» HacTpoika akcnopTa

o ConocTaBrieHne nonen npodpuns

PeKOMeH,EI,yeMbIe MpaBwnjia CONOCTaBJIEHUA noneu

npodunda

I'IpM NMHTEerpaunn LDAP-kaTanoros pekoMeHagyeTCd UCMNoJib30BaThb clieayrouine ConoctaB/ieHNA:

Mone IDM LDAP aTpubyT
email mail

login sAMAccountName
family name sn

given name givenName

phone number telephoneNumber

Vicnonb3oBaHWe aTnx npaswusi NomMoraer:

 U36exaTb Ay6nnpoBaHus nonb3oBaTenen;
e KOPPEKTHO OGbEAMHATL YUYETHbIE 3aMUCH;
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trim, lowercase
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trim
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* MMHUMM3NPOBATb OLUMGKWN COMOCTaBNEHUS;
* NoAAepPXnBaTb eanHbIA GopmaT AaHHbIX NPoduns.

CMOTpUTE TakXxe

e 0630p KpnntoAPM IDM — o6was nipopmaums o cucteme IDM, eé HasHayYeHMn N KOMMOHEHTax.

e Katanor B KpuntoAPM IDM — onuncaHue CTpyKTYpbl KaTanora nofib3oBatenen, rpynn v nanok.

e RBAC mopgenb B KpuntoAPM IDM — onucaHue ponieBo Mogenun gocTyna, PeCcypCcoB, PONEN N NX
CBSI3M C Mosib30BaTeNsAMMU U rpynnamMu.

e KoHHekTopbl B KpuntoAPM IDM — 0630p KOHHekTopoB B KpunTtoAPM IDM, BKOYaa NpuHUMMbI
paboTbl, TUMbl UHTErPaLUA 1 O6LLYO MOAENb CUHXPOHU3AUUN C BHELUHUMW CUCTEMAMMU.
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