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OTKprTb CTaTbio Ha canTe

0O630p Trusted.ID — SSO cucrtema
eANHOro Bxoaa

Trusted.ID — 370 Single Sign-On (SSO) cucTeMa gns LeHTpann3oBaHHOM ayTeHTUdMKaLMK
nonb3oBaTenen n ynpasneHus OCTYNOM K KOPNOPaTUBHbIM NMPUIOXEHUSM.

Cuctema obecneynBaeT 6e30MacHyro LeHTpann3oBaHHyo ayTeHTMdMKaUuo ¢ nogaepxkon SSO,
OAuth 2.0, OpenID Connect n gpyxdakTopHoOn ayTeHTUPUKaLnen.

Nna kakux 3agad nogxoaut Trusted.ID

Trusted.ID — cuctema Ona opraHvMsaumun LeHTpann3oBaHHOro BXxoAa nosib3oBaTesnen Ha
KoprnopaTuBHblE MHOPMaLMOHHbIE PECypPCbl C UCMONIb30BAHNEM €4AMHON YYETHOM 3anucu.

Trusted.ID opreHTMpOBaH Ha KOMMaHUN, KOTOPbIM TPebyeTcs:

» EpMHOe OKHO BXxofga A/151 BHYTPEHHUX U BHELLHUX CePBUCOB

* LleHTpanuM3oBaHHOEe ynpaBiieHue foCTYNoM A/ pa3HbiX KaTeropui nosib3oBaTenemn
(coTpygHUKK, NOLPSAAYMKN, KITUEHTI)

« MoBbIWeHHas 6e30MacHOCTb C NOAAEPKKON MHOroGaKTOpHOM ayTeHTUdunKaumm

o CTpOrum KOHTPOJIb U ayauUT OENCTBUI NOSIb30BaTENEN

» besonacHas MHTerpauusa MHOXeCTBa NPUNOXEHUNA C Pa3HbIMU CUCTEMaMKN ayTEHTUOMKALMM

OCcHOBHbIe BO3MOXHOCTU Trusted.ID

1. AyTeHTndumnKauusa n Bxoa

CepBUC o6ecneymBaeT LEHTPANN30BaHHYO ayTEHTUOUKALMIO N NOSAEPIKKY HECKOMBbKUX
NMPOTOKOJ1I0B N METOO0B BXOAa.

Mopnep>xnBaemble MPOTOKOSbI

« Single Sign-On (SSO) — efyHbIN BXOA B HECKONBKO MPUIOXEHMI 6€3 MOBTOPHOIO BBOAA
YYETHbIX AaHHbIX.
 MpoTokonbl: OpenID Connect (OIDC) n OAuth 2.0.

Cnoco6bl BXoga

o CTaHpapTHbIe MeToAbl: NIOrMH/Maposb, 3NEeKTPOHHadA NoYTa;

o CoumnanbHble ceTU U BHeLWHUe cepBUCHI: BkoHTakTe, AHgekc, Google, Mail.ru, GitHub,
Kloud.One, Ethereum;

e YcuneHHble meTtoabl: MTLS, WebAuthn, TOTP, HOTP;
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» [loBepeHHbIE KOpNopaTUBHbIE CUCTEMbI U FrocyAapcTBeHHble cepBuchl: Active Directory, ALD
Pro, 1C, Trusted.IDM, ECUA (Focycnyrn).
2. [iByxdakTopHas ayTeHTUdPukauus (2FA)

MexaH13M MOoBbILEHUA 6e30MacHOCTH, NPU KOTOPOM AN1A BXOAa TpebyeTcs noarsepXxaeHne
JIMYHOCTN MUHUMYM ABYMS HE3aBUCUMbIMKU GaKToOpaMu: 3HaHMe (Mapornb), BNageHue (yCTponcTeo)
nnm 6uomMeTpus.

3. YnpasrneHne NpunoXXeHNsamMu n nonb3oBaTensmMmu

« Co3iaHue U HaCTPOMKa NPUNIOXKEHUIN: BEG-NPUNOXKEHMUS, HATUBHbIE MOGUbHbBIE MPUIIOXKEHMUS

» KacTomusauumsa BugyKeTa: HaCTPOMKa BHELLUHEro BUAXKeTa ayTeHTUUKALMM Nog, 6peHs,
KOMMaHuu

 YnpaBneHue nonb3oBaTenssiMu: perncTpauus, pefakTnpoBaHue, 610KMPOBKa, CMeHa naponen

4. be3zonacHoCTb U ayauT

e PasrpaHuyeHue npas gocrtyna

e Moppo6HOoe XXypHanupoBaHue BCEX COOLITUI N OeNCTBUI
5. MUHUN-BUOXeT

Nérkum JavaScript-KkOMMNOHEHT, KOTOPbIM 06ecrneymBaeT O6bICTPbIN 4OCTYN K QYHKUUAM
ayTeHTMduMKaumm n nHbopmMaumm o nonb3osatene. JIerko BCTpanBaeTcs B Ntob6ble BEG-CanThbl 1
UHTepdenchl 1 NpegocTaBnseT nepexos K npoduto, KabMHeTy opraHMsaumm 1 NPUNOXKEHUAM.

YpoBHM focTyna

Cucrtema npepocTtaBndeT FVI6KyI-O MopfeJsib posieBoro gocrtyna:

Ponb MNMonHomouums [na koro npegHasHavyeHa

AgMMHUCTpPaATOp cepBuUca MonHBIN AOCTYN KO BCEM AOMUHUCTPATOPbI CUCTEMBI,

YnpaBneHew

AQMUHUCTpPATOP NPUNOXKEHUS

YyacTHuUK
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Moaynu cuctemol
1. Mpodunb
Mogaynb npefgHa3HavyeH ans ynpasneHusa MMYHbIMU AaHHbIMU U paspeLlleHnsamMu 4ocTyna.

e [MpodunbL — NPOCMOTP U pefakTUpoBaHWe NUYHbBIX OaHHbIX, HACTPOWKA NPUBATHOCTU.
e PazpelueHna — ynpasneHne OCTYNOM BHELIHUX CUCTEM.

o XXypHan — uctopus Bxonos B Trusted.ID v BHelHME cUCTEMBI.

o Katanor — kaTanor ny6anyHbIX NPUIOXeHUA CUCTEMBI.

2. KabuHeT agMuHUCTpaTopa
ALMWHUCTPUPOBaHME CEPBUCA, YNPABNEHUE MPUNOXEHUSIMU U NONb30BaTENAMM.

e HacTponku — rno6anbHble NapamMeTpbl, CNOCO6Bbl BXOAa, KaCTOMU3aUMa BUAXKETa BXOAa.
o [1pUnoXxeHns — ynpasneHue BCeEMU NPUIOXKEHNAMN CepBurCca.

e [lonb3oBaTeNn — ynpasneHue yY4eTHbIMM 3arnMcamMmn nonb3oBaTtesnen.

e XXypHan — MOHUTOPUHI aKTUBHOCTU BCEX MOJib30BaTeNen.

3. KabuHeT opraHmsaumm
YnpaBneHne NpunoXeHnaSMn n cnocob6amm Bxoga opraHusaunmn unn nogpasgeneHus.

e HacTpolkn — napameTpbl opraHusaumnm, crnocobbl BXxoaa, KaCToMUsaLumus BUAXeTa BXxoaa.
e [pUnoXxeHna — ynpasneHue NpunoXeHUaMM opraHn3aLum.
o XXypHan — MOHUTOPUHI aKTUBHOCTU NOJb30BaTeNIel OpraHn3aLumn.

4. KabuHeT npunoxeHusa (Manbin kabuHeT)

YNpoLLeHHbI MHTepdenc ana agMUHUCTPATOPOB KOHKPETHbIX NMPUNOXKEHUN.

. HpMJ’IO)KeHMFI — ynpasJieHne HadHa4YeHHbIMW NMPUTOXXEHUAMMN.
° )KypHan — MOHUTOPUHI aKTUBHOCTU nonb3oBaTenien HazHa4YeHHbIX I'IpI/U'IO)KeHMIZ.
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KoHuenumna v NnpuHumnbl padoThbl

O6Laa cxema B3aumMogencTema

ViHopMaLUMOHHaA cucTema
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H5a3za nons30Barenei
Trusted ID

Bupert Bxoaa <

MocnepoBaTtenbHOCTb B3aMMOneﬁCTBMﬂ:

. 3anpoc gocTyna — nonb3oBaTteflb o6pallaeTca K MHpopmMaLmoHHon cucteme (AC)
. Mpoeepka B B NC — cuctema npoBepsieT Hannyune rnosb3oBaTens

. MepeHanpaBneHune Ha BUJYKET — Mofb3oBaTteNb HanpasnseTcs B Trusted.ID

. AyTeHTUPUKaLmua — rnonb3oBaTeslb MPOXOAUT Npoueaypy Bxona

. Mpoeepka B B[] Trusted.ID — Banngaums y4YeTHbIX 4aHHbIX

. MpepocTaBneHue npodpuna — BO3BpaAT LaHHbLIX NOb30BaTENS

. ConocTaBneHune B UC — nounck nonb3osaTtensa no gaHHoiM 13 Trusted.ID

. MpoBepka npaB — aBTOpM3aLMS B LleNeBON cUCTEME

. MpepocTtaBneHune poctyna — ycnewHbl BXO4 B CUCTEMY

© 00 NO O b WN P

)? Tpe6oBaHUA Aana UHTerpauum: [Ina noaxknoyeHns MHGopmMaumoHHon cuctemsl K Trusted.ID
Heo6Xo0ANMO Hannumne 6a3bl 4aHHbIX MOSib30BaTeNlen U MOAYNA aBTOpPM3aLnH,
noagepxunsatotero OpenID Connect unm OAuth 2.0.
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Cxema aBTopusaumm no OpeniD Connect

Penuns v1.0
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. Monb3oBaTenb o6paLlaeTcsa K NC.

. C (knneHT) reHepupyeT code verifier n code challenge.

. IC nepeHanpaBnseT nonb3oBaTens Ha /authorize Trusted.ID.

. Nonb3oBaTenb nepeHanpaensaeTca Ha Buayket astopunsaummn Trusted.ID.

. NMonb3oBaTenb BBOAMT NOrMH/Maposb 1 NpefocTaBnsieT cornacue Ha nepegady AaHHbIX.

. BoinonHaeTca npoeepka nonb3osatend B b/ Trusted.ID.

. MepeHanpaBneHue nonb3oBaTens o6paTtHo B NC (knneHT) ¢ Authorization code.

. NC otnpasnseT 3anpoc Ha /token B Trusted.ID.

. NMpoBepka code challenge and code verifier B Trusted.ID.

. MpepocTtaBnenne B IC id token, cogepykallero npoounb nonb3oBatens Trusted.ID, n access
token (onumoHanbHoO refresh token).

. AyTeHTndumkauma nonb3osatensa VC.



Trusted ID

12. Nonb3oBaTtenb nony4vaet goctyn K NC.

Cxema aBTopusaunm no OAuth 2.0
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Tlonb3oBarens

Oco6eHHocTH OAuUth 2.0 noToka:

1. Nonb3oBaTenb o6pawaetcs K NC.

2. IC nepeHanpasnsaeT nosb3oBartenis Ha /authorize Trusted.ID.
3. MNonb3oBaTtenb nepeHanpasnsaeTcs Ha BuaXeT asTopusauum Trusted.ID.
4. MNonb3oBaTesnb BBOOUT NOMMH/Maposb U NpefocTaBnsieT cornacue Ha nepegady AaHHbIX.
5. BeinonHsietcs nposepka nosnb3oBaTens B b/ Trusted.ID.
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WaeHtndurkaums
nonb3oBarens

Mpoeepka Authorization
code + application
credentials
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6. Trusted.ID nepeHanpaBnseT nonb3osaTtensa o6paTtHo B VIC ¢ Authorization code Ha
Redirect URI.

7. NIC oTnpaBnseT 3anpoc Ha token No Authorization code.

8. Trusted.ID Banuanpyet 3anpoc.

9. Trusted.ID Bo3BpallaeT TOKeHbl id token M access token (onumMoHanbHO refresh token).

10. IC 3anpawmBaeT Nnpoduib Nonb30BaTeNs.

11. Trusted.ID npegocTaBnseT Npoduib Nosib3oBaTess.

12. NC BanuanpyeT oTBeThl U yCTaHaBNNBAET NIOKaNIbHYHO CECCUI0 NONb30BaTens.
13. Nonb3oBaTtenb nony4vaet goctyn K NC.

Cxewma Single sign-on (SSO)

4 Y
\ /
Ve
Trusted ID g/|
e ™\ _
ncz2
N J

—_—> 3anpoc ayTeHTUdUKaLMKM NonsL308arena
B MpegocTaeneHwe npoduna nons3o0e8arens

EEE— AyTeHTUDUKaUMA

TUNUYHBIN CLeHapUit:

1. 3anpoc goctyna K NC1.

2. AyTeHTudumkaums nono3osatens B Trusted.ID.

3. MNMpepocTaBneHune npoouna nonob3osatens Trusted.ID B C1.

4. 3anpoc goctyna k NC2.

5. MpepocTaBneHne npoduns nonbsosatens Trusted.ID B VIC2 Ge3 noBTOpHON NpoLeaypbl
ayTeHTMdMKauum nonb3oBaTens.

#’ ToToBbI HauaTb? MNepexoanTe K PYKOBOACTBY M0 YCTAHOBKE CUCTEMBbI.

CMOTpUTe TakXe

e YcTaHoBKa cuctemsbl Trusted.|D — nowarosoe pykoBOLCTBO MO YCTaHOBKeE.
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e [lepemeHHble okpy>eHus Trusted.ID — HacTporka KoHGUrypauuu.
e HacTpoWka cuctemMbl — NOMHasA HacTponka nHTepdenca, 6e30MacHOCTU U UHTErpaLui.
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OTKprTb CTaTbio Ha canTe

YcTaHOBKa M HacTponka SSO cuctemsl
Trusted.ID

B aTOM nowaroBom pyKoBOACTBE Bbl y3HaeTe, kak ycTaHoBUTb SSO cuctemy Trusted.ID Ha cBoem
cepsepe. Mbl npongemM BeCb NyTb — OT NOLTOTOBKU OKPY>XXEHUST A0 MEePBOro BXoda agMUHUCTpaTopa
B CUCTEMY.

CopepxxaHue:

e TpeboBaHWNA K yCTaHOBKe

» YcTaHoBka Docker n Docker Compose
¢ YcTaHoBka SSO cuctemsl

» [MepBbIf BXO4, B CUCTEMY

¢ CMOTpUTe Takxe

TpeboBaHUA K yCTaHOBKe

CucteMHble TpeboBaHUA cepBepa

Mepepn yctaHoBkon cuctemMbl Trusted.ID y6epguTtech, YTo Balla MHPPACTPYKTypa COOTBETCTBYET
TpeboBaHUAM.

CuCTeMHble Tpe6oBaHNA 3aBUCAT OT MaHUPYEMOW Harpysku. [ns TeCTOBbIX Cpef [OCTAaTOYHO
MUHUMaNbHOM KOHOUrypaumu, ona production-cpenbl nyylle UCNonb3oBaTb PEKOMEHA0BaHHbIe
napameTpbl.

MunHMManbHast KOHOUrypaums

KomMmnoHeHT Tpe6oBaHus
OnepaTtuBHas namatb (RAM) 4Th
[AuckoBoe NpocTpaHCTBO 50 b SSD
Mpoueccop (CPU) 2 anpa x86_64
CeTeBoM UHTepdelic 1réut/c

PekomeHayemas KoHurypaums

KomnoHeHT Tpe6oBaHuA

OnepaTtuBHasa namaTb (RAM) 8 'b u 6onee
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KomnoHeHT Tpe6oBaHusA
AunckoBoe NpoCcTpaHCTBO 100 I'b SSD/NVMe
Mpoueccop (CPU) 4+ anpa x86_64
CeTeBoM UHTEpdenc 1T6ut/c n Bbile

¥ CoserT: [ns BbICOKOHarpy>eHHblIX CUCTEM C TbhiCAYaMU nonb3oBaTenemn pekomMeHayeTc4A:

» 16+ ['b onepaTMBHOM NaMATH
e 8+ agep npoueccopa
e Vicnonb3osaHne NVMe AnCKoB gns MakCUMasnbHOM CKOPOCTU paGoThl b1

TpeboBaHUA K NporpaMMHOMY 0b6ecrneyeHunto

MporpamMmmMHoe o6ecrnevyeHune

KomMmnoHeHT Moppep>xmBaemblie Bepcumn [OononHuTtenbHas nHpopmaLms
OnepauunoHHas cuctema Ubuntu 18.04 LTS (Bionic Beaver), Jto6on linux-gucTpuoéyTmB C
Ubuntu 20.04 LTS (Focal Fossa), nopaep>xkomn Docker

Debian 11 (Bullseye)

Docker Engine 19.03+ -
Docker Compose 1.27+ -
Nginx/Apache Jto6asn coBpeMeHHasa Bepcus -

O6uwme TpeboBaHUA

[lns ycnewHom yCTaHOBKU U KOppeKTHoN pa6oThl Trusted.ID He06X0AMMO BbINMOSHUTL HECKOSBbKO
YCNOBUI:

e Hannune cepBepa C NOCTOSHHbIM IP-agpecom.

e JloCcTyn KO BCEM pPaBoyMM CTaHUUAM Yepes NopT, KOTopbIi BGyaeT Ncnofib3oBaTbCs A1 AocTyna
K cucteme.

e Hannuune cepBepa anekTpoHHOM noytbl (SMTP-cepBepa).

o [1oAKIOUYEHME K CEPBUCY OO/MKHO OCYLEeCTBNATbCA No npoTokony HTTPS.

YcTtaHoBka Docker u Docker Compose

Trusted.ID pazBopaumBaeTcs B BUge Habopa Docker-KOHTEMHEPOB N MOXET UCMOMb30BaTbCs Kak
kopnopaTtueHbIn OAuth 2.0 Authorization Server n OpenlID Connect Provider (IdP).
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g LokymeHTauus Docker

LLar 1. YctaHoBka Docker Engine

Ansa Ubuntu/Debian:

# O6HOBNeHMe nakeToB
sudo apt update && sudo apt upgrade -y

# YcTaHOBKa 3aBUCKMMOCTEW
sudo apt install -y apt-transport-https ca-certificates curl software-properties-common

# NobaBneHne GPG-kmwya Docker
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /usr/share/
keyrings/docker-archive-keyring.gpg

# [obaBneHne penosuTopus

echo "deb [arch=$(dpkg --print-architecture) signed-by=/usr/share/keyrings/docker-archive-
keyring.gpg] https://download.docker.com/linux/ubuntu $(lsb release -cs) stable" | sudo tee /
etc/apt/sources.list.d/docker.list > /dev/null

# YctaHoBka Docker
sudo apt update

sudo apt install -y docker-ce docker-ce-cli containerd.io

# lpoBepka yCTaHOBKMU
sudo docker --version

Ana CentOS/RHEL:

# YctaHoBka yum-utils
sudo yum install -y yum-utils

# [lobaBneHue peno3utopus Docker
sudo yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo

# YcTtaHoBka Docker
sudo yum install -y docker-ce docker-ce-cli containerd.io

# 3anyck u aBT03arpy3ka Docker
sudo systemctl start docker

sudo systemctl enable docker

# [lpoBepka yCTaHOBKU
sudo docker --version

Lar 2. YctaHoBka Docker Compose

# CkauymaHue Docker Compose
sudo curl -L "https://github.com/docker/compose/releases/latest/download/docker-compose-$(unam
e -s)-$(uname -m)" -o /usr/local/bin/docker-compose

# YcTaHOBKa MpaB Ha MCMOJIHEHUE
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sudo chmod +x /usr/local/bin/docker-compose

# [lpoBepka yCTaHOBKMU
docker-compose --version

» Tpe6oBaHus k Bepcuam: Docker Engine 20.10+ 1 Docker Compose 1.29+. [115 npoBepKu
NCNonb3ynTe KoMaHabl docker --version M docker-compose --version.

YcTtaHoBKa SSO cucrtemsbl

LLar 1. NMoarotoBka paboyen gupekTopum

Co3spante v nepengute B AUPEKTOPUIO AN1S1 YCTaHOBKMU:

# Co3pmaHve OUPEeKTopuM
mkdir trusted-id && cd trusted-id

# lpoBepka TeKywero nyTtu
pwd # [onxHo oTobpa3uTtb: /home/Baw nonb3oBaTtenb/trusted-id

LLar 2. 3arpyska KOHUrypauMoHHbIX ¢annos

3arpysuTte HeoGxogMMble Gansibl KOHGUrypauuu:

# 3arpy3ka OCHOBHbIX haisioB

curl -0 https
curl -0 https
curl -0 https
curl -0 https

://git.digtlab.
://git.digtlab.
://git.digtlab.
://git.digtlab.

# lpoBepka 3arpysku

1s -la

CkayvaHHble ¢aitnbi:

dann

docker-compose.yami

nginx.conf
build.sh

.env

ru/trusted/id/-/raw/main/docker-compose.yaml
ru/trusted/id/-/raw/main/nginx.conf
ru/trusted/id/-/raw/main/build.sh
ru/trusted/id/-/raw/main/.env

HasHaueHue

KoHpurypaumsa Docker-koHTenHepoB
HacTtpowku Be6-cepBepa Nginx
CKpUNT HAaCTPOMKK U COOPKM

MepemeHHble OKPY>KEHUA U HACTPOMKHK
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LLlar 3. HacTpourka npaB gocTtyna
CpenaunTte cKpunT C60PKMN NCMOSNHAEMbIM:

# YcTaHOBKa npaB Ha cKpunT cbopku
chmod +x ./build.sh

# lpoBepka npas
ls -1 build.sh

J- MNocne ycTaHOBKU peKOMEHOYeTCs BbINOMHUTL 6a30BYH0 KOHGUrypauumto. lNMogpobHoe
ornncaHue Bcex napameTpoB AOCTYMNHO B pa3gene [lepemenHble okpyxeHus Trusted.|D.

LLlar 4. HacTponka KOHpUrypaumm

OTpepakTupymnte ¢amn .env ¢ OCHOBHbIMWU HACTPOMNKaMMU:

# OTKkpbiBaeM dann pons pepakTMpoBaHMsa (MCNONb3YyWTE nano wau vim)
nano .env

O6s3aTenbHble HACTPOMNKMU:

# OCHOBHOW [OMEH CUCTEMbI
ID HOST=id.example.ru # 3aMeHuTe Ha Baw AoMeH unu IP

# Email apMuHucTpaTtopa
ADMIN MAIL=example@mail.ru # 3aMeHMTe Ha peanbHbii email

LLlar 5. 3anyck ckpunTta c60pKun

3anycTuTe CKpUNT HAaCTPOWKMK:

./build.sh

B pe3ynbTaTte BbinonHeHus B panne nginx.conf nponuceiBaetcs 3HavyeHne nepemeHHon ID_HOST u
B ¢panne .env nponucoiBatotcs nepemMmeHHble CLIENT_ID n CLIENT_SECRET.

LLlar 6. 3anyck cuctemsl

3anycTuTe NpoekKT:

docker compose up -d
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[Mone3Hble koMmaHgbl Docker Compose

KomaHpa OnucaHue

MpocmoTp noros OTcnexuvBaHue Noros B peasbHOM
BpeMeHU

OcTaHoBKa OcTaHoBKa BCeX KOHTENMHEPOB

3anyck 3anyck oCTaHOBJIEHHbIX
KOHTENHEepoB

Mepesarpyska Mepesanyck Bcex KOHTeNHepoB

CraTtyc MpoCcMOTp COCTOSAHUS KOHTEMHEPOB

[TepBbin BXOL B CUCTEMY

YyeTHble gaHHble agMUHUCTpaTopa no YMOJT4aHUIO

Mpumep Ucnonb3oBaHUs

docker compose logs -f

docker compose stop

docker compose start

docker compose restart

docker compose ps

Mocne YCTaHOBKWU CO3aeTc4d a,D,MMHMCTpaTMBHbIVI adKKayHT C npaBaMu AAMMHMCTpaTopZ

e JIoruH — root,
e Maponb — changethis,
e Ponb — AgMUHUCTpaTop.

Penuns v1.0

/‘? OTu JaHHble NpefocTaBNsaAOT NOJSHbIN pocTtyn K cucteme. O6s13aTeNlbHO U3MEHUTE Naposib

cpasy nocrie nepeoro Bxoaa. Noapo6Hee 06 3TOM YNTaWTE B MHCTPYKUMK CMeHa naposis.

[MepBbIN BXOA,

[na Bxoaa B Be6-nHTeppenc Trusted.ID Heob6xoomMmMo nepenTun no agpecy: https://ID HOST.

1. Ha nepBoM Liare Bua)keTa Bxofa BBeguTe NOrMH U HaXKMUTE Bontu.

2. BBeguTe naponb Ha BTOPOM Lare u HaxxmuTte Bonutu.

Mocne aBTopM3aLMKn NPon3onaeT nepexos B Npodusb nonb3osaTens.

MNepexopn B KABUHET aaMUHUCTPATOPaA

HacTponkn agMUHUCTPUPOBAHUS pa3MeLLeHbl B KaBMHeTe agMUHUCTpaTopa.

YTOGbI NEpPeNTM B KaBMHET:

1. HaxmuTe Ha cBO€e nMs B NnpaBoOM BEpPXHEM YrJly OKHa.

2. B oTKpbIBLUEMCSH OKHE MUHU-BUOXKETA HAXXMUTE Ha Ha3BaHMe cepsBuca Trusted.ID.

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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3. Bbl 6ygeTe nepeHanpasneHbl B KabuHeT agMUHUCTpaTopa.

CMOTpuUTe Takxe

e Onucanue cuctemsl Trusted.|ID — 0630p apXUTEKTYPbI U GYHKLUNA.
e [lepemeHHble okpy>KeHus Trusted.ID — nogrotoBka KOHOUrypaLunm nepeg, 3anyckom.
e HacTpoika cuctembl — ganbHenwwas HacTponKa Nocne yCTaHOBKM.
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OTKprTb CTaTbio Ha canTe

Penuns v1.0

HacTpoWka nepeMeHHbIX OKPY>XXeHUS

Trusted.|D

B aTOM nowaroBoM pyKoOBOACTBE Bbl y3HAeTe, KakK HAaCTPOUTb NepeMeHHble okpy>xeHus Trusted.ID
Ha Ballem cepsepe. Mbl noapo6bHo paszbepemM BCe napameTpbl — OT 6a3bl AaHHbIX 1 OIDC go kawa,
noyTbl M MHTepdeNnca, YToObI Balla cMCcTeMa paboTarna KOPPEKTHO C MepPBOro 3anycka.

CopepxxaHue:

o O6LWMe NnepeMeHHbIE OKPYXEHUS

e [lepeMeHHble OKpYy>XeHus 6a3bl AaHHbIX (PostgreSQL)

» Redis, ceccum n OIDC cookies

» OrpaHn4yeHne CKOpOCTU U NIOrMpoBaHme
e [loyTa 1 yBeJOMIEHUS

» KacTomusaumsa nHtepoenca

» [MpaBa 1 NUuUEeH3nm

e MeTpuku

o CMOTpUTE Takxke

¢ YTOObl UISMEHUTL MEepeMeHHbIE OKPYXEHUS, HY>XXHO BHECTU U3MeHeHus B dpann docker-

compose.yml.

O6LWwne nepeMeHHble OKPY>XXEeHUS

3TN NepeMeHHble onpeaensoT 6a3oBoe NoBeAeHMe U MASHTUOUKALMIO CepBUca.

MepemeHHasn OnucaHue

NODE_ENV Cpefa BbINoHEHUs
npunoxeHus (development
Mnu production)

DOMAIN [omeH cepBuca
ADMIN LOGIN JlorvH agmuHucTpatopa
ADMIN PASSWORD Maponb agMUHUCTpaTopa

DELETE_PROFILE AFTER DA  KonuyecTBO JHeR, yepes

YS KoTopoe nNpodunb
rnonb3osarens éyget
yaaneH

000 «Uundpposbie TexHoNnorum» o Trusted.ru

3HauyeHu1e No yMO4YaHuIo

production

root
changethis

30

Mpumep

development

https://example.com

admin

MySecurePasswordl123

60
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MepemeHHasn

CLIENT_ID

CLIENT_SECRET

MANUAL_URL

OnucaHue

YHMKanbHbIN
naeHTupukaTop
NPUNOXEHNUs
(pekomengyetcsa UUID)

YHUKanbHbIA CekpeT
NPUNOXEHNSA
(pekomenpyetcsa UUID)

Ccblnka Ha cnpaBsKy unu
OOKYMEHTaUMo ans
nonb3oBaTtenen

3HauyeHue no YMOT4aHUo

Penuns v1.0

Mpumep

f47aclOb-58cc-4372-
a567-0e02b2c3d479

b4b147bc-79f6-4f56-
a2d3-0f9b2f7c0ed2

https://example.com/
manual.pdf

|\ NMepemeHHble CLIENT ID 1 CLIENT SECRET ucnosnb3yroTca ona ngeHtnoukaumu Trusted.ID
kak OAuth 2.0 / OpenID Connect KnMeHTa 1 SOMKHbI XPaHUTbCS B CEKPETE.

[lepeMeHHble OKPYXeHUs 6a3bl gaHHbIX (PostgreSQL)

MapameTpbl Ans nogkntoyenma kK CYbB[, PostgreSQL.

MepemeHHasn

POSTGRES_USER

POSTGRES_PASSWORD

POSTGRES DB
POSTGRES_HOST

POSTGRES PORT

DATABASE_URL

OnucaHue

Wmsa nonb3osaTtens ans
NOAKIOYEHMUS K
PostgreSQL

Maponb nonb3oBaTtens
PostgreSQL

HasBaHue 6a3bl JaHHbIX
XocT 6a3bl AaHHbIX

MopT NnogkntoYeHns K
6ase

MonHasa cTpoka
NoAK/oYeHns B popmaTe
PostgreSQL

3HaueHue no YMOJT4aHUIO

user

password

mydb
localhost

5432

Redis, ceccumn n OIDC cookies

Mpumep

trusted user

SecretPass123

trusted db

db.example.com

5432

postgresql://

user:password@localhost
:5432/mydb

HaCTpOﬂKMﬂﬂﬂXpaHeHMHCGCCMﬁ,KQMMpOBaHMﬂﬂaHHbMl46e3OHaCHOCTMayTeHTM¢MKaHMW

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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MepemeHHasn

REDIS HOST

REDIS_PORT

0IDC_COOKIE_SECRET

OIDC_SESSION_TTL

OnucaHue
XocT Redis
MopT Redis

CekpeT gns noanucu un
nposepkn cookie

Bpemsi Xun3Hun ceccum B
CeKyHpax

3HayeHue no ymon4vaHuio
127.0.0.1

6379

86400 (24 vaca)

OrpaHI/I‘-IeHMe CKOPOCTHU U nornpoBaHme

HacTpoiku ons 3awmTbl OT 3710yNOTPEBGNEHUIN U KOHTPONSA TOrMPOBaHKSA

MepemeHHasn

RATE_LIMIT

RATE_LIMIT TTL SEC

CONSOLE LOG LEVELS

OnucaHue

KonunyecTBo 3anpocoB
ona orpaHn4vyeHusa
CKOpocCTH

[Mepuopg BpemeHu B
CeKyHAax ons numuTa

YpOBHU norMposaHusa ans
KOHCOJ/N

[TouTa n yBegoMeHus

3HaueHue no YMOJT4aHUIO

15

900

log warn error

Penuns v1.0

Mpumep

redis.example.com

6379

supersecretkeyl123

43200

Mpumep

20

600

log info warn error

HacTtpownkun SMTP-cepBepa gis oTnpaBku Nnucem (NoaTeepXaeHme pernctpaummn, cépoc napons u

T.0.).

MepemeHHas

EMAIL_ PROVIDER

OnucaHue

HacTporkun no4yToBoro
nposangepa B popmarte
JSON

Kactomunzauumsa nHreppemnca

3HayeHue no ymMmon4aHuio

Mpumep

{"hostname":"smtp.examp
le.com","port":

465, "root mail":"admin@
example.com", "password"

:"SecretPass"}

BHeLlHM BUA KHOMOK, CCbINTIOK U BKaAoK HacTpaneaeTca Yepe3 JSON-06beKT B NepeMeHHOoM

CUSTOM STYLES.
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MepemeHHasa CUSTOM STYLES no3BonsieT kactomusnpoBaTtb uHTtepdenc Trusted.ID 6e3 naMeHeHus

Kopa.

# MNepenguTe B nanky npoekTa

cd /home/els/nodetrustedserverconfig

# 0cTaHOBUTE CepBUC nepen M3MEHEHUeM

docker compose stop

# OTpepakTupynmte .env ¢aun
nano .env

# lMpuMep MUHWMaNbHOM KacTOMU3aLuu
CUSTOM _STYLES="{"palette":{"white":{"accent":"#2c5aa0", "accentHover": "#1le3a6f"}}, "button":

{"borderRadius":"8px"}}"

# 3anycTuTe CepBUC CHOBA
docker compose up -d

OnucaHue nepemeHHon CUSTOM STYLES:

MepemeHHasn

CUSTOM_STYLES

MapameTp

accent

accentHover

onAccentColor

secondaryAccent

borderColor

000 «Uundpposbie TexHoNnorum» o Trusted.ru

OnucaHue

HacTpoliku BHelHero suga
WHTepdenca, BKNtOYan LUBeTa, CTUIU
KHOMOK U BUAXETOB. 3HayeHne
LOMKHO 6bITb cTporo JSON B ogHy
CTPOKY.

OnucaHue

OCHOBHOW LIBET aKLEHTHbIX
anemMeHToB B HEX-popmaTe

LiBeT npun HaBegeHun B HEX-
dopmarTe

LiBeT TekcTa Ha akUeHTHOM GOHe B
HEX-¢opmaTe

LiBeT BTOPOCTENEHHbIX 3/1IEMEHTOB B
HEX-dopmaTte

LiBeT rpaHuy anemeHToB B HEX-
dopmarTe

Mpumep

json CUSTOM STYLES="{"palette":
{"white":

{"accent":"#ff6f00", "accentHover
" "#f56b00", "onAccentColor": "#ff
f"}}, "button":
{"borderRadius":"4px"}, "widget":
{"backgroundColor":"#ff6f00","co
lor":"#fff","isHideText":false,"
button":
{"background":"#ffffff", "hover":
"#fadfcd","color":"#ff6f00"}},"1
sAccordionIconColored":true,"con
tentPosition":"center"}"

Mpumep

"#f 600"

"#t56000"

"HEEE!

"#fae9de"

"#858BA0"
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MapameTp

borderRadius

isAccordionIconColored

contentPosition

[MpaBa v NULEH3Un

OnucaHue

3aKpyrneHne yrnoB KHOMOK
(button)

PaCKpaLIJVIBaTb MKOHKW aKKOopAeOoHa

BbipaBHMBaHWE KOHTEHTa

Penuns v1.0

Mpumep

4px, 8px U T.A4.

true/false

"start", "center", "end"

MepemeHHas OnucaHue 3HayeHue no ymonyanuto  lMpumep
COPYRIGHT MHdopmaums o npaBax B {"ru":" ","en":" "} {"ru":"o
dopmaTe JSON KomnaHusa","en":"©
Company"}
MepemeHHas OnucaHue Mpumep
YANDEX METRICA ID ID pna nHTerpauumn ¢ 12345678

GOOGLE_METRICA ID

CMOTpUTE Takxe

Anpgekc.MeTpukon

ID pnsa nHterpauunmn ¢ Google
Analytics

UA-12345678-1

e YcTaHoBKa cuctemsbl Trusted.|ID — Tpe6oBaHUA M NOArOTOBKA K paboTe.
e HacTpoika cuctembl — ynpaBneHme nHTepdencom, 6e30nacHOCTbIO U MHTErpaLmsaMm.

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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OTKprTb CTaTbio Ha canTe

[TonHas HacTpouka Trusted.ID:
MHTEepdenc, nokanunsaumsi, 6e30nacHoOCTb
M OocTyn

B sTom pykoBoacTBe no HacTporke Trusted.ID Bbl y3HaeTe, Kak HACTPOUTb MHTEPDENC U A3bIK
CUCTEMbI, YNPaBnsaTb AOCTYNOM MoJSib30oBaTeNien, BKIOYNTb OBYXGAKTOPHYHO ayTeHTUdUKaLNIO, a
TaKXXe MHTerpmpoBaTtb cepBuC € Sentry onss MOHUTOPUHIa COGbLITUN.

Pasgen npegHasHayeH Anst agMUHUCTPATOPOB U CreLnanmcToB No 6€30MacHOCTU, KOTOpbIe XOTAT
MONHOLIEHHO ynpaBnsaTb HacTponkamu Trusted.ID, Bkntoyas OAuth 2.0 n OpenlID Connect.

CopepxaHue:

e HacTpowka nHtepdenca n nokanmsaumm
e besonacHoCTb 1 goCTyn

e KaTtanor n ¢pyHKumnm

e CMOTpUTE Takxe

« Hactponku cuctembl pasmelleHbl B KaBUHeTe agMuHUcTpatopa. Onsa foctyna K KabuHeTty
Heob6xoauma posib AgMUHUCTpPATOpP cepBuca. Kak OTKpbITb KaBUHET agMUHUCTpaTopa -

HacTpownka nHtepdpenca n nokanmsauumm

» HacTponka ugeToB, WPMPTOB ¥ BHELLHErO BUAA SNEMEHTOB UHTEpPpenca JOCTYMNHa B
nepemeHHomn CUSTOM STYLES B daine .env. [NogpobHee B pasgene [epeMeHHbIe OKPYKeHMS.

HacTpolika Ha3BaHMsA 1 NoroTuna CUCTEMbI

HaseaHue n norotun oto6paxarotcs B MHTepdence cuctemol Trusted.ID, a TakxXe B MUHU-BUOKETE
W BUAXeTe BXoja.

YTO6bI HACTPOUTHL Ha3BaHWe U NoroTun:
1. Mepengute B KaBUHET agMUHUCTPaTOpa - BKNagka HacTpouku.

2. PackponTe 6110k OCHOBHas UHGopMaLums.
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OcHoBHas MHbpopmaums A
HassaHue npunoxexmsa *
Trusted ID

MmMs npunoxenus, otobpa

MO€ NoJib30BaTeNnamM

NoroTun NpUNoxeHus

m Ypanutb 3arpyautb

3. YKaxkxute HoBoe Ha3BaHue B nosie HasBaHue NpunoXxeHus.

4. B 6noke JloroTun NnpunoXXeHUs Haxxmute 3arpysutb 1 BbibepuTe Gpanna ¢ NOroTunom.

[obaBneHune nsobpaxeHusn X

Mz06paxeHue byaeT oTobpaxaTbCh B CNUCKE B KAPTOYKE, B OKHe
AeTanbHOro npocmoTpa.

LJonycTtumble popmatbl: JPG, GIF, PNG, WEBP; MmakcumanbHbI pa3mep 1 Mb.

5. HacTpowTe oTtoGpa)keHne n Haxxmute NMpUMeHUTb.
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PefakTupoBaHue u3obpakeHns X

BelbpanKkan obnacTte Byget ucnonb3oeaTtbhCh 4NA oTobpaxexHus
n3obpaxxerna

OTmMeHa

6. Haxxmnte CoxpaHuTb.

¢ CoserT: Vicnonb3ynte SVG-dpopmart AJ18 BEKTOPHOrO JIOroTuna, YTobbl 06ecrneynTb YeTkoe
OTOGpPaXeHne Ha BCeX YCTPOMUCTBAX U pa3peLLeHUsIX dKpaHa.

HaCTp017IKa JTOKanm3aunn
Trusted.ID nogaep>XxunBaeT MHTEPPENC Ha LLIECTU A3bIKaX:

e Pycckun (ru)
 English (en)

e Francais (fr)
e Espanol (es)
e Deutsch (de)
e [taliano (it)

BbiBpaHHbIN A3bIK BAUSIET Ha 0TOBpaXKeHne TekcTa BO Bcex MHTepdencax Trusted.ID, Bkntoyas
BULKET BXO4A N MUHU-BUOKET.

Ecnu Bbl ucnonb3yeTe foMNoNHUTENbHbIE MO Npodunda nob3osaTtens v WaboHbl NMcem —
yb6eanTechb, YTO OHM OTOBPaXKatoTCA MpPaBUIbHO.

Kak namMeHuTb A3bIK MHTEpdenca
1. Mepengute B KaBUHET agMUHUCTpaTopa - BKNagka HacTpounku.

2. PackponTe 6510k Jlokanusauuma n Bbibepute HEOO6X0AMMBbIN S3bIK U3 CMUCKA.
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JNokanusauwms A

CMeHa A3blka

Pycckui A ]

English
Pycckumn

Francais ﬂ,,,-—*”""”4”/””/;>

Espaiiol v

Deutsch

nmpgﬁﬁ'a%jnpuuowgcpm ’ A

3. Haxxmnte CoxpaHuUTb.

M3meHeHMe a3blka NPON30NAET aBTOMAaTUYECKHM, 6e3 Nepe3anycka cepBmca UM 0GHOBIEHNS
CTpaHuLbl.

£3 NpepynpexpeHue: Mocne cMeHbl A3blka BCe TEKCTbI B MHTepdelce, BKHoYas CUCTEMHbIE
COOGLLEHNSA N YBEOOMIIEHUS, 6YayT 0TO6paxaTbCA Ha BbIGPaHHOM fA3blke. Y6eanTech, YTO BaLlu
noNnb30BaTeNN NOHUMAKOT BbIGPaHHbIN A3bIK.

HacTpouka wabnoHoB email-yBegoMneHunm

LLIa6n10OHbI NTMCEM — 3TO 3aroTOBKM 3MEKTPOHHBIX MUCEM, KOTOpbIE CofepXKaT NpeayCcTaHOBNEHHOE
dopmaTupoBaHue 1 anemMeHTbl opopmeHns. OHM UCMONb3YHOTCS AN CO34aHUSA aBTOMATUYECKUX
yBeOOMJIEHUIA, TaKUX KaK MMCbMa O perncTpaumnm, BOCCTaHOBNEHUMN NAPOsa U APYrMX COBbITUSX.

YT10 Takoe Mustache?

Mustache — 3710 npocTon WwabnoHn3aTop An8 NOACTaHOBKMN AaHHbIX B TEKCTOBbIE LWAGMOHbI. B
Trusted.ID oH ncnonb3yeTca ansa:

e [MoacTaHOBKM JaHHbIX nonb3oBaTtens ({{user.name}}),
o [InHammyeckoro popmmpoBaHms ccbinok ({{confirmation 1link}}),
¢ YCTOBHOIO 0TOOpaXKeHusi 6JTOKOB.

%/ OdumumanbHasa gokymMmeHTaumns Mustache

[ocTynHble TUMbl NIUCEM

Tun nucbma CobbiTHe HasHaueHune
Pernctpauus account_create [MpuBeTCcTBEHHOE MNCBMO HOBOMY
Nnosib30BaTesito
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Tun nucbma Co6biTne HasHaueHue
Kop, noareBepaeHus confirmation code Mncbmo ¢ Kogom Bepupukaumm
Ccblinka NoaTBepXAeHUs confirmation_link MucbMo ¢ BepndrKaLMoHHON
CChbIJIKOM
N3meHeHne naponsa password_change YBefoOMIeHne 0 CMeHe napons
3anpoc BocCcTaHOBNEHUS Napons password_recover Mucbmo ¢ kogoM BeprbuKaumm
MpurnaweHue invite MucbMo € npurnaleHnem B
NPUNoXeHne
Kak HacTpouTb LWabnoH
1. MepenguTe B KaBUHET agMUHUCTPaTOpa - BKNagka HacTpouku.
2. Hangute 6nok lWa6noHbl nucem 1 Haxmute HacTpouTb.
3. BblbepuTe Hy>XXHbI WabnoH N HaxXmMuTe HacTpouTb.
HaCTpOVITb lWabnoHbl NMcem X
HacTponTe wabnoHsbl NUceM ANA perucTpaynm, BOCCTaHOBNEHUA Naponsa U Apyrux
co6bITUIA
3anpoc BOCCTaHOBNEHUA Napona HacTpouTE
password_recover e )
MameHeHne napons i
password_change neorn
Koa nogreepxaeHus VR,
confirmation_code ) -
Ccbinka NoATBepXAeHUA  T—
confirmation_ 2 omae
Perncrtpauws Hif il
account_create il
Mpurnawexne HacTpouTE
invite B
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4. B oTKpbIBWeNcsa popMe pefaKTUPOBaHUS YKaXuTe:

o Ha3BaHue WaboHa,
o Temy nucbma,
o Cogepxxumoe nucbma.

¢ Wcnonb3ynte HTML-pa3meTKy 1 nepemMeHHble B popmaTe {{variable_name}}.
Y6epguTtechb, YTO UCMNONb3yeMble NepeMeHHble COBMaAatoT ¢ OCTYMHbIMU MonsgMu npoduss
nosib3oBatesis, YToobl M36exaTb OLIMOOK Mpu OTNpaBke NMUCbMa.
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PepakTuposathb WwabnoH nucbma 'Peructpayums’ X

MNameHute wabnoH nucbMa ana cobbiTua account_create

HassaHnue wabnoHa

Peructpaums

Tema nucema

BaMm co3spnaH akkayHT {{project_name}}

m Trusted ID

{{#given_name}}3apaecTeyitre, {{given_name}}!{{/given_name}} {{*given_name}}
[o6poro epemenn cyTok!{{/given_name}}

Bbl ycnewHo 3aperucTpupoeansl Ha {{link_name}}.

Bam cosgaH akkayHT Ha cepauce {{project_name}}

Norwx - {{login}}
Napons - {{password}}

C ysaxehruem, {{project_name}}

example_root@mail.ru

Coaep)Kumoe nucbma

<p>

{{#given_name}}3apascTayiite, <b>{{given_name}}</b>!{{/given_name}}
{{*given_name}}o6poro epemenu cyTok!{{/given_name}}

</p>

<p>

Bbl yCnewHo 3aperncTpupoBaHbl Ha <span style="color: {{accent}}">{{link_name}}
</span>.

</p>

5. Haxxmute CoxpaHuUTb.
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bBe3onacHocCTb M gocTyn

HacTpounkn gocTtyna
[ByxdakTopHasa ayTeHTUdMKaLnA

[ByxdpakTopHas ayTeHTUOMKauus (2FA) no6aBnseT AONOSIHUTENbHBIN YPOBEHb 3alMUTbLI NPU BXOLE B
cuctemy. NMocne Beoga nepeoro ¢paktopa (NornH/naponb Unu g4pyron cnoco6 ayteHTudumKaumum)
nosib3oBaTenb AO/HKEH NOATBEPANTE CBOKO IMYHOCTb BTOPbIM pakToOpoM (TenedoH, anekTpoHHas
noyta, WebAuthn).

Kak HacTpouTb ABYX(PaKTOPHYO ayTEHTUPUKALNIO
1. Mepengute B KaBUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.

2. PackponTe 6nok HacTtpoiku goctyna v Haxmute HactpouTb.

HacTtponku goctyna A

[ByxdaKTopHas ayTeHTUdMKauma

lacTpouTb

Bknovaer 4onoNHUTENbHbIN YPOBEeHb BesonacHocTH Ana Bxoaa B cuctemy (2FA MFA)

UrHopuposaTh 0b6s3aTenbHble NoNs NPOGUNA NUYHOTO KaBUHETa AN NPUNOXEHUI

OTKMoMaeT I poBepKYy 0bA3aTenbHbIX Nofen NMYHOro KabuHeTta npu aBT opu3sauunn B NpUnoXxXeHus
3anpeTuTb NPUBASKY MAEHTUGUKATOPO. Ha GopmMe BuaXeTa ()
OTKMOYaEeT BO3MOXHOCTb MNPUBA3KK UOEHTUOUKATOPOB Ha GopMe BUAXeTa

OrpaluyeHHblin AOCTYN ANA BCEX NPUNOXEHWIA

Bx OO0 BJ oboe 1 punoXxeHue AOCTYNHO TONbKO ANA NoNib3oBarenen ¢ npasamu ‘P"’_J.’W'}-)‘C\p;i‘LIj‘

3anpeT perucTpatum
(O Pernctpauus sanpeuiena
@ Peructpauus paspeweHa

(O Paspewena Tonbko aBToperucTpaums

3. YKaxuTe npoBanaepbl NepBoro 1 BTOporo ¢pakTopos:

o Mpoeangep nepBoro ¢pakTopa — OCHOBHOW CNOCO6 ayTeHTUOMKaLUKN (NOrMH/Naponb unu
Apyrov cnoco6 ayTeHTUdMKaLumm).

o Mpoeangep BToporo ¢pakTopa — cnoco6 NoATBEPXAEeHUSA NMMYHOCTK (TenedoH, e-mail,
WebAuthn).
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HacTpouTb AByX$aKTOpHY aBTOpM3aLUO X

Tunbl NnpoBanaepos Tpebyuwmne AByXdakTOPHYH aBTopU3aLuo

@ ) login

@ ) session

@ ) oauth
@ ) otp
® ) mts

@ ) webauthn

lMpoBanpepbl BTOporo ¢pakropa

@ ) Homep tenedoHa

@ ) 3nekTpoHHasa nouta

@ ) WEBAUTHN

4. Haxxmute CoxXpaHUTb.
NrHopupoBaHue obs3aTenbHbIX nonen npoduns npu BXxoae B NpunoxeHue

HekoTopble nons npoduns nosb3osaTensa (Hanpumep, TenedoH, noyta 1 NpPoyme) MoryT 6biTb
OTMeueHbl Kak 06A3aTenbHble A8 3anofiHeHUs B IMYHOM KabuHeTe.
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Mo ymonyaHuto npu aBTopu3sauunm B npunoxenust Trusted.ID npoBepsieT Hanuumne Bcex
06a3aTeNbHbIX MOIEN N MOXET NMPUOCTaHaBNNBATb BXOA, NMOKa MoJib30BaTesNb HE 3aMnosHUT
HegocTarolwme gaHHble. HacTporika UrHopupoBaTb o6s3aTesibHble Nonsa Npodunsa IMYHOro
Ka6uHeTa gNnsa NPUIOXKEHUN NO3BONSAET OTKHOYNTD 3TY NPOBEPKY.

3TO MOXET BbITb MOMIE3HO, €CNIN OpraHn3aLmsa UCNOMNb3yeT BHELLHNE UCTOYHUKM AaHHbIX O
nonb3oBaTeNsax U He TpeByeT 3anofIHeHUs NPOPUNS BPYYHYHO.

YTto 6yameT Npu BKIAKOYEHUM HACTPOMKMU

e [onb3oBaTeNy CMOryT aBTOPM30BATbCS B MPUMOXEHMUSX, faXe ecnv ux Npodusb B IMYHOM
KaBMHeTe 3anofiHeH He MOIHOCTbHO.

« [poBepka 06a3aTeNbHbIX NONeN BbINONMHATLCS He ByAeT.

» B MHTepdeice NMUYHOro KabuHeTa yBeAOMIIEHUSI O HE3aMOJIHEHHbIX NONAX COXPaHATCS.

Kak BKIHOUMTb HACTPOMKY

1. MNepengute B KaBUHET agMUHUCTPaToOpa -> BKIagka HacTporku.

2. Packponte 610k HacTpomnku gocTtyna.

3. Bkntounte nepekntoyaTtens UrHopupoBaTb o6513aTesibHble Mnossi npoduss JIMYHOro KabuHeTa
ONS NPUIOXKEeHUMN.

4. Haxkmute CoxpaHuTb.

Mocne NnpMeHeHNsT HACTPOWKM NOMb30BaTeNIM CMOTYT NPOXOANTb aBTOPM3aLmMo 6e3 NPOBEPKM
o06s3aTenbHbIX Nonen npoduns.

. PekomeHpauums: BkoyanTe onuumio ToNbKO B TOM Clyyae, eCnn KOHTPOSb NOMHOTHI
Npoounsa ocyLecTBNSeTCA APYTMMU CPEACTBAMM.

3anpeT NpuBA3KK UOEHTUOUKATOPOB

OTa HacTpoKKa 3anpeLyaeT Nob3oBaTeNAM CaMOCTOSATENbHO NPUBA3bIBaTb HOBbIE BHELLUHWE
NOeHTUOUKATOPbI K CBOEMY MPOGUII0 Yepes BUAXET BXOAa.

YTOObI 3anpeTuTb MPUBA3KY:

1. MepenguTe B KABUHET agMUHUCTPaTOpa —> BkNagka HacTpouku.

2. PackponTe 6510k HacTpoiku goctyna.

3. AKTUBMpPYMNTE NepekntoyaTens 3anpeTuTb NPUBA3KY UAEHTUPUKATOPOB Ha popme BUAIKeTa.
4. Haxxmute CoxpaHUTb.

OrpaHuyeHus gocTtyna

OTa HacTpoKKa NO3BONAET OrPaHMYNUTL BXO B MPUSIOXKEHUE A5t BCEX MOSb30BaTeNel, Kpome
AaMUHUCTpaTOp cepBuca. Bce ocTanbHble NoNb30BaTeNN HE CMOTYT aBTOPMU30BaThCS.
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£3 Ba)kHO: Mpu BKIIKOYEHUM OrpaHnyeHus 4oCTyna Bce nosib3oBaTtesm, KpoMe
afMUHUCTPATOPOB CEpPBUCA, NOTEPSHOT BO3MOXHOCTb BXOAaA. VICNonb3yTe HAaCTPOMKY Ans
TEXHUYECKUX PaBoT UMM aBapPUNHBIX CUTYaLMNA.

YTO6bl OrpaHNYnTbL AOCTYM:

1. Mepengute B KABUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.

2. PackpounTe 6510k HacTpoirku goctyna.

3. AKTuBMpYnTE nepekntodatenb OrpaHUYEHHbIM JOCTYN AJs BCEeX NPUNOXXEHUN.
4. Haxkmute CoxpaHuTb.

3anpert perncrtpauum
OTa HacTpoKKa NO3BOJAET 3aNPETUTb CO34aHNE HOBbIX aKKayHTOB B BUOXKETE BXOAA.
YT0GbI HACTPOUTL 3anpeT perncTpaumm:

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.
2. PackponTe 6510k HacTpoiku goctyna.

3. BbiGepute HEOH6XOANMYIO HACTPOMKY:

o Perncrpauus 3anpewieHa — nosIHOCTbIO 6OKMPYET CO34aHNe HOBbIX aKKayHTOB.
o Perncrpaums paspetueHa (No yMon4aHuoo) — CTaHAAPTHbBIA PEXUM paboTbl, MOb30BaTeNn
MOryT CO3[aBaTb aKKayHTbl CAMOCTOATEbHO.

4. Haxxmute CoxpaHUTb.

TexHn4yeckue napamMeTpbl

TexHNn4YecKune HaCTPOMKU, TakKne Kak MaeHTUOMKaTopbl KNMeHTa, napameTpbl 6e3onacHocTn, URL-
ajpeca aBTopmM3aunmn, CNnocobbl ayTEHTUOUKAUUMM KNTMEHTA N NapamMeTpbl TOKEHOB U apyrue,
HaxopgAaTca B pa3gene MapameTpbl NPUIOXKEHUS.

Huxxe nepeyncneHbl HACTPOWKKU, OOCTYMNHbIE 415 PefaKTUPOBaHUS B KaBMHeTe agMUHUCTpaTopa.
OcTasbHble NapamMeTpbl UIMEHSOTCS Yepes KOHGUrypaUMoHHbIA hann.

YTO6bl UIBMEHUTL napaMeTpbl B KabuHeTe adMUHUCTpPAaTOopa:

1. Mepengute B KaBUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.
2. PackponTe 6510k MapameTpbl NPUIOXKEHUS.

3. HacTponTe napameTpsbl:

o OrpaHundeHue gocTyna
o Bpemsa ayTeHTUpMKauum
o TOKeH gocTyna

o TokeH 06HOBNEHUSA
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4. Haxxmute CoxpaHUTb.

OnucaHne napameTpoB

OCHoOBHble naeHTnudmKaTopbl

HaseaHue MapameTp OnucaHue

NpeHTudpukartop (client_id) client_id YHUKanbHbI ngeHTudmkaTop
NPUNOXEHNS

CekpeTHbIH Ko (client_secret) client_secret KoHpupeHUmanbHbIA KoY
NPUNOXEHNS

Appec npunoxXxeHus - BasoBbin URL cepBuca Trusted.ID B

dbopmaTe npoTokon://noMeHHoe
UMs i nopT

OrpaHunyeHne gocTtyna

OFpaHVILWIBaeT BXO[, B IMYHbIA KABMHET TO/IbKO MoJib30BaTeNsaM C AOMUHUCTPATUBHBbIMU PONAMN.

HasBaHue OnucaHue

OrpaHu4YeHHbIX gocTyn Ecnv BKNtOYEHO, AOCTYM B IMYHBIA KaBUHET 6yaeT
pa3peLléH ToIbKO NoNb30oBaTeNsiM C NpaBamu
ApMUHUCTpaTOp cepBuUca

BosBpaTtHbin URL

HassaHue MapameTp OnucaHue

BosspaTHbin URL # Redirect uri URL, Ha KoTOpbIv nonb3oBaTtesb
6y[eT nepeHanpasfeH nocrne
ycnewHomn ayTeHTuduKaumm

URL BbIXxoga 13 cuctembl

HassaHue MapameTp OnucaHune

URL Bbixopa U3 cuctembl # post logout redirect uri URL, Ha KOTOpbI cepBuC 6yaeT
nepeHanpasnsaTb Nofb3oBaTens
nocne Bbixoga. Ecnu 3HayeHne He
yKasaHo, TO Ucnosb3yeTcs
Redirect uri.

URL 3anpoca ayTeHTUpumnKaumm

HaseaHue MapameTp OnucaHue

request uris
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HassaHue MapameTp OnucaHune

URL 3anpoca ayTeHTUdUKaLUN Unu Cnucok URL gnsa pasmelleHus

BOCCTaHOBJIEHUA Moce JWT-3anpocos asTopu3saumuu

ayTeHTUOUKaLuumn # Request Object. CepBep n3Bnekaet
JWT c ykasaHHoro URL nipu
aBTOpM3aLmMn.

Tunbl OTBETOB

HassaHue MapameTp OnucaHue

Tun oTBeTOB (response_types) response_types
OnpegensaeT Kakie TOKeHbl U Kogpl

BO3BpaLLaroTCA aBTOPM3aLNOHHBIM
cepBepoMm:

- code — TOJIbKO KOA, aBTOpM3aLumn
- id token — TonbKO ID TOKEH

- code id token —kop + ID TOKeH
- code token — KO + TOKeH
joctyna

- code id token token — kog + ID
TOKEH + TOKEH flocTyna

- none — TOMbKO NOATBEPXAEHWE
ayTeHTMouMKaumm

Tunbl NpegocTaBeHns 4oCTyna

HassaHue MapameTp OnucaHue

Tunbl npepocTaBneHus gocTtyna grant_types

(grant_types) Cnoco6bl nony4yeHna aBTopusaumun:

- authorization code —
6e30MnacHbIN KOf, Yepes cepBep
KnueHTa (pekomeHpyeTcs);

- implicit — npsiMoOe nony4eHune
TOKeHa (ans ny6aAnYHbIX KIIMEHTOB)
- refresh_token — o6HOBNEHue
TOKeHa 6e3 NOBTOPHOro BXoAa

MeTop ayTeHTUOUKALNU KNUEHTa

» Bbi6op meTofa 3aBUCUT OT TPeboBaHMN 6€30MacCHOCTM U BO3MOXHOCTeN KnneHTa. JWT-
MeTobl 06ecrneymBatoT NOBbILLEHHYO 6€30MacHOCTb, TaK Kak He nepefatoT cekpeT HanpsaMyHo.

HaseaHue MapameTp OnucaHue

AyTeHTUPUKaLUA KNUeHTa
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HasBaHue

Anroputm nognucu ID TokeHa

HasBaHue

Anroputm noanucm,
Mcnonb3yemblil NPU CO3[aHUN
nognucaHHoro ID-TokeHa
(id_token_signed_response_alg)

Bpems ayTeHTUdMKaLmm

HasBaHue

MpoBepkKa Hanuuusa BpeMeHn
AyTeHTUdUKaLUMU
(require_auth_time)

MapameTp

token endpoint auth method,
introspection_endpoint_auth_meth
od,

revocation endpoint auth method

MapameTp

id token signed response alg

MapameTp

require auth time

JdononHutenbHble napaMeTpbl 6e30nacHOCTH

HasBaHue

MapameTp anga obecneyeHms
6e30MacHOCTU Nepefayn faHHbIX
MeXAyY KIIMEHTOM N CEPBEPOM
aBTOpM3aunn
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OnucaHue

OnpepgensieT MeToA
ayTeHTUOMKALMMN KNNEHTa Npwu
06paLleHnn K pasiMyHbIM
KOHEeYHbIM TouKaMm (token,
introspection, revocation).

[JocTynHble meToAbl:

- none — 6€3 YYEeTHbIX AaHHbIX;

- client secret post — y4yeTHble
JaHHble B Tene 3anpoca;

- client_secret basic —HTTP
Basic Authentication;

- client secret jwt — JWT,
NoAMNMCaHHbIN CEKPETOM KITMEHTA;
- private key jwt— JWT,
NOAMMUCAHHbIN NPUBATHBIM KJTHOYOM
KIueHTa.

OnucaHue

YKa3sbiBaeT anroputm, KoTopbin
nucnonb3yetca gna nognucu 1D
TOKEHa.

ID TokeH — 3T0 JSON Web Token
(JWT), KoTopblIi cogepXuT
yTBEpXAeHus (claims) o
ayTeHTUdMKaLMKN Nonb3oBaTens

OnucaHue

Ecnu BkntoyeHo, B ID TokeHe
pobaenseTcs auth time — Bpems
nocnegHen ayteHTUGMKaLmm
nosnb3oBartens

OnucaHue

YKa3sbiBaeT, TpebyeTca v
NMoAMMUCaHHbIN Request Object npwm
OTrMpaBKe 3anpoca Ha
aBToOpU3aLmIo.
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HasBaHue

MapameTp

Tun nepegayu VI,EI,eHTVICI)VIKaTOpa nosib3oBaTtend

HassaHue
Cnoco6 nepepauu ID
nonb3oBaTesns B

MOEHTUPUKALUOHHOM TOKEHE
(subject_type)

TokeH gocTyna

HasBaHue

TokeH pocTtyna (access_token_ttl)

TokeH 06HOBNEHUA

HasBaHue

TokeH o6HOBNEHUSA
(refresh_token_ttl)

MoakntoueHue Sentry

MapameTp

subject type

MapameTp

access token ttl

MapameTp

refresh token ttl

Penuns v1.0

OnucaHue

Request Object — 3TO cnocob
6e30MnacHoON nepegayn NnapaMeTpoB
aBToOpM3aLMM OT KNIMEHTA K cepBepy
aBTOpM3auumn, 06bI4YHO B popme
JWT (JSON Web Token).

Korpa

require signed request object
BK/IHOYEH, KITMEHT O0/XEeH
nognucaTtb Request Object C
ncnosib3oBaHMEM 3apaHee
CcorsiacoBaHHOro anroputma
noanucu, KOTopbi ykasaH B
KOHpUrypaumm KimeHTa.

OnucaHue

OnpepenserT, kak popmMupyeTcs sub
claim B ID TOKeHe:

- public — OAMH M TOT Xe
naeHTuduKaTop Aa BCeX KIMEHTOB
- pairwise — YHUWKasnbHbIV
noeHTudUKaTop ANa KaxKaoro
KNMeHTa, NoBbIWaeT
KOHOUAEHLMaNbHOCTb

OnucaHue

Bpems Xn3HU access token B
ceKkyHAax

OnucaHue

Bpemsi Xun3Hu refresh token B
CeKyHAaax

Sentry — 3TO nnanbopma 0na MOHUTOPUHIa OLINBOK " npon3BoanTesibHOCTHU I'IpI/U'IO)KeHI/lﬁ.
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=]y OdumumancHbiit pecypc Sentry

MopkntoyeHne Sentry no3sonseT:

e OTCNEXMBATb OLLIMOKN U UCKTHOYEHUS B peasilbHOM BPEMEHMU;
e NOJ1Iy4aTb TPaCCUPOBKU COGbITUI NO Nnonb30BaTeNAM,
e aHaNU3npoBaTb NPON3BOAUTESIbBHOCTb CUCTEMBbI.

Kak nogkntountb Sentry
LWar 1. Co3gaHue npoekTa B Sentry

1. Mepengute Ha cant Sentry.io.
2. 3aperncTpupymTech Unn BOMAUTE B CBOKO YYETHYHO 3aMnuUcCh.
3. Co3ganTe HOBLIN MPOEKT.

Mocne co3pganHusa npoekTta Sentry npepoctasut DSN (Data Source Name) — yHMKanbHbIN
naeHTnoukaTop anga nogknoyeHus Trusted.ID k Sentry.

. CoseT: CkonupyiTte DSN (Data Source Name), 4To6bl He NOTEPSITL Er0 NPU Nepexome K
crnegyrowemy Lwary.

War 2. MogkntoyeHne Sentry

YTo6bl NOgKNHOUYNTL Sentry:

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.
2. Hangute 610k Sentry un Haxxmute HactpouTtb.

3. B oTKpbiBLIENCS GOPME NOOKIHOUYEHUS YKaXKUTE:

o DSN — yHUKanbHbIV nOeHTUGUKaATOP, CO34aHHbIN Ha ware 1.

o AKTUBHOCTb — BKJIHOUMNTE, YTOObI HaYaTb OTNPaBKY OLUMOOK 1 TPacCUpoBOK B Sentry.

o ID nonb3oBaTens (NpuM HEOOXOAMMOCTUN) — YKaXKUTe, eCNN HY>KHO OTCNEeXMBaTb OLMGKN U
COOBbITUA MO KOHKPETHbIM MOSIb30BaTeNSAM.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 39


https://sentry.io/welcome/
https://sentry.io/welcome/

Trusted ID Penuns v1.0

HacTpoutb Sentry X

HacTponTe oTnpaeKy TPacCUpPOBOK U OLIMBOK B Sentry

DSN

DSN — 370 yHMKanNbHbIN KMKOY, KOTOPbIW BbIA3ETCA ANA KaXA0ro NnpoeKTa e Sentry

AKTUBHOCTb ()

ID nonb3osaTtensn

ID nonb30BaTtens, No 4eNCTBNAM KOTOPOro HY>XHO OTNPaenATb TPACCUPOBKU U OLMBKM

4. Haxxmute CoxpaHUTb.

XypHan cobbITnn

B )KypHane MOXHO yBMNAeTb, OTKYyAa U C KaKnUxX yCTpOVICTB Nnonb30BaTeNn 3axoguuv B JINYHbIN
KabuHeT unu NPUNOXEHNA.

[ns Kaxaoro co6biTUA AOCTYMNeH NPOCMOTP NOAPOGHbLIX CBEAEHWUN.

MapameTp YTo copepXxut

3aronoBoK co6biTUSA KaTeropusi gencreus

[aTa u Bpemsi TouYHble BpEMEHHbIE METKMN

MpunoxeHune NpeHTudumkaTop (client id) NpunoxxeHus
Monb3oBaTtesnb MaoeHTudumkatop (id) nonb3osaTens
YcTponucteo Tun ycTponcTea n 6paysep
MecTononoxeHue IP-agpec
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Kak nepentu B XypHan

1. MepenguTe B KABUHET agMUHUCTpPATOpPa.
2. OTkpounTe BKNaaky XXypHan.

KaTanor n ¢pyHKLMU

YnpasneHue Tnnamu I'IpVIJ'IO)KeHMVI B KaTtaJsiore

Penuns v1.0

Tunbl I'IpMJ'IO)KeHMIZ — 3TO KaTeropun gna cuctemMatumsaumm I'IpW'IO)KGHMVI B kaTanore. OHM nomMmoratoT

OpraHM3oBaTb CTPYKTYPY M YNPOCTUTb HaBUraLmo Nosib3oBaTenem.
3ayeM HYXXHbl TUMbI:

e [ToMoratoT rpynnupoBaTh NPUIOXEHUS MO KaTeropusam
* YNPOLAT MOUCK HYXXHbIX NPUTOXEHWNIA
o [loMoratoT opraHn3oBbIBaTb CTPYKTYpPY KaTanora

CospgaHue Tuna NpunoXXeHus

1. Mepengute B KABUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.
2. Hangute 610K Tunbl NPUNOXEHUN 1 Haxxmute HacTpouTb.
3. +

B nosiBuBLIEMCS OKHE HaXXMUTe Ha KHOMKY Cos3patb

4. OTKpoeTcsa dpopma cosgaHus.

Co3pgaTtb TUN NPUITOXXEHUN

HassaHue rpynnbl

OTobpaxaemoe uMA Tuna

OTMeHa

5. YKaxuTte Ha3BaHue Tuna.

¥ HasBaHue TMna JOoMKHO 6bITb YHUKaJIbHbIM B PpaMKaXx CUCTEMbI.

000 «Uundposble TexHoNornm» « Trusted.ru
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6. Haxxmnte CoxpaHuUTb.

Co3paHHbI TUN 0TOBPA3UTCA B CrUCKE.
» HasHauyeHue TuNa ocylecTBASETCSA NPU CO34AHMMN NMPUTOXKEHUS.

PepgakTnpoBaHue TMNa NpuUIoXeHms

1. MepenguTe B KABUHET agMUHUCTPaTopa —> BKNagka HacTpouku.
2. Hangnte 6nok Tunbl NpUNoXXeHui 1 Haxxmute HacTpouTb.

3. OTKpOeTCsl OKHO CO CMMUCKOM TUMOB.

Tunbl NPUNOXXEHUA = X

A 4

ObweHune

4. Haxkmute Ha KHOTMKY HaCTPOMTb Ha naHenn ¢ TUrnom, KOTOprl7I Heo6xoanmo oTpenakKTnpoBaTb.

5. OTKpoeTcs popma pefakTUPOBaHUSI.
6. BHecuTe Heo6X0ANMbIE N3MEHEHMUS.
7. Haxxmute CoxpaHUTb.

% [Mocne pefakTUpoBaHUA TUMa BCe CBA3aHHbIE MPUIOXXEHUS aBTOMaTUYEeCKN MonyyatroT
06HOBMEHHOE Ha3BaHWe KaTeropuu.

YpaaneHve Tuna npunoXXeHust

1. Mepengute B KaBUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.
2. Hangnte 6nok Tunbl NpUnoXXeHui 1 Haxxmute HacTpouTb.

3. OTKpoeTCcs OKHO CO CAINCKOM TUMOB.

4, ﬁ

Ha>xmunte Ha KHOMKY Ypanutb Ha naHenn ¢ TMNom, KOTOprIZ HeobXxo4nmMo YAanuTb.

YpaneHue npoucxoaunT 6e3 AONOJIHUTENIbHOro noaTrBep>XaeHnA.
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. Mocne ypaneHus Tun 6yaeT yaanéH us Kkatanora, a NpUnoXeHusi, y KOTOPbIX OH Gbl
Ha3HayeH, aBTomMaTMyecku nonyyat Tun Mpouee.

SKkcnepuMeHTanbHble QYHKLMK

AKcnepumeHTanbHble GYHKLUU — 3TO HOBble BO3MOXHOCTH cepBuca Trusted.ID, Haxoaswmecs Ha
cTagun TECTUPOBaHUA U OOPABGOTKMU.

OCHOBHbI€e Xa PaKTepUCTUKHU:

 Perynupytotcs agMUHUCTPATOPOM cepBuca

o OYHKUMOHAN MOXET U3MEHATbCA 6e3 NpeaBapuTeibHOro yBeaoMIeHUs

o CofepxaT HeJOKYMEHTUPOBaHHbIE 0COBEHHOCTU PaBoThbI

e [pOM3BOAMUTENBHOCTD U CTaBWUIBbHOCTb MOTFYT OT/IMYATLCS OT OCHOBHbIX GYHKLMM

[ocTyn K aKcnepuMeHTanbHbIM GYHKLMAM

Paspenc 3KCnepnMeHTaIbHbIMU (DyHKLl,VIﬂMVI OOCTyneH no agpecy: https://ID HOST/experimental.

Experimental Features

Pazgen 3kCNepuMEHTaNbHbIX HaCTPOeK Cepemnca

Buantkmn

Karanor

Kakne ¢pyHKUMM OOCTYMHbI
1. Busutka nonb3oBaTens

o Lindpposon aHanor BUSUTHOM KapTOYKU C KOHTAKTHbIMU JaHHbIMU
o Nopaeprxka popmata vCard gfis akcrnopTa
o BO3MOXHOCTb Oenntbcsa no cchliike nnm Yyepes QR-kofg,

MopgpobHee O BU3UTKeE -
2. KaTanor npuno)xeHuin

o LleHTpanu3oBaHHas nnowagka gns npunoxeHun cuctemol Trusted.ID
o CoaepXuT yaoBHY0 CUCTEMY KaTeropum
o BO3MOXHOCTb 406aBNATb NPUIOXEHUS B U3OPaHHbIe

000 «Uundpposbie TexHoNnorum» o Trusted.ru 43



Trusted ID Penus v1.0

Moppo6Hee o KaTanore -

Pecypcsbl

A

® npoduns @) Paspewenus =: )XypHan

Bbl MOXETe ynpaBnsATb AOCTYNOM K BaLL

OcHosHasa nHpopmaumnsa

ID none3oeaTtens

My6nnyHoe umna

®oTo npodunsa

-

atanor X i

Mpouee

i1 'S\Q ] 9[1
Obuwexve

% DuTa

Kypcbi

@, T,

ia

bHasa nHpopmadll

$1aHNA

Q

v3.3.26 |

%z CTaTyc: SKCnepuMeHTarnbHble GYHKLUU MOTYT BbiTb YAaneHbl, U3MEHeHbl N NepeBeaeHbl
B OCHOBHOWN QYHKLIMOHaN 6e3 npefBapuUTeNbHOro yBeaoMIEHMS.
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CMOTpUTE TakXe

¢ [lepemeHHble okpy>keHus Trusted.ID — 6a3oBble NapamMmeTpbl CUCTEMBbI.

e HacTpowka naposbHOW NOAUTUKN 1 NPOodUsa Nosb3oBaTens — HacTponkKa 6e30MacHOCTH
aKKayHTOB.

e Crioco6bl BXo4a 1 HacTpouKa BuayKeTa Bxoaa — MogKItoyYeHne BHeLWHUX CepBUCOB
ayTeHTUduKauuu.

000 «Uundposble TexHoNornm» « Trusted.ru 45



Trusted ID Penuns v1.0

OTKprTb CTaTbio Ha canTe

HacTpounkun naponsa n npoduns
nonb3osatenda B Trusted.|D

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTPOUTb NPOdUb NOMb30BaTENS U NAPObHYHO MOMUTUKY B
Trusted.ID. Y3HaiTe, Kak ynpasnsitb NonsgsMun npoduns, NPOBEPKON JaHHbIX, NOATBEPXAeHUEeM email
n TenedoHa, a Takxe nHTerpaumnen ¢ OAuth, yto6bl o6ecneynTb 6€30MNacHOCTb N yOOGCTBO A1 BCEX
nonb3oBaTenen.

CopepixaHue:

e [laponbHas nonnTuka

¢ OCHOBHbIe nons Npo¢uns Nosib3oBaTess

o [lononHuTenbHble Nong Npodunia nonb3oBaTens

« [MpaBwuna Banugauunm nonen npodunsa Nonb3oBaTensa 1 Napons
» HacTponku noaTBEPXXAEHUS 31EKTPOHHON MOYThI

» HacTpowku noareepxgeHus Homepa tenedoHa

e CMOTpUTe Takxe

o HacTponku npoduns nonb3osaTens pasMeLleHbl B KaBUHETe agMUHUCTpaTopa. Ons
JocTyna K KabuHeTy Heob6xoauma posib AGMUHUCTpPATOpP cepBuca. Kak OTKpbITb KabUHET
agMuUHUCTpaTopa -

I'Iapoanaﬂ MOJINTUKa

MaponbHas nonutuka B Trusted.ID — 370 Ha6op nNpasus, onpeaenaroLnx TPeboBaHUA K CITOXHOCTU
1 6e30MacHOCTU Naponen nonb3oBaTtenen. OHa NOMoraeT 3alWUTUTb YYETHbIE 3arnncK oT B3fioMa U
HeCaHKUMOHUPOBAHHOIo JocTyna.

YCTaHOBMEHHbIE npaBuiia NPUMeEHATCA:

* NPU CO34aHNM Naponsa B BULKETE pernctpaumm,
* NPW BOCCTaAHOBJIEHUM NAPONS B BUAKETE BXOAA,
* NPU CMeHe napons B Npodune nosb3oBaTens.

Kak HacTpouTb npasunia naposibHOM NOSUTUKN
1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.

2. PackponTe 6nok Hactpoika npopunsa nonb3osatens 1 Bbibepute naHens Maponb.
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HacTtpoiika npodpuns nonb3osarens ~

MaponbHaa nonuTUKa /

Napone L/

3. B nosiBMBLLEMCS OKHE HaxXMuTe HacTpouTb.

YpoBeHb Ny6NNMYHOCTU NONA ANA HOBbIX NONb30BaTenemn

Mpaewna sanupayunm HacTpouTb

/

4. OTKPOETCS OKHO CO CMUCKOM AOCTYMHbIX MPaBui NPOBEPKMU.

¢ Tpo cosgaHme 1 HaCTPOMKY NpaBus BanuaaLmM nose NpoGus YnTante B UHCTPYKLMUM
MpaBuna Banugauuu nonen npoduns nonb3oBaTens.

5. OTMeTbTe pnaxkamMu npaeuna, KOTopble HYXXHO NPUMEHUTb K NMaporito.

000 «Uundposble TexHoNornm» « Trusted.ru 47



Trusted ID Penuns v1.0

HacTponka npasun sanupauuu ansa ‘password’ I

oT 5 40 8 CUMBONOB / O
He MeHblue 1-ro cney cuMeona /7 O
He MeHbLue 1 3arnasHon Gyksbl O
(] Email /" 0O
(] 3anper:@ /s O
[(] He 6onbwe 32x cumeonos /s O

6. 3aKponTe OKHO CO CMUCKOM Mpasu.
7. Haxxmute CoxpaHuUTb B popMe pefakTUpoBaHUA Nons.
M3MeHeHWs NpUMEHSIIOTCA aBTOMaTUYeCKH.

Tenepb BbiGpaHHble BamMK Npasuia 6yayT UCMONb30BaTbCA AN NPOBEPKMU CIIOXHOCTU Napons
nonb3oBaTens.

I MpumeyaHue: HoBble NpaBuia NPUMEHSIIOTCS TONTbKO K CO34aBaeMbIM U U3MEHSIEMbIM
naponsam. CyLiecTBYOLLME NAaPON OCTAOTCA 6€3 U3MEHEHUN.

PekomeHpauuun no 6e30nacHoOCTuU

YT0o6bl 06ecneunTb Ha,D,é)KHyI-O 3aUNTY YYEeTHbIX 3an14ce171, pekoMeHayeTca BKNHYNUTb cnegyrouimne
napaMeTpbl:
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PekomeHpauusa

MwuHuManbHasa gnnHa naposss — He MeHee 8 CMMBOJIOB

Vicnonb3oBaHWe 6yKB pa3HOro perncrpa

O6sa3aTenbHOe Hannune umodp

O6s3aTenbHOe Hannyume cneLcnumBosoB

Penuns v1.0

Mpumep npaBuna

MuHuUManbHas pgnvHa = 8

COD,ep)KVIT CTPOYHbBIE U NMPONUCHbIE CUMBOJIbI

Conepxut xoTsa Obl OnHY uUUbpy

Copepxut cneunanbHble cumBonbl (!@#$% u 1. n.)

OCHOBHble nonga npoounsa nonb3oBaTend

OcHoBHbIe nossi npodunsa — 370 06s3aTeNbHble CUCTEMHbIE aTPUBYThI, KOTOPblE CO34al0TCA
aBTOMaTUYECKM A1 KaX4oro nosib3oBatensa npu ero peructpauyuun. OHm ¢opmMmunpyrot 6a3oByro
CTPYKTYpY npoduna n obecneymBaroT KOPPEKTHYIO PaboTy MexaHU3MOB ayTEHTUGUKaLIUK,

M/J,eHTI/I(DI/IKaU,VII/I N CBA3N MeXay CUCTeEMaMU.

CnMCcoK OCHOBHbIX Nonen

/‘? CnncokK OCHOBHBbIX Monen ¢VIKCVIpOBaH. Ldob6asneHwne, nepenmMeHoBaHune Uin yganeHne atux

nonen HegoOCTYMHO.

Mone
VaoeHTudumkatop
NoruH
OneKkTpOHHas noyta
Vimsa

Gamunus

TenedoH

[aTta poxaeHus
[My6nnyHoe nmsa
®oTo

Cornacue Ha 06paboTKy AaHHbIX

000 «Uundpposbie TexHoNnorum» o Trusted.ru

NpeHTndukaTtop

sub

login

email

given name

family name

phone number

birthdate

nickname

picture

data processing agreement
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O603HayYeHMs HaCcTpoekK

Penuns v1.0

B nHTepdence ans Kaxgporo nofs A4oCTyneH GblCTPbIN NPOCMOTP HAaCTPOEK Nons B BUAE

NOEHTUOUKATOPOB:

NKoHKa

N @& B % N\

OcHoBHas nHpopmaums

YHUKanbHbI MASHTUOUKATOP

NorwH

3NeKTPoHHanA noyta

Kak HacTpouTb OCHOBHOE nosne

MapameTp

Mone AOCTYNHO NoJib3oBaTesNnto Oonda penaktnposaHua

Mone o6a3aTenbHO ANSA 3anofiHeHUs

3HayeHune Nons JOKHO 6bITb YHUKaNbHbIM

YpoBeHb Ny6ANYHOCTH NONS

[Mone MOXHO UCMOob30BaTb Kak NIOrMH Npu Bxoge

1. Mepengute B KABUHET agMUHUCTpaTopa - BKNagka HacTpouku.
2. PackponTe 6nok HacTponka npodpuns nonb3oBatens.

3. Hakmnte Ha naHenb ¢ Nosem, KoTopoe He06X0OMMO HAaCTPOUTb.

OcHoBHas nHdopmayms

YHUKaNbHbIA UAEHTUOMKATOP

O * &

NorwH
log

20 72 % &

3NeKTpPoHHaA noyta
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4. B oTKpbIBLWeNCcSa popMe yKaxuTe:

o MapameTpbl,
o MpaBwna BanvMaaumu.

5. CoxpaHuTe n3MeHeHus B GopMe pefakTUpoBaHus.

I'Iapameprl OCHOBHOIO MNnonA

HasBaHue OnucaHune

HasBaHue HassaHue nons. HepocTynHo Ans pefakTupoBaHus.

OnucaHue nons HasaHue nonsi B uHTeppence. HegocTtynHo gns
pefakTMpoBaHus.

Ncnonb3oBaTb B KayecTBe JIOrMHa [Mo3BonseT aBTopM30BaTbCs C UCMOSIb30BaHMEM

JaHHoro nons. JocTynHo Ofisi HACTPOMKK B NONAX
JloruH, AnekTpoHHas nouta 1 Homep TenedoHa

AKTUBHOCTb OnpepensieT o6s3aTeNbHOE Hann4une nNonsa B npopune
nonb3osaTens. HemameHsiemMbIi napameTp.

PepakTtupyemocTb Pa3peluaeT nonb3oBaTento N3MEHSATb 3HaYeHNe Nons B
CBOEM npoodwune.

0653aTeNbHOCTb Tpe6yeT 3anonHeHnst Nons Npy perucTpaummn unm
Bxope. bes Hero ayTeHTUOMKaLMa HEBO3MOXKHa.

YHUKanbHoOCTb [MpoBepseT, UTOObI 3HaYEHME NONA HE MOBTOPANOCH
cpegm Bcex npodpunen.

My6nuyHocTb
Onpepenset, KoMy 6yAyT AOCTYMHbl AaHHbIE

nonb3oBaTend::

- JLoCTYMHO TOJMIbKO BaM - [laHHble NpuBaTHbI U
OOCTYMHbI TOJIbKO NMOJSb30BaTeNo.

- JlocTynHO no 3anpocy - AaHHble nonb3oBaTtens
OOCTYIMHbI A1 CTOPOHHUX CUCTEM MOCSe ero
cornacus;

- JlocTynHO BCeM - [laHHble Ny6nYHbl BCerpa ans
CTOPOHHUX CUCTEM, He TPEeBYIOT Cornacusa Ha AOCTyn K
AaHHbIM. [1aHHble, KOTOpble BYAYT NepefasaTbCs
CTOPOHHEN cUcTeMe Mo XeLly 3NEKTPOHHON NoyThl (Mo
aHanorum c cepsucom Gravatar).

HacTpoiku noaTBEepXXAeHUsl 3NEeKTPOHHOMN NoYTbl
Onuuu ans NoATBePXAEHUA agpeca email.

MpepHasHayeHbl 4N HACTPOWKM NapamMeTpoB A/is
MOATBEPXAEHNS afipeca 3MeKTPOHHOW NMoYTbl B
npodune nonbloBaTens.

%/ NoppobHoe onncaHne HaCTPOEK B MHCTPYKLUN
HacTpovkn noaTBepXaeHusa 3/1eKTPOHHON MOYThI.
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HasBaHue

HacTpoiiku nogTeepXxpeHusa Homepa TenedoHa

Mpaeuna Banugauumn

Penuns v1.0

OnucaHue

Onuuu Onsa NoATBepXaeHUa TenedoHa.
MpepHasHayeHbl 4711 HACTPOWKM NapamMeTpoB A/is
NMOATBEPXAEHNA HOMepa TenedoHa B npodune
nosnb3oBaTens.

4’ MoApoB6HOe onncaHne HaCTPOEK B MHCTPYKLMM
HacTpoiku noaTeepxaeHna HoMepa TenedpoHa.

Ha6op npasun NpoBepKn KOPPEKTHOCTU BBEAEHHbIX
[aHHbIX.

4/ MNoppobHoe onnucaHmne B UHCTPYKLUMKM HacTpoika
npaswn Banugauuu.

HHononHutenbHble nond npoduna nonb3oBartens

[ononHuTtenbHble nonsa Nnpodpunsa — 3To NoJb30BaTeNlbCKue aTPUBYThl, KOTOPblE MOXHO CO3AaBaTb
AN XpaHeHUs NoBbIX crneunduUyecknx AaHHbIX, He BXOAALMX B CTaHAaPTHbIN Habop.

OHn nomoratoT afanTtnupoBaTb I'IpOd)M}'Ib no KOHKpeTHble 3aaauvn:

e XPaHWUTb BHYTPEHHNE UAEHTUOUKATOPLI, LOSKHOCTU, PONN, OTAENbI U T.4.
e CTaTYCbl NPOBEPKMU AaHHbIX U ApYyrue 6usHec-aTpueyThI.

O603HauYeHNss HacTpoeK

B MHTepd)elZce Ona KaXXaoro nond aoctyneH 6bICprIIZ NPOCMOTP HACTpoOeK rnoJsid B snge

NOEHTUOUKATOPOB:

NKoHka

000 «Uundpposbie TexHoNnorum» o Trusted.ru

MapameTp

[Mone pocTynHo nonb3oBaTtento Ans pefakTupoBaHug

Mone o6s3aTenbHO AN 3anofIHEHNUS

3HaueHne Nons AOKHO 6bITb YHUKaNbHbIM

YpoBeHb Ny6INYHOCTH NOSIS

AKTUBHOCTb Monsi
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LononHutenbHas nHdopmaumnsa No6asnTb
filial S = —
R /7 6|0

iamrployee»elD @ /. @ -lj

Jlo6aBneHne OonNoNHUTENbHOIO Nons

1. Mepengute B KaBUHET agMUHUCTpPaToOpa - BKNagka HacTpounkm.
2. PackponTe 6nok Hactpoika npoduns nonb3oBartens .
3. Haxxmnte kHonky Jlo6aBuTb B pa3saene JononHuTenbHas UHpopmaLums.

4. B oTKpbIBLLENCS DOpME YKaxUTE:

o napameTpbl,
o NpaBwufa BanugaLmu.

5. Haxkmute CoxpaHuUTb.

PepaktupoBaHne OOMNONHUTENIbHOIO NMongd

1. Mepengute B KaBUHET agMUHUCTPaTOpPa - BKNagka HacTpounku.
2. PackponTe 610k HacTpoika npodunsa nonb3oBartens.
3. Haxxmunte Ha naHenb ¢ AONONHUTENBHBIM NOIEM, HACTPONKM KOTOPOro HEOBXOAUMO U3MEHUTD.

4. B oTKpbIBWeNCca dopMe oTpeaaKTupynTe:

o NapameTpsl,
o NpaBwuna BanugaLuu.

5. Haxkmute CoxpaHUTb.

. W3ameHeHusa BCTynatoT B CUy Cpasy M NPUMEHSIIOTCS KO BCEM NPOGUNaM, rae Ucrnonb3yeTcs
JaHHoe rorne.

YpaneHve gononHUTENbHOro Nons

1. Mepengute B KaBUHET agMUHUCTpPaToOpa - BKNagka HacTpounkm.
2. PackponTe 6nok Hactpoika npopuns nonb3osatens.

3.

()

HaxxmuTe KHoMnKy Ypaanutb , HANPOTUB MNONSA, KOTOPOE HYXXHO yaaNnuTb.
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[lononHutenbHaa nHdopmayma Lo6asuTs

1il‘iél ® /A .

employeelD

|\ MpumeuaHue: MNpu yoaneHnn nonsa BCe COXpPaHeHHbIe B HEM faHHble NoJib3oBaTenen oyayT
0e3B03BPaTHO YyTepsHbI.

MapameTpbl AONONHUTENBHOIO NONs

HasBaHue OnucaHue

OnucaHue nons HasBaHue nons B cucteme

AKTUBHOCTb OnpepensieT, oTo6paxkaeTcsa nm none B npodune
nonb3oBaTtens

PepakTtupyemocTb PaspeluaeT nonb3oBaTeNnto N3MEHATb 3HaYEHNe nons
CaMOCTOATENbHO

065a3aTeNbHOCTb TpebyeT 3anonHeHWs Nons NPy perncTpauumn unm Bxoge

B CUCTEMY. Be3 3anonHeHHOro nons nosb3oBaTtesib He
CMOXEeT BOUTHK B cucrTemy.

YHUKanbHocCTb MpoBepsieT, YTOObl 3HaYEHWe He NOBTOPSANOCH cpeaun
BCex npodunen

My6nuyHocTb
HacTtpauBaeT, KoMy 6yfeT AOCTYMNHO none:

- JlOCTYNHO TO/IbKO BaM - JaHHble NPUBATHbI 1
[LOCTYMHbI TOJIbKO MOJSb30BaTesto.

- JlocTynHO Mo 3anpocy - AaHHble NoSb30BaTeNs
LOCTYMHbI AN CTOPOHHUX CUCTEM MOC/e ero
cornacus;

- locTynHO BCeM - flaHHble Ny6/IMYHbI BCerga s

CTOPOHHUX CUCTEM, He TPeBYIOT Cornacusa Ha JOCTYM K

[aHHbIM. [laHHble, KOTopble ByayT nepepaBaTbcs
CTOPOHHEN cUCTEME MO Xelly 3/1eKTPOHHON NoYTbl (Mo
aHanorum ¢ cepsucom Gravatar).

AtpuoyTt vCard lMo3BonseT conocTaBUTb MoJe C aTPUBYTOM MpwU
akcnopTe npodpunsa B popmat vCard

3HauyeHue No ymMmonyaHuio
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HassaHue OnucaHune

YcTaHaBnuBaeT rnpefsanosiHeHHoe 3HayYeHue npu
co3faHuu npodunsa

MpaBuna Banupauum )
OnpepensoT NOrMKy NPoBepPKM BBEAEHHOMO 3HAYEHMUS.

%/ MNoppobHee B MHCTPYKLUMK HacTponka rnpasun
Banugaumm.

[MpaBuna Banugaunm nosien Npoduns nosib3oBaTens u
napons

Mpaeuna sanupayum nonem — aTo Habop NPOBEPOK, MO KOTOPbIM CUCTEMA OLIEHMBaET
KOPPEKTHOCTb AaHHbIX, BBOAUMbIX MOJIb30BaTENEM.

Bbl MOXXeTe 3afiaTb COOCTBEHHbIE npasunia gna:

e Napons akKayHTa,
e OCHOBHbIX rosiei NPodunsa nonb3osarens,
e [IOMOSIHUTENBHbIX Nosnen Npoduna nob3oBaTens.

Takue NpoBepPKMU NO3BONSAKOT MNOBLICUTL KAYECTBO JaHHbIX, HAaNPUMep, He J0MnyckaTb HEKOPPEKTHbIE
email-agpeca, Homepa TenepoHOB UK Naponu 6e3 CreLcUMBOSIOB.

3agaHHble NpaBuna BanMaaumm otobpaxkatotcs B HTepdence. Hanpumep, B popme
pefakTMpoBaHUsA NpPodua oKoI0 OCHOBHOMO UMY AOMOIHUTENIbHOro NonsA NosSABNAeTCA cneymanbHas
WKOHKa, NpU HaBedeHUU Ha KOTOPYH OTKPbIBAETCH CMUCOK 3aaHHbIX NpaBus.

PepakTuposatb npodunb

OcHoBHas nHpopmaums

My6nuyHoe nma

AnekcaHppa Tumodeera

Umsa *

AnekcaHpgpa i
A1 )

lMpasuna Banupgayuum

Ddamunua * He 6onbiwe 32x CMMBONOB

Tumodeesa
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Co3paaHune npasunia

1. MepenguTe B KABUHET agMUHUCTPaTOpPa - BKNagka HacTpouku.
2. PackponTe 610k HacTponka npodpuns nonbsoBatens.

3. Haxmnte Ha naHenb ¢ naposnem, OCHOBHbIM UMK AONONHUTENbHbIM NOJIEM.

HacTtpoika npoduns nonb3osarens

MaponbHas nonuTUKa

Napons K

4. OTKpoeTcs popMa pefakTMpoBaHUs.

5. Haxxmute Hactpoutb B pasgerne MNpasuna sanupayum.

YpoBeHb [I':,’.’j.'IL"'H_T'"'H‘f nonsa ANnsa HOBbIX NOoNb3oBarenen

Mpaewna sanupayunm HacTpouTb

A

B OTKpbIBLLEMCA OKHE CO CMUCKOM npaBwi Banngaunmn HaXkKMUTE Ha KHOMKY Ao6aButb

7. OTKpoeTca GpopMa Co3aaHua npasuna.

000 «Uundposble TexHoNornm» « Trusted.ru

56



Trusted ID Penuns v1.0

Co3paTb NpaBuio Banupauum X

HazsaHue

Ha3BaHue nons B cucteme

TeKkCT oWnbKn

TekcT owmnbku, ecnu cpaboraeT npaemno Banmaaumnm

PerynapHoe BblpaxeHue

= . AL 4 b

FerynapHoe Bbipa>eHue, onuchbiBawLllee npasuio eannaaumn B 9opmMare
AKTUBHOCTb

MONHOCTHIO OTKNKOYAET UMK BKNKOYaET

BO3MOXHOCTb UCNOJNB30BaHWA Npasvna

OTMeHa

8. 3anonHuTte nonga npasuna:

o Ha3sBaHue;

o TeKCT OWKNBKM — CcoOobLLEHNE, KOTOpOoe ByaeT OTobpaXkaTbCsl Npu cpabaTbiBaHUN NPaBuna;

o PerynsipHoe Bblpa>XeHne — BblpaxeHne, KOTOPOMY [O/IKHO COOTBETCTBOBaTb 3HAUYEeHME B
none;

o AKTUBHOCTb — MpPW BK/TFOYEHUN JaHHOEe NMpaBuio MOXHO BbiIOpaTh ANa Banugaumm nons.

HeakTuBHble NpaBuna HeLOCTYMHbI 419 BbIGOPA U UTHOPUPYHOTCSA MPU NPOBEPKE 3HAYEHUN B
none.

9. Haxxmunte CoxpaHuUTb.

Co3spgaHHoe npaBuno Ao6aBUTCA B CIMCOK NPaBua U CTaHeT AOCTYMHO A8 HAaCTPONKKN Banngaumm
rnonemn.

PepaktnpoBaHue npasuna

1. MepenguTe B KABUHET agMUHUCTPaTopa - BkNagka HacTpouku.
2. Packponte 610k HacTpomka npodpuns nonb3oBatens.
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3. HaxXxmunTe Ha naHesnb C OCHOBHbLIM MW AOMNOHUTENbHBIM MOMEM.

4. OTkpoeTcs dopMa pefaKTUPOoBaHus.

5. Haxxmute Hactpoutb B pasgene MNMpasuna sanupayum.

6. OTKpoech OKHO CO CMMUCKOM npaswi sanngauunn.

7. Ha naHenu ¢ npaBunom Haxmute KHornky HactpouTb .

YpoBeHb NyBNUYHOCTK NONA 0714 HOBbIX MNONb30Barenen

Mpasuna Banugayum

Penuns v1.0

e

L

8. B oTKpbiBLIENCS HOPME pefaKTUPOBaHNS USMEHUTE HEOGXOLMMbIE MONS.

9. Haxxmnte CoxpaHuTb.

YpaneHue npasuna

1. MepenguTe B KaBUHET agMUHUCTPaTopa - BKNagka HacTpouku.

2. PackponTe 6510k HacTpoiika npoduna nonb3oBaTens.

3. HaxxmnTe Ha naHesnb C OCHOBHbLIM UMW AOMNOHUTENbHBIM MOMEM.

4. OTKpoeTca popmMa pefakTUpPOBaHMS.

5. Haxxmute Hactpoutb B pasgene MNMpasuna sanupayum.

6. OTKpoeTCFI OKHO CO CMMUCKOM npaswi sanngauunn.

()

Ha naHenu c npaBunomM HaXXmMuTe KHOMKY YaanuTb

VLU U USRI IR DU TN IR R e

He 6onblue 32X cMMBONOB

N3meHeHuns NMPUMEHAKTCA aBTOMAaTUYECKMU.

Kak no6aBuTb npasuiio B nose npoduna nonb3oBaTens

Y106 HaCTpPOWUTb MNMpaBuia Banngaunn B OCHOBHOM UK OOMNONHUTENIbHOM MNoOe:

1. Mepengute B KaBUHET agMUHUCTpPATopa - BKNagka HacTpounkm.

2. PackponTe 6nok HacTpoika npodunsa nonb3oBartens.

3. Hakmnte Ha naHenb ¢ OCHOBHbLIM UN JOMNONHUTESNbHBLIM MOMEM.
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4. OTKkpoeTca popma peakTUpPOBaHUS.

5. Haxxmute Hactpoutb B pasferne MNpasuna sanupayum.

YpoBeHb Ny6NNMYHOCTU NONA ANA HOBbIX NONb30BaTenemn

Mpaewuna sanupayunm HacTpouTb

A

6. OTKpOeTCs OKHO CO CMMCKOM Mpasun Banuaauunu.

HacTpoiika npasun Banupauum ans ‘password’ B X

oT 5 Ao 8 cuMBoNOB /0
He MeHbLue 1-ro cney cMMeona 0
He MeHblue 11 3arnasHoi 6ykebl /s O
(] Email /. O
(] 3anper:@ / 0
[(] He 6onbwe 32x cumeonos /7 0O

7. YcTaHOBUTE Gp1aXKOK HAaNPOTMB NMpaBu, KOTOpble HEOBXOAMMO MPUMEHUTL K BbIGpaHHOMY MOHO.
8. 3aKpounTe OKHO CO CMMCKOM npaBu.

N3meHeHuns NMPUMEHAKTCA aBTOMAaTUYECKU.
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HaCTpOVIKM noaresep>XxXageHus 3ﬂeKTpOHHOVI MOYThbl

MoareepXxaeHue aneKTpPoHHOM nouTthl B Trusted.ID — 370 MexaHn3M NpoBepPKM AOCTOBEPHOCTH
aZipeca, ykasaHHOro rnofibaoBarefniem nNpu perncTpauum, aBTopmnsaumm nim UsMeHeHUn gaHHbIX
npoguns.

lMocne ykasaHus agpeca cuMctemMa oTnpaBnsgeT NMMCbMO C KOOOM NOATBEPXAEHUS NN yHMKaﬂbHOVI
ccblnikon. Monb3oBaTenb AOKEH ﬂepeVITM Mo CCblJiKe UJn BBeCTU Ko — MocCJie 3Toro agpec
CYnTaeTcH I'IOJJ,TBep)KLI,éHHbIM.

Takas npoBepka obecreynBaet:

* 3alLUMTY OT perncTpaumm C HEKOPPEKTHBIMU UK YYXXUMU agpecamu;

e 6€30MacHOCTb JOCTYyMNa K YY4ETHOM 3anucu;

* BO3MOXHOCTb UCMNONb30BaTb 3NEKTPOHHYIO MOYTY A BOCCTaHOBEHMS AOCTYyNa m
yBeOOMINEeHUN;

e KOHTPOJSIb 32 aKTyaNlbHOCTbIO KOHTAKTHbIX AaHHbIX MNONb30BaTeNen.

HacTpoiku NoaTBepXXAeHNSA 3NEKTPOHHOM NOoYThl 3a4at0TCA afMUHUCTPATOPOM M BKIIHOYAtOT
napameTpbl NoYToBOro cepeepa (SMTP), agpec oTnpaBuUTeNs, BPeMSs XU3HU KOAA NOATBEPXKAEHMUS U
ApYyrue TeXHUYecKne napameTpbl.

. CoBeT: nepep COXpaHEHNEM HaCTPOEK y6eanTeCh, YTO yKasaHHble SMTP-napameTpbi
KOPPEKTHbl — NPW OLLIMBKE CUCTEeMa He CMOXET OTMPaBnsATb NUCbMa.

[lo6aBneHne HaCTPONKHK

1. Mepengute B KaBUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.
2. PackponTe 6nok Hactpoika npopuns nonb3osatens.

3. Hakmnte Ha naHenb DNeKTpoHHas noyra.

4. OTKpoeTcs popMa pefakTMpoBaHUs.

5. B paspgene HacTtpoiku noaTBepXXaeHUs 3/1IeKTPOHHOM NOYTbl HaXkmuTe [J06aBUTD.

MybnuyHoCTb @

ypoBeHb NyOAUYHOCTHU NONA ANA HOBb DNIb30BAaTE

HacTponku noaTBepXAEeHWUA 3NEKTPOHHOWN NOYThI v 4

6. B OTKpPbIBLUEMCS OKHE YKaXuTe napameTpsbl:
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MNapametp OnucaHue

OCHOBHOW NOYTOBbIN agpec Afpec aMeKTPOHHOM MoYTbl, C KOTOpOro 6yayT
OTNPaBnATbCA aBTOMaTMYecKue Nucbma

Appec cepBepa UcxopsLiei NouTbl Afpec smtp-cepeepa

MopT cepeepa UcxoasLei NoUTbl MopT ans smtp-cepsepa

Maponb nouthbl OBblYHbI Naposb UK Naposb NPUNOXEHUS, KOTOPbIA
co3faeTca B HACTPoOMKax akKayHTa noytoBoro
cepsuca

Mcnonb3oBaTb Ans BXoga no Kopy MouTta 6yAeT Ucnonb3oBaTbCca AN BXoAa B

npunoXXeHnsa ¢ NOMOLLbKO 0AHOPa30BbIX naponeh

N306parkeHne nouThbl MKoHKa, KoTopas 6yaeT oTobpaxkaTbCs B nHTEpdence
cepsuca Trusted.ID

Bpems )XM3HU Koga NoATBEepPXAeHUs Bpems X13HN KOLOB NOATBEPXAEHNA afpeca
3/1EKTPOHHOM MOYTbl B CEKYHAAX

7. Haxkmute CoXpaHUTb.

Peﬂ,aKTMDOBaHMe HaCTpOMKM

1. Mepengute B KABUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.
2. Packponte 6nok HacTponka npodpuns nonbsoBatens.

3. Hakmnte Ha naHenb DNeKTpoHHas noyra.

4. OTKpoeTcs dopMa pefakTMpoBaHUsS.

5. B paspene HacTtpoiku noaTBepXXaeHUs 31IeKTPOHHOM NMOYTbI HAaXXMUTE KHOMKY HacTpouTb.

HacTponku NoATBEPXAEHUA 3NEeKTPOHHON NOYThI

g test@digt.ru / HacTpouTt

()

6. OTKkpoeTca popmMa pefakTupoBaHus.

7. BHecute Heo6XxoAUMblE UBMEHEHUS.
8. Haxxmunte CoxpaHuUTb.

YpaneHue HaCTPOMKHU

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.
2. PackponTe 6nok HacTponka npodpuns nonbsoBaTtens.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 61



Trusted ID Penuns v1.0

3. Haxxmunte Ha naHenb dneKTpoHHas nouTta.
4. OTKpoeTca popmMa pefakTUpPOBaHMS.

S.

(|

Ha)xmuTe KHOMKY YganuTb B pa3aene HacTpoiku noaTeepXXaeHUs 3N1eKTPOHHOM NoYTbl.

HacTpoikun NnoaTBEPXASHWUA 3NEKTPOHHOW NOYThI

8 test@digt.ru acHpe (m]

6. MoaTeepauTe AencTemMe B MoaasibHOM OKHe.

YpaanuTb nposaigep X

MpoBangep 6yner yaaneH sMecTe CO CBA3aHHbIMU C HUM
HacTponkamu. CoOOTBETCTBYHOLWMA cNOcob BXxoAa Takxe dyger
yAaneH.

OTMeHa Ypanuts

HacTpolku noaTBepXaeHua Homepa TenedpoHa

MoaTrBepxaeHue Homepa TenedoHa B Trusted.ID — 370 MexaHN3M NPOBEPKN JOCTOBEPHOCTH
KOHTaKTHOro HOMepa, yKka3aHHOro nosib3osaTesnemM rnpu pernctpauumn, BXoae Ui UsMeHeHun
npoouns.

Mocne BBOAA HOMepa cUCTeEMa OTNPaBASET NONb30BaATENO NPOBEPOYHbIA KOA U MHULMUPYET
aBTOMaTUYECKMI 3BOHOK. [Monb3oBaTeslb BBOAUT NOMYUYEHHbIN KO, NOATBEPXKAAs, UYTO YKa3aHHbIM
HOMep OEeNCTBUTENbHO NPUHAANEXUT eMY.

Takas npoBepKa BbIMNOJIHAET HECKOJIbKO KJ/TFOYEBbIX d)yHKLl,VIVI:

e NPeAOoTBpaLLAET NCMOSIb30BaHME HEAENCTBUTENbHbBIX UM Yy>XNMX HOMEPOB;
e o6ecneuynBaeT QOMNONHUTENbHbIM YPOBEHb 3alUUTbl YYETHOM 3anncy;
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* NMO3BOJIAET UCNOJIb30BATb HOMEP A/ BXOAa N0 OAHOPa30BOMY KOAY;
e rapaHTUPYeT KOPPEKTHYIO paBoTy YBEAOMNEHNUMN, CBSI3aHHbIX C 6€30MacHOCTbHO.

B Tekywen Bepcun Trusted.ID noarBepXxaeHMe HOMEPOB peannsyeTcsl Yepes UHTerpaLmio ¢
cepBuncom ABTopnsaLms rno 3BoHKy nnatdopmbl Kloud.One. [1nsa pa6boTbl 3TOro MexaHuama
TpebyeTcsa HacTpouTb noaktoyeHne K Kloud.One, ykaszaB MOEHTUPUKATOP U CEKPET KIIMEHTA.

. CoBeT: nepep coxpaHeHNeM HacCTPOWKK Yy6eauTech, YTO NPUNOXKEHNE KOPPEKTHO
3aperucTtpupoBaHo B Kloud.One 1 ykasaHHble AaHHble (client id U client secret)
OeNCTBUTENbHbI. Be3 3Toro NoATBEepPXXAEeHNe HOMepPOB He 6yaeT paboTaThb.

=]y [lokymeHTaums Kloud.One

[lo6aBneHne HaCTPOMNKHN

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.
2. PackponTe 6nok HacTpomka npodpuns nonbsoBatens.

3. Haxxmunte Ha naHens Homep Tene¢goHa.

4. OTKpoeTcs dopMa pefakTMpoBaHKs.

5. B pasgene HacTtponku nogTeepXxgeHus Homepa tenedoHa Haxmute [1lo06aBUTb.

MybnuyHoCTb

® -
YpOBEeHb NYyODNUYHOCTU NONA ANA HOBbIX NONb30BaTenen

HacTponku noaTeepxaeHna Homepa TenedoHa >
6. B noaBuBLLEMCSH OKHE 3a,u,a17|Te HeO6XOﬂ,MMbIe napamMeTpbl:
MapameTp HasBaHue OnucaHue
BasoBbii agpec aBTopusaLmum issuer AZpec NpunoxeHuns ABtopuraanus
(issuer) no 3BOHKY. B Tekywwen Bepcun —

<https://flashcall.kloud.one>

NpeHTuduUkKaTop pecypca client id VoeHTudunKaTop NpUnoXeHus,
(client_id) CO3[aHHOro B cepBuce
ABTOpPM3aLMSA MO 3BOHKY

CekpeTHbii Kntou (Client_secret) client secret CeKpEeTHbIN KoY MPUIIOXKEHNS,
CO3[aHHOro B cepauce
ABTOpPM3aLNA MO 3BOHKY
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MapameTp HassaHue OnucaHue
Ucnonb3oBaTb Ans Bxoga no Homep TenepoHa 6ynet
Kopy ncnonb3oBaTbCA AN19 BXOAa B

MPUNOXEHUA C MOMOLLIbIO
OLHOPAa30BbIX NMaposen

N3o6paxkeHne TenedoHa - VIkoHKa, KoTopas 6ygeT

oTobBpaxaTtbcs B MHTepdence
cepsuca Trusted.ID

7. Haxxmute CoxpaHUTb.

PepakTnpoBaHMe HaCTPOUKKU

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BKNagka HacTpouku.
2. PackponTe 610k HacTponka npodpuns nonb3oBaTtens.

3. Haxxmute Ha naHenb Homep TenedoHa.

4, OTKpoeTca popmMa pefaKTUpoBaHUS.

5. B pa3sgene HacTtpoiku noaTeepXXaeHus Homepa tenedoHa Haxxmute HactpouTb.

HacTpoinku nogTeepxaeHna Homepa TenepoHa

J https://flashcall.kloud.one "_’_’___,_,_.’———} HacTpouTs

(|

6. OTKpoeTca popmMa peaakTupoBaHus.
7. BHecute Heo6XxoAUMbIE UBMEHEHMUS.
8. Haxxmnte CoxpaHuUTb.

YpoaneHue HaCTpOl7IKVI

1. Mepengute B KaBUHET agMUHUCTPaTOpPa - BKNagka HacTpounku.
2. PackponTe 6nok HacTponka npodunsa nonbsoBartens.

3. Haxxmute Ha naHenb Homep TenedoHa.

4. OTkpoeTca popma pefakTUpoBaHUS.

S.

()

Haxxmute Ypganutb B pa3gene HacTtponku noaTBep)XXaeHus Homepa tenedoHa.
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HacTpoiku noaTeepxaeHns Homepa Tenedoxa

.’ https://flashcall.kloud.one Harrm% (]

6. MoaTeepauTe AencTeMe B MOAaIbHOM OKHe.

YpanuTtb nposangep X

Mpoeaingep 6yner yaaneH BMecTe CO CBA3aHHbIMK C HUM
HacTponkamu. CooTBETCTBYHOLWMIN cNOCcob BXoaa Takxe byaer
yaaneH.

CMOoTpUTE TakXe

e HacTpolka cucTtembl — 0BLLNE HACTPONKN 6GE30MacHOCTU.

e JINYHBIM Npodunb 1 yrpaBneHue paspeLlleHnamMmmn npuioXeHnin — HacTporKa U KOHTPOJS1b
NoNb30BaTENbCKUX OAHHbIX.

o YnpaBneHue nonb3oBatenaMm — agMUHUCTPUPOBAHNE YYETHBIX 3anncen.
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OTKprTb CTaTbio Ha canTe

HacTtpounka cnoco6oB Bxoga B Trusted.ID

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak HaCTPoOUTb CNocobbl Bxoda 1 aBTopusaumtio B Trusted.ID,
BKNtoYas ctaHgapTHble OAuth-npoBangepsl, ycuneHHble MeToabl ayTeHTudukaumm (WebAuthn,
mTLS, TOTP) n goBepeHHble MeToabl Bxoaa (Active Directory, ALD Pro, 1C, Trusted.IDM, ECUA).

Mbl Tak)xe nokaxem, Kak NpaBuUiibHO HACTPOUTb 1 0GOPMUTb BUAXET aBTOpM3aLnKn, YToObl BXOL, B
cUCTeMy 6bi1 6e30NacHbIM M YA0OHbIM A/151 MONb30BaTeNEN.

CopepxxaHue:

» 0630p crnocoboB BxoAa

¢ YnpaBneHue crnocobamu Bxoa
» HacTpowka BupgykeTa Bxoga

e CMOTpUTE Takxe

O630p cnocoboB BXoa

Cnoco6 Bxopa — 3TO MeToA ayTeEHTUPUKaAL MM NoNb3oBaTeNnemn, No3BoMSOWNN UM aBTOPU3OBATLCSH B
NMYHOM KabUHETE UM NOLKIFOYEHHBIX MPUNOXEHUAX. DTO KNHOYEBOW 3/IEMEHT CUCTEMbI €0UMHOr0
BX04a, o6ecrneunBaroLLnin rMoKyr 1 6e30nacHyo naeHTMdunKaumio.

Tvnbl NnpoBangepos ayTeHTUdmnKaumm B Trusted.ID
B Trusted.ID nogpep>kmnBatoTca cnegyrowme Tunbl crnoco6oB BXxoaa:

o CTaHpapTHbIe MeToAbl: TOrMH/Naposib, 3NIEKTPOHHAs NoYTa;

» CoumanbHble ceTU U BHeLWHUe cepBUChl: BKoHTakTe, AHaekc, Google, Mail.ru, GitHub,
Kloud.One, Ethereum;

e YcuneHHble meTogbl: mMTLS, WebAuthn, TOTP, HOTP;

» [loBepeHHbIe KOpNopaTUBHbIe CUCTEMbI U rocyAapcTBeHHble cepBuchl: Active Directory, ALD
Pro, 1C, Trusted.IDM, ECUA (Focycnyrn).

KomMm6uHMpymnTe cnocobbl BXxofa A1 NoBblleHnsa 6e3onacHOCTU. PeannayinTte asyx¢paKTOPHYO
ayTeHTUdUKaLUIo, Npy KOTOPOM Nocre BBoga NepBoro gpakropa (NOrnH, naposb v apyron
cnoco6) nonb3oBaTesb AO/IKEH NOATBEPAUTb CBOK JIMYHOCTb C MOMOLLbIO BTOPOro gakropa
(TenedoH, anekTpoHHasa noyta unn WebAuthn). Kak HacTpouTb ABYXDaKTOPHYO ayTeHTUUKaLMIO -

o [ina ynpaeneHus cnoco6amMu BXxoga Heo6xoauma posib AGMUHUCTpaATOP Unv YNpaBneHew,.
HacTpoliku cnoco6oB Bxofa HaxoasTcs B KABUMHETe afMUHUCTPaTopa, OpraHu3aLmm unm
KOHKPETHOro NpunoXxeHus. Kak oTKpbITb KaBUHET agMUHMUCTPaTopa —>
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YPOBHM ynpaBneHus 1 ny6an4YHOCTb CNOCOBOB BXOAA

Cnoco6bl BXofAa MOryT co3faBaTbCsl B pa3Hblx TUNax kabuHetos Trusted.ID, B 3aBUCUMOCTH OT
Ballero ypoBHs gocTyna:

o KaGuHeT agMUHUCTpPaTOpa — YPOBEHb BCEro CEpPBUCA;
o KabuHeT opraHusaumum — ypOBEeHb KOMMaHWu;
» Manbi kKa6uHeT (NpunoxxeHne) — ypoBeEHb OTAENBHOIO MPUIOXEHMUS.

[ns cnoco6oB Bxofa, CO3LaHHbIX Ha YpoBHE cepBUCa Ui opraHnu3aumm, MO>XHO HaCTpanBaTb
I1y611M'-IHOCTb — onpependartb, rgoe MUMeHHO OHM 6y,qu OOCTYNHbI.

Tun cnoco6a Bxopga HacTtpowka ny6nM4yHocTu Foe poctyneH YnpasneHue
Co3paH B KabuHeTe v [a KabuHeT agMuHUCTpaTtopa YnpasnseTcs TOMbKO U3
agMUHUCTpaTopa N BCE NPUSIOXEHUS KabuHeTa

cepBuca apgMUHUCTpaTopa
Co3paH B KabuHeTe v [la Bce npunoxeHunst faHHom YnpasnsieTcs TONbKO U3
opraHusauuu opraHmsauumu KabuHeTa opraHusauum
Co3paH B NPUNoXeHUu X Het TonbKo B 3TOM YnpasnseTca B
(manom ka6uHeTe) NPUNIOXKEHUN HacTpoMnKax NPUoXXeHUs

[loBepeHHble cnocobbl BXoAa U KoprnopaTuBHas ayTeHTUudUKauus

./ Ba)kHo:
DyHKUMOHaN goBepeHHbIX NPOBaNAepPoOB AOCTYNeH ToNbko B Enterprise-Bepcum Trusted.ID
INpnobpecTn NULEH3NIO | Texnogaep>xka

JoBepeHHble NnpoBaifepbl — 3T0 BHELUHWE KOPMOpaTUBHbIE UM FOCYAapCTBEHHbIE CUCTEMDI
(Hanpumep, Active Directory, 1C), KOTopble BbICTYNalOT MICTOYHUKOM BepUPULUPOBAHHBIX AAaHHbIX
0 nonb3oBarene.

Oco6GeHHOCTU AOBEPEHHON ayTEHTUPUKaLUM:

1. ABTOMaTHUuyecKoe cosgaHue npoouns: MNpn NepBOM BXOLE Yepes3 AOBEPEHHbIN NCTOYHUK B
Trusted.ID aBTOMaTMYeCKM CO30aETCA NPOPUNb NONb30BaTeNs C AAHHBIMW U3 BHELLHEN CUCTEMBI.

2. 3anpeT pegaKTupoBaHua: [onb3oBaTelb HE MOXXET UBMEHSATb 3TU AaHHble B CBOEM npodune —
OHWN CUHXPOHN3NPYIOTCHA N3 BHELLIHEro UCTOYHMKA.

3. ABTOMaTUUYecKasi CUHXpPOHU3aLums: [1pu NocneayroLmMx BXofax gaHHble aBTOMaTUYEeCKU
OBHOBNAKOTCA.

ABTOMaTU4yeckoe ob6begnHeHne npodunen nonb3oBaTenen

DyHKUMA ABTOMaTUUEeCKoe 06beanHEeHUE NoJib3oBaTesNien aBTOMaTUUYECKN 06beANHSAET Npodun
CaMo03aperncTpupoBaHHbIX Nob30oBaTeNen ¢ NPOPUIAMIN N3 LOBEPEHHBIX CUCTEM NPU COBNAagEeHUU
email.
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1. OrpaHuuyeHms: OyHKUMA paboTaeT TOMbKO MPY YHUKaNbHOM agpece 3M1eKTPOHHOM MoYThl B
npodunax camosaperucTpmpoBaHHbIX Nonb3oBaTtenen. lNepe akTnBaumen BoliNONHUTE
npoBepKy Oy6ankaToB Npodunen.

YToO6bl BKNKOUYNTL aBTOMaTUYeCKoe 06beANHEHMNE NOMb30BaTeNen:

1. Mepengute B KABUHET agMUHUCTpPaTopa (MnNu KabUHeT opraHusaumm) - Bknagka Hactponku.
2. PackponTe 610k [loBepeHHble nposangepbl.

3. AKTMBMpyIZTe nepeknoYyaTens ABToMaTuyeckoe o6beMHEeHME NoJib3oBaTesen.

[loBepeHHble npoBangepbl A

ABTOMaTuyeckoe obbeauHeHne nonb3osarenemn

—» ‘,'v‘,';',‘,::-t—mv ONb30BaTeNeil B AOBEPEHHbIE NONL30BATENN NPU COBNAAEHUM ema (:)

LDAP

. lMocne akTMBauUMM cucTeMa HaYHET aBTOMAaTUYECKM CBS3blBaTb NPOGUIN NpU NEPBOK
aBTOPM3aLMN Yepe3 OOBEPEHHbIN UCTOYHUK.

YnpaBneHue cnocobamu Bxoga

Co3pgaHue HoBoro crnocoba Bxoga B Trusted.ID

[na 6onblNHCTBA NOMNYMAPHbIX CEPBUCOB U KOpNopaTuBHbIX cuctem B Trusted.ID npefnycmoTpeHsbl
roToBble WabnoHbl C HacTporkamu. OHM ynpoLaroT NpoLecc NOAK/IYEHNS, TaK Kak cogepxxart
npea3anosiHeHHble NapamMeTpbl, cneunduyHble 4ns KaXxnoro npoeangepa.

Mpouecc HaCTPOMKU BKNIOYAET TpU Liara:
1. NMoprortoBka:

o [1na OAuth-npoBangepoB: nonyyeHune Client ID M Client Secret B KaBUHeTe pa3paboTyMKa
cepsuca.
o [1ns1 [OBEPEHHbIX MPOoBangepoB: HACTPONKa Ha CTOPOHE AOBEPEHHON CUCTEMDI.

2. HacTtpoiika B Trusted.ID: Co3gaHune npoBangepa COOTBETCTBYHOLEro Tuna.
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O6paTtuTech K OTAENbHON MHCTPYKLMM MO HAaCcTpOKKe BbiIGpaHHOMo NpoBanaepa:

o DNeKTpPoHHas noyrta: Email

o CoumanbHble ceTu: BKoHTakTe, Mail.ru, AHgekc, Google, GitHub

o YHuUBepcanbHbii: OpenlD Connect (gnsa nrobeix OIDC-coBMECTUMbIX CUCTEM)
o YcuneHHble metoabl: MTLS, WebAuthn, TOTP, HOTP

o KopnopaTtusHbie: LDAP, 1C, ALD Pro, Trusted.IDM, ECUA

3. AKTUBaUMSA Ha BuaXXeTe: BknoyeHne npoBangepa Ana oTo6paXkeHns Ha popmMe Bxoaa.

PepakTupoBaHMe CyLLeCTBYHOLWEero cnocoba Bxoa

Ecnu Heo6xoaMMo 06HOBUTb HAaCTPOMKM CYLLECTBYHOLLErO Cnoco6a Bxoda (Hanpumep, U3-3a CMeHbl
CEeKPETHOro Ko4a Uim JoMeHa):

1. Mepengute B KaBUHET agMUHUCTpPAToOpa - BKNagka HacTpounkm.

« Ecnu cnoco6 Bxopa co3faH B KabvHeTe opraHnsaLuumn, OTKpoMTe KaGUMHET opraH13auum.
Ecnu cnoco6 Bxofa co3faH Ans NpUnoXXeHus, nepengmnte B HACTPOUKU 3TOro NPUITOXKEHUS.

2. PackponTe 6510k Crnoco6bl BXoga nnv JoBepeHHble NpoBangepbl.

3. Haxxmunte HactpouTtsb.
4. OTKPOETCH OKHO CO CMUCKOM CO3[aHHbIX CNOCOB0B BXOAa.

5. HaxxmuTte kKHonKy HacTpouTb Ha naHenm co cnoco6oM Bxoga, KOTopbl HEOGXO4MMO
OTpenaKkTMpoBaThb.
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HacTtpouTtb cnocobsl Bxoaa E
@ © & norun/napons
OcHoBHble cnocobbl Bxoaa
2 @D 8 &)  3nekTpoHHas nouta
:: @D wae LDAP
e LDAP
LOpyrue cnocobbl BXoaa
oo Mail.ru NP =
HH Q Oauth? HL"‘IF‘”‘]HID ﬁ I_D U
Q
oo WEBAUTHN =
. () et HacTtpouTts I_D O
6. OTKkpoeTca popmMa pefakTupoBaHus.
7. BHecuTe Heob6xoaMMble UBMEHEHUS.
8. Haxxmnte CoxpaHuUTb.
YpaneHue cnocoba Bxoaa
1. NepengunTe B KaBUHET agMUHUCTPATOpPa - BKagka HacTporku.
2. Packponte 610k Cnoco6bl BXxoga v JloBepeHHble NpoBangepbl.
3. Haxxmunte HacTtpouTtb.
4. OTKpOETCS OKHO CO CMUCKOM CO3[aHHbIX CNOCOB0B BXOA4a.
5.
HaxXmute Ha KHOMKy YganuTb , Pa3MeLLEeHHY0 Ha NaHenu co cnoco6om Bxoga, KOTOPbIN

HEOBXOANUMO yaaNuTb.
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s () gﬁjrl:’f‘ HacTpouTb f{ I_D ﬁ
i @D webaun | HeC g
6. MoATsepanTe AenNCTBME B MOJalIbHOM OKHe.
Ypanutb cnocob Bxoaa X

Cnocob exoga 6yaeT yaaneH. Ecnu cnocob Bxoaa UcnonbayeTcs B
NPUMOXEHUK, NONb30BATENMU HE CMOTYT BOMTK B HEro, UCMONb3ys

AaHHbIM cnocob exoaa.
OTmeHa Yoanuts

[locne ycnewHoro yganeHnsa crnocod BXxofa NCYe3HeT U3 BULAXKETOB BCEX CBA3AHHbIX I'IpVIJ'IO)KGHVIVI.

KonnpoBaHne HacTpoek cnocoba Bxoda

KonnpoBaHue HacTpoeK No3BONSeT CO34aTh HOBbIV COCO6 Ha OCHOBE aHee Co30aHHOoro.

b v ] D v
CKkonupyuTe HacTPoOWKK cnocoba Bxoda no KHornke KonupoeBaTb , pPacnonoXeHHoM Ha
rnaHesnm co crnocoobom Bxoaa.

()

see
eee

Mail.ru HacTpouTb ﬁ I_D

Oauth2

&
WEBAUTHN .,
() WebAuthn HacTtpouTtb I_D O

eee
o
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2. [anee oTKpoKnTe popMy CO3[aHMsA HOBOIO CNoco6a Bxoda Mo LWaBnoHy C aHanormyHbIM TUMOM U

HaXXmMuTe BctaBuUTb

1. MpumeyaHue: MNpu HecoBnafeHUM TUMOB HOBbIV NPOBANAEP MOXET paboTaTb HEKOPPEKTHO.

HacTpolika 06a3aTenbHOro naeHTueukaTopa B npodune nonb3oBaTtens

NpeHTuduKaTopbl — 3TO BHELLHUE CEPBUCHI, KOTOPbIE NOMb30BaTeNlb 406GaBU B CBOM NPOGUIb Unm
yepes KOTopble OH KOraa-nn6o BXOAUS B CUCTEMY.

CnncoK AOCTYNHbIX ANS fo6aBneHnsa naeHtTuoukatopos GopmMmmpyeTcsa n3 CnocoboB BXoaAa B
kabuHeT Trusted.ID ¢ akTMBHON HAaCTPONKOWN NyGIMYHOCTH.

» Ecnun cnoco6 Bxofda HaCTPOEH KaK MYy6SUYHbINA, OH NOSBUTCS B CMIUCKE AOCTYMHbIX A1
pob6asneHuna B npodune nosb3oBaTesns.

o Pasmellatb 3TOT cNoCo6 BXO4a Ha BUOYKETE NPUNOXKEHUS HE06A3aTeNbHO — OH MOXET OblTb
OOCTyneH B npodune gaxe 6e3 KHOMKK Ha rMaBHOM 3KpaHe Bxopja.

« MNonb3oBaTenb TakXe MOXeT A06aBUTb MASHTUPUKATOP BO BPEMS BXOAA Yepes BUAKET, ecnu
Takomn cnoco6 BxoAa AOCTYMEH.

B Trusted.ID MOXHO HacTpouTb TpeGoBaHMe 06a3aTeNbHOMN NPUBA3KM MAEHTUOMKATOPA BHELLHErO
akKayHTa K npodunto nonb3osartens. B aToM cnyyae npu BXoAe B NPUIOXEHME Y Mosfib3oBaTens, He
nUMetoLLero NpuBs3aHHOro naeHTuduUKaTopa, NoABUTCA 3anpoc Ha ero fobasneHne K npopunto.

Kak coenaTb ngeHtTudpukaTop o6a3aTesibHbIM

1. Mepengute B KaBUHET agMUHUCTpPATOpa - BKNaaka HacTpounkm.
2. Packponte 6110k Crnoco6bl Bxoga 1 HaxxMmute HacTtpouTb.
3. OTKpOeTCs OKHO CO CMMUCKOM CO3[aHHbIX CNOCO60B BXOAa.

4.
HaxmuTe Ha kKHonKy CaenaTb 06513aTesNibHbIM Ha naHenu co cnoco6oM BXoaa, KOTOpPbIi
Heo6XoaMMO caenaTh 0693aTeNlbHbIM.

@ @ Ma"ru Hacrponre | Y | [0 O

Q (§ @ WEB ’ HN HacTtpouTb I_D -ﬁ

HaCTpOVIKa NnPUMEHAETCA 6€e3 AOMNOJIHUTENIbHOIro noareepXxneHu4d.
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. CoseT: py NOBTOPHOM KI/IMKe Ha KHOMKY CaenaTb o6s13aTeNIbHbIM Hanvyue
naeHTMoMKaTopa B Npoduie CTaHeT HEOBSA3aTENbHbIM.

HacTpownka BuaykeTta Bxoaa

YT0 Takoe BUAXET BXxoAa?

Bup)xeTt Bxopga — 310 $opMa aBTOpM3aLMKn, KOTopas OToBparkaeTcs nosb3oBaTeNto Npu NonbITke
BX0oAa B npunoxeHue unu cuctemMy Trusted.ID, ecnu oH eLLé He NPoLWwEén ayTeHTUdUKaUuto.

BuoxxeT nogaepxuBaer:

e KITACCUYECKUI BXOZA, MO NIOTUHY U Naporto,
 BXO[, Yepes pasnunyHble npoBanaeps,

* TMBKYH HAaCTPOMNKY BHELLHEro BUAa U CTPYKTYpPbI,
e rPYyNNMPOBKY CMOCOGOB BX0OAA.

Crnoco6bl BXoa Aenartcsa Ha:

e OCcHOBHbIe cnoco6bl — OTOoGpaxatoTcs B BUAE OTAEMbHbIX KHOMOK Nnog, KHOMKon BonTtu u
NCMONb3YyTCSA Yallle BCEro.

o [lononHuTenbHble crnoco6bl — Pa3melleHbl B 6510ke [pyrue cnoco6bl B BUAE KOMMAKTHbIX
KHOMOK, YTOGbl He NeperpyxaTtb nHTepdenc.

Mpumep BupXxeTa:
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[ ) Trusted ID

Cnocobel BX043 Ceccum

Beeaute noruH

Cozpartb AKKayHT

SNeKTPOHHaA nouTa

¥ Bup)xeTt Bxoga — 310 nepesoe, 4YTO BUAUT NOJib30BaTesib NMpuU aBTOPU3aLMK, NOSTOMY Ba>XHO,
YTOObl OH COOTBETCTBOBAJ BU3YaNlbHOMY CTUIKO KOMMAHUU N 6bl1 MakKCUMManbHO MOHATEH.

HaCTpOVIKa BUO>XeTa BXo4a: BHELHUN BUAO U KHOMKN
YTO6bl HACTPOUTb BHELLIHWI BUA, BUOXKETA:

1. Mepengute B KABUHET agMUHUCTpPaTopa - BKNagka HacTpounku.

% Y106 HaCTPOUTb BUAXKET AJ1A KOHKPETHOIo Npuio>XXeHus, OTKpOV’ITe HaCTPOﬁKM 3TOro
NMPUIOXKeHUs.

2. Hangute 610k CnocoGbl BXoga 1 Haxkmute HacTpouTb.
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3. OTKpoeTcs okHO HacTpouTb BHELWHUI BUA, BUO)KETA.
4. B nepBoM 610Ke 3a0at0TCH KItoUeBble BU3yalibHble 3/IeMEeHTbI:

o 3arosioBoK BugKeta — OTo6pakaeTcs B BepxHen YyacTn GopMmbl. [1ns 0TOBparkeHus
Ha3BaHWsI NPUNOXEHWS B 3arosioBKe BUAXKETa UCMONb3YyNTe 3Ha4YeHne APP_NAME.
o O6noxka Bup)xeta — OoHoBoOe M306parkeHne GopMbl aBTOpPM3aLNN.

o Pe)XX1um aBTONOACTaHOBKU 06JI0XKKMU Ha BUAYKETaX NPUIOXXEHUN:

= OTKNIOYEeHO — Vicnonb3yeTca 06/10KKa NPUIOXEHUS,
= Mo ymonuyaHuio — TonbKO A5 MPUAOXKEHNN 6€3 06N0XKH,
= MpuHyauTenbHbIn — [NpUMEHAETCA KO BCEM MPUNOXEHUAM.

5. Bo BTOpoM 6510Ke HacTponTe BUOUMOCTb 3/IEMEHTOB GOPMbI BXOAaA:

o Moka3sbiBaTb JIOroTUM MPUIIOXEHUS Ha BUAYKeTe — [1py BKNKOYEHUM OTOBPpaXKaeT oroTun
pPAOOM C Ha3BaHMEM MpUoxeHnd. cnonbayeTtca nsobpaxeHue ns pasgena OcHosBHasa
nHpopmaums.

o CKpbITb KHOMKY c03AaTb akKayHT — [1pu BKOUYEHUN CKPbIBAET KHOMKY CO3[aHUSA akKayHTa
n3 BUAXeTa.

o CKpbITb nogsan — [1pun BKIFOYEHUM CKpbIBaeT Nogasn BUgXerta ¢ TeKCToMm «© 2015-2025».

o CKpbITb JIOrOoTUIMbl OCHOBHbIX CMOCO60B BXoAa — [1py BK/THOYEHUN CKPbIBAET SIOrOTUNMbI
CNoco60oB Bxoa 13 rpynnbl OCHOBHbIE.

LseT ¢poHa KHONOK

. #136795

LigeT wpudra Ha KHONKax

HIFFfff

6. B TpeTbem 610Ke HAaCTpPoONTe AU3alH KHOMOK:

o LiBeT ¢poHa KHONOK — LIBeToBasi cxema gnsa poHa KHonku (hex-koga).
o LiBeT wpudTa Ha KHONKax — 3afaeTcs LBeToBas cxemMa gJi TeKCTa KHomnku (hex-koa).
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Button color

. #136795

Font color on buttons

#HIFFfff

7. Mpn HEOBXOOMMOCTHU YKaXUTE TEKCT:

o JlononHutenbHoe uHPopmaLMoHHOe nosie BHYTpU popmbl — [1OMONHUTENbHbIA TEKCT,
KOTOpPbIN 6YAeT oToGpaxaTbCsa nepes nogsanom,

o JlononHUTenbHoe nose BHe BUpgXKeTa — [JONONHUTENbHbBIN TEKCT, KOTOPbIA 6yaeT
oTO6pa)aTbCsi NOA, BUOXKETOM.

Mons nopgep>uBatoT BcTaBky HTML5-koaa ¢ MOTHOM CEMaHTMYEeCKOM pa3MeTKOM,

Mpw coXpaHeHMM AaHHbIX BECb Ter script (BKIKOYAa ero cogep>XXmMmMoe n atpuoéyThl) 6yaeT
aBTOMaTUYECKM YAANEH M3 NoNsi Ha YpoBHEe 6a3bl AaHHbIX.
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LononHutensHoe MHGopMaLnoHHoe none BHy TPy GopMmbl

1 Beegute HTML-kog ana Buaxera

[lononHUTeNbHOE none BHe BUAXETa

1 Beeaute HTML-koa ana BuaxeTta

Mona nopaepxueatoT Bctasky HTMLS-kKoaa ¢ NONHOM CeMaHTUYeCKOW
pasMeTKon, BKNKYan BCTPOEHHbIe U MHNanHoBble cTunu CSS.
Mcnonb3oBaHue Tera 'script’ 3anpeleHo. Npu coxpaHeHnuy AaHHbIX
Becb Ter "script’ (Bk/ouYas ero cogepxumoe n atpubyTtol) 6yner
aBTOMaTUYECKM YAANEH U3 NONA Ha YPOBHEe 6a3bl AlaHHbIX.

8. HaxxmuTe CoxpaHuUTb, YTOGbI NPUMEHUTD U3MEHEHWS.

+ B paspene MpeBblo MOXHO MOCMOTPETb PE3YNbTaTbl U3MEHEHWIA.

[lo6aBneHue n oTKItoYEHNE CNOCOOOB BXO4a Ha BUAOXETe
YTOo6bl HACTPOUTL OTOBpPaXKeHNe cnocoba BXxoda B BUAXKETE:

1. Mepengute B KABUHET agMUHUCTpaTOpa - BKNagka HacTpouku.
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» Ecnu cnoco6 Bxopa co3faH B KabuHeTe opraHnsaLumn, OTKpoMTe KaGUHET opraH13auum.
Ecnu cnoco6 Bxofa co3gaH Ans NpuUioXXeHus, nepenante B HACTPOUKU 3TOro NPUIIOXKEHUS.

1. Hangute 6nok Crnoco6bl BXoga 1 HaxmuTe HacTtpouTb.
2. BKitounTe unm oTKIoYMTE NepekntoyaTenn onst Hy>XHblX CNoco60B BXoa.
3. Mpun HEOGXOLMMOCTM HAaCTPOUTE rpynnbl CNOCOGOB BXOAa.

I\ MpumeyaHue:

1. ns nn4Horo KabmHeTa HEBO3MOXHO OTKNHOUNTL cNoco6 BxoAa JloruH/napons. MNpu
OTKJ/THOYEHMN BCEX CMOCOBOB BXOAa aBTOMaTMYeCKN BKtoYaeTcsa cnocob Bxoaa JloruH/
naposb, NOCKOJIbKY B BUOYKETE A0JIKEH ObITb XOTA 6bl OAMH CNOCO6 A9 BXOAa.

2. YpaneHune crnocoba Bxofa C BUAXETa He yaansieT cnocob Bxoda U3 cuctemsl. [Nponcxogut
OTKJIFOYEHMe JaHHOro cnocoba Bxoga ansa cepsuca Trusted.ID.

CMOTpuUTe TakXxe

e HacTpoiika cuctembl — o6LMe HACTPOUKN 6e30MacHOCTH.

e JTn4yHbIM Npodunb 1 yrnpaBnieHe paspeLleHsaMmy NpUIoXKeHUin — HaCTPONKa U KOHTPOIb
Nosib30BaTENIbCKUX OAHHbIX.

» YnpaBneHue nonb3oBaTengaMm — agMUHUCTPUPOBAHNE YUETHBIX 3anncen.
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OTKprTb CTaTbio Ha canTe

Bce o nuueHsnpoBaHuum Trusted.ID

B aToM pasgene onucaHo nuueHsupoBaHue Trusted.ID: kakue pyHKUMN TPEBYIOT NNLEH3UOHHOMO
KNKOYa, Kakne BO3MOXHOCTM NPeAoCTaBAsSeT 04Ha NIMLEH3MS U KaK NPaBUbHO BbIMOHUTL €€
aKTUBaLMIO M MPUBA3KY K COoco6am Bxoga.

JIvueH3npoBaHune npumeHsieTca K Enterprise-gyHKUUSAM, CBSI3aHHBIM C MHTErpaumnen oOBepPeHHbIX
KOPMOPaTUBHbIX M FOCYAAPCTBEHHbIX CUCTEM ayTEHTUGUKaLMN.

CopepxxaHue:

* Ha kakune pyHKUMM TpebyeTcsa NuULUeH3na
e BO3MOXHOCTW OHOW NNLEH3UN

o AKTUBaLMS NIULEH3NMU

e YacTo 3agaBaemMble BOMNPOCHI

¢ CMOTpUTe Takxe

Ha kakune ¢yHKUUM TpebyeTca NNLeH3ud

JTMueH3na Heo6xoamMMa Ansi UCMONb30BaHNA [OBEPEHHbIX U KOpNopaTUBHbIX CNOCOGOB BXoAa,
KOTOpble BbICTYMNalT MCTOYHUKOM BEPUOULMPOBAHHBIX NOSIb30BaTeIbCKUX AaHHbIX.

JIvueHsnpoBaHue TpebyeTcs Ans CnefyroLmx pas3aenoB CUCTEMBI:

» JloBepeHHble KoprnopaTueBHbie npoeanpgepbl: LDAP, ALD Pro, 1C, IDM;
» Cnoco6bl Bxopa: ECUA (Focycnyru).

o Ona nposanpepos LDAP, ALD Pro, 1C, IDM n ECVA o6s3aTenbHo Tpe6yeTcs NpUBA3Ka
nUuUeH3uKn. bes akTMBHONM NULEH3MM Takne Cnocobbl BXoAa HeQOCTYMHbI A5 Nofib3oBaTeneun.

BO3MOXHOCTU OAHOWM NULIEH3UMU

OpHa nuueHsunsa Trusted.ID npegocTaBnseT cnegyrowme BO3MOXHOCTH:

1. Co3pgaHue 1 HaCTpoWKa oaHOro AOoBepPEeHHOro npoBamnaepa ayTeHTuPUKaLmum Ha ypoBHe BCEN
CUCTEMBbI.

2. Vicnonb3oBaHue 3Toro nposanjepa BO BCeX NPUMOXEHUSAX, NOAKNHOYEHHbIX K Trusted.ID.

3. Kom6uHupoBaHue foBEpPEHHOrO NpoBangepa ¢ gpyrummn cnoco6amm Bxoga (OAuth, napons,
WebAuthn n 1.4.).

000 «Uundpposbie TexHoNnorum» o Trusted.ru 79


https://trusted.ru/documentation/trusted-id/v1.0/13-license/

Trusted ID Penuns v1.0

» Oco6ble ycnosus NUMLEH3MPOBaHUSA:
Ecnn agpeca nogkntoveHus nposangepos IDM, LDAP u ALD Pro coBnapaloT, JonycKaeTcs
NpuUBA3Ka HECKOJIbKUX TaKUX NPOBanfepoB K OAHON JIMLLEH3UMN.

AKTUBaUMA NULEH3UN

JJobaBneHue Knro4va
YT106bI 4OGABUTb NULEH3VUOHHbIW KITHOY:
1. Mepengute B KaBUHET agMUHUCTpPAaTopa (Mnn opraHmnsauum) - Bknagka HacTpomuku.

2. PackponTe 610K JIMLeH3un n Haxxmmnte HacTpouTb.

m Trusted ID Anekcanapa Tumodeeea ﬁ

i:(;l HacTpoitku C Mpunoxenus 2\, Monbzosatenu =: XypHan

\ Jinuensumn A

3. BBegute NULEH3NOHHbIN KoY U HaxkmuTe [lo6aBUTDb.

BeeguTte 3HayeHue

InueHs3na pobaenseTcsa B CUCTEMY CO cTaTycomMm HeakTuBHa.

Mocne NpuBSA3KM K 4OBEPEHHOMY NpoBanepy UM cnocoby Bxofa eé cTaTyC aBTOMaTUYECKM
n3MeHsieTca Ha AKTUBHa.
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» CoBeT: JILEH3MOHHbIN K04 MOXHO [06aBUTb B popMe pefakTUpoBaHUsA npoBanaepa.

[MpuBs3Ka Krro4a K Crnocoby Bxoaa
YT06bI MpUBA3aTh K/HOY K CNOCOBY BXOoAa:

1. MNepengute B KABUHET agMUHUCTPaTOpa (Mnn opraHmsauumn) - Bknagka HacTtponku.
2. PackponTe 6110k [loBepeHHbie npoBangepbl i Cnoco6bl BXxoga.

3. Haxxmnte Ha kHonky HacTpouTtb.

[loBepeHHble npoBangepsbl A

ABTOMaTuyeckoe obbeauHeHne nonb3osaTenemn

1peodpa3oBaHne CaMo3apernCTpMpoBsaHHbIX NONbL30BaTENEN B AOBEPEHHbIE NONb30BaTeNnn Npu cosnageHnn ema Q
Pab

)OTAET TONLKO NPU YHUKANbHOM ema

| [ o LDAP
e @

4. OTKpPOETCH OKHO CO CMUCKOM MpOoBaiaepos.

5. HaxmuTte KHornky HacTpouTb Ha NaHenu ¢ NpoBangepoM, K KOTopoMy Heo6XoAMMO NpuBsA3aTh
NULEH3MIO.

‘IIC @ HacTpouTb I_D

()

@) pm o =
‘I IDM @ HacTpoutb I_D O

6. OTKkpoeTCca popMa pefakTupoBaHUsa crocodba Bxoa.

7. B HacTpowke JlnueH3usa BuiGepuTe KoY U3 BbiMagaroLwero cnmcka.

000 «Uundposble TexHoNornm» « Trusted.ru 81



Trusted ID Penuns v1.0

BUTb

o1

NuueHana Nob:

(HeT nuueHsun) A

(HeT nuueH3uu)
TN3AH-XXXXX-MQDWT

TN3PF-XXXXX-MKVGQ

TR Z 0707 7 fUSTIHUALLOUNnTy

. CoBeT: ECnv B CNWCKe HET NNLEH3MKN, CHavana 3arpysuTe ee yepes KHonky Jlo6aBUTb.

8. HaxxmuTe CoxpaHUTb B GopMe peaaKkTUpoBaHus.

JlvueHsna NnpuBA3bIBaA€TCA K cnoco6y BXopAa.

o Ecnv cpok [eiCTBUA NIMLEH3UN UCTEYET UK KNtoY 6yaeT yaanéH, CBA3aHHbIM Cnocob Bxoaa
OyneT aBTOMaTUYECKM OTKIIFOYEH, M NOMb30BaTENM HE CMOrYT aBTOPM30BaTbCA YEPe3 Hero.

V,u,aneHMe KJ1ro4a U3 CNCTEMDbI
YTO6bl yoannTb KJKOY U3 CUCTEMDI:

1. Nepengute B KaBUHET agMUHUCTPaATopa (Mnm opraHmsaummn) - Bknagka HacTpomku.
2. PackpouTe 610K JIMueH3uu.

3.

Ha)xmMuTe Ha KHOMKY Yaanutb Ha MaHenu C NIMUEH3NOHHbBIM KNHYOM, KOTOpbI TpebyeTcs
YAAnUTb U3 CUCTEMBI.

m Trusted ID Anekcanapa Tumodeesa ﬁ

@3 HacTtpoiikun 9 Mpunoxexuns 2, Monbzosatenu =: XypHan

NuyeHsum

Hactpouts

TN3AH-XXXXX-MQDWT
Cpok aeficTaus: 27 HOREpS 2
Kniour
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4. MNopaTBepauTe aencTene B MoAarbHOM OKHe.

YpanuTb NUUEH3UK X

MNpoeangepsbl, K KOTOPbIM NpMBAzarka nuueH3na TN3AH-XXXXX-
MQDWT, nepecTtanyT paboTaTtb

OTmeHa Ypanute

YacTo 3agaBaemMble BOMNPOCHI

MO>HO N1 UCNONb30BaTb AOBEPEHHbIM NpoBangep 6e3 NUuUeH3nun?

HeT. loBepeHHble npoBangepbl (LDAP, 1C, IDM, ALD Pro, ECVA) pa6oTatoT TONbKO Npu Hanu4unu
aKTUBHOWM JIULIEH3UMN.

MO>XHO NI 3aMeHUTb NULLEH3NIO 6€3 Nepeco3faHnsa nposangepa?

[a. [oCcTaToYHO BblIGPaTh HOBbIM IMLEH3NOHHbIN KMOY B HACTPOMKax NpoBanaepa U CoOXpPaHuTb
N3MEHEHMS.

YT0 NPON30OMAET C NOSb30BaTENAMMU NPU OTKIIHOUYEHUUN NINLEHINN?

Cnoco6 Bxopaa 6yaeT HepgocTyneH. Monb3oBaTenm He CMOryT aBTOPU30BaTbCS Yepes Hero, Ho MX
npoouIn B cucTemMe CoxXpaHsaTCs.

oe NOCMOTPETb CTaTyC NULEH3UN?

B kabunHeTe agMunHUCTpaTopa - JILeH3uu.

CMOTpUTE TakXe

e Crioco6bl BXo4a 1 BUOXKET aBTopuM3aLmm — co3[aHne JOBepeHHoro cnocoba Bxoaa.

e HacTpouka Bxoga ¢ nomollbro 1C — cosgaHne 4oBepeHHOro cnocoba Bxoda no wabnoHy «1C».

e HacTpowka Bxoga ¢ nomowsro ALD Pro — co3gaHme goBepeHHOro cnocoba Bxoga no WabnoHy
«ALD Pro».

e HacTtpouka Bxoga ¢ nomollsro Trusted.IDM — co3gaHne [oBepeHHOro crnocoba Bxoga no
Wwabnony «Trusted.IDM».
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e HacTpouka Bxoga ¢ nomollbto EC/YIA — cosgaHue aoBepeHHoro cnocoba Bxoga no wabnoHy
«ECUAN».
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OTKprTb CTaTbio Ha canTe

HacTpounka 1 nogkntoyYeHne MMHU-
Bupg)keta lTrusted.ID

B 3TOM pyKOBOACTBE Bbl y3HaETe, Kak HaCTPOUTb U UHTErPUPOBaTbL MUHU-BUAXET Trusted.ID Ha
Ball Be6G-pecypc. Bbl HayunTecb HacTpamBaTb NapaMeTpbl ayTEHTUOUKALMKN, KaCTOMU3INPOBATb
BHELWHWI BUA M CTUIM30BaTb BCE 3/IeMEHTbl BUAXETa MOA, AN3aiH Ballero NpoekTa.

CopepxxaHue:

e YTO TaKoe MUHU-BUAXKET?

o KoHQUrypaums sugxerta

» HacTporka oTob6paXkeHuns npodpuns

» HacTpowka KHoMnKK Bxoga

e [TapameTpbl KHOMOK MEHHO

o CTUNN3aUNSa MUHN-BULKETA

e VIHanBuayanbHasa CTUNN3auUms KHOMOK MeHH
e CMOTpUTe Takxe

YTO Takoe MUHU-BUOXKET?

MuHU-BUAXKET — 3TO MEHIO C AaHHbIMM O MNONb30BaTeNle U BaXXHbIMU GYHKUMUAMU. B HEM JOCTYNHbI
npodunb, KABUHET afIMUHUCTPAaTOpPa, OpraHM3aLMm N Manblii KaBUHET, a TakXXe BbIXo[, U3
cucTembl. Takxe 30eCb MOXHO pasMecTUTb NpUIoXeHue g 6bICTporo goctyna. Buaxer
OTKpPbIBAETCA MPW K/IMKE Ha aBaTap Mosib3oBaTesisi B MPpaBOM BEPXHEM Yriy aKpaHa.

MUHN-BUOXKET NpeacTaBnsieT u3 cebs nérkum JavaScript-kOMNoOHEHT aNna ayTeHTudukaumm
nonb3oBatenen B cepsuce Trusted.ID. OH pab6oTaeT no ctaHgaptam OIDC/OAuth2, PKCE n moxet
ObITb BCTPOEH B Ntobble Be6-canTbl Unu nHtepdencol — ot npoctoro HTML go SPA Ha React unu
Vue.

¢ YTOGbI LOGaBUTL NPUIOXEHME B MUHU-BUOXET BKNOYUTE Nepekntoyatenb OTo6paxaTb B
MMWHU-BUAKETE B HACTPOMKaX MPUIoXeHNs.

MpYMepbl BUOXETOB:
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Onera Nazunzoea e

Onvra Nazunzoea

o bubnuoteka

£1% KopnopaTueHsle Kypcsl

. MosA komnaHua

2 lMpodwmns [® Buixon

KoHdurypaumsa emaoxera

Ob6sa3aTesibHble MapamMeTpbl

Penuns v1.0

Anekcangpa Tumodeera

m Trusted ID

- Mpodpuns

[® Bsixog

ans 6a3oBou paGOTbI BUAYKETa HEO6XO0ANMO YKa3aTb TpU KJTIFOYEBbIX NMapaMeTpa:

MapameTp Twun

appId string
backendUrl string
redirectUrl string

LononHutenbHble napamMeTpbl

OnucaHue

YHUKanbHbIN
naeHTUPUKaTop
npunoxenus B Trusted

URL Bawero backend API

URL gnsa
nepeHanpasfneHns nocne
aBTOpU3aLUK

[ns pacluMpeHHON HaCTPOWMKM JOCTYMHbI OMNLUMOHaNbHbIE NapaMeTpbi:
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"http://localhost:3001"

"http://localhost:3000/
login"
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MapameTp

issuer

withOutHomePage

getTokenEndPoint

getUserInfoEndPoint

scopes

profile

loginButton

menuButtons

customStyles

Tvn

string

boolean

string

string

string[]

IProfileConfig

ICustomMenuButton

ICustomMenuButton|]

ICustomStyles

Ba3oBbI NpuMep NOAKIYEHUS

OnucaHue

URL Trusted SSO
cepBepa

ABTOMAaTUYECKUN
pPeanpPEKT Ha

aBToOpU3auuto

Endpoint gna nony4yeHus
TOKeHa

Endpoint ana nonyyeHus
[aHHbIX Nonb3oBaTens

OAuth2 paspelueHus
HacTtpowkn npoduns
nonb3osaTens
HacTpowkn KHonKK Bxoga

MaccuB LONOMHUTENbHbIX
KHOMOK

[[noGanbHble CTUIN
BMOXETa

import { TrustedWidget, TrustedWidgetConfig } from "trusted-widget";

const newConfig: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",

redirectUrl: "http://localhost:3000/login",

issuer: "https://id.kloud.one",
withOutHomePage: false,

getTokenEndPoint:

"/api/oidc/token",

getUserInfoEndPoint: "/api/oidc/me",

15

// Wcnonb3o0BaHne KOMMOHEHTA
<TrustedWidget config={newConfig} />;

HacTpouka oTobpaXeHust npopuns

[MapameTpbl KOHOUTYpaumn npodung

Penuns v1.0

3HauyeHue no YMOT4YaHUIO

"https://id.kloud.one"

false

"/api/oidc/token"

"/api/oidc/me"

[uopenidu , k" ,

"profile"]

CMm. pasgen Huxe

CM. pasgen Huxe

CM. pasgen Huxe

CM. pasgen Huxe

I'Ipoqmnb nosib3oBatend — 3TO KOMIMOHEHT, KOTOprﬁ COAepPXUT aBaTap N UMA NoJib3oBaTend.
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MNapametp Tvn OnucaHue 3HaueHu1e Mo YMONYaHMIO

isHideText boolean CKpbITb OTOBpaXkeHne false
MMeHM Nofib3oBaTens

wrapper IComponentStyles CTnnm KoHTenHepa Cwm. pasgen ctunen
npoounsa (Tonbko LBeTa)

button IComponentStyles CTnnu KHonkn-aBaTapa Cwm. pasgen ctunen
nonb3oBaTtens (ToNbKo
uBeTa)

I\ BaxxHo: [1na HacTpoek npodunsa (profile.wrapper v profile.button) MOXHO U3MEHSTb
TonbKO UBeTa (color.text, color.background, color.hover) n CKpblBaTb MMS NOMIb30BaTESNSA
(isHideText). dpyrvne napameTpbl CTUNU3aLmMmM (Takme Kak borderRadius, padding, position) He
NPUMEHSAIOTCA K NPOYUIHO.

Mpumep HacTPONKN NPOPUNS

// Mpumep: Tonbko aBaTap 6e3 TekcTa
const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
profile: {
isHideText: true, // CKkpbiTb MMS, MOKa3biBaTb TOMbLKO aBaTtap

}I

HacTpouka KHOMKK BXoaa

KHonka Bxopa 0To6pa>KaeTc9| 04 HeaBTOPU30BaAHHbIX nonb3oBatenen. Bol MoXxeTe HaCTpPOUTb eé
TEKCT, UKOHKY U CTUNN.

[MapameTpbl KHOMKKX BXOAa

MapameTp Twun OnucaHune 3HayeHue no ymon4vaHuio
text string TeKCT KHOMKK Bxoaa "BonTtmn"
type string Tun KHOMNKM "login"
icon string \| Cchblnika Ha nsobpaxeHue null
React.ReactElement unu React anemeHTt
customStyles IComponentStyles Cwm. pasgen ctunen
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MNapametp Tvn OnucaHue 3HaueHu1e Mo YMONYaHMIO

MHHMBMAyaﬂbHHeCTMﬂM
ONns KHOMKKU

[Mpumep KoHpUrypaunm

// TMpumep: KHOMKa C KacTOMHON WKOHKOW
const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
loginButton: {
text: "BonTu uyepes Trusted",
type: "login",
icon: "https://id.kloud.one/favicon.ico", // MNonb3oBaTenbCKas WKOHKa
3,
+

// Mpumep: lpocTas TekcToBas KHOMKa 6e3 MKOHKM
const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
loginButton: {
text: "Boutn",
type: "login",
customStyles: {
isHideIcon: true, // CKpbITb MKOHKY

[TapamMeTpbl KHOMOK MEHHO

O6s3aTenbHble NapamMeTpbl

MapameTp Twvn OnucaHue Mpumep

text string OTo6pakaeMmoe HasBaHMe  “"TestService"
KHOTMKU

link string Cchblnka Ha cTpaHuuy Ans "https://test.com"
nepexopga
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ononHutenbHble napamMeTpbl

MapameTp Twvn OnucaHue
icon string \| Cchblnika Ha nsobpaxeHue
React.ReactElement unu React anemeHT
customStyles IComponentStyles MHauBmayanbHble CTUIN
ANS1 KHOMKM

[Mpumep KoHPUrypauum

import { TrustedWidget, TrustedWidgetConfig } from "trusted-widget";

const newConfig: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
menuButtons: [
{
text: "TestService",
link: "https://test.com",
icon: "https://image.png", // | <Icon />

CTunmsauma MMHU-BULOXKETA

Penuns v1.0

3HayeHue no YMO4YaHUIo

null

Cwm. pasgen ctunen

BuoxeT noggepxuBaeT getanbHy KacToOMU3aUmMio BHELWHEro Buaa Yepes oo6bekT customStyles. Bbl
MOXeTe yrnpaBsaTb LUBeTaMn, CKPYrIeHnaMKn, OTCTynamMm u BblpaBHMBAHNEM BCEX ANIEMEHTOB.

CTpyKTypa 06bekTa CTUNen

customStyles: {

global: {
borderRadius: "8px", // TnobanbHoe cKpyrnexue
color: { /* uBeta */ } // TnobanbHble UBETa

I

components: {
primaryButton: { /* ctunu */ }, // OCHOBHble KHOMKMU
secondaryButton: { /* ctunu */ }, // BTOpoCTeneHHble KHOMKMK
accountButton: { /* ctunmu */ } // KHOMKW MeHI aKkKayHTa

b

}
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MapamMeTpbl KACTOMHbIX CTUNEN

[(nobanbHble CTUIK

MapameTp Tun OnucaHune Mpumep

global.borderRadius string CKpyrneHue yrnos ans "12px"
BCeX 3/IeMEHTOB

global.color IComponentStyles [no6anbHble UBeTa CM. HUXe

CTnnm KOMNOHEHTOB

MapameTp Twvn OnucaHue HasHauyeHue
components.primaryButto  IComponentStyles CTnb OCHOBHOM KHOMKM KHonka "Bontn",

n "Mpo¢wunb"
components.secondaryBut  IComponentStyles CTunb BTOPOCTEMNEHHOM KHonka "Bbixoa"

ton KHOMKU

components.accountButto IComponentStyles CTunb KHOMOK MeHIo KHOMKM B BbiNagatoLlem
n aKKayHTa MEHO

MapameTpbl CTUNEN KOMNoHeHTOB IComponentStyles

MapameTp Twun OnucaHue Mpumep

color.text string LIBeT TeKcTa U MKOHKMU "HEFFFFE"
(HEX)

color.background string LiBeT ¢poHa (HEX) "#1976d2"

color.hover string LiBeT ¢oHa npu "#1565c0"

HaBepgeHun (HEX)

borderRadius string CkpyrneHue yrnos "8px"
3afneMeHTa
padding string BHyTpeHHMe oTCTynNbI "8px 16px"
position "left" \| "center" BblpaBHUBaHWE KOHTEHTa "center"
B KHOMKe
isHideIcon boolean CKpbITb MKOHKY B KHOTMKe false

HacnepoBaHue cTtunen

Bupxet nmeet YMHYHO CUCTEMY HacieaoBaHuA cTunen Ona KHOMKU secondaryButton:

» Ecnu 3apgaHbl CTUAM TONBbKO AN primaryButton, TO OHM aBTOMaTUYECKM NPUMEHSIOTCS U K
secondaryButton, HO C 6o/bLIEN NPO3PAYHOCTLIO (Yepes yMeHblueHMe opacity).
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» Ecnu 3apaHbl oTAaenbHble CTUNKM ANiA secondaryButton, TO NPO3Pa4YHOCTb NPUMEHATbCA He 6yp,eT
— UCMOJIb3YHOTCA TOJIbKO ABHO YKa3aHHbIE€ NMapaMeTpbl.

Mpumep KOHPUrypaumm ctunemn

MpuMep HaCTPOWKK rnobanbHbIX CTUNEN

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// DedonTHble 3HauyeHus pna rnobanbHbIX CTUNEN
customStyles: {
global: {
color: {
text: "#666666",
background: "#ffffff",
5
borderRadius: "8px",
o
components: {
accountButton: {
color: {
text: "#fff",
background: "#efefef",
hover: undefined, // ecnu He 3apaH npumeHsetca filter: brightness(90%)
+
position: "left",
isHideIcon: false,
5
primaryButton: {
color: {
text: "#ffffff",
background: "#b5262f",
hover: undefined, // ecnu He 3apaH npuMeHsietca filter: brightness(90%)
+
position: "left",
isHideIcon: false,
Vo
// secondaryButton He 3apaH — OypmeT uMcnonb30BaTbCA CTWAb primaryButton ¢ npo3payvyHOCTbi
(opacity:0.5)
1y
+
53

MpuMep NOTHON KOHPUrypauum CTUNen

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// HacTtpovku npoduns
profile: {
isHideText: false,
wrapper: {
color: {
text: "#333333",
background: "#f8f9fa",
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Vo
1y
button: {
color: {
text: "#333333",
background: "transparent",
hover: "rgba(0, 0, 0, 0.08)",
Fo

Mpumep NOMHOM KOHOUIYpaLmMn C KHOMKOM BXoAa

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// KHOMKa BXofga C WKOHKOM
loginButton: {
text: "Boutn",
type: "login",
icon: "https://id.kloud.one/favicon.ico",
customStyles: {
color: {
text: "#ffffff",
background: "#4CAF50",
hover: "#45a049",
Vo
borderRadius: "8px",
padding: "10px 20px",

Mpumep NONHOW KOHGUrYypaLmun € rnoGanbHbIMU CTUASIMU U MEHHO

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// TnobanbHble CcTWUIU
customStyles: {
global: {
borderRadius: "8px",
o
components: {
primaryButton: {
color: {
text: "#ffffff",
background: "#4CAF50",
hover: "#45a049",
+
position: "center",
isHideIcon: false,
17
secondaryButton: {
color: {
text: "#4CAF50",
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background: "transparent",
hover: "#f1f8e9",
+
position: "center",
isHideIcon: false,
o
accountButton: {
color: {
text: "#333333",
background: "#ffffff",
hover: "#f5f5f5",
I
position: "left",
isHideIcon: false,

NHpouBuayanbHasa cTUAM3aUmMsa KHOMOK MEHHO

[na KaXkgon KHOMKK B menuButtons MOXHO 3agaTb UHANBUAYANbHbIE CTUMU Yepe3 CBOUCTBO
customStyles TMna IComponentStyles.

I'Ipl/uwep C nHamsmnayanbHbIMU CTUNAMU ONA KHOMOK

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
menuButtons: [
{
text: "JIMYHbIN KabuHeTt",
link: "https://my-account.com",
icon: "https://icons.com/profile.png",
customStyles: {
color: {
text: "#ffffff",
background: "#4CAF50", // 3eneHbih ¢oH
hover: "#45a049", // TeMHO-3efeHbl1 NpU HaBedeHuu
|
borderRadius: "8px",
padding: "8px 1l6px",
position: "center",
+
o
{

text: "Hactpownkn",
link: "https://settings.com",
icon: "https://icons.com/settings.png",
customStyles: {
color: {
text: "#333333",
background: "#f5f5f5", // CBetno-cepbin ¢oH
hover: "#e0e0e0", // Cepbii NMpu HaBegeHUU
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o
borderRadius: "6px",
padding: "6px 12px",
position: "left",
}
e
{
text: "lMoppepxka",
link: "https://support.com",
customStyles: {
color: {
text: "#ffffff",
background: "#FF5722", // OpaHxeBbii (OH
hover: "#E64A19", // TeMHO-OpaHXEBbi1 MPU HaBEOEHMUM
I
borderRadius: "4px",
padding: "10px 20px",
position: "center",
isHideIcon: true, // CKpbiTb MKOHKY [fs 3TOW KHOMKW

MpropUTET NPUMEHEHUSA CTUNEN

1. UHpuBuayanbHble CTUIN KHOMKMU (customStyles B 06bekTe KHOMKKU) — BbICLUUA NPUOPUTET

2. Ctunun accountButton (customStyles. components.accountButton) — ecnu He 3aaHbl
MHAMBUAYANbHbIE

3. JedonTHble CTUIN — eC/N He 3aJaHbl NpeabigyLime

const config: TrustedWidgetConfig = {
appId: "MTnOOTdx85FgNbOFy2nUsH",
backendUrl: "http://localhost:3001",
redirectUrl: "http://localhost:3000/login",
// Ecnn y kHonku HET customStyles, 1o pns menuButtons npuMmeHswTca cTtunm accountButton
customStyles: {
components: {
// pedonTtHele cTunm accountButton
accountButton: {
color: {
text: "#666666",
background: "#efefef",
hover: undefined, // ecnu He 3apaH npuMeHsieTcsa filter: brightness(90%)
}
position: "left",
}
+
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rlpI/IHLI,MI'IbI CTUNN3aunn MNHN-BUOXKETA

MpuHUKun

U,EHTpaﬂM3OBaHHoe ynpasJjieHue

M'm6kasa HacTpoika npoduns

HacTpoiika KHonku Bxofaa

CTpyKTypa LiBeToB

YnpaBneHue oTo6paxxeHuem

'M6koe BbipaBHUBaHUE

YMHOe HacnepgoBaHue

Fallback-cucrema

Fno6anbHoe CKpyrieHue

MHpuBupyanbHas KacToMUsaums

000 «Uundpposbie TexHoNnorum» o Trusted.ru

YT0 3TO 3HAUUT

Bce HacTponkun BHeLIHero Bnga
3afatoTCcs Yepes TpW KIHYEBbIX
06bekTa KoHbUrypauuu.

BHelwwHnn Bua 6110Ka ¢ UMEHEM U
aBaTapoM aBTOPM30BAHHOIO
nonb3oBaTens HacTpanBaeTcs
OTAEnNbHO.

CTnnum KHonMKw, KOTOpPYHO BUOAT
HeaBTOPU30BaHHbIe NOJIb30BaTENN,
HaCTpanBatkoTCA He3aBUCUMO.

LiBeToBas cxema ans no60ro
3/1IeMEHTa OMUCbIBaeTCS
eAnHoobpasHo.

MO>KHO nerko ckpblBaTb TEKCTOBbIE
MEeTKU UNN NKOHKMW.

CopaepKnMoe BHYTpY KHOMOK
MOXHO BbIPOBHSTb MO IEBOMY Kpato
WK MO LEHTPY.

CucTtema cama 3anonHseT npo6esbl
B KOHOUrypaLmm, Ucnonbays
NOrUYHbIE 3HAYEHUs Mo
YMONYaHUIO.

KHOMNKW B BbiMagatowemM MeHIo
NCMNOMb3YOT 06LWMe CTUIN, ecin
O1S1 HUX He 3adaHbl
WHOMBUAYaNbHbIE.

EoMHOe 3HaueHue ckpyrieHus
YrsioB MOXXHO 3a4aTb ANd BCeX
3N1eMEeHTOB BUAXXeTa.

JTto6y10 KHOMKY B MEHIO MOXHO
CTWIN30BaTb COBEPLUEHHO
YHUKabHO.

Penuns v1.0

'pe u Kak 3To NPUMEHUTb

HacTpowTe o6wun Bug B
customStyles, npoounb — B
profile, KHOMNKY Bxoga — B
loginButton.

Vicnonb3ynte profile.wrapper ons
¢oHa n profile.button ana
KHOMKM-aBaTapa. Y4TuTe, 4To 34ecb
paboTaroT TO/IbKO HAaCTPOMKM LiBeTa.

3apaviTte TEKCT, UKOHKY U CTUN B
ob6bekTe loginButton u ero
CcBOMCTBE customStyles.

Bcerga ucnonb3ymnTe BNOXEHHbIN
06beKT color ¢ NonNsAMU text,
background u hover (Hanpumep,
color: {text: "#fff",
background: "#1976d2"}).

Micnonb3ynte ¢narn isHideText
(cKpbITb TEKCT) M isHideIcon
(CKpBITE MKOHKY) B CTURSAX
KOMMOHEHTa.

3apanTe CBOMCTBO position:
"left" mnu position: "center" B
CTURAX HY>XHOW KHOTMKMW.

- [1nqa secondaryButton: ecnu cTunu
He 3afaHbl, OH yHacnegyeT
primaryButton c go6aBneHnem
NpPO3pavyHoOCTU.

- [AnAa hover: ecnu UBET He yKa3aH,
K GOHY Npu HaBeAEHUN MPUMEHNTCS
filter: brightness(90%).

Ecnn y KkHonku B menuButtons HeT
cBoero customStyles, K Heu
aBTOMaTUUYECKU NPUMEHAOTCA
CTUNN U3 accountButton.

YkaxuTe
customStyles.global.borderRadius
(Hanpumep, "8px"), U OHO NoBNUsET
Ha KHOMKW 1 MoJanbHble OKHa.

[lo6aBbTe 06beKT customStyles ons
KOHKPETHOro afieMeHTa B MaccuBe
menuButtons.
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CMOTpUTE Takxe

e HacTpolka cucTembl — OBLLNE HACTPONKN 6GE30MaCHOCTMU.

e JINYHBIM Npodunb 1 yrpaBneHue paspeLlleHnamMmmn npunoXxeHmnin — HacTponKa U KOHTPOS1b
Nosib30BaTENIbCKUX OaHHbIX.

e YripaBneHue nonb3oBaTenaMmm — agMUHUCTPUPOBAHNE YUYETHbIX 3anucen.
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OTKprTb CTaTbio Ha canTe

YnpasneHue nonb3oBatenamum Trusted.|D

YnpasneHue nonb3oBaTtensmu Trusted.ID BktoYaeT NOMHBIM HAGOP MHCTPYMEHTOB A/15
afMUHUCTPUPOBAHNSA aKKayHTOB: CO3aHne N pefakTUpoBaHue nofnb3oBaTtenen, HasHayeHne npas u
ponen, 6NOKMPOBKY 1 yaaneHue. B pasgene Takxxe onucaHbl ynpasneHne nyo6anyHOCTbIO AaHHbIX,
3KCMOPT NpodUNen n 3aBepLUeHnE aKTUBHbBIX NOIb30BaTENbCKUX CECCUN.

Pasgen npefgHasHadeH gns agMUHUCTPATOPOB, OTBEYalOLMX 3@ KOHTPOJb AOCTyrna U 6e30MacHOCTb
CUCTEeMbI.

CopepixaHue:

o O pasgene «lonb3oBartenn»

e Co3paHue nonb3oBatensa B Trusted.ID

e [IpoCMOTP 1 pefakTupoBaHue Npopunsa nosb3oBaTens
¢ YpaBneHue nageHtTudukatopamm npopuns

» HacTpowka ypoBHS Ny6nM4yHOCTM nonen npoouns

o OKCNOPT AaHHbIX Npoduns

¢ 3aBepLUeHne ceaHCOoB Mosb3oBaTens

» HasHayeHue 1 n3amMeHeHne NOAHOMOYNI NoNb3oBaTeNen
 /I3ameHeHue cTaTyca nonb3oBaTens: 6/I0KMPOBKa 1 pa3boKNMpoBKa
» YoaneHue nonb3oBatens

e CMOTpUTE Takxe

O paspene «llonb3oBaTtenm»

Cnucok Bcex nosb3oBaTenen, 3apernctpmpoBaHHbix B Trusted.ID, cogepxuTcs B pasgene
Monb3oBaTenu. 3gecb aAMUHUCTPATOPbI MOTYT YNPaBAATb YYETHBIMU 3anncsMu, NPocMaTpmuBaThb
NPOGUIN N KOHTPONNPOBATbL AOCTYM K CUCTEME.

|\, Tpe6boBaHusa K gocTyny: Pasfen JocTyneH B KabuHeTe agMUHUCTpaTopa o
nonb3oBaTtenen ¢ NONHOMOYMAMU AGMUHUCTPATOP CUCTEMBI.
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Co3paaHue nonb3oBaTtens B Trusted.|D

o B Trusted.ID BO3MO>XHbl HECKOJIbKO CMOCOGOB perncTpauum nosb3osaTeneil:
CaMOCTOsATENbHAs perucTpaumsa Yepes BUAXET U pyYHOe co3aaHne nosb3oBaTeneM C npaBamm
ApmMmuHucTpaTtop.

B ,El,aHHOVI MHCTPYKUUN Mbl PaCCMOTPUM, KaK BPYYHYHO CO34aTb MNOJ1Ib30BaTENA:

1. Mepengute B KabUHET agMUHUCTPaTOpa > BKNaaka Monb3oBaTtenu.
2.

Haxxmute Ha KHOMKY CospaTtb nonb3oBaTtens

o
=+

3. OTKpoeTcsa dopma co3gaHus Nonb3oBaTenNs.
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CospaTtb nonb3oBartens

OcHoBHas nipopmaums

NyGnuunoe nma *
Umn *

Qamununa *

Noruw *
3nexTpoHKan nouta *
Homep Tenedona
Napons *

Jlara poxapexns

®or0 npoduna

R yaanute 3arpyauts

4. Ha ¢opmMe co3faHusd 3anonHuTe nosns npopuns:

°o I'Iy6anHoe nma — 0To6pa>KaeM0e MMA nosib3oBaTesid B CUCTEME,

o UMt — MMs 1 OTYECTBO MNOSb30BaTesNs;

o Pamunua — q)aMVU'IVIFI nonb3oBaTesd,

o JIOrMH — [OJ1IXXEH ObITb YHUKabHbIM 014 CepBUCa, B naaneleeM C ero rnomMmouwbro MO>XXHO
aBTOPUM30BaATbCH,

°o SneKTpOHHaﬂ noYyTta — aapec OoJ1KeH ObITb YHUKanbHbIM A1 CepBUCa, B JanbHenwem c ero
NOMOLLBbHO MOXHO aBTOPU30BaTbCH;
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o Homep Teneq)oua — OOJI>KeH ObITb YHUKanbHbIM 014 CepBUCa, B p,aaneIZUJeM cero
NOMOLLBbHO MOXHO aBTOPU30BaTbCH;

o I'Iaponb — OOJ1>XKeH COOTBETCTBOBATb napoanoPl NoJINTUKe, 3afiaHHOM B HaCTDOVIKaX
cepBuca.

4§’ MoapoBHee B UHCTPYKLUMM HacTpoika naposibHOM NONUTUKW.

o [laTta poXXaeHus;
o ®oTo npoduns.

5. Haxkmute CoxpaHuUTb.

% |_|pO¢VIJ'Ib NnoNnb30BaTesId MOXET cofep>XaTb AOMOJIHUTESIbHbIE MOJ1A.

o Banupauua nonen ocyLlecTBAsSeTCA No NpaBunam Banvpauun. NMoapo6Hee B MHCTPYKLMK
MpaBuna Banngaunn nonen.

npOCMOTp N pejaktnpoBaHme ﬂpO(I)MJ'IFI MnoJsib3oBaTesiqd

[MpocmoTp npodunsa nonb3oBaTtesns
YTO6bI NONYYMTb AeTaNbHYH MHPOPMALMIO 06 aKKayHTe, OTKPOMTE ero npodusb.

1. Mepengute B KaBUHET agMUHUCTPaTOpa -> BKNagka Monb3oBaTenu.
2. HaxxmuTe Ha naHesnb ¢ nonb3oBaTtenem, npoduab KOTOPOro HEOOXOANMO MPOCMOTPETD.

3. OTKpoeTca npodunb Nonb3oBaTens ¢ geTanbHON NHPOPMaLMEN: KOHTaKTHbIE AaHHble,
NaeHTMOMKaTOpPbl, HACTPOMKMN NMYBINYHOCTH.
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AnekcaHgpa Tumodpeesa

OcHosHasa nidopmayma

ID nonb3oBatens
Mybnuyxtoe uma
®oTo npodunn
ma n pamunusa
JlorwH

[arta poxgeHus

SNeKTPOoHHasA noyta

NpeHTndukaTtopsbl

a timofeeva-alexs@mail.ru

besonacHocTb

Maponb

Mocneanss gata namexenns: 20.10.2025

[Opyrue genctseua

884

Anekcargpa Tumodeesa
Anekcangpa Tumodeesa
timofeeva.al

25.02.2025

timofeeva-alexs@mail.ru

Pepa KTUpOBaHUNE OaHHbIX I'IpOd)MJ'IFl

[nsa BHECEHUA U3BMEHEHUI B I'IpO(DVU'Ib nonb3oBaTend:

1. Mepengute B KAOUHET agMUHUCTpaTopa - BkNagka Monb3oBaTtenu.

2. OTKponTe Npodunb Nosb3oBaTtens.

3. Haxxmnte U3ameHuTb B 6110ke OCHOBHasi MUHpopmaLums.
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PepakTupoBatb npodunb

OcHoBHas uHpopmauma
My6nnuHoe uma

AnekcaHppa Tumodeesa

mna

AnekcaHppa

damunua *

Tumodeesa @

Noruu *

timofeeva.al

[lata poxaexns

doTo npopunsa

a Ypanuts 3arpyautb [LocTynHble

4.B OTKprBUJeﬁCFI q)opme PeAaKTMpOBaTb nonb3oBaTesisi BHECUTE HEOBXOANUMbIE N3MEHEHUS.

o Banupauusa nonew ocyLLecTBASETCA No NpaBunam Banugauuu. Mogpo6Hee B MHCTPYKLMK
MpaBuna Banngaunmn nonen.

5. Haxkmute CoxXpaHuUTb.

YnpaBneHune ngeHtTmpukatTopamm npodpungd

B pasgene NpaeHTudukatopbl Npodumnsa nonb3oBaTens oTobpa)aroTcsa crnocobbl BXoaa
nonb3oBaTesnsl, KOTopble OH f06aBUN CaMOCTOSATENIbHO UKW MCMNONb30Ban ANS BXOAa B NPUIOXeHUe
WK B NNYHbIN KabnHeT Trusted.ID. AMMHUCTPATOP MOXET HAaCTPOUTb NMYBSIMYHOCTb
ngeHTudumKaTopa n yganutb ero U3 npoduns nonb3oBaTens.
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» BaxkHo: [106aBnATb HOBble MAEHTUUKATOPLI MOXET TOSIbKO BlafdeseL, akkayHTa.
Mogpob6Hee B pykoBOACTBE VoeHTUPUKaTOpPbl BHELLHWUX CEPBUCOB.

YTOo6bl yoanuTb WaeHTUGUKaTOop:

1. NMepenguTe B KABUHET agMUHUCTPaATOpa > BKagka Monb3oBaTenu.
2. OTKponTe Npodunb NOsb30BaTENS.

3. Haxxmute Yganutb Ha naHenn co Cnoco6oM BXxoAa, KOTOPbI HEOO6X0ANUMO YAANUTb U3 Npoduns.

MaeHTudukatopsbl

timofeeva-alexs \

LDAP

(m]
Cp

NoeHTnpumkatop 6ygeTt HeMeasleHHO ygarneH us npopuns.

HacTpouka ypoBHSA Ny6SIMYHOCTU Nnonen npopuns

B KaXgom nosne npoounst MOXHO HaCTPOWUTb YPOBEHb MYBINYHOCTU, ONPEeSeNsitoLLMI, KTO CMOXET
BMAETb 3Ty MHOOPMaUmMto. JOCTYNHbI HACTPOMKN ANt OCHOBHbIX M AOMOSHUTENbHbIX AaHHbIX O
nonb3oBaTesie, a Takxe Ans Cnoco6oB BXoaa.

YPOBHM NYOGNINYHOCTH

YpoBeHb NkoHka OnucaHue

J.ocTynHO TONbKO Bam c [aHHble He NepeparoTcs B
CTOPOHHWE CUCTEMbI U AOCTYMHbI
TOMbKO MOMb30BaTeNto.

JAocTynHo no 3anpocy a [aHHble JOCTYMHbl B CTOPOHHUX
CUCTEMaX, C KOTOPbIMU HacTpoeHa
nHTerpaumsa Trusted.ID.

[Onsa pocTyna K AaHHbIM TpebyeTcs
cornacue nonb3oBaTtens.

AdocTynHo Bcem & [aHHble ny6nuyHbl Bcerga. [Ans

[OCTyna K HUM He TpeByeTca
cornacue rnosib3oBaTens.
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Kak u3aMmeHUTb Ny6nn4yHoCTb nonsa npopunsa

1. Mepengunte B KABUHET agMUHUCTPaTOpa - BKNagka Monb3oBaTenu.
2. OTKkponTe Npodunb Nofb3oBaTens.
3. HakKmMnte Ha TEKYLLYI UKOHKY NMYBSMYHOCTU PSAOM C NOJSIEM.

4. B BbiNagatoleM MeHIO BblIGEPUTE HOBbIN YPOBEHb.

AnekcaHpgpa Tumodeea

OcHoBHas uHbopMauua N3meHuTL

D nonb3oBartens 884

Ny6nnuyHoe nms AnexcaHgpa Tumodeesa @ "

A [locTynHO TONBKO Bam
®oto npoduna a Raknbie koHGUABHLMANLHS 1 ® -

[ocTtynHo no 3anpocy

M5 1 pamunua Anekcaxgpa Tumodeesa @ Hoctyn« anweim Gyaer @ v

Norm timofeeva.al Tocr s s 8 -
@ OaxHble nyGnuyKbl U 4OCTYNHb

[lata poxpeHua 25.02.2025 8 v

M3ameHeHune npunMmeHaeTcd MrHoBeHHO.

OKCNopT AaHHbIX npoduns
Trusted.ID no3esonsaeT akcnopTMpoBaTb BCe AaHHble npoouna B JSON popmare.
YT0o6bl CKayaTb AaHHble npopuns:

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BKaaka Monb3oBaTenu.
2. OTKkponTe Npodunb Nosb3oBaTens.

3. PackpouTe 6nok pyrue gencTeus.
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LOpyrue gencrteuna A

Yoanutb akkayHT BbIiiTK CO BCEX YCTPONCTB Ckauvarb faHHble

4. BbibepuTe gencrtene CkauyaTb faHHbIe.

5. 3arpyska JSON-¢danna HayHeTCa aBTOMaTUYECKMN.

CTpyKTypa aKCnopTupoBaHHoro danna

3KCI'IOpTVIpOBaHHbIVI ¢a17|n coaepXxnT NOJSIHbIA CANCOK JaHHbIX NOSb30BaTeNs:

{

"user": {
"id": 1573,
"email": "ivanov.petr89@mail.com",

"birthdate": "1992-11-14T15:22:11.1237",

"family name": "lBaHoOB",

"given name": "MeTp",

"nickname": "Meta",

"login": "petr_ivanov92",

"phone_number": "+79991234567",

"picture": "public/images/profile/3f7b21d8e4c2a6flb2c9d3ale5f7blc4",

"public_profile claims oauth": "id email family name given name picture",

"public profile claims gravatar": "family name given name email picture",

"blocked": false,

"deleted": null,

"custom fields": {
"country": "Poccusa

}I
"password updated at": "2025-10-12T08:45:33.222Z"

}I
"role": "ADMIN"

3aBeplUueHne ceaHCOB Mosb3oBaTens

DyHKUMSA NPUHYAUTENBHOIO 3aBEPLUEHNS BCEX aKTUBHbIX CECCUN — BaXKHbIA MHCTPYMEHT
6e3onacHocTW. Micnonb3yinTe ero B ciiyyae yTepu yCTPoONCTBa, NOA03PEHNS Ha B3IOM aKKayHTa Unin
L5t HEMeLNeHHOro 0OGHOBNEHUS TOKEHOB A0CTYyNa.

X OTa onepauna HeMeaneHHoO aHHYNUPYET BCE aCCeSS- U refresh-TokeHbl Nonb3oBaTens,
3aBepluas BCe ero Tekyllne ceccum Bo BCex NpunoxeHunax. lNonb3osaTento notpedyetcs BOWTU
3aHOBO.
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Kak 3aBepPLNTb CeaHCbl NMNoJ1Ib30BaTeNA

Cnoco6 1: N3 o6lero cnucka nosb3oBaTtenemn
1. Mepengute B KabUHET agMUHUCTpPaTopa - BKNaaka MNonb3oBaTtenu.

2. Haxxmute 3aBepI.I.IMTb ceaHcbl B MEHIO AENCTBUIN C NONb30BaTeNEM.

Anekcakgpa Tumodeesa B .
A Ynpaenexew AKTUBHbINA

Ss  W3aMmenuTs Npasa

3aBepLumThb CeaHChbI
(3} 3abnokuposats 8 Trusted ID

0 Yaanutb akkayHT

Cnoco6 2: 3 npodunsa nonb3oBaTens
1. Mepengute B KABUHET agMUHUCTPaATOpa - BKagka Monb3oBaTenu.

2. HaxxmuTe 3aBepLumMTb ceaHcbl B Npodusie nofnb3oBaTtens B 6510ke Jpyrue gencTeus.

[Opyrue gencrteus
YOanuTb akkayHT BbIiiTK CO BCEX YCTPONCTB Ckavarb faHHble

Yto npouncxoauTt nocine noareepXxXxaeHus:

» Bce aKTUBHbIE ceccum Nonb3oBaTeNs 3aBepLUatoTCs
» TokeHbl gocTyna (access token) CTAaHOBATCA HEAEUCTBUTENbHBIMM
o TokeHbl OGHOBNEHUA (refresh token) aHHyNMpyroTCH

« [Monb3oBaTento NoTpebyeTcss BOMTU 3aHOBO NPW CleAyoLWweM 06paLleHnn K NPUITOXEHNIO

o OTa onepauus He 610KMpyeT nonb3osaTtenst. OH CMOXET aBTOPM30BaTbCA CHOBA.
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Ha3HayeHne n nameHeHune NosIHOMOYNIM Nosib30BaTENEN

B Trusted.ID gencTByeT TpexypoBHEBas CUCTEMA OOCTYyMa, KOTopas YeTKO pasrpaHMuYnBaeT npaBsa
rnonb3oBaTenen:

» YYyacTHUK — 6a3oBas poJib. [103BONSET yNpaBnsiTb CBOMM NpoduieM, HacTpamBaTb paspeLleHus

Ha OOCTYNn K NMMYHbIM OaHHbIM U UCNOJIb30BAaTb akKKayHT A/1A BXOOa B UHTErpnupoBaHHbIe
NPUNOXEeHUA.

. ynpaBneHeu, — POJIb aAMUHUCTPAaTOpPa OTﬂ,eJ'IbHOVI opraHunsaunn nnn nogpasgeneHna.

YnpaBnsaeT nonb3oBaTeNaMu U OCTYNOM K NPUTOXEHUSAM B paMKax CBOel opraHun3aLmMoHHOM
eVNHULbI.

o AGDMMHUCTpPATOP — PO/b C MaKCUMasnbHbIMU NpuBMNernamMu. NpefocTaBnsieT NosHbIA AOCTYN KO

BCEM (byHKU,I/IFlM I'IJ'IaT(DOprI, BKJItOYas rnobasnbHble HaCTpomKM 6e30MacHOCTU U ynpasnieHune
BCEMMU OpraHun3aunAamMu.

Huxe npueeneHbl MHCTPYKLUKUN MO HA3HAYEHUIO poneﬁ VnpaBneHeu n AAMMHMCTpaTOp CUCTEMDbI.
HasHauyeHne nonHomounn «YnpasneHew»

1. Mepengute B KabUHET agMUHUCTPaTOpa -> BKNaaka Monb3oBaTtenu.

2. Bbl30BUTE MEHIO AencTBUIM No KHonke Ewe ana nonb3oBaTens, npaBa KOTOPOro Heo6XoaANMo
U3MEHUTb.

Anekcaxngpa Tumodeesa §
o - Ynpaenexey AKTUBHbBIN

Sa  W3MeHuTb Npasa

3aBepUJV|Tb CeaHCbl

3abnokupoeats 8 Trusted ID

o

00 YaanuTb akkayHT

3. BoibepuTte gencteme UsmeHUTb npaea.

4. B OTKpbIBLLEMCS OKHE BblIGEpUTE posnb YnpaBneHew 1 HaxxmMnte CoXpaHUTb.
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N3MeHUTb NpaBa

Bbibepute npaea B Trusted ID gna nonb3osaTens:

e AnekcaHgpa

YpoBeHb NONHOMOYMIA

(O YuyacTHuk
Mmeer AOCTYN B NPUNOXEHWE U MOXET NpoCMaTpueaThb npodune
NPUNOXKEHURA

(O AamuHucTpatop

MIMeeT NoNHbIA KOHTPONbL Ha BCEMW NONL3OBATENAMU U
NPUNOXEHUAMMU

@ YnpasneHey,
MOXeT co3aaBaTh CBOU NPUNOXKEHUA, YNPABNATL NONHOMOYUAMMU
YYaCTHUKOB CBOMX NPUNOXEHMIA, NDOCMATPUBATL NEPCOHANbHbIE
OaHHbIE YYACTHUKOB CBOUX NPUNOXEHUIA

[Monb3oBaTenb nony4yunT Bbl6paHHy}O POJIb N COOTBETCTBYHOLWMNE en npaea.

Ha3HauyeHne NoMHOMOYNM «KAOMUHUCTPATOP» CUCTEMDI
1. Mepengute B KAOBUHET agMUHUCTpaTopa - BkNagka Monb3oBaTtenu.

2. Bbl30BUTE MEHIO AeCTBMI No KHomnKe Ewe ana nonb3oBaTtend, npaBa KOTOporo Heo6xoaumMo
N3MEHUTb.
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Anekcakgpa Tumodeesa
Anexcangpa
Id 884

MNpaga: Cratyc:
Ynpaenexey AKTUEHBIA

Ss  W3MmenuTb npasa

E—~ 3aBepLmTh CeaHchbl

3y 3abnokupoeats B Trusted ID

(m ]

YaanuTb akkayHT

3. Buibepute gencrame NUsmeHuTb nNpasa.

4. B OTKpbIBLLEMCS OKHE BblGepuTe posib AgGMUHUCTPATOP U HaXXMUTe CoXpaHUTb.

N3mMeHuTb Npasa X

BeibepuTe npasa e Trusted ID gns nonb3osarens:

‘ Anekcakngpa

YpoBeHb NONHOMOYMIA

(O YuacTHuk
MmeeT OOCTYN B NPUAOXKEHWE U MOXET NPOCMATPUBaTL NPODUb
npunoXxexna

@® AamunucTpatop
MmeeT NonkHbli KONTPONb Hag BCEMW NONb30BATENAMU K
NPUNOXEeHUIMKH

(O vynpaeneney
MoxeTt CO3A3BaThb CBOW NPUNOXEeHWA, YNPaBnATb NOMTHOMOYMAMM
YYaCTHWKOBE CBOMX NPUNOXEHWHA, NPOCMaTPUBATL NEPCOHaNbHbIe
LdHHble YHaCTHUKOE CBOMX NMPUNOXeHnH

Monb3oBaTenb NOMYYUT BbIGPAHHYHO POJIb U COOTBETCTBYHOLLME en npaea.
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C, Onsa HazHayeHWs NONTHOMOYU AMUHUCTPATOP NPUIOXKEHUS BOCMOMb3YNTECH
NHCTPYKLMEN.

I3ameHeHMe cTaTyca nonb3oBaTena: 6/10KUpoBKa U
Pa30IOKNPOBKA

BnokuposaHue nonb3oBaTtenen Trusted.ID
BnokupoBka 3anpeLuaeT OCTYMN KO BCEM cepBucam, ucnonbaytowmm Trusted.ID aonga exoga.
YT1o6bl 326/10KMPOBATh MoOSb30BaTeNS:

1. Bbi30BUTE MEHIO AENCTBUIN C aKTMBHbLIM MOJIb30BaTENIEM B OAHOM U3 UHTEPHENCOB:

o B MeHIo gencTeun ¢ nonb3oBaTtenem B Npodune npuinoXXeHus.
o B MeHI0 encTBui C nonb3oBaTtenem Ha Bkagke MNonb3oBaTenu.

Anekcaxngpa Tumodeesa — CraTye
AREICSHN Ynpaenerey AKTUBHbBIN

Ss  W3amenuTs Npaea

33BepLumnTb CEeaHChbl

3abnokupoeats B Trusted ID

Ep

0 Yaanutb akkayHsT

2. Boi6epuTe gencteme bnokupoBatb B {{projectName}}.

3. MoaTeepauTe AencTeMe B MOAaIbHOM OKHe.
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3a6nokuposaTthb B Trusted ID

Monb3oBaTtens AnekcaHapa notepseT 4OCTYN K NPUNOXKEHUAM, B
KOTOPbIX AN1A BXOAa UCNONb30Ban akkayHT Trusted ID [JaHHble,
CBA3aHHbIE C aKKayHTOM, ByayT COXpaHeHbl.

YTo nponucxoguT nocne 6N10KUPOBKMU:

] CTaTyC nonb3oBaTesid UISMEeHUTCA Ha 386HOKMpOBaHHbIﬁ.

Q n o
s [Ouma PomaHoB MNpasa Craryc
= dima i
880 Ynpaenexey AKTUBHbBIN
AnekcaHpgpa Tumodeesa MNpasa Cratyc
:;w;.-;r.ﬂdupd YnpasneHew, 3ab6noKMpPOBaHHbIA
. PomMax MupowmH Mpasa: Craryc:
= bob32

VuacTuuw AKTURMKIA

 326/10KMPOBAHHbIN NONb30BaTeSlb HE CMOXET BOWTU B CEPBUC U MPUNOXKEHMS.

Mpu NonbITKe BXxoAa 6yaeT oTo6paXkaTbCA CNeayroLLUMIA BULKET:
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User is blocked

PasbnoknpoBaHue nonb3oBatenen Trusted.ID
YT0o6bl pa3bnokMpoBaTb NOMb30BaTENS:
1. BbI30BUTE MEHIO AENCTBMI C 3a6IOKMPOBAHHbIM MOb30BaTeleM B OAHOM 13 UHTEPPENCOB:

o B MeHo AeNCTBUI C NoNb3oBaTesieM B Npoduie NpuioxXeHns.
o B MeHto JercTBUI C nonb3oBaTeneM Ha Bknaake MNMonb3oBaTtenu.
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AnekcaHuapa Tumodeesa Mpasa Cratyc
ARSKEIHAR YnpasneHel, 3a610KMPOBaHHbIi

Id 884

o

=

al

2. BoiGepuTe gencteume Pasénokupoeatb B {{projectName}}.

3. MoaTeepanTe AencTBME B MOJaNIbHOM OKHe.

Pas6nokuposaThb B Trusted ID

MNaMeHuTb npasa

3aBeplnTb CeaHcobl

Pasbnokuposarb B Trusted ID

Yoanutb akkayHT

Monb3oBaTtens AnekcaHgpa nonyuuT 4oCTyn K NPUNOXEHUAM, B
KOTOPbIX AN BXOAa UCNONb30Ban akkayHT Trusted ID JaHHble,

CBA3aHHbIE C aKKayHTOM, ByayT COXpaHeHbl.

lMocne noATBepPXAEHUS OencTeus CTaTyC noJib3oBaTesid USMEeHUTCA Ha AKTUBHbIN.

YpaneHne nonb3oBaTens

Penuns v1.0

Aﬂ,MMHMCTpaTOD MOXeT HaBCeraa yaanntb nojib3oBaTenid. Mocne noaresepXaeHua yoaneHusa
aKKayHT 1 BCe OaHHble NCYE3HYT 6e33033paTHo. lMonb3oBaTesb notepdaeT AOCTYN KO BCEM

NPUNOXeHNAM, rae ncnonb3oBasncs ero akkayHT Trusted.ID.
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Kak yganutb nonb3oBartens Trusted.ID

Penuns v1.0

« lMonb3oBaTeslb MOXET CaMOCTOSATENIbHO YAANUTb CBON aKKayHT Yyepes NNYHbIA Npodusb.
YpaneHve peannMsoBaHO C MEXaHU3MOM OTCPOUYKMU. B TeueHue onpeaeneHHoro BpeMeHH
Nnosib30BaTesib MOXET BOCCTAHOBUTb AOCTYMN K CBOEMY akKKayHTY. [NoapobHee 06 3TOM MOXHO
Yy3HaTb B UHCTPYKUMK [Tpodunb nonb3oBaTtens.

+ AnbTepHaTuBa: PaccMoTpuUTE BO3MOXHOCTb 6JIOKMPOBKU aKKayHTa BMECTO YAaneHus,
€CI1 eCTb BEPOSATHOCTb BOCCTaHOBMEHMSA AOCTyna.

YT0o6bl YoanuTb Nofib3oBaTtens:

1. HaxxmuTe YaanuTb aKKayHT B

OOHOM 13 UHTEPHENCOB:

o B MeHto gencTeuin ¢ nonb3oBaTtesieM Ha Bkaake Monb3oBaTtenu.

a Anekcangpa Tumodeesa

Ynpaenerey AKTUBHBIN

)
cg

p

o B npodune nonb3zosartens B 610ke Opyrue aencTeus.

[pyrve pencreun

06paboTkun NepcoHanbHLb

A3HHbI

YoanuTb akkayHT BbIinTK CO BCEX YyCTPOWMCTB Ckauvarb faHHble

2. MNoaTBepanTe AencTBMe B MOJaNbHOM OKHe.
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Ynanutb akkayHT

AxkayHT Anekcakgpa 6ynet yaaneH. [laHHble, CBR3aHHbIE C
aKKayHTOM, yAanAaTcA Hasceraa. [Nonb3oeartent NoTepaeT AOCTYN K
NPUNOXEHWUAM, B KOTOPbIX ANA BXOA4a UCMONb308an akKayHT
Trusted ID

[Mocne noATBepXXAeHUA Nonb3oBaTeNb OyAeT yaaneH.
YTo npoucxoamT nocrne yaaneHus:

° anJ'IO)KeHIAFI, roe yﬂ,aﬂﬂeMblﬁ nonb3oBaTesib ABNAeTCA eAMHCTBEHHbLIM B/agenbLem, 6yﬂ,yT
663803BpaTHO yOaneHbl.

 Bce faHHble akKayHTa CTUpatoTCst 6e3 BO3MOXHOCTU BOCCTAHOBIEHWUS MOC/Ie OKOHYATENbHOMO
yaaneHus.

e [lonb3oBaresnb TepdeT AOCTYyNn KO BCEM UHTErpuUpoBaHHbIM CepBUCaM.

CMOTpUTe TakXe

e HacTpoWka naposibHOWM MNONUTUKK U NPOdUIA Nonb30BaTeNns — PYKOBOACTBO MO HacTPoKe
NaponbHOMN NONMUTUKK, 06A3aTENbHbIX U AOMNOMHUTENbHBIX Monen Npoduna nonb3osaTens.

o JInyHbIM Npodunb 1 yrpasrneHe paspeLleHusMmu NpunoXXeHnin — pyKoBOACTBO MO YNpaBneHuto
NINYHBIM Npodunem.

o YNpaBneHve opraHnsaunsavMm — PyKOBOACTBO MO paboTe C opraHu3auusiMu.
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OTKprTb CTaTbio Ha canTe

YnpasrneHue opraHmsaunen B Trusted.ID

B Trusted.ID opraHusauumn cny>at OCHOBHOM CTPYKTYPHON eguHuLEN AN1s yNpaBneHus GOCTYNoMm K
NPUNOXEHUAM, pa3feneHns COTPYAHUKOB Mo nogpasfeneHuam U BegeHUs ayauTta akTUBHOCTH
nonb3oBaTtenen. B aTom pykoBoAcTBe Mbl NOAPOGHO PAaCCMOTPUM, Kak CO3[aBaTb opraH13aunm,
HacTpamBaTb CNOCOGLI BXOAa, YNPaBAsATb MNOMb30BATENSIMU U MHTEMPUPOBATb NPUNOXEHUS, YTOObI
Balla KOMaHfAa pab6oTtana apdeKTUBHO KU 6e30nacHo.

CopepxaHue:

o OCHOBHbIE MOHATUSA 06 OpraHn3aLmsax

o [locTyn K KabUHeTYy opraHusayum

e HacTpowka Ha3BaHWs M noroTuna opraHusaumm
o Crnoco6bl BXOga B opraHusaumm

o CMOTpUTE Takxe

OCHOBHbIe MOHATUA 00 OopraHn3auunadax

OpraHusauus B Trusted.ID — 3To CTpYKTYpHasa eanHuLa, KOTopas No3BONSET:

e PasrpaHuumMBaTb JOCTYN K NPUIOXEHUAM MeX Iy NoapasfaeneHUaMU UK NpoeKkTaMy,
« HacTpauBaTb KoprnopaTUBHble Coco6bl BXoAa,

« BeCTH LleHTpann3oBaHHbIM aypUT aKTUBHOCTM NoSib3oBaTeNen,

 YNpaBnaTb NPUIOXXEHUAMU B paMKax OHON KOMMaHuK,

« HacTpauBaTb 6peHOUHr (N0roTun, HasBaHue) 19 BUAKETOB BXoa.

=z Ncnonb3oBaHue: Opransau,MM noeasnbHO NMNOAXOoOAT AnA KOMI'I&HVIVI, KOTOPbIM HY>XHO
ynpaB/iadTb HECKOJIbKUMU NMPUITOXXEHUAMU U TPpyNNnaMn nonb3oBaTtenen c eﬂ,VIHOl‘/’I TOYKM
KOHTPOJIA.

IloCcTyn K KaBUHETY opraHusaunm

KabuHeT opraHM3aumm npegHasHadveH ansa ynpasneHns HacTPOMKaMu, NPUNOXEHUSMUN U
Nnosib30BaTeNsAMWN OpraH13aLmm.

B kabuHeTe opraHusauumn AOCTYMHbI cCneaytolime pasgensb:

» HacTpoiku — napameTpbl opraHusauumn, Cnocobbl Bxoga, KaCTOMU3aLMsa BUOXKETa aBToOpU3aLmu.
o MpunoXxeHus — ynpasreHne NPUIOXKEHNSIMIN OpraHnu3aLmm.
 XXypHan — “cTopua akTUBHOCTU NOMb30BaTeNen opraHnsaLum.
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Kak nonacTtb B KabuHeT opraHusaunm Trusted.ID

I\ [na goctyna B KABMHET OpraHu3aumm Heo6xoauMbl NosTHOMoYKSA YnpaeneHey. O6paTutech
K aAMUHUCTpaToOpy cepBuca gs Ux nosydyeHus.

YTOObl OTKPbLITb KABUMHET OpraHn3aumm:

1. ABTOpU3YyNTECH B TMYHOM KabuHeTe Trusted.ID.
2. HaxxmuTe Ha CBOe nMS B NpaBOM BEPXHEM YTy OKHa.

3.B OTKpbIBLLEMCA OKHE MUHUN-BUOXETA HAXMUTE Ha Ha3BaHUe cBoeMN opraHunsauun.

Onera Naznzoea 9
X

Onera azunzoea
. Mos komnaHua

2 podmns [» Bexon

Bbl 6yneTe nepeHanpasneHbl B KaBuHeT opraHusauuu.
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» [o6aBbTe 4acTo UCMosb3yeMble MPUNOXEHNSA B MUHU-BUOXKET C MOMOLLIO HACTPOMKHU
OToGpaXkaTb B MUHU-BUANKETE AS19 6bICTPOro AocTtyna.

Onera aznzoeBa @

0 bubnuoteka

€% KopnopatueHsie kypcsi

. Mos koMmnaxua

2 Mpodwns [> Bexon

HaCTpOVIKa Ha3BaHNA U TOTOTUMNa OpPraHn3aunun

HasBaHue n norotun otobpa)katotcsa B UHTepdence cuctemol Trusted.ID, a TakxKe B MUHN-BUOKETE,
YT06bl HACTPOUTL Ha3BaHME U JIOTOTUI:

1. Mepengute B KaBUHET opraHnsauuun - BkNagka HacTtpomnku.

2. PackponTe 610k OcHOBHas UHopMaLums.

3. Ykaxute HoBoe Ha3BaHue B nosie HassaHue NpunoXxeHus.

4. B pasgerne Jlorotun NpunoXeHus Haxxmmnte 3arpysuTtb U BbiGepute Gpann ¢ NoroTmrnom.

LOonycTtumble popmartbl: JPG, GIF, PNG, WEBP; makcumanbHbI pa3mep 1 Mb.

5. HacTponte o6nacTtb oToGpakeHnsa norotuna.
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[ob6asneHune nsobpaxeHusa X

V|306pa>KeHMe 6yp,eT oTobpaxaTbCs B CrIUCKE B KapToOu4kKe, B OKHe
0eTanbHOro NnpocmMoTpa.

6. Haxxmnte CoxpaHuUTb.

Cnoco6bl BXoga B opraHusaumm

Cnoco6 Bxopa — 3TO METoA ayTeHTUPUKaL MM NoNb3oBaTenemn, No3BoNsOWNN UM aBTOPU30OBaTLCH B
NPUIOXEHUSAX.

%/ OCHOBHasi MUHCTPYKLMUA: [1oTHOe PYKOBOACTBO MO HAaCTpoMKe cnoco60B BXoda AOCTYMHO B
ctaTbe Cnocobbl BXo4a M HacTpouKa Buaxeta Bxoga B Trusted.ID. 3aecb onncaHbl
OCOBEHHOCTU YNpaBieHns cnocob6amMmmn BXxoga Ha YPOBHE opraHM3aumu.

B opraHusaumm MoryT NPpUMeHSITbCSt Kak Ny6nnMyHble NpoBanaepbl, Tak U NpoBanaepbl, CO34aHHble
A5 [AaHHOW OpraHu3aLuu.

Bbl MmoXeTe:

. Vicnonb3oBaTb Ny6AnYHbIe CNOCOGHI BXOAa, HACTPOEHHble agMuHUcTpaTtopoMm Trusted.ID
. [o6aBnaTb cO6CTBEHHbIe NpoBanaepbl TONbKO A8 Ballen opraHn3auum

. HacTpauBaTb Ny6GAUUYHOCTb — ONpenendaTb, rae 6yayT OCTYMNHbI Balv NpoBangepsb!

. Oenatb ngeHTudrKaTopbl 06s13aTeNbHbIMU A719 NONb30BaTenemn

x OrpaHuyeHus: pefakTUpoBaTh Ny6ANYHbIE MPOBaNgePbl MOMYT TONIbKO agMUHUCTPATOPbI
Trusted.ID.
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Co3pgaHune cnocoba Bxoga B opraHusauum Trusted.ID

[na 6onbwnHCTBa NonynspHbix cepsucos B Trusted.ID npefyCcMOTpPeHbl rOTOBbIE LWabMoHbI
HacTponkn. OHM yrpoLLatoT NpoLecc NOAKKYEHUS, TaK Kak cogepXaT npeasanofiHeHHbIe
napameTpsbl, cneunduyHble 4ns KaXxaoro nposangepa. Npouecc coCToUT U3 TpeX O6LUMX LWaros, HO
AeTanun HacTPOMKKN 3aBUCAT OT BbIGPaHHOMO NpoBanaepa.

BbiGepurTe NOAXOASALLYH UHCTPYKLMIO:

» BKoHTakTe

e Mail.ru

o AHOEKC

» Google

» GitHub

¢ OpenID Connect
e MTLS

e WebAuthn

» CoseT: Ecnv nogxogsiiero wabnoHa HeT, ucnonb3symte wabnoH OpeniD Connect.

PepakTupoBaHune cnocoba Bxoda B opraHmsaumm Trusted.ID

Ecnn Heo6xoaAnMMO 0OBHOBUTL HaCTpOVIKM CyLlecTBYHoLLero cnocoba Bxoaa (Hanpmmep, n3-3a CMeHbl
CeKpeTHOro Kiro4a nnu AOMeHa):

1. MepenguTe B KABUHET opraHM3aumm - Bknagka Hactpomnku.
2. Hangnte 6nok Cnoco6bl Bxoaa 1 HaxxmuTe HacTpouTb.

3. OTKpoeTCcHa OKHO CO CMMCKOM CO34aHHbIX CNoCcO60B BXoAa.

~

. @D O @ WEBAUTHN

O GitHub

. €
o Cnoco6bl BXOAa, OTMEeYEHHbIe MKOHKON “* | ABAAIOTCS NYGAUYHBIMMU U LOCTYMHbI ANS
pefakTMpoBaHUA TONbKO agMuHUcTpatopam Trusted.ID.
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4. HaxxmuTe KHonky HacTpouTb Ha NaHenn co cnoco6oM BxoAa, KOTOpPbIn He06XoauMOo
oTpefaKTMpoBaTh.

5. OTKpoeTcs popma pefaKTUpPOBaHUSI.
6. BHecute Heo6Xo0ANMbIE N3MEHEHMUS.
7. Haxxmute CoxpaHUTb.

YpaneHue crnocoba Bxoga B opraHusaumm Trusted.ID

1. MNepengunTte B KABUHET OpraHn3aumm - Bknagka Hactpomnku.
2. PackpouTe 6510k Crnoco6bl BXoga 1 HaxXxmuTe HacTpouTb.
3. OTKpoeTCcHa OKHO CO CNMCKOM CO3A4aHHbIX CNoco60B BXoAa.

4.

(|

HaxXmuTe Ha KHOMKy YpanuTtb , PasMeLLeHHY0 Ha NaHenun co cnoco6oM BXoAa, KOTOpPbIit
HEeo6X0AMMO YOANUTb.

e é7 WEBAUTHN
WebAuthn

T
e

(]

GitHub s
’: O Oauth2 FACTR ﬁ I_D

5. MogrBeppuTe pencTene B MO4anbHOM OKHE.

YpanuTb cnocob Bxoaa %

Cnocob exoga byaet yganeH. Ecnu cnocob Bxof4a UCNonb3yeTcs B
NPUNOXEHWUMW, NONB3OBATENWU HE CMOryT BOWTYU B HEro, UCNONb3ya
AaHHbI cnocob exoaa.

OTmeHa Yoanuts

Mocne ycnewHoro yaaneHus cnoco6 Bxofa nepecTaHeT paboTaTb BO BCEX BUAXKETaX NPUNOXKEHUN
BalUen opraHn3aumu.
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KonunpoBaHne HacTpoek cnocoba Bxoda

KonupoBaHWe HacTpoek rno3sosdeT co3fatb HOBbIM CNOCO6 Ha OCHOBE paHee co3aaHHOoro.

b v ) D v
CkonunpywTe HacTporKkK cnoco6a Bxoaa no kKHornke KonuposaTtb , PacnonoXeHHowm Ha
naHenm co crnoco6om BXoaa.

e /j € WEBAUTHN

Q) i reevom (2 (B

(]

2. [anee oTKpoWnTe popMy CO34aHMsA HOBOIO CNoco6a Bxoda Mo LWaBMNoHy C aHanormyHbIM TUMOM U

HaXXMunTe BctaBuUTb

1. MpumeyaHue: MNpu HecoBnafeHUM TUMOB HOBbIV NPOBANAEP MOXET paboTaTb HEKOPPEKTHO.

O69a3aTenbHbIN naeHTMdMKaTop B Npodune nosb3osaTens

Korga nonb3oBaTeslb aBTOPU3YETCHA Yepes CNocob BXOAa Ha BUAXKETE, B ero Npodusib coxpaHsieTcs
NOEHTUOUKATOP BHELLUHEro akKayHTa.

MOXHO HacTPOUTb 06A3aTeNbHYHO NPUBA3KY UAEHTUPUKATOPA BHELLHEro akkayHTa K Npopusnio
nonb3oBaTtens. B aToM cnyyae npu BXoAe B MPUIOXEHNE Y NONb30BaTess, He UMEIOLLEro
npuBA3aHHOro NaeHTUdMUKaTopPa, NOABUTCA 3aMpocC Ha ero Ao6asreHne K npodunio.

YT0o6bl caenaTtb MaeHTUGMKaTop 0683aTes/IbHbIM:

1. MepenguTe B KABUHET opraHM3aumm - Bknagka Hactpomnku.

2. PackponTe 610k Cnoco6bl BXoga 1 Haxmute HactpouTb.

3. OTKpoeTCs OKHO CO CMUCKOM CO3[aHHbIX CMOCO60B BXOAa.

4.
Ha>xmuTe Ha KHOMKy CaenaTb 06813aTeNbHbIM Ha naHenu co cnoco6om BXxofAa, KOTOpbIN
Heo6Xo0aUMO caenaTb 065s13aTeNbHbIM.

HaCTpOVIKa NPUMEHAETCA 6€e3 LOMNOJIHUTENIbHOIro noarBepXxneHun4d.
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» Coer: [1py NOBTOPHOM KNUKe Ha KHOMKY CaenaTb 06s3aTeNbHbIM Hannune
naeHTMoMKaTopa B Npoduie CTaHeT HEOBSA3aTENbHbIM.

CMOTpuUTE Takxe

o JTInyHbIM Npodunb 1 yrnpasnieHme paspeLlleHnsaMm NpunoXXeHnin — PyKOBOACTBO MO YNpaBneHuto
NUYHBIM Npodunem.

e Cnocobbl BXoAa 1 HacTponKa BuayeTa Bxofa — PYKOBOACTBO MO CMNOCO6aM BXOAa U HacTpPOKKe
BUAXXeTa BXxoaa.

o VripaBfieHne npunoXXeHnamm — pyKoBOoLCTBO MO CO3[4aHMI0, HacTponke u ynpasnenuto OAuth 2.0
n OpenlID Connect (OIDC) npunoxeHnsamu, BKNOUYaa KOHTPOb AOCTYMNa U paspeLleHui.
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OTKprTb CTaTbio Ha canTe

Co3fgaHne U HacTpoukKa NPUNoXeHUn B
Trusted.ID

B aTOM pyKOBOOCTBE Bbl yY3HaeTe, Kak co3faBaTth U HacTpameaTb OAuth 2.0 n OIDC npunoxeHus B
Trusted.ID. Mbl nogpo6Ho pa3depém cosfaHne web 1 native npunoxeHnn, HaCTPoONKy BUAXETa
BXO[Aa, ynpasfieHne nonb3oBaTensiMu u JOCTYMNoM.

CopepxxaHue:

o Co3paHune npunoxXxeHus

» YnNpaBneHue NpunoXXeHUsMu

e [MpurnaweHns B NPUIOXKEHNS

» HacTpowka BugykeTa Bxoga B NpunoxeHue

« [Monb3oBaTenn NPUNOXeHUs

e [MONHbBIN CNPaBOYHMK NapaMeTPOB NPUTOXKEHUS
e CMOTpUTE Takxe

| Orpal-lw-lel-me: YnpaneHne npunoXeHUsImMmu OOCTYMNHO B KabuHeTe agMUHUCTpaTopa,
OopraHun3aunn nnn NpunoXXeHumd (Manom kabuHeTe) B 3aBUCUMOCTW OT Ballen ponun.

Co3spgaHne npunoxXxeHusa

CospgaHune Beb-npunoxenmsa OAuth

Be6-npunoxxeHue — 370 CTaHOAPTHOE NMPUNOXeHNe, KOTopoe paboTaeT B 6pay3epe
nonb3oeartens n s3ammogenctayeT ¢ Trusted.ID no npotokonam OAuth 2.0 n OpenlD Connect.

YT0o6bl CO34aTb BEG-MPUNTOXKEHNE:

1. MepenguTe B KABUHET agMUHUCTPATOPA, OpPraHmn3aLnmn Unmn NPUNoXeHUs (Manblin KaGUHET).
2. OTkpownTe BKNagky MpunoxeHus.

3.
HaxxmuTe kHornky CospaTtb
4. OTKpoeTca popma co3gaHus NPUTOXKEHUS.

5. YKaxuTe obs3aTesfibHble napaMeTpbl NMPUIOXeHUA:

o HaseaHue npunoxxeHus,
o Agpec nNpunoXeHusa B opmMaTe npoTokon://[OMEHHOE WMS :MOopT,
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o Bo3BpaTHbi URL # (redirect uris) — agpec, Ha KOTOpPbIA NONb3oBaTeNb
nepeagpecoBblBaeTCs Noclie aBTopmsaumm,

o URL BbIxopa 13 cuctembl # (post logout redirect uris) — agpec, Ha KOTOpbIn
nepeagpecoBbIBaeTCA Nosb3oBaTesb Noche Bbixoa.

6. Haxxmunte CospgaTtb.

« [Mpu cozgaHumn GopMUpyOTCS AOMONHUTENBHBIE MO NMPUNOXEHUS, KOTOPbIE MOXHO
NMOCMOTPETb U OTPEAAKTMPOBATb B HACTPOMKAX MPUIOXKEHUS:

* UpeHTndumkatop (client_id) — ncnonbsyerca gna ngeHTMOMKaLUN NPUIOXKEHNS;

o CekpeTHbI KntoM (client_secret) — ncnonb3yetca gns ayTeHTUGUKaumm nogJMHHOCTM
NPUNOXEHUS, KOrfa NpuioXXeHue 3anpanBaeT AOCTYN K aKKayHTy nonb3oBaTens.
CeKpeTHbIN KoY A0NXKEH GbITb M3BECTEH TONTbKO MPUNOXEHUIO.

CospgaHune HatueHoro OAuth-npunoxxeHus

HaTuBHOe NpunoxxeHne — 3T0 NPUIOXKEHUE, KOTOpPOe pa3paboTaHo crneumansHo Ans
onpenenéHHon onepaunoHHON CUCTEMBI.

YT06bl CO34aTb HAaTUBHOE MPUSIOXKEHUE:

1. MNepengute B KABUHET agMUHUCTPATOPA, OPraHn3aLmMm N NPUNOXeHUsa (Manbin KabuHeT).
2. OTkpownTe BKNaaky MpunoxxeHus.
>
Ha>xmute kHonky Co3paTthb
4. OTKpoeTcs popMa co3aHnsa NPUNOXeHUs.

5. YKaxuTe obsa3aTefibHble napamMeTpbl NPUIoXeHUs:

o HasBaHue npunoxxeHus,

o Apgpec NpuUIoXXeHUsa — NoKanbHbIN agpec npunoxeHus B GopmaTe myapp://callback
(TpebyeTcs Ans 3aBepLUeHUs CO34aHus, HO He UCMONb3YeTCA B HAaTUBHbBIX MPUIOXKEHUSX, ),

o BosBpaTHbit URL # (redirect uris) — nokanbHbIN agpec, Ha KOTOPbIN GYAeT BO3BPALLEH
nonb3oBaTesb Nocfie aBTopmsaumm, Hanpumep, myapp://callback,

o URL BbIxopga u3 cuctembl # (post logout redirect uris) — noKanbHbIM agpec
nepeagpecauun nocrne Bbixoga (Hanpumep: myapp://logout).

6. Haxxmunte Co3pgaTthb.

7.

OTKpoONTe CO3[aHHOE NPUNOXEHNEe N HaXXMNUTe Ha PegakTupoBaTb
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8. B oTKpbIBLLENCS dOpMe pefaKTUPOoBaHUS:

o BblGepuTe native B HacTponke TUN NPUNOXKEHUS;
o BblbepuTe none B HaCTpoOMKax ¢ MeTofamMun ayTeHTUGUKauun.

MeToga ayTeHTUdMKaLUM KNMEeHTa AN KOHEYHOW TOYKK NONy4YeHns TokeHa (token_endpoint_auth_method)

none v

MeTop ayTeHTudMKaLMKM, UCNONb3yeMbli NPU AOCTYNE K KOHEYHOW TOUKe NPOBEpKU ToKeHa (introspection_endpoint_auth_method)

none 2

MeTog ay TeHTUGUKALMM, UCNONb3YeMblit NPKU AOCTYNE K KOHEYHOM TOUKE OT3blBa TOKEHOB (revocation_endpoint_auth_method)

none > 4

ANropuT™M NOANKMCH, NCNONb3YEMbIA NPU CO3AaHUM NoanucanHoro ID-TokeHa (id_token_signed_response_alg)

RS256 v

MpoBepka Hanuuusa BpeMexn AyTeHTudmKaumm (require_auth_time) ®

Cnocob nepepaum ID nonb3oBartens B MASHTUOUKALMOHHOM TOKeHe (subject_type)

public v

Tun npunoxenun (application_type)

native v

9. CoxpaHuTe N3MEHEHMSI.
[anblue HaCcTpouTe aBTOPU3aLMIO Ha CTOPOHE BaLLero NpUoXeHus:

« ucnonbaymnte PKCE (Proof Key for Code Exchange) npu 3anpoce aBTOp13aLMOHHOIo KoAa;
* UCNONb3YyNTE paHee yKasaHHbIN redirect uri Ana o6paboTKu pesynbTaTa aBTopU3aLmm;
e BbIMOJIHANTE OGHOBNEHME TOKEHaA No npoTokony OAuth 2.0.

YnpaBneHne npunoXXeHnamu

MPOCMOTP NPUNOXKEHUSA

1. Mepengute B KABUHET agMUHUCTPATOPA, OpraHn3aunmn Uan NpUNoXeHus (Manblin KaGUHET).
2. OTkpownTe BKNaaky MpunoxeHus.

3. Haxmunte Ha naHenb € NpuUnoXeHneMm, nNPodusib KOTOPOro HeO6XoLMMO NPOCMOTPET.
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m Trusted ID Anekcanapa Tumodeesa Q

Pecypcbi N
€§3 HacTpoiikun 9 Mpunoxexus 2, Monb3osarenu =: Xypxan
Q
2 Yuacthmkos: 1 @
@] Trusted ID
D - . -

AxTuBHbIe cnocobbl Bxoaa
2, Yuacthukos: 3 KTHBHble cnocobbl Bxopa

m Moodle
03 asrycTa 2024 . - Q ’ Q @ &l

@] Trusted ID @
@ Katanor &

(<] - - \
. 2. Vuacthmkos: 2 AxTuBHblE cnocobbl Bxoga:
@ BUTPUKC
28 Honbpa 2023 T.
@] Trusted ID @

[__j] Katanor

4. OTkpoeTca popma ¢ npodunem NPUNOXEHUs.

m Trusted ID Anekcanapa Tumodeesa e

Pecypcel
€§3 HacTpoiiku 9 Mpunoxexus 2, Monb3osarenu =: Xypxan

Moodle @ Onucanune

CucTeMa AUCTaHUMOKHOTO 06pa3oBaHua

© 0

Q Gl = 03 asrycra 2024r.

o OTo6paxaercs e Karanore

Anekcaugpa Tumodeesa

AnekcaHgpa X n
0 1d 884 Upentudunkarop (client_id) 1

Mpasa: Craryc

Y4acTHUK AKTUBHbIN Ow CekpeTHbiit kntou (client_secret) I

Pepa KTUpOBaHUE MNMpuUunoXxeHud

1. NepengunTe B KaBUHET afMUHUCTPATOPA, OPraHn3aLUnn UK NPUNOXEHUA (Manbii KabUHeT).
2. OTkpownTe BKNaaky MpunoxeHus.

3. Haxxmunte Ha naHenb C NpuUIoXeHneMm, KoTopoe Heo6Xo0ANMO OTpeaaKTUPOBaTb.

4. OTkpoeTca popma NPOCMOTPa NPUNOXKEHUS.
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Ha>xmuTe Ha KHOMKy PepakTupoBaTb
6. OTKpoeTCca dpopMa pefakTMPOBaHUA NPUTOXKEHUS.
7. BHecuTe Heob6xogMMble U3MEHEHUS B napameTpbl NPUIoXKeHNUS.
8. CoxpaHunTe N3MeHEHMUS.

YpaneHune npunoXeHus

I. BHMMaHuMe: YaaneHne npunoxeHns — Heobpatmumas onepaums. Bce cBsizaHHble faHHble
6yayT yaaneHbl U3 CUCTEMBI.

YTOo6bl YoanuTb NPUNOXeHUe:

1. MNepengute B KAOUHET agMUHUCTPATOPA, OPraHn3aLmMm N NPUNOXeHUsa (Manbii KabuHeT).
2. OTkpounTe BKNaaky MpunoxeHus.

3. Hakmnte Ha naHenb ¢ NPUI0OXEeHUEM, KOTOPOE HEOBXOAMMO OTpenaKTUpPoBaTh.

4. OTKpoeTcsa popMa NPOCMOTPa NPUNOXKEHUS.

S. .Ij.

HaxxmuTe Ha KHoMnky YpanuTb

6. MoaTesepauTe AencTBME B MOAANIbHOM OKHeE.

Ypanutb npuioXxeHue X

Mpunoxenune Moodle ByaeT yaaneHo. lNone3oBatenu He CMoryT
BOWTW B BalLe NPUIOXEHMNE, NCNONb3ya akkayHT Trusted ID.
37O AENACTBME HEBO3MOXHO OTMEHUTB.

[Mocne noATBepXAeHUa OencTBus npunoxeHune yganutca ns Trusted.ID.

[MpurnaweHna B NpUNoXXeHus

MexaH13M NpurnaweHnii No3BoNIAET OrpaHMUYUTb AOCTYM K NMPUNOXEHUIO U NPefoCTaBNATb ero
TONbKO 3apaHee BblGpaHHbIM MoMb3oBaTeNnsaM. 3T0 yaoGHO, eCnim NpuioXeHue npegHasHadyeHo ans
3aKpbITOro Kpyra nonb3oBaTenen.
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BkntoyeHue orpaHnyeHus gocryna
YTo6bl cAenaTb NPUIoXeHne JOCTYMHbLIM TOSIbKO ANS NPUrNaleHHbIX Nonb3oBaTenen:

1. OTkpounTe GopMy pedakTUpPOBaHNA NPUMOXKEHUS. Kak OTKPbITE GopMy pefakTUpoBaHus -
2. BknounTe HacTpoKrKy 3anpeT gocTyna Ans BHELWHUX nosnb3oBaTenen
3. CoxpaHunTe N3MeHeHuUs.

YTo nponcxoauT nocne BKAOYEHUS:

e YYACTHMKM MPUNOXKEHNA — MOIYT BOUTU KakK 0BObIYHO.
e HenpurnaweHHble nofb3oBaTtenn — BUOAT COOOLLEeHNe 06 OTKase B A0CTyre.
e HoBble Nonb3oBaTeI — MOrYT BOMTU TOJSIbKO MOCs1e NosydYeHns npurnaleHums.

OTI'IpaBKa I'IpVII'J'I:':]LIJGHVIVI nonb3oBaTe/IdAM

o OTnpaBka NpurnaweHuin JOCTyNHa Nosib3oBaTeNsaM ¢ ponsiMu: AGMUHUCTPaTOpP cepBUca,
YnpaeneHel, AGMUHUCTPaATOP NPUITOXKEHMUS.

£3 HacTponka wa6noHa nucbMa ¢ NpurnaweHnem goCTyrnHa nosib30BaTesiaM C NofHOMOYUSAMY
ApmMuHucTpaTop cepBuca B kabuHeTe agMUHUCTPaTopa, B pasgene LLabnoHsl nucem.

Y7106l OTNPABUTbL NPUrNALLEHNE NOMb30BaTENIO:
1. OTkpounTe popmMy NpocMoTpa NpunoxeHus. Kak oTkpbITe GopMy npocmoTpa .
2. HaxxmuTte kKHoMky Mpurnacutb.
3. B oTKpbIBLLEMCS OKHe yKaxuTe email-agpeca nonb3oBaTenemn:

o BBEAMTe email n Haxkmute Enter;
o ANs Ao6aBneHus HECKONbKUX agpecoB UCMONb3ynTe pasfgenntenn: npoben, 3ansaTyro ,, TOYKY
C 3angaTom ;.

» Email-agpeca npoepsitoTca no npasunamv sanugaumu. HenpasunbHble agpeca 6yayT
OTKJIOHEHDI.

1. HaxxmuTte OTnNpaBUTb.
Ha ykasaHHble email-agpeca oTnpaBnseTcs MMCbMO C CChIIKOM Af1s1 6bICTPOro nepexoaa B

NMPUNOXeHUe.

=z anIFJ'IaLIJeHVIFI 6y,u,yT adKTUBHbI O OTMEHbI UJTN NPUHATUA.
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Y10 BMOAT NoNb3oBaTeNun

Monb3oBaTenb, MONYYMBLUMIA NpUrNalleHne, nony4yaeTt email c NMCbMOM, COAepPXaLLUM CChINKY Ans
BXOAa B npunoxeHue. MpurnalieHne Takxe oTobpakaeTcs B pasgerne 3anpochbl IMYHOro npopunsa
nonb3osaTtens. MpuHATb NpUrnaleHMe MoOXHO ABYMSI crnoco6amu: nepenasa no cchlfike U3 nucbma

UK BbIGPAB NpurnalleHe B pasgene «3anpochli» npopuns.

Kak MPUHATb NMpuUrnaweHune B NpPuUoXeHne —->

anIFJ'IaLLIeHVIe 3alnieHo MeXaHM3MOM MNpoBEPKNU: OHO ,D,eVICTByeT TONbKO OJ1d TOro email-ap,peca,
Ha KOTOprVI Obl/10 OTMNpaBneHo. lNMonb3oBaTenb A0MKEH BONTU B cncteMy MMeHHO nopg aTum
afjpecom, 4YTOObI MPUHATDb NpuUrnaweHune. 310 npepoTBpallaeT nepefayvyy gocTtyna Apyrum amuam.

Ecnu nonb3oBaTesib elle He 3aperncTpupoBaH B CUCTEME, eMy HEOBXOAMMO 3apermcTpupoBaThCs,
yKa3aB TOT e email, Ha KOTOPbI NPULLIO NpuriatleHue. MNocne ycnewHown perucTpaumm gocTyn K
MPUNOXEHUIO NPeAOoCTaBAETCH aBTOMaTUYECK!.

YnpaBneHne npurnaweHnsamm

MpPOCMOTpP CNUCKa OTNpPaBNEHHbIX NPUrIalleHni

1. OTKponTe GopMy NPOCMOTPA NPUNOXKEHUS. Kak OTKpbITE GopMy npocMoTpa .
2. PackpoiTe pa3gen CnuMcoK oTnpaBneHHbIX NPUrnaweHnin B NpunoXeHue

[nsa kaxgoro npurnaweHna B Crnnucke OT06pa)KaeTCFII

e Email nonyyatens
o [1aTa oTnpasku

OTmeHa npurnaweHuns
Ecnn Hy>XHO 0TO3BaTb OTMpPaBfEHHOE NpUrnalleHue:

1. Hangute npurnaweHune B CINUCKe OTNPaBNEHHbIX.
2. E].

Haxxmute KHOMNKy Ypaanutb Ha naHenun ¢ npurnaleHnemMm.
3. MoateepanTte OTMEHY NpUrialleHus.

MocnepcTBuUsi OTMEHDI:

o Ccblfika B NUCbMe CTaHOBUTCS HeAEeNCTBUTENbHOM
e [lonb3oBaTesib He CMOXXET NPUHATL NpurnaweHne
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HaCTpOﬁKa BUO>KETa BXOAa B NpPUIo>xXeHne

BuaxeTt Bxoga — 370 popMa aBTopU3aLmnm, KOTOPYH BUAAT NoSb30BaTeNn Npu NonbITKe BOUTH
MMEHHO B 3TO NpuNoXXeHue. Ero HacTporky No3BoAT afanTUpoBaTbh BHELWHWI BUA, U CMOCO6GbI
BXO/a nof, 6peHA, U NOTPe6GHOCTU Ballero cepeuca.

Kak HanTu HaCTpPOWKU BUAXKETA

1. OTkpounTe GopMy pefakTUPOBaHUA NPUNOXEHUS. Kak OTKPbITE GopMy pefakTupoBaHus -
2. Hangnte 6nok Cnoco6bl Bxoga 1 HaxxmuTe HacTpouTb.

YTO MOXHO HaCTpPOUTb:

» 3arosioBoK U 06J1I0)KKa — afanTupynTe nopg 6peHa npunoxeHus,

 LiBeToBasi cxema — LiBeTa KHOMOK, COOTBETCTBYIOLIME BalLleMy AN3anHY,

» Cnoco6bl BXxoga — Bbl6epuTe, Kakue npoBangepbl NokasbiBaTb,

* lHpopmaLMOHHbIE GNOKKU — [06aBbTE NpaBuia MCMOIb30BaHUS UKW CChINKMU.

= NonHoe pyKOBOACTEO MO BCEM HAaCTPOWKaM:
[na petanbHOro 03HaKOM/EHUsi CO BCEMM NapamMeTpamMu U BO3MOXHOCTAMMU KaCTOMU3aLIMK
nepengnTe K NoSHOMY PYKOBOACTBY MO HAaCTPOWKe BUAXKETA BXOAA .

[Tonb3oBatenu NPUNOXEHNA

Monb3oBaTenu NpunoXeHus (y4acTHUKKN) — 3TO Nonb3oBaTenu cuctembl Trusted.ID, KoTopble
NpefoCTaBUIM BaeMy MPUNOXEHUIO paspeLleHre Ha AOCTYMN K CBOMM [aHHbIM.

Kak nonb3oBaTenb CTaHOBUTCS Y4aCTHUKOM:

1. Monb3oBaTenb BNepBble o6pallaeTca K BaweMy NPUIoXeHUIo.

2. Cuctema nepeHanpasnseT ero Ha enaxet sxoga Trusted.ID.

3. MNonb3oBaTtenb NPoxXoauT ayTeHTUGUKaLUMo 1 AaeT cornacue Ha AOCTYN K 3anpalimBaeMbim
OaHHbIM.

4. TpunoxXeHue rnonyvyaeT TOKEH JOCTYNa, a Nonb3oBaTtesib 406aBNAeTCA B CMUCOK Y4aCTHUKOB.

Fae ynpaensatTb yYyaCTHUKaMu:

o KaGuHeT apMUHUCTpaTopa — ANs YPaBieHUss BCeMU NPUNOXEHUSIMU cepBuca
o KaGUHeT opraHusauum — 4ns NpUoXeHnn, NpuHagnexalmnx opraHnsaumm
o Manbiit Ka6uHeT (NpUnoXkeHus) — AN ynpaBneHUs KOHKPETHBbIM MPUSIOXKEHNEM
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» BaXHo: YnpasneHue yyacTHUKaMU NPOUCXOAMUT Ha YPOBHE NpUNoXeHUs. [lencTBusa He
BAUSIIOT Ha rnobanbHbl akkayHT nonb3oBaTtens B Trusted.ID, a ToNbKoO Ha ero cBsi3b C
KOHKPETHbIM MPUNOXEHNEM.

MPOCMOTP YYaCTHMKOB NPUNOXEHUSA

1. MNepengute B KABUHET agMUHUCTPATOPA, OPraHn3aLmMm N NPUNOXeHUa (Manbii KabUHeT).
2. OTkpownTe BKNaaky MpunoxxeHus.
3. HaxxmunTe Ha naHenb ¢ HY>XHbIM NPUIOXEHUEM.

4. OTKpoeTcs Npodub NPUNOXEHUS ¢ 06LLen MHGOopMaLneEN.

B Trusted ID Anekcanapa Tumodeesa a
@ HacTtpoinku 9 Mpunoxexua 2, Monbaosarenu =: XypHan
Moodle @ Onucanue
CucTeMa AVCTaHUMOKHOTO 06Pa3oBaHNa
O\
ff]  03asrycra2024r.
[j| OTobparxaeTcA B Katanore

AnekcaHgpa Tumodeesa

a i V_: Mnertudukarop (client_id) 1

Y4acTHUK AKTVBHbI Ow CexpeTHblit kntou (client_secret) [T

5. B npodpune npunoxxeHunss HangmTe pasgen ¢ yyacTHUKaMu.
6. HakmnTe Ha naHenb ¢ nosib3oBaTtenem, Npoduiib KOTOPOro HeEO6XOANMO NPOCMOTPETD.

7. OTKpoeTcs Npodusib Nonb3oBaTesNs, CoAepXaLlmi nepeyveHb AaHHbIX, LOCTYMN K KOTOPbIM
npepocTaBun Nonb3oBaTtesb.
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UpeHTudukaTtopsl

Anekcangpa Tumodeesa

884

\ ]
Anexcargpa Tumodeesa

timofeeva-alexs@mail.ru

timofeeva-alexs@mail.ru

Ha3sHayeHne agMUHUCTPaTOpa NPUNOXEeHUs

Korpa aTo Hy>)HO: YTO6bI AenernpoBaTb Npasa yrnpasieHus NpUnoXxXeHnemM LoBEepPeHHbIM
nonb3oBaTenamM. AOMUHUCTPATOPbI NPUTOXEHUS MOTYT YNPaBsATb ero HaCTPONKaMM U

nosib3oBaTteniaMn.

YT0o6bl Ha3HaUYUTb aAMUHNCTPAaTOPa NPUNOXeHnaA:

Penuns v1.0

1. MepenguTe B KABUHET agMUHUCTPATOPA, OpPraHn3aunmn Unn NpPUNoXeHus (Manbin KaGUHET).
2. OTkpownTe BKNaaky MpunoxeHus.
3. Haxkmute Ha naHenb C NPUIOXeHMEM.
4, OTKpoeTcsa NPOoPUNb NPUNOXKEHUS.

5. BbI30BUTE MEHIO AENCTBUN ANs nonb3oBaTesid, KOTOpomMy HEOBXOANUMO U3MEHUTb MOJTHOMOYUS.

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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Anexcaupgpa

Tumodeesa
AnekcaHapa Tumodeesa

Id 884

MNpaea:
Y4acTHUK

6. Boibepute gencteme M3smeHUTb npaea.

7. B nosBMBLIEMCS OKHe BbiGepuTe ypOoBeHb NOTHOMOUYMA AGMUHUCTpaTOP.

N3MeHUTb NpaBa

Bbibepute npaea B Moodle gna nonb3oBaTens:

° AnekcaHgpa

YpoBeHb NONHOMOYMIA

® VYuacTHuk

MMeeT fLoCTyN B NPUAIOXEHUE U MOXET NPOCMATPUBATL Npodunb

NPUNOXEHUA

(O AamuHucTpatop

MMeeT NONHbIA KOHTPONL HaA BCEMU NONL30BATENAMM B NPUNOXEHWUA

8. Haxxmnte CoxpaHuUTb.

[locne coxpaHeHus N3MEHEHUI MOTHOMOYMS NMOSb30BaTeNS B NPUNOXEHUN BYAYT N3MEHEHDI.

000 «Uudpposble TexHoNnormm» e Trusted.ru

Penns v1.0
Craryc:
AKTUBHbIN
S& WN3MeHuTb npasa
[» 3aBepwwuTb ceaHchi
) Bnokupoeatb B Trusted ID
0  Ynanutb n3 npunoxexns
OTmeHa CoxpaHutb
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YT0 M3meHuTCS:

e [lonb3oBartenb NOAy4YnT 4OCTYN K Manomy KabuUHeTYy 3TOro npuioXeHus
o CMOXET ynpaBnsTb HACTPOMKaAMM MPUNOXEHUS N ero Nosib3oBaTeNsa MU
e He nonyuunT gocTtyn K A4pyrum npunoXeHnsam nnm HacTpomkam opraHusaumm/cepeumca

|\ besonacHocTb: Ha3HauyanTe npaBa agMUHUCTPATOPAa TOJIbKO AOBEPEHHbLIM MOJIb30BaTEJIAM.
A,EI,MVIHVICTpaTOp NMPUNOXEHNA MOXET yaanATb APYyrnx nonb3oBaTesien U USMEHSATb HaCTpOVIKM
NMHTEerpaunun.

3aBepLIJeHVI€ CeaHCOB MNoJib3oBaTesia B NMPUioXeHUn

Korpa aTo Hy>Ho: Npu Nogo3peHny Ha KOMNpPoMeTaumto akkayHTa, yTedke YyCTPOMUCTBa Unu ans
NPUHYAUTENBHOrO OGHOBNEHMS TOKEHOB AOCTYNa.

YTO6bl 3aBEPLUMTL CeaHCbl Nosib30BaTeNs:

. MNepengute B KaBUHET agMUHUCTPATOPA, OPraHn3aLmm N NPUNOXeHUA (Manbii KabUHeT).

. OTKkpowTe BKNaaky MNMpunoxeHus.

. HaxxmuTe Ha naHenb ¢ npunoXeHnem.

. OTKpoeTcsa npodunb MPUIOXeHUS.

. BbI30BUTE MEHIO AeNCTBUM AN NoNIb30BaTeNs, KOTOPOMY HEOBXOANMMO 3aBEPLLNTbL BCE CEaHCHI.
. BbibepuTe genctene 3aBeplUnTb CeaHChI.

O b~ WN PR

7. MNoatBepauTte AencTene B MoAanibHOM OKHe.

3aBepLIJV|Tb CeaHChbl X

Bce ceccum 1 TOKeHbl ANA Nonb3osaTena AnekcaHapa 6yayT
yAaneHsbi.

OTMeHa 3aeepuwmnTb

Mocne NoATBep>KAeHUsI BCe CECCUM U TOKEHbI AJ1si Nofib3oBaTens 6yayT yaaneHbl.
YTo npoucxoauT nocre NoATBEPXAEHUS:

« Bce aKTUBHbIE CeCCUM MONb30BaTeNA B 3TOM MPUNOXEHUN 3aBepLIaOTCA
» TokeHbl gocTyna (access token) CTaHOBATCA HeAENCTBUTENbHbIMU
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Trusted ID Penuns v1.0

» ToKkeHbl 06HOBNEHUS (refresh token) aHHYNMpYHOTCSA
« Monb3oBaTento NoTpe6yeTcs BOMTU 3aHOBO NPW CleAyOLWEM 06paLLeHnn K NPUITOXEHNUIO

)' OTa onepauus He 6510KMpyeT nosnb3oBaTens. OH CMOXET aBTOPU30BaTbCS CHOBA.

YpaneHue nonb3oBartena u3 NMPUNOoXeHNdA

Korpga ato HY>XXHO: Korga nonb3oBaTtento 60/blle He HY>XeH OOCTYN K NPUNOXEHUIO, NMpu
YBOJIbHEHUN COTPYAHUKA UK MO 3arnpocCy nonb3oBaTesid.

YTOoO6bI yYOannTb Nosnib3oBaTtesnid U3 NpunoXXeHna:

. Nepengnte B KABUHET agMMHUCTPATOPA, OpraHM3aumMm UM NPUNOXeHUs (Manbi KabUHET).

. OTKkponTe BKnagky MpunoxxeHus.

. HaxkmuTe Ha naHenb ¢ NpuUnoXeHUeM.

. OTKpoeTcHa Npodunb NPUNOXEHUS.

. Bbi3oBUTE MeHIO AEeNCTBUIN AN NONb30BaTeNsl, KOTOPOro HEOBXOAMMO YAANUTb U3 MPUOXKEHUS.
. BbibepuTe pencrtevne Ypanutb nonb3oBaTens.

o g WON PR

7. MoatesepanTte AeCTBME B MOAANIbHOM OKHe.

YaanuTb U3 NpUIoXeHUs X

Monb3oBatenb AnekcaHgpa byaer yaaneH ua npunoXxeHus.

Mocne noATBepXAeHUs Nonb3oBaTeNb 6yAeT yaaneH U3 NpunoXeHust.
Y70 NnponcxoguT nocne ypaneHus:

» [Nonb3oBaTesnib UCYe3aeT U3 CNMCKa YYaCTHUKOB MPUIIOXKEHUA

e Bce ero TokeHbl gocTyna K 3TOMYy MPUNOXEHUIO aHHYINPYHOTCH

* [pu cnepytolemM obpaLleHnn K MPUIoXKEHNIO eMy CHOBa NMOKaXKy T 3anpoc Ha cornacue
» NoGanbHbIN aKKayHT nonb3oBatens B Trusted.ID ocTaeTca HETPOHYTbIM
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EJ'IOKMpOBKa nosib3oBaTesiad B NPUITIo>XXeHNn

Korpa aTo Hy>Ho: [1519 MOMIHOro M NOCTOSIHHOrO 3anpeTa AOCTyna Nosb30BaTenNs K NPUIoXeHUto 6e3
BO3MOXHOCTW BOCCTAHOB/EHUS.

BnokupoBka — 3T0 605ee cepbe3Hoe AENCTBUE, YeM yaaneHune. 3ab6OKMPOBaHHbIN NONb30BaTENb
He CMOXEeT MOoNY4YUTb SOCTYN K MPUNOXEHUIO JaXKe C HOBbIM COrflacuemM.

MonHoe pyKOBOACTBO MO U3MEHEHUIO CTaTyca Nonb3oBaTess, BKIoYas GlIOKUPOBKY, Pa3broKUpPOBKY
W ynpaeneHve rno6anbHbIM OCTYNOM, LOCTYMHO B OTAENbHOW cTaTbe: & MiaMeHeHue cTaTyca
nonb3oBartens >

[MonHbIN CrnpaBO4YHUK MapaMeTPOB NMPUIOoXXeHNA

OcHoBHasa MHpopmaLumsa

basoBble cBeaeHWs Ans 0TOGpaXkeHUst B UHTepdence n Ha BUAXeTe BXoga.

MapameTp OnucaHue Tun 0O653aTeNbHOCTb

HasBaHue npunoxxeHus OTo6paxaeTcs B TekcT (0o 64 cumBOOB) v
nHTepdence nMYHOro
KabuHeTa n BUAXeTe
BXoAa

OnucaHue NpunoXXxeHus KpaTkoe onucaHue, TekcT (8o 255 cumBOonOB) X
oTo6parkaemoe B
NHTepdence cepauca

Trusted.ID
JloroTun npunoXxeHus OToGpaxaeTca B M3o6paxkeHune B popmaTe X
UHTepdence cepsuca JPG, GIF, PNG, WEBP.
Trusted.ID v BugXxete MakcumanbHbI pasmep -
BXofga 1T MB.
OTo6paXkaTb B MUHU- [o6asnaeTt npunoxexHve B lMNepekntovatens (Bkn/ -
BUAXKeTe MWHU-BUIXET OS5 Bbik)
6bICTPOro nepexoga K
Hemy.

C NMoppoGHee unTanTe B
WHCTPYKUMK HacTponkn
MUHU-BUAXKETA.

KaTtanor

HacTpoiku ny6nmnkaumm npunoxeHus B Katanore.
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MNapametp OnucaHue

OToGpaXkaTb B KaTasnore Lo6aBnaeT npunoxeHue B

KaTanor

Tun npunoxeHus KaTteropusi, K KoTopoi
OTHOCUTCS MPUNTOXEHNE B

KaTtanore.
Co3spgaHue TUNoB
OOCTYMHO

AQMUHUCTpaTOpPY

cepsuca.

©, Moppo6Hee unTaiite B
NHCTPYKLMN Tunbl

NPUNOXKEHUN.

O64a3aTenbHble nonsd

Penuns v1.0

Tun Mo ymonyuaHuio
Mepekntovatens (Bkn/ Bblkn

Bbikn)

BbinagatoLwmin Cnmcok Mpoune

Mons I'lpoq)l/lﬂﬂ nosb3oBaTtend, Heo6XxoAnMble OJ1s pa6OTbI NPUNOXEHUA.

MapameTp

OcHoBHble nons npoduns

I'Iapameprl NPUNoOXeHnd

OnucaHue

OnpepfensieT CNMCOK OCHOBHbIX U AOMOSNHUTENbHbBIX
nonemn npoduns nosnb3oBaTens, Hannune u JOCTyn K
KOTOPbIM HEOGXOAUM MPUSTOXEHWIO.

- Ecnn nons OTCYTCTBYHOT B npodwune nonb3oBaTtens, To

WX 3anosiHeHWe 6ygeT 3anpoLLeHo Npu asTopmusauum B

MPUNOXKEHUN
- Ecnv nonst NnpucyTCTBYHOT B Mpodune, HO ANs HUX

YCTaHOBJIEH YPOBEHb NMYy6IMYHOCTH ,D,OCTyI'IHO TOJIbKO

BaM, Nosib3oBaTento 6yaeT NpeanoXeHo U3MeHUTb 3TOT

ypoBeHb Ha [LOCTYMNHO Mo 3anpocy

TexHn4yeckue napameTpsbl, BAMSIOLWME Ha B3anMogencTaune npunoxenus ¢ Trusted.ID.

OCHOBHble naeHTudumKaTopbl

HaseaHue MapameTp
NpeHTUPUKaTop client id
(client_id)

CeKpeTHbI1 KNioy client secret

(client_secret)

000 «Uundpposbie TexHoNnorum» o Trusted.ru

OnucaHue Twvn O6s3aTenbHOCTb
YHUKanbHbIN TekcT leHepupyeTcA
npeHTudunKaTop aBTOMaTUYeCKHU
NPUNOXEeHUs

MpuBaTHLIN KoY TekcT leHepupyeTcA
KNMeHTa. aBTOMaTU4yeCcKmn
Heob6xoanmo

XpaHUTb B

6e30MacHoOCTH.
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HassaHue MapameTp

Appec -
NPUNoXXeHUs

HacTponkun goctyna

HassaHue MapameTp

OrpaHUYeHHbIN -
pocTtyn

3anpeTt gocTtyna -
AN BHELWHUX
nosib3oBaTtenen

Bo3BpaTtHbin URL

HassaHue MapameTp

BosBpaTHbin URL # Redirect uri

000 «Uundpposbie TexHoNnorum» o Trusted.ru

OnucaHue

URL Beb6-pecypca,
Ha KoTopoM 6yaeT

Tvn

TekcT B popmaTte
npotokon://

Penuns v1.0

0O69a3aTenbHOCTb

MCMNOMb30BaTbCA OOMEHHOE MMs :MopT

BXOA yepes

Trusted.ID

OnucaHue Twvn Mo ymonyaHuto

Ecnn BkntoyeHo, MepekntovaTtenb BbIK

BXOA B npunoxeHue  (Bks/Bbikn)

OyneT f4ocTyneH

TONbKO ANs

nonb3oBaTenen c

npasamu

ApmMmuHUcTpaTop

Ecnn BkntoyeHo, MepekntovaTtenb Bbikn

JOCTyn K (Bkn/Bbikn)

NPUNOXeHUo 6yaeT

TONbKO y

YYaCTHUKOB WN No

npurnaweHnsam
OnucaHue 0O65a3aTenbHOCTb
URL, Ha KoTOpbIf v
Trusted.ID 6ygeT
nepeHanpasnsTb

nonb3oBaTens rnocne
ayTeHTMdumKaumun. MNMocne
TOro Kak nonb3oBaTersb
ayTeHTUdMUMpPYeTCSH U
JacT cornacue Ha gocTyn
K CBOMM [aHHbIM, cepBep
nepeHanpasnseT
nonb3oBaTtens o6paTHoO Ha
Redirect_uri c kogom
aBTopusauuu, ID TokeHOM
Wnn ppyrom
UHGopmMauuen, B
3aBUCUMOCTM OT
3anpoLeHHOro
response_type.
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URL BbIxoga 13 cuctemsl

HassaHue MapameTp OnucaHue 0O653aTeNbHOCTb

URL Bbixoga U3 cuctembl post logout redirect ur  URL, Ha koTOpbIN cepBuC X
# i OyneT nepeHanpasnaTb
nosib3oBaTens nocne
BbiIxoga. Ecnu 3HayeHne
He yKasaHo, TO
ncnonb3yeTcs
Bo3BpaTHbii URL
(Redirect_uri)

URL 3anpoca ayTeHTupumkaumm

HassaHue MapameTp OnucaHue 0O6s3aTeNIbHOCTb
URL 3anpoca request_uris Cnncok URL, rge X
ayTeHTUGUKaLUN UNun pa3smetleHbl JWT-

BOCCTaHOBJIEHUSA Nnocne 3anpochkl aBTopm3aLmm.

ayTeHTUdUKauum # Korpa cuctema

OTrMpaBnseT 3anpoc Ha
aBTOpU3aLMIO CEPBEPY,
OHa MOXeT MPoCTO
yKasaTb napameTp
request_uri, KOTOpPbIN
CCbIflaeTcs Ha OuH u3
URL-agpecos,
ornpegeneHHblX B 3TOM
cnucke. CepBep 3atem
n3BneKaeT 06bEKT
3anpoca JWT no atomy
URL ans o6paboTkun
3anpoca.

Twun oTBETOB

HassaHue MapameTp OnucaHue

Tun oTBeTOB (response_types) response_types
OnpepensieT, Kakne TOKeHbI

BO3BpalLakoTCA KJIMEHTY.

- code — TOJIbKO KOA, aBTOpU3aLmu;
- id token — TonbKoO ID TOKeEH;

- code id token — kof v ID TokeH;
- code token — nony4uT KopA
aBTOpU3aLMK U TOKEH JOCTYNa;

- code id token token — MOSHbIN
Habop;

- none — UCNONb3yeTcs, Korga He
TpebyeTcsa nonyyeHuUs koga
aBToOpM3aumK, TOKEHa JoCTyna Unu
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HassaHue MapameTp

Tunbl NpegocTaBeHns foCTyna

HassaHue MapameTp

Tunbl NpepocTaBneHns goctyna grant_types
(grant_types)

MeToabl ayTeHTUGUKaLNMK

HassaHue MapameTp

MeTop ayTeHTUPUKALIUU KNIUEHTa token _endpoint auth method

0151 KOHEYHOM TOUYKM NoJTyYeHUs
TOKeHa
(token_endpoint_auth_method)

000 «Uundpposbie TexHoNnorum» o Trusted.ru

Penuns v1.0

OnucaHue

ID TokeHa Yyepes nepeHanpasnieHne.
MoXeT 6bITb NoNe3HbIM B CryyasX,
Korga Heo6xoAMMO NoATBEPANTD
ayTeHTUPMKaLMIO Nonb3oBaTtens, Ho
He TpebyeTcsa JOCTYN K ero
JaHHbIM.

OnucaHue

Cnoco6 nony4vyeHus astopusaumm
ANA 0OCTyNa K 3aLMLLEHHbIM
pecypcam.

- authorization code —
CTaHOapPTHbIN M 6e30MacHbIN
MeTog;

- implicit — ycTapeBatowum
BapuaHT 6e3 cepBepHOro ooMeHa;
- refresh_token — o6HOBNEHME
ToKeHa 6e3 NOBTOPHOroO BXoAa.

OnucaHue

MeTog, KOTOPbIN KITUEHT
ncnonb3yeT Ans aytTeHTudmkaumm
npu obpalleHnn K token endpoint
cepBepa aBTOpU3aLmm.

- none - He NPefOoCTaBNAET YYeTHbIe
JaHHble nNpu obpalleHum K token
endpoint. 3TOT MeTo4
Ncnonb3yeTcs, Korga KineHT He
MOXET KOHQMAEHLMANbHO XPaHUTb
YYeTHble faHHble unu Korga
ayTeHTUpUKaLmsa He TpebyeTcs;

- client secret post - oTnpaBndeT
CBOM Y4YeTHble flaHHble B Tene
3anpoca;

- client_secret_basic -
ncnonb3yet HTTP Basic
Authentication, oTnpaBnsas ceou
YyYeTHble faHHble B 3arofloBKe
3anpoca;

- client secret jwt -
noanuceiBaeT JWT (JSON Web
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HasBaHue

MeTop ayTeHTUdUKaLUY,
ucnonb3yemblil pyU gocTyne K
KOHEYHOM TOYKe NPOBEPKU TOKEHa
(introspection_endpoint_auth_met
hod)

000 «Uundpposbie TexHoNnorum» o Trusted.ru

MapameTp

introspection_endpoint_auth_meth
od

Penuns v1.0

OnucaHue

Token) ¢ ucnonb3oBaHWEM CBOEro
cekpeTa 1 OTnpaBnseT ero B
KayecTBe YUYETHbIX faHHbIX;

- private key jwt - nognuceiBaeT
JWT ¢ ncnonb3oBaHnMem CBOero
NPMBaTHOrO KNtoYa 1 oTnpasnaeT
€ro B KaYeCTBe YYETHbIX AaHHbIX.

Bbi6op MeTofa ayTeHTUdUKaLmm
3aBUCUT OT TpeboBaHWM
6€30MacHOCTU NPUNOXEHUSA U
CNOCOBHOCTU KNTMEeHTa 6€30MNacHo
XPaHUTb CBOW YYETHbIE AaHHbIE.
Hanpumep, meToabl

client secret jwtwu
private key jwt o6ecneumBaroT
60/1ee BbICOKUIA YPOBEHb
6€30MacHOCTU, TaK KakK NCMONb3yHOT
acUMMeTPUYHOe WndpoBaHme U
No3BONAIOT U3bexaTtb nepegaym
CEeKpeToB K/IMeHTa Yepes ceTb.

MeTopn, KOTOpbI KIUEHT
NCMNonb3yeT Npu o6paLLeHnn K
introspection endpoint. OTa
KOHeyHasa To4Ka ucnonb3yeTca ans
NpoBEPKN COCTOAHNUA TOKEHA
JOCTyna u nony4yeHunss ntHpopmaumm
O HEM.

- none - He NPefoCTaBAEeT YUYeTHble
JaHHble Npu obpaLleHnn K
introspection endpoint;

- client secret post - oTnpaBndaeT
CBOM YYeTHble flaHHble B Tene
3anpoca;

- client secret basic -
ncnonb3yet HTTP Basic
Authentication, oTnpasnss ceou
yyeTHble faHHble B 3arofloBKe
3anpoca;

- client secret jwt -
noanucbiBaetT JWT (JSON Web
Token) ¢ ucnonb3oBaHMeM CBOErO
cekpeTa 1 oTNpaBnseT ero B
KayecTBe YYeTHbIX AaHHbIX;

- private key jwt - nognucbiBaet
JWT c ncnonb3oBaHnem cBoero
NPuUBaTHOrO KNtoYa 1 oTnpaBsnseT
ero B Ka4yecTBe YYETHbIX JaHHbIX.
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HasBaHue

MeTop ayTeHTUPUKaL UK,
Mcnonb3yemblil Npu gocTyne K
KOHEYHOM TOUYKe OT3biBa TOKEHOB
(revocation_endpoint_auth_metho
d)

Anroputm nognucu ID TokeHa

HasBaHue

000 «Uundpposbie TexHoNnorum» o Trusted.ru

MapameTp

introspection endpoint auth meth
od

MapameTp

id token signed response alg

Penuns v1.0

OnucaHue

Bbi6op MeToAa 3aBUCUT OT
TpeboBaHMn 6€30MacHOCTM U
BO3MOXHOCTEWN KIMEHTa.
Hanpumep, metoabl,
ucnonb3sytowme JWT,
o6ecrneynBatoT JOMONHUTENbHBIN
YpPOBEHb 6€30MacHOCTH 3a cYeT
NCNONb30BaHUA NOAMUCAHHbIX
TOKEHOB, YTO NpepoTBpallaeT
Heob6XxoAUMOCTb nepepayun
CEKpEeTOB K/IMEHTa Yepes CeTb.

OnpepgensieT MeToA
ayTeHTUOMKaLMUN, KOTOPbIN KINEHT
UCrnonb3yeT Npu obpaLLleHnn K
revocation endpoint. OTa
KOHeYHada Touyka ucnosnb3yeTcs ans
OT3blBa TOKEHOB AOCTYyNa Ui
OGHOB/EHMNS TOKEHOB. OTOT METOS,
06bIYHO COBNagaeT C MeToAamu,
ncnosnb3yemMbiMu anga token
endpoint M introspection
endpoint.

- none - He NPeAOCTaBNSET YYETHbIE
JaHHble NpuK o6paLleHnn K
revocation endpoint;

- client secret post - oTnpaBndeT
CBOM y4YeTHble JaHHble B Tene
3anpoca;

client_secret_basic - ucrnonbsyet
HTTP Basic Authentication,
OTrMpaBnsAsi CBOU y4YeTHble JaHHble B
3arosfioBKe 3arnpoca;

- client secret jwt -
nognucbiBaeT JWT (JSON Web
Token) ¢ ucnonb3oBaHWEM CBOEro
cekpeTa 1 OTnpaBnseT ero B
KayecTBe YYETHbIX JaHHbIX;

- private key jwt - nognuceiBaet
JWT ¢ ncnonb3oBaHnem CBOEro
NPUBaTHOrO KNtoYa 1 oTnpaBnseT
€ro B Ka4eCTBe YYETHbIX AaHHbIX.

OnucaHue
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HassaHue MapameTp OnucaHune

Anroputm nopgnucwm, YKasblBaeT anroputm, KOTOPbIN
Mcnosb3yembii NPy Co3gaHnmn ncnonb3yeTcsa ana nognmcu ID
nognucaHHoro ID-TokeHa ToKeHa. ID TokeH — 310 JSON Web
(id_token_signed_response_alg) Token (JWT), KoTopblIii COREPXUT

yTBEpXAeHus (claims) o
ayTeHTMdMKaLmMmn nonb3osaTens

MpoBepka Hanuunsi BpeMeHu ayTeHTUuduKaumm

HassaHue MapameTp OnucaHune

MpoBepka Hannuus BpeMeHu require auth time YKasbIBaeT, [OMXKEH NN cepBep
AyTeHTUUKaLUU aBTOPU3aLIMUN NPEfOCTaBUTb BpEMS
(require_auth_time) ayTeHTudMKaumm nonb3oBatens B ID

TokeHe. Ecnu aTOT NapameTp
BKJ/IHOYEH, CepBep aBToOpU3aLmm
BKNtoYaeT B ID TOKeH yTBepXaeHue
auth_time, KOTOpOE npeacTaBsndeT
cobon BpeMs, Korfga nonb3oBaTenb
B NocnegHuin pas BbIMOAHW
ayTeHTMouMKaumo

Cnocob nepegauv ID nonb3oBaTtens

HassaHue MapameTp OnucaHune

Cnoco6 nepepauu ID subject type
nonb3oBaTens B

UAEHTUPUKALMOHHOM TOKEHE

(subject_type)

OnpepensieT cnoco6, KOTopbIM
noeHTndukaTop nonb3osatens (sub
claim) NpeAcTaBnseTCsa KIUEHTY.
JTOT NapameTp BAMSIET Ha TO, KakK
Nnonb30BaTe/IbCKne
I/I,D,eHTVI(])VIKaTOpr reHepunpyrTCca u
ynpaBnstoTCs.

- public - ngeHTndukaTop
nonb3oBaTens ABNseTcs
O[MHaKOBbIM A1 BCEX KIIMEHTOB.
OTO 03HavaeT, UTO KaXKAabln KINEHT
6yaeT BMAETb OAMH U TOT Xe sub
claim gnga nonb3oBaTens;

- pairwise - ngeHTUdPUKaTop
nosib3oBaTens yHUKaneH ans
Kakgoro KnmeHTa. 910
obecneymnBaeT 60/bLUYIO
KOHOUAEHUMNANbHOCTb, TaK Kak
pa3sHble KIIMEHTbl He CMOryT
CBA3aTb aKTMBHOCTb NOJSIb30BaTeNs
MexXay coB6OoK. pairwise YacTo
Ucnonb3yeTcs B CLeHapusax, rae
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HasBaHue

Tun NpUNoXeHUs

HasBaHue

Tun npunoXxeHus
(application_type)

ToKeH gocTyna

HasBaHue

TokeH pocTtyna (access_token_ttl)

TokeH o6HOBNEHUA

HasBaHue

TokeH O6HOBJEHUS
(refresh_token_ttl)

CMOTpUTE Takxe

MapameTp

MapameTp

application type

MapameTp

access_token_ttl

MapameTp

refresh_token_ttl

Penuns v1.0

OnucaHue

HEeO0B6X0AMMO 3aLLUTUTL
NpPMBaTHOCTb MoJsib3oBaTens ot
PasfMUHbIX KITMEHTOB.

OnucaHue

Onpegenset nnatpopmy, Ans
KOTOpOW NpefHa3HayeHo
NpunoXeHne:

- web - Be6-npunoxeHue,
BbINofHAeMoe B 6paysepe;

- native - HATUBHOE NPUNOXEHUE,
YCTaAHOB/IEHHOE Ha YCTPONCTBE.

OnucaHue

Bpems Xun3Hu access token B
ceKyHaax

OnucaHue

Bpems Xun3Hu refresh_token B
ceKkyHAax

e VYripaBneHue opraHnsaLmsvMm — PyKOBOACTBO Mo paboTe ¢ opraHM3aunamMmmn cuctemsl Trusted.ID.
e JTn4yHbIM Npodunb 1 yrpasrieHe paspeLleHusMmu NpunoXXeHnin — pyKoBOACTBO MO YNpaBneHuto

NINYHBIM Npounem.

e Crioco6bl BXOJa M HACTpOMKa BUOXKETa BXO[a — PYKOBOACTBO MO CNoco6am BXoAa U HacTponke

BUXETa BXoAa.
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OTKprTb CTaTbio Ha canTe

Perncrpauud, astTopusauma u
BOCCTaHoBJieHUe goctyna B Trusted.ID

B aTOM pyKOBOACTBE Bbl HAYYUTECH CO3[aBaTb aKKayHT, BXOOUTb C MOMOLLbIO NOrMHA U Napons, a
TakXe UCMNoNb30BaThb BHELHWE CepBUCHl naeHTUdMKaUUKU. Y3HanTe, Kak 6€e30MacHO aBTOpPU30BaThCS
B Trusted.ID 1 BOCCTaHOBUTb AOCTYIM, €C/nN 3TO MOTPebyeTCS.

CopepxxaHue:

e Perncrtpaumst HOBOro akkayHTa

¢ BXo4 no norvHy n naposnto

¢ Bxopf, 4epes BHELUHME CEPBUCHI

e bbICTPbIN BXOA, ANs ayTeHTUMOULMPOBaHHLIX NONb3oBaTenemn
¢ BoccTaHoOBNEHMe naporsis

e CMOTpUTE TaKXe

PeI'VICTpa LUA HOBOIO aKKayHTa

[Ae AOoCTynHa perncrpaums
QJYHKLIMQ CO30aHNA aKKayHTa MOXXeT ObITb OOCTYMNHa B ABYX CJly4adax:

1. Ha ¢popme BXOAA;
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Trusted ID @

CnocoObl BXxoga Ceccuu

BeeauTte noruH

»

SNEeKTpoHHaA noyrta

2. Ha ¢popme BbIGOpa feACTBUM MPU BXOAE Yepes CNoco6 BXoAa, €CN YKasaHHbIN naeHTupukaTop
He npuBs3aH HKU K ogHoMy npoounto B Trusted.ID
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X Trusted ID @

HeT y4YeTHON 3anucu

Co3patb

¥ OunsanH (I)OpM MOXeT OT/IN4aTbCA B 3aBUCUMOCTUN OT HACTPOEK KOHKPETHOIO NpPuUno>XXeHna

Kak co3gatb akkayHT B Trusted.ID
1. HaxxmuTe Co3gaTh akKayHT Ha Gopme BXxoga unm BolGopa AENCTBUN.
2. BBegnte HeobxoaMMble faHHble B perucTpaumoHHon popme.

I'Ipwmep OKHa and BBoAa UMEHW:
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X Trusted ID @

3anonHeHue HeoBXoauMbIX AaHHbIX

COXpaHWUTb

3. Ecnv cucTema 3anpocuT e-mail — yKaxuTte agpec, He NpUBA3aHHbIA K APYTrM Mofb30BaTeNAaM.

4. Beeante Ko unm nepe17|,u,V|Te Mo CCblJIKE U3 NMUCbMa, OTMNpPaBE€HHOIo Ha YKa3aHHYH MNOo4Ty.
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% Trusted ID @
Email
Email
rony4yuTb
MNoaTBepauTL

MNpasuna sanugayuu

3anpert google noyThl

¥ Ecnn noareep>XaeHune BblMOJIHAETCA NO CCblJIKe, OKHO BBOAa KO4a MOXHO 3aKpbITb.

5. [Mpn nepBOM BXOAe B NPUNOXEHME paspeLlunTe 4OCTYMN K HEOOXOOMMbIM LaHHbIM.

[locne BbINOMHEHWS Waros adKKayHT 6y,u,eT COo30aH, n FIpOVISOVI,D,GT BXO[M B CUCTEMY.

¢ Ecnu peructpauus HayaTta Yepes BHELLUHUIA CePBUC, MAEHTUDUKATOP BHELUHEN CUCTEMBI
aBTOMaTUYECKN NPUBSAXKETCA K HOBOMY Npodunto. Ero MoXHo 6yaeT UCNosib30BaTh A1
nocneayoLwmx BXo40B.

BXoz, No IOrMHY 1 Naponto

Bbl MOXKeTe aBTOPM30BaTLCA B MPUIOXKEHNN C MOMOLLbHO y4yeTHOM 3anncu Trusted.ID.
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o MpumeyaHue: B HEKOTOPbLIX MPUIIOXKEHUSIX BXOA, MO NapOSIHO MOXET BbiTb OTK/HOYEH. B 3TOM
cny4yae UCnonb3ymnTe BHELLHWE Crnocobbl BXoaa.

YTOO6bI BOUTU B CUCTEMY:

1. Ha nepBoM Ware BugykeTa BXoga BBegUTe AaHHble Ans naeHTudukauum (Hanpumep, NoruH, e-
mail unu Homep TenedoHa) n HaxxmMmute BorUTH.

Trusted ID @

Cnocobbl Bxoaa Ceccuu
Beeaute noruH
Boutu

Co3aaTh akkayHT

SNEeKTpPOHHaA noyTa

@ /d ®J -

2. BeeguTe naposib Ha BTOPOM Luare U HaxmuTe BoUTHu.

« Ecnun Bbl oonyctunm OLIJVI6Ky npwu BBoA€E OaHHbIX, cnep,yVlTe NnoAcCKa3KaM Ha aKpaHe.

L
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< Trusted ID @
Maponb

Maponk ©

BoccTaHoBUTL Naponb

Mocne ycnewHomn ayTeHTUPUKaLUK:
* NPV NepBOM BXOAE OTKPOETCs GopMa NOATBEPXKAEHUS AOCTYNa K AaHHbIM;

Mpumep GopMbI C 3aNpPoCoM AOCTyNa K AaHHbIM Npoduns:
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> 4 Moodle @
3anpaLuuBaeMb|e AOCTynbl
2, TpocmoTp Bawero uaeHTUudukaropa

[NpocMOTp UMEHMK, POTO U AaThHl
poXaeHua

MpocMoTp aapeca aneKTPOHHOW
MoYTHI

)

MpoAoXUTL

© 2015-2025, LludpoBbie TEXHONOTUK

e ©CNU MPUNOXKEHNIO TPEBYIOTCA 06s3aTeNbHble Nons Npoduns, cucTtemMa 3anpocuT Nx
3anoJiHeHue,

Mpumep 3anpoca HoMepa TenepoHa:
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< Moodle @
TenegoH
- - e
Kon

Ha ykasaHHblit HoMep NOoCTYNUT BecnnaTHbIN
3BOHOK C rONI0COBbIM COOOLLEHMEM C KOAOM
aBTopMU3aLuu

MoaATBEPAUTD

® 2015-2025, LludppoBbie TEXHONOTMK

e €CNV AaHHble CKPbITbl HACTPONKAMU NPUBATHOCTH, BYAET NPeasIoXKeHO N3MEHUTb YPOBEHb
JocTyna.

Mpumep N3MeHeHU NPUBATHOCTU AaTbl POXAEHUS:
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X Moodle @

[oBbILLEHUE YPOBHA NYyONUYHOCTH

@l S é‘] [lata poXaEHUS

J
)
N

)
=3
C
o
m
g
4+}

4

M

X

o

J

o

Bxop 4yepes BHeLUHUe CepBUCHI

K BHeLWHUM cepBucamM ngeHTudukaumm (Mnm cnocob6am Bxoga) OTHOCATCHA coumnasnbHble CETU U
BHewHue cepsBuckl (Yandex, Mail, BkoHTakTe 1 ap.).

YTOGbI BONTW Yepes BHELLHWI CEPBUC:

1. BblbepuTe HY>XHbIN CNoco6 BXo4a B BUOKETE.
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Trusted ID @

CnocoObl BXxoga Ceccuu

@ QJ -

2. MponanTte aBTOPM3aLMIO B BbIGPAaHHOM CepBUCE, UCMONb3Yyst AOCTYMNHblE CNOCO6bI Ans
couMnanbHbIX CeTen.

3. Mpu nepBom BXofge oTKpoeTcs popMa 3anpoca AOoCTyna K AaHHbIM. MNpefocTaBbTe cornacue Ha
LOCTYN K CBOMM AaHHbIM.

BbICTpbIn BXOA ANSA ayTEHTUPULMNPOBAHHbLIX
nonb3oBaTeneu

Ecnu Bbl yxxe BbinonHanu Bxof B Trusted.ID B cBoem 6pay3epe, NOBTOpPHasa aBTopu3auuns He

notpeoéyeTcs.

1. lNpu BXoAe OTKPOETCSH OKHO BblGOpa COXPaHEHHOIO akKayHTa.

2. Haxkxmute Ha nms nonb3oBaTens.
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Trusted ID @

Cnoco0Obl BXxoaa Ceccuu

. c

Anekcangpa Tumogeesa

. G

Olga

3. MNocne BbiGopa Nosb3oBaTeNnsa NpPon3onaeT BXoa,.

[ ononHnTeNnbHO:

e YTOGbI BONTU NMoOf, OPYr1nM rnosib3oBaTtenem, Bbl6epVITe Cnoco6bl BXxoga u I'IpOIZﬂ,VITe aBTOpPU3aUunto

OPYTrM rnoJib3oBaTesieM.
e YTOODI 3aBeplnTb TEKYLLYHK CeCCUID, HaXKMUTE KHOMKY Bbintn ns adKKayHTa.

BoccTaHoBneHMe napons

Ecnu Bbl 3a6bInv Naponb OT cBoen y4éTHon 3anncu B Trusted.ID, Bbl MOXeTe Nerko ero

BOCCTaHOBUTb.

Kak BoccTaHOBUTb naponb B Trusted.ID

1. Ha nepBoM LWware BUAXETa BXO4a BBeAUTE faHHble AN uaeHTuduKauum (Hanpumep, noruH, e-
mail unn Homep TenedoHa) n Haxmute BonTu.

2. Ha cnepgytouwem Lware Bbl6epute BoccTaHOBUTL Naposb.
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< Trusted ID @
Maponb

Mapons ©®

BoccTaHoBUTL Naponb

O

3.Ha Bally no4ty 6yp,eT HanpaBJ/iIeHO MNCbMO C KOAOM NnoATBep>XaeHU4A.

4. BBeguTe Kof, U3 nucbma.

1. Kop, pencTByeT orpaHuMyeHHoe BpeMs. ECnu cpoK AencTBUSA UCTEK, 3aMpoCcuTe HOBbIN
Kop,.
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X Trusted ID @

BoccTaHosneHue napona

HoBblit naponk ©®©

COXpaHuTb

5. 3aganTe HOBLIM Naponb U HaxxMnTe CoOXpaHUTb.
Mocne oGHOBNEHWS NMapons BXo4 6y4eT BbIMO/IHEH aBTOMaTUYECKMU.

Maposnb yCcrnewHo BOCCTAHOB/EH, TENepb Bbl MOXETE UCMOMNb30BaTbh HOBYH KOMBUHALMIO
NPV BXO4E B CUCTEMY.

CMOTpUTE TakXe

e HacTpolka naposnbHow NOAUTUKK U MPOGUIISA NoSib30BaTeNs — PYKOBOACTBO MO HAaCTPOWKe
NaposibHOM MOMUTUKM, 06sI3aTeNIbHbIX U [OMONHUTENbHbIX NONen NPodunsa Nosb3oBaTens.

o JINYHBIN NpodUnb 1 ynpaeneHe paspelleHnsMmy NpUoxXeHnii — PyKoBOACTBO MO YNpaBieHuto
NNYHBIM Npodunem.
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OTKprTb CTaTbio Ha canTe

JInyHbin npodunb Trusted.ID —
yrnpaBneHne gaHHbIMU U 6€30NaCHOCTbIO

Mpodunb B Trusted.ID — Bawl LUeHTP yrnpaBneHUs AaHHbIMW U 6€30MNacHOCTbIO akKayHTa. 34ech Bbl
MOXeTe pefaKTUpoBaTb JIMYHYO MHPOPMaLMIO, OOHOBNATL Naposib, HACTPaneaTb NPUBATHOCTb U
KOHTPONIMPOBaTb AOCTYN NPUIOXEHUN. B 3TOM pyKOBOACTBE NOAPOGHO OonMncaHbl BCe GpyHKLMM
JINYHOrO KabuHeTa, BKoYas yrnpaBreHue paspeLlleHnsIMm, XXypHan akTUBHOCTU BXOA0B U 3KCMNOPT
OaHHbIX NpopUns.

CopepxaHue:

 YripaBneHue npodunem nosb3oBaTesns

» PazpeleHuns npunoxenun n OAuth-goctyn
e [lpurnaweHunsa B 3aKpbiTble MPUIOXKeHNS

» KaTanor npunoxeHun

¢ XXypHan akTMBHOCTU U UCTOPUSA BXOL0B

e CMOTpUTe Takxe

YnpaBneHue npopunem nonb3oBaTens

Baw npo¢unb copep>XnT OCHOBHYHO MHGOpMaLMIo s ngeHTnmnKaumm B cucteme. B 3aBUCUMOCTHU
OT Ccroco6a perncTpaumm HeKoTopble NonAst MOryT 6biTb HEAOCTYMHbI ANS pefakTupoBaHus. Ecnu
BaM HY>XHO UX OTpeAaKTMpoBaTb, CBSXUTECb C aAMUHUCTPATOPOM cepBUca.

I3meHeHne nepcoHanbHOW MHGopMaLmn
1. Nepengute B cou Mpodunb.

2. Haxxmute U3meHuUTb B 6510Ke OCHOBHasi MHpopmaLums.

m Trusted ID Anekcanapa Tumodeesa a

® npoguns @ Paspewenusn =: XypHan

Bbl MOXeTe ynpasnsTb OCTYNOM K BalleMy aK H iTe Kakue 4 yayT npeaocTaen NPUNOXEHNAM MoCne B

OcHoBHas nHpopMaumsa MameHuT

14HOE MR Anexcargpa Tumodeesa a

e o
3. BHecuTe Heo6xoanMble U3MEHEHUA B OTKPbIBLUENCA popMe.
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» [Ona HeKoTopbIX NONEN yCTaHOBMEHbI NpaBuna Banugaummn. byabte BHUMaTENbHbI NpK
BHECEHUU U3MEHEHWN.

Uma *
Anekcanppa @

damunus * MNpasuna Banupauyum

Amnmna or 140 71 cumsona
3anpeT Ha NPOBeNsI B HAYANE M KOHLe

Tumodeesa

4. Haxkmute CoxpaHuTb.

o BaxkHo: Mpodusib MOXHO COXPaHUTb fa)ke C He3anoNIHEHHBbIMU 06si3aTeNbHbIMU MOSSMMU.
Mpw cnepytollem Bxoge cUCTEMA 3anpoCuT HefJoCTaloWwme AaHHble.

[obaBneHne ¢poTo Nnpoduns

Bbl MOXeTe 3arpy3uTb ¢OTO C YCTPOMCTBA UM UCMONb30BaThb aBaTap U3 NPUBA3aHHbIX BHELIHUX
CepBUCOB.

1. Nepengute B con Mpodpunb.
2. Haxxmute UsmeHuTb B 6510Ke OCHOBHas MUHGopmMaLus.
3. OTkpoeTcs popma pefakTUpoBaHUS.

4. lo6aBbTe GpOTO OAHUM M3 CMOCOOOB:

o Ha)xmuTe KHoMNKy 3arpysuTtb U yKaxkuTte nyTb K Gpanny ¢ ¢poTo,

®oro npoduna

a Yaanure 3arpyante (< HAocTynuuie

Pl M

o HaxxmuTte KHonKy JAloCcTynHble 1 BblGepuTe $pOTO U3 BHELLUHEN CUCTEMDbI.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 162



Trusted ID Penus v1.0

[JocTynHble aBaTapbl %

BbibepuTe aBaTtap, KOTOPbIV Bbl XOTUTE COXPaHWUTb:

timofeeva-alexs@mail.ru
MAILRU

o Ecnu B npodune HeT NpuUBA3aHHbIX MAEHTUGUKATOPOB BHELLHUX CUCTEM C GOTO, TO
KHoMKa JocTyrnHble OyaeT CKpbITa.

» Coert: YT06bl Yyaanutb GOTO, HaXMUTE Ha KHOMKY Ypanutb B 6110ke PoTo npoduns.

5. Haxkmute CoxpaHuTb B popMe peaKTUpOBaHus.

[lo6aBneHne aNneKTPOHHOM NOYThI

« [na aneKTpoHHOM NouTbl TpeByeTcs NMOATBEPXAEHNE - BBOL OAHOPA30BOro Koga unu
nepexof no cchinke n3 nucbma.

1. Nepengute B cBou MNMpodunb.

2. Hangnte 610k KoHTakTbl 1 HakKmuTe U3MeEHUTb Ha NaHenn neKTpPOoHHas noyTa.
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KoHTaKTbl
3neKTpoHHanA noyrta He 3apgaHo / M3MeHUTL é v
Homep TenegoHa He 3apgaHo M3meHUTD @ b

3. OTKpoeTca popmMa pefakTupoBaHus.

N3mMeHUTb nouTty

Ykaxure agpec 3NeKTPOHHOW NOYThI

timofeeva-alexs@mail.ru

Ha atoT agpec 6yaeT oTnpasneH Kog NoATBePXAEHUA

BeeguTe KoA, OTNPaBeHHbIN Ha yKa3aHHbIA agpec

4. Beegute nouty 1 Haxmute MonyunTb Kopa,
Ha ykasaHHbI agpec 6yaeT HanpaBieHo MMCbMO C KOAOM NOATBEPXKAEHMS.

5. Beegute kopg 1 HaxkmuTe MopgrBepAnTb, MM60 NepengnTe no CCbiike U3 NMcbMa.

» CoseT: YTOObI YyoanuTb NoYTy, HaXXMUTE Ha KHOMKY Y AanuTb Ha naHenn dneKTpoHHas
noyra.
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[lob6aBneHne HomMmepa TenepoHa

¢ [na Homepa TenedoHa TpebyeTcs NOATBEPXKAEHME - BBOA, OAHOPAa30Boro koaa n3s SMS unu

BXoOALlero 3BoHKa.

1. Mepengute B cBoM Mpodunb.

Penuns v1.0

2. Hangnte 6nok KoHTakTbl 1 HaxmuTe MsmeHUTb Ha NnaHenn Homep TenegoHa.

KoHTaKThbl

3nNeKTpoOHHanA noyta He 3apgaHo

Homep TenedoHa He 3agaHo H

3. OTKkpoeTca popmMa pefakTupoBaHus.

[obaeutb TenedoH
Ykaxwure Homep Tenepoma

L0 T R T

Ha 3TOoT HOMEep NOCTYNUT 3BOHOK C KOAOM NOATBEPXAEHUA

Beegute kog, nonyyeHHbIN No TenedoHy

OTmera

4. Beeante HoMmep U HaxxmuTe MonyuunTtb Kop,
Ha ykasaHHbIM HOMep 6yaeT HanpasneHo SMS 1nn 3BOHOK.

5. BBeguTe Kog, NoATBEPXAeHMA U HaxxmuTe MoaTeepauUThb.
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¢ CoseTt: YT06bI yaanutb TenepoH, HaXxxMuTe Ha KHOMKy YaanuTtb Ha naHenn Homep
TenedoHa.

CmeHa napons
1. Nepengute B cBon Mpodpunb.

2. Haxxmunte UameHUTDb B 6/510Ke be3onacHoCTb.

Mapons Namenn

3. B OTKpPbIBLUIEMCS OKHE YKaXkunTe TeKyLLMI Naposb U HOBbIN Naponb.

N3MeHUTb Nnapornb

fMocne cMeHbl NapoNA NPOU3OMAET BLIXOA U3 aKKayHTa Ha BCex yCTpOMUCTEaX, rae bl BOWNKX C TEKYWMUM Naponem.

Tekywmin naponsb

@

Hoeblit naponsb

©

HeT npaeun Aons napona

OTMeHa WamennTs

Mocne cMeHbl Napons NPOM3OMAET BbIXOA U3 CUCTEMbI. N5t NPOAONXKEHUS paBoTbl HEOGXOAUMO
3aHOBO aBTOPWU30BaTbLCS, UCMOMb3Ys HOBbIV Naposb.
HacTpoiika ny6nm4HocTm

Bbl MOXeTe caMOCTOSITENbHO KOHTPONMPOBaThb, Kakasi MHpopMaLus 6yaeT LOCTYNHa APpYrUMm
nonb3oBaTeNsM UM CTOPOHHUM CUCTEMaM. DTO OCYLLECTBAETCA Yepes3 HaCTPOMKY My6ANYHOCTH
nons.

OTa HacTpoKKa No3BoNseT onpenensatb Ny6ANYHOCTb A1 KaxXaoro nons B 6510kax OCHoBHast
nHpopmauusa, [lononHutenbHas uHpopmauua n MopeHtTupukaTopsbl.
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YpoBHM NYGAUYHOCTU

YpoBeHb NKoHKa OnucaHue

J.0CTYyNnHO TONbKO BaM @ [aHHble He nepepatoTcs B
CTOPOHHME CUCTEMbI U OOCTYMHbI
TONbKO BaM.

JocTynHo no 3anpocy ﬂ%ﬂ [aHHble AOCTYMNHbl B CTOPOHHUX

CUCTEMAX, C KOTOPbIMUK HAacTpoeHa
nHTerpaums Trusted.ID.

[nsa pocTyna K AaHHbIM TpebyeTcs
Ballle cornacue.

LocTynHo Bcem @ [aHHble ny6nnyHbl Bcerga. Ons

[OCTyna K HUM He TpeByeTca
Balllero cornacus.

Kak HacTpouTb Ny6aMYHOCTb Mons

1. Nepengute B con Mpodpunb.
2. HaxxmuTe Ha KHOMKY A1 HACTPOMKKN NyGANYHOCTM PSAOM C MOMEM.

3. BbiGepute He06XOANMBINA YPOBEHD.

AnekcaHpgpa Tumodeea

OcHoBHas nipopmayma N3MeHUTL

884

Ny6nunuHoe ums Anexcarkgpa Tumogeesa ® -
[loCTYNHO TONBKO BaM
®oTo npodpunAa a @ ‘;: = :“E ::'::f UanbHb! N @ v

[LocTynHo no 3anpocy

Hms u damunma AnekcaHgpa Tumodeesa [ﬁ FOCTVN K Aasbin. GvaeT @ v

Norwk timofeeva.al oco e e @ v
@ [anHble nyGnuyHbl U 4OCTYNHb

[aTa poxgeHus 25.02.2025 @ v

B 3aBMCMMOCTH OT BbIGPAHHOIO 3HAaYEHUSA 3HaYeHue rnonga B npopune CTaHOBUTCA NyBNUYHBIM UITN
NPUBaTHbLIM.
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HaCTpoMKa npuMeHAeTCA 6€e3 AONOSIHUTENbHOro noarBep>XaeHun4d.

YnpaBneHne ngeHTupmkKaTopamMmm BHeLLHNX CEPBUCOB

MAeHTMq)MKaTOpr — BHelWHNe CepBUCHI, KOTOPblE Bbl [06aBUIM B CBOM I'IpOd)VIJ'Ib nnn 4yepes
KOTOpPbI€ Bbl Korga-nméo BXoauniu B NPUNOXEHUA NN NIMYHbIN KaBUHET.

Cnucok JocTynHbIX Ana nobasneHnsa noeHTUGuKaTopos B npopune popmMmmnpyeTcst U3 nyonanyHbIX
CNoCco60B BXo4a, co3faHHbIX B KabuHeTe Trusted.ID.

C)\ ﬂ,OCTyI’IHbIe 014 NPUBA3KAU VI,D,eHTVIquKaTOpr HaCTpanBakoTCA B KabuHeTe AaOMUHNUCTPAaTOpPa.

¥ Bbl MOXKeTe BXOANTb B MPUNOXeHnda, NCNoJib3y4d Mﬂ,eHTVI(DVIKaTopr, npun ycnosun, 4To OHU
Job6aBneHbl Ha BUAXXET BXoa.

[lob6aBneHne HOBOro naeHTnpMKaTopa
1. Mepengute B cBou Mpoduib.

2. Haxxmute [o6aBuTb B 6510ke UaeHTUPUKaTopbl.

NpeHTudpukatopsl QRS BUTY

3. B OTKpbIBLLEMCS OKHE BbIGEPUTE BHELLHUIW CEPBUC.

Hdobaeutb cnocob Bxoga

Beibepute cnocod Bxoaa, KOTOPbIN XOTUTE

043, KOTOPbIN e

nobae

»~ Google oIbC Mail.ru
7 GOOGLE SUSTON MAILRU
Q BkoHTaKTe Q Axpexc /*; WEBAUTHN
i YANDEX (v WEBAUTHN
mTLS mTLS

OTtmeHa

4. MNponante ayTeHTUPUKaLIMIO B CEPBUCE.
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[Mocne ycnewHoro Bxo4a B akkayHT BHELIHero cepsuca, ugeHtTupumkaTop 6yaert npmMea3aH B
npoogwune.

. CoBeT: Ecnu ngeHTMdUKaToOp BHELLHEro CepBuUCa yXXe NPUBsi3aH K ApyroMy rnosib3oBaTento,
Heo6X0AMMO yLAaNUTb ero U3 Npoduns 3Toro Nonb3oBaTens, a 3aTeM NPMUBSA3aTb HAa HOBOM
aKKayHTe.

YpaneHve ngeHtudukaTtopa

1. NMepengute B cBoK Mpoduinb.
2. Haxxmute gna ngeHtudukatopa, KoTopbld HEO6X0AMMO YaaUTb.

3. Bulbepute gencreme Yganutb.

NpoeHTndukaTopbl AobaBuTb

timof -al il. ml
@ ‘|/r>7710 eeva-alexs@mail.ru > (m] @ v

NoeHTnoumkatop 6ygeT HemegneHHo yaaneH 13 npopuns.

HacTpounka ny6amM4yHoro npodpuns

My6nuyHbIn Npodunb — NyGMYHbIE JaHHble, AOCTYMHbIE 1S MPOCMOTPa APYrMM yYacTHMKaM
cuctembl Trusted.ID 1 NOAKIKOYEHHBIM NPUITOXEHUAM. OH MO3BOMSET KOHTPONIMPOBATbL, Kakasi
MHbOpPMaLMs O Nonb3oBaTene BUAHA ApYyrMM 6e3 HeOOXOAMMOCTHU NpefocTaBieHus NOMHOro
JOCTyra K akKayHTy.

MpocMoTp Ny6MYHOro npoduns

1. NMepengute B cBOoU Mpodunb.

2. HaxxmuTte Ha kKHonKy lNy6nuyHble gaHHble B 6510Kke MpuBaTHOCTb Npoduns.

3. OTKpoeTCs OKHO € Ny6AnYHbIM NPodUAeEM, KOTOPbIA COAEPXUT faHHble C ypoBHEM JLOCTYMNHO
BCEM.

CkauumBaHue JaHHbIX MyOANYHOro npoduns

o [aHHble ny6nvyHoro npoduns akcnopTupytotcs B dann popmata vCard.

1. Nepengute B ceon Mpodpunb.
2. HaxkxmuTte Ha kKHonky NMy6nuyHble gaHHble B 65110ke MNMpuBaTHOCTb Npoduns.
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3. OTKpoeTcsa oKHO My6nUYHBIN NPOoPUIb C fJaHHLIMU, /1 KOTOPbIX YCTaHOBMEH YPOBEHb
JocTynHo Bcem.

4. ¥
HaxxmuTte kHonky dkecnopTtuposaTtb vCard “ .
5. 3anycTtutcsa 3arpyska ¢anna.

Mpumep danna vCard ¢ nyGANYHLIMW JAaHHBIMU MPOPUNS:

BEGIN:VCARD

VERSION:3.0

FN:Timofeeva Alex

N:Timofeeva;Alex;;;
PHOTO:https://service-adress/public/images/profile/90211313d753eld1b83abl9ecfd4af5e
EMAIL:timofeeva-alexs@mail.ru

UID:null

REV:2025-05-26T12:52:24.630Z

END : VCARD

OTkntoyeHne nyenmM4yHoro npoouns

. CoBeT: Bbl MOXeTe 3anpeTuTb nepegavy ny6GanMyHbIX AaHHbIX NPOGUNSA, KOTOPbIE MMEIOT
YPOBEHb MNYy6ANYHOCTU «[JOCTYMHO BCEMY.

1. Nepengute B cBoK Mpodunb.

2. AKTnBMpynTE NepekntovaTens NMpuBaTHbIi Npodunb B 6510Ke MNMpuBaTHOCTb Npoduns.

[MpuBaTHOCTL NpOdPUNA

MNpueaTtHbIA NpoduNb ( )

HaCTpOﬂKa npuMeHAEeTCA 6€e3 AONOSIHUTENbHOro noarBep>XpeHu4d.

Mocne akTUBaLMN HAaCTPOWKM AaHHble C YPOBHEM NMYyBAMYHOCTU «OCTYNHO BCEeM» CTatoT AOCTYMHbI
TOJNIbKO MO 3anpocy.

Busuntka

+) 9KcnepumeHTanbHasa GyHKUMA: [OCTYMHOCTb PerynmpyeTcs agMUHUCTPATOPOM CUCTEMBI.
Moapo6bHee B pasgene OKcnepuMeHTalbHble GYHKLMN.

Busutka B Trusted.ID — 370 coBpemMeHHas unuppoBas 3aMmeHa 6yMaXKHOW BU3UTKE, OCTYNHas rno
YHUKaNbHOW CChISIKE.
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CopepXXumoe BU3UTKMU:

o ®oTorpadusa npoduns,

e VIMA 1 pamunusg,

o KOHTaKTHble gaHHble (email, TenedoH),
o [1aTa poxxgeHus.

Oco6eHHoCTH:

o [1aHHble OoTOBGpaXxatoTcsl HE3aBUCUMO OT HAaCTPOEK UX NMYyBSIMYHOCTU.

e Buantka gocTynHa no yHMKanbHOWM CChlfike: https://<Bau-cepsuc>/api/cards/<uoeHTuouKaTop>.

o [logaep>XnBaeTcs aKCnopT BU3UTKK B dpopmaTe vCard anga nHterpaumm B pasnmyHble
MPUNOXEHUS.

AKTUBHOCTb BU3UTKMU
[N BU3UTKM AOCTYMNHa HAaCTPOMKa aKTUBHOCTW.
1. Mepengute B cBou NMpoduib.

2. B 6noke Busutka akTMBUpynTE NnepekntovaTesis AKTUBHOCTD.

Buaurtka
AKTWBHOCTb ()

NaexTudukaTop enantku (slug)

timofeeva-alexs

Yéepurtech, 4To Ternepb Balla BU3UTKa AOCTYIHa. [na aToro HaxxmmTe Ha KHOTMKY OTKprTb

©

NpPeBblo BUSUTKMU WK NepengmTe Nno cchinke: https://<your-domain>/api/cards/

<npgeHTupukaTop>:
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TumodpeeBa
AnekcaHgpa

Email: timofeeva-alexs@mail.ru

TenedoH: He ykasau
Aara poxaenuna: 25 pespana 2025

COXPAHNTEL KOHTAKT

HacTpoWka nepcoHann3MpoBaHHOIro agpeca CCbikn

YTOO6bI CChIIKa Ha BU3UTKY Bblfla KOPOYe U Nerko 3anoMuHanacb, MOXHO 3afaTb COGCTBEHHbIN
YHUKabHbIN MaeHTUdMKaTop.

1. Nepengute B cBoun Mpodunb.
2. B 6n10oke BU3UTKa yKaXuTte HOBbIN naeHTudunKaTop.
3. Haxxmnte CoxXpaHuUTb.

¢ NpeHTndukatop AomKeH 6biTb YHUKaIbHBIM B CUCTEME U COAEPXKaTb TONbKO NaTUHCKMe
OyKBbI, Undpbl U gepuchl.

Kak nogenntbcsa BU3UTKOM

1. Mepengute B cBon Mpodunb.

2. B 6noke Busurtka:

e . . .
HaxmuTe OTKpbITb QR-KOp, N OTCKaHUPYWTE KO KaMepon YCTPOMCTBaA.

(co)]
KHonky CKkonupoBaTb CCbISIKY , UTOObI CKOMUPOBATb apec CChINIKNU Ha BU3UTKY.
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Mpoyne gencrTeus
3aBepLIJeHVIe BCeX CeaHCOoB

DyHKUMSA NPUHYAUTENBHOMO 3aBEPLUEHUSI BCEX aKTUBHbBIX CECCUN — BaXKHbIA MUHCTPYMEHT
6e30nacHocTW. Micnonb3yiTe ero B ciiyyae yTepu yCTPoONCTBa, NOA03PEHNA Ha B3/IOM aKKayHTa Uin
LSt HEMeLNEeHHOro OGHOBNEHMS TOKEHOB AOCTYyNa.

o OTa onepaumsi HeMeasIeHHO aHHYNMpPYeT Bce access- U refresh-TokeHsbl, 3aBepluas BCE ero
TEeKYLLNe ceccmm BO BCEX MPUNOXKEHUAX.

Y106 3aBepLnTb BCE aKTUBHbIE CeaHCbl:

1. Mepengute B cBou Mpodunb.
2. Packpounte 610k Apyrue nencteus v Bbibepute BbIMTU CO BCEX YCTPOMUCTB.

Mocne sToro noTpebyeTcs BOUTU 3aHOBO Ha BCEX YCTPOMCTBAX.
CkaumBaHue BCex fiaHHbIX npoduns
Trusted.ID no3sonsaeT akcnopTMpoBaTb BCe AaHHble npoouna B JSON popmare.

OTOT dpann Coaep>XnT BCHO MHPOPMALMIO, OTHOCSILLYHOCS K BaweMy npodunto B Trusted.ID, a Takxe
CBeEeHNSA 0 BHELIHUX aKKayHTaX, KOTopble Bbl [06aBUIN B Ka4eCTBe CNocob60B BXoAa, He3aBUCMMO
OT TOro, YCTaHOBMEH NN AN HUX NapaMeTp Ny6anyHOCTH.

YTOoO6bl CKayaTb JaHHble Npopuns:

1. Mepengute B cBou Mpodunb.
2. PackponTe 6nok Apyrue pencTeus 1 Bbibepnte CkayaTb faHHbIe.
3. 3arpyska JSON-dainna HayHeTcs aBTOMaTUYECKMU.

MonuTtuka 06paboTKN MepCOHasnbHbIX OaHHbIX
O3HakoMbTeCb C AOKYMEHTOM O ToM, KaK Trusted.ID o6pabaTbiBaeT Balln AaHHbIE.
YTO06bl 03HAKOMUTBLCA C MOSTIUTUKON:

1. Mepengute B cBou NMpoduib.
2. Packponte 610k Opyrue aencteus v Bbibepute Monutuka o6pa6oTkm MNOH.
3. 3anycTutcsa ckauynBaHue dpanna ¢ NOAUTUKON.

YpaneHue n BOCCTaHOB/IEHME aKKayHTa

YpaneHune akkayHTa B Trusted.ID — HeoGpaTumasn onepaumsi, nocsie KOTOpon BOCCTaHOBUTb AaHHble
OyOeT HEBO3MOXHO. CUcTeMa NCNOMb3yeT MEXaHN3M OTCPOYEHHOMO yOaneHus: Ball akKayHT
nomMeyvyaeTcs Ha yaaneHue, Ho OCTaeTcs JOCTYNHbIM A1 BOCCTaHOBMIEHMS B TedeHne onpeneneHHoro
BPEMEHN. DTO cAenaHo Ana 3almThl OT C/YYarMHOro yganeHnsa n gaeT BaM BpeMs nepegymaTb.
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YTOObl yoanuTb akKayHT:

1. Nepengute B con Mpodpunb.
2. PackponTe 610k Apyrue oencteus v BbibepuTte encTene YaanuTb akKayHT.

3. B OTKpbIBLUEMCS OKHe BBEAUTE Maposb OT aKKayHTa 418 NOATBEPXAEHUST AENCTBUS U HAXXMUTe
Ypanutb.

YoanuTb akkayHT

Mpw yoanesnn akkayHTa CBA3aHHble C HUM faHHble ByayT 6e3B03BpaTHO yaaneHsbl. Bbl notepaeTe 4OCTYN K NPUNOXKEHUAM, B KOTOPbIX

Maponb ANA NOATBEPXAEHUA

©

YTo nponucxogumr:

o AKKayHT nomMeYaeTcs Ha yaaneHune
 Bbl aBTOMaTMYECKM BbIXOAMUTE U3 CUCTEMbI
B TeyeHuWe onpepeneHHoro BpeMeHu AOCTYNHO BOCCTAHOBNEHME aKKayHTa

B TeueHne onpepneneHHoOro BpeMeHu nocre yganeHns akkayHTta y Bac eCTb BO3MOXHOCTb
BOCCTaHOBUTb JOCTYN K HeMy. [1n19 3TOro BamM HY>KHO 3aHOBO aBTOPM30BaTbCS B JIMYHOM KabuHeTe
Trusted.ID, nocne 3710ro Ha>kaTb BoccTaHOBUTb aKKayHT.

» BoccraHoBneHue akkayHTa [OCTYMHO TOMbKO MPU aBTOPMU3aLnn B IMYHOM KabuHeTe
Trusted.ID. [Npn Bxoae B npunoxeHne yepes cepsuc Trusted.ID BocCcTaHOB/IEHME aKKayHTa
HeOCTYMNHO.

Pa3peweHus npunoxeHnn n OAuth-gocTtyn

PaspelueHuss — 370 nNpaBa, KOTopble Bbl NPefoCTaBNAeTe BHELWHUM NPUNIOXEHUSIM N8 0OCTyna K
ornpepgeneHHbiM AaHHbIM Bawero npoduns Trusted.ID. Bel MOXeTe B 060 MOMEHT OrpaHUyuTb
[OCTYI, 3aBepLnNTb aKTUBHbIE CeaHCbl UM NOSTHOCTbIO 0TO3BaTb paspeLleHus.

Bce npunoxeHus, umerowme JOCTyN K BaMM AaHHbIM, oTo6paxkatoTcd B MNpogune Ha Bknagke
PaspelueHus.
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[Mepexon B NpUNoOXeHue U3 cnmucka pa3peUJeH|/Il71
YTO6bl ObICTPO OTKPbLITb NPUNOXKEHUE, KOTOPOMY Bbl paHee npefocTaBunu SOCTyn:

1. Mepengute B cBou Mpodunb - BKNagka PaspelwieHus.

ﬂ Trusted ID AnekcaHzpa Tumodeeea a

@ Mpoduns @ Paspelexusn =: XypHan

m Moodle ar—— BbinaHHble
; : \ Kypchi Komnakmm s B @

2. HaxkmuTe Ha Ha3BaHue npunoXeHusa B Crnncke.

3. MpousoigeT aBTOMaTUYECKUI Nepexon, B BbIGpaHHOE NPUIOXEHUE.

3aBeplueHne akTUBHbIX CeaHCOB NPUIOXEHUS
Ecnu Bbl XO0TUTE HeMeAJIEHHO 3aBEPLUNTbL BCE CECCUM B KOHKPETHOM MPUIIOXEHUN:

1. Mepengute B cBou Mpodunb - BKNagka PaspewieHus.
2. Bbl30BUTE MEHIO AENCTBUM AN NPUMOXEHUS, B KOTOPOM HEOBXOANMMO 3aBEPLUNTL CEaHChHI.

3. BbibepuTe gencreme 3aBepLUnTb CeaHcChbl.

m Trusted ID Anekcanapa Tumodeesa @

@ Npoduns () Paspewerms =: KypHas

Moodle Onucanve ) )
26 mas 2025 Kypcbi KOMnawum o -fj @

»  3aBeplWTb CeaHcbl

Ot038aTh paspelleHns

4. MNopaTBepauTe aencTene B MoAarbHOM OKHe.
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Yaoanutb ceccum X

Bce Balum ceccum 1 TOKeHbl ANA npunoxeHna Moodle 6yayT
yAaneHbl

OTMeHa Yaanutb

Y10 npousonpgeT: Bce akTUBHbIE CECCUM B 3TOM MPUSIOXKEHUN BYAYT 3aBepLUeHbl. [pu cnegyrowem
o6paLleHnmn K NpUNoXeHNo NoTpebyeTcs NOBTOPHasa aBTopusaLms.

3aBepLueHne ceaHCcoB NoOJSIe3HO, ECNM Bbl NOA03pEBaeTe HeCaHKLMOHMPOBAHHbIA AOCTYN UK
MCMNONb30Banu NPUIOXeEHNE Ha OBLLEM YCTPONCTBE.

OT3bIB pa3peLleHnin y NPUNoXeHns
YT06bI NONMHOCTbLIO 3anpeTuTb NPUIOXeHNo AOCTYN K BallUM OaHHbIM!

1. Mepengute B cBou Mpodunb - BKNagka PaspewieHus.

2. BbI30BUTE MEHIO AENCTBUI ANs1 MPUIOXEHNS, Y KOTOPOro HEO6X0AMMO OTO3BaTb pPa3peLleHus.
3. Buibepute gencreme OTo3BaTh paspeLleHue.

4. MNopTBepanTe AeNCTBME B MOAANIbHOM OKHeE.

MNocneacTteus: MNpunoxeHne notepseT 4ocTyn KO BCeM JaHHbIM Bawero npoouns. Mpwu
cnegylollemM BXOAe CUCTEMA 3anpoCUT HOBOE cornlacue Ha AOoCTyn.

MpurnaweHnsa B 3aKpbITble NPUNOXKEHUS

I'IpurnameHue — 39TO Cnocob NnoNy4nTb AOCTYN K 3aKPbITOMY MPUTOXKEHUIO. A,EI,MI/IHVICTpaTOp
NMPUNOXEHUA OTNPaBAET NpurnawleHne Ha Bally 3JIEKTPOHHYHK MOYTY, NMOCJie Yero Bbl CMOXeETE
BOWTU B npunoxxexHne, HegoCTynHoe Asid oCTalibHbIX nonb3oBaTtenen.

Kak nonyuynTb npurnawexHue?
MpurnalweHne NpUXoanT ABYMS CNOCOGaAMMU:

1. Mo aneKTPOHHOM NoyTe: Bbl NOAyYMTE MMCbMO C MPUrNaLLIEHNEM U CCbIIKON s 6bICTPOro
nepexoaa B NPUMOXeEHUE.
2. B awem npodwune Trusted.ID: B pasgene 3anpocbl NOSABNSAETCA HOBOE NpuriallieHue.
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Kak npuHATbL npurnawieHme?
Bbl MOXXeTe NpUHATL npurnaweHune nobbiM YO0OHbIM CMOCO60M.
Cnoco6 1: NpuHATbL NpuUrnaweHne n3 nucbma

1. OTKpoOMTE NUCLMO C NpUrnaleHnem.
2. Ha>xxmuTe Ha cCblifiky B NMUCbMe.

3. [lanee BO3MOXHbI iBa BapuaHTa:

o €C/11 Bbl Y>Xe aBTOpWU30BaHbl B CUCTEME — Bbl Cpa3sy nonagéTte B npuno>XxxeHue,
o €CJI1 Bbl HE aBTOPN30BaHbl — BbIMOJIHUTE BXO4 B CUCTEMY.

Y Bxop Heo6x04MMO BbIMNONHUTL Mo, Tem AdKKayHTOM, K KOTOPOMY MpuUBA3aH email,
yKa3aHHbIIZ B npurnaweHunn.

Cnoco6 2: MNpuHATb npurnaweHne n3 npoduns

1. Mepengute B cBou Mpodunb - BKNagka 3anpochbl.
2. Hangute Hy>HOe npurnalweHue B Crmcke.
3. Haxxmute kHonky MpuUHATD.

Mocne aToro AOCTYN K MPUIOXEHUIO 6YAeT akTUBUPOBAH, U Bbl CMOXETE NepenTn B Hero.
Ecnu y Bac ewWwgé HeT akkayHTa
Ecnu Bbl nonyunnu npurnalleHune, Ho eLwé He 3aperncTpupoBaHbl B cucteMe Trusted.ID:

1. MepenguTe NO CChINKE U3 MMCbMa C NPUrialeHneM.

2. 3apeructpupymntech B cucteme Trusted.ID.

3. Mpu pernctpaumm ykaxuTe TOT e NOYTOBbIN afpec, Ha KOTOPbIN 6bl10 OTNPaBAEHO
npurnaweHue.

4.Tlocne 3aBeplleHns perncTpaumm Bbl aBTOMaTUYECKU NONy4YnTe JOCTYM K MPUITOXEHWUIO.

KaTanor npunoxeHum

+) 9KcnepumeHTanbHasa GyHKUMA: [OCTYNHOCTb PErynmpyeTcs agMUHUCTPATOPOM CUCTEMBI.

Moapo6Hee B pasgene OKcnepuMeHTanbHble GYHKLMN.

Y10 Takoe kaTanor?

KaTanor — 370 LeHTpann3oBaHHbIM MapKeTnenc Bcex NPUoXeHun, AOCTYMNHbIX B 3KOCUCTEME
Trusted.ID.
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KaTanor o6beanHseT Bce I'Iy61'|l/ll-IHbIe npunno>XXeHna B OAHOM MeCTe, YTO NOo3BONAET 6bICTpO
HaxXoAUTb HY>XHblIE NMPUJTOXEHUA, MPOCMaTpuBaTb Ha3BaHUA U ONMUCaHUA, Noay4aTb AOCTYN K
NMPUNOXEHNAM 6e3 HEOB6X0AMMOCTM 3anNOMUHATb CNOXHbIE CChITIKN UNn nyTu.

ans yﬂ,O6CTBa BCe NPUIo>XXeHUA B KaTasiore pasgesieHbl no Tunam.

MpunoXeHus U3 KaTanora MOXHO J06aBUTb B n3bpaHHble. [1n1a 6bICTPOro A4oCTyna Bce nsbpaHHble
NPUIOXEHNS 0TOGPAaXatoTCs B 1IeBON GOKOBOW MaHeNu.

Kak ncnonb3oBaTb MPUIOXEHNA U3 KaTanora?

1.
Haxxmute Ha KHOMKY , Pa3MeLEeHHYO B HUOKHEM J1EBOM YTy OKHa.

2. OTKpOEeTCs OKHO CO CMUCKOM I'IpMJ'IO)KeHMl;I, [o6GaBfeHHbIX B KaTanor.

2

IF
| «I ;' &

. : IC
(., fr['
J |
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3. BoibepuTe HY>KHOE NPUNOXeHMe B KaTanore.

4. TponsongeT aBTOMaTUYECKUI pegupPeKT Ha CTpaHuLYy MPUNIOXEHUS.
5. Mpongute ayTeHTMOUKaUUIO B MPUNoXeHnn ¢ noMmolubto Trusted.ID 1 npegocTaBbTe
NPUNOXEHUIO OOCTYN K CBOUM [AaHHbIM.

Tenepb Bbl CMOXeTe BXOAUTb B NMpuioxeHue ¢ Bawmm npoounem Trusted.ID.
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[JencTsua B KaTtanore

[lob6aBneHne NpunoXxXeHUs B U36paHHble

1. .
Ha)xmuTe Ha KHOMKy KaTanor npunoxxeHui , Pa3MeLLEHHYIO B HUXKHEM NEBOM YI/ly OKHa.
2. OTKpPOEeTCSt OKHO CO CMMUCKOM NPWUIOXEHUN, [,oBaBNEHHbIX B KaTasor.

3. 4

HaXxXmMuTe Ha KHoMKy ', pasMeLLeHHYIO PAgOoM C MPUNOXKEHNEM, KOTOPOE HEOOXOANMO
006aBUTb B N36paHHbIE.

[MpunoxxeHne 6ynet Aob6aBneHo B N36paHHble 1 0TOOPa3nTCA B IeBOM GOKOBOM MEHHO.
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Pecypchbl

O

® Mpoduns @ PaspelwweHnunsa =: XypHan

Bbl mOXeTe ynpaenATb 40CTYNOM K BaLll

OcHoBHasa nHpopmMaumns

ID nonb3oBaTens

MyBnuyHoe nms

®oTo npodunsa

RKRatanor X 1

&

Kypchbi

@), .

ia

bHasa nHpopmauyl

IaHMA

aQ

W
w
(%]
()]

YpaneHune MPUNOXeHNA 13 M36paHHbIX

1. .
HaxmuTe Ha KHOMKY Kartanor NPUNOXXeHUu @ , Pa3sMeLleHHYO B HUXKHEM JTEBOM Yy OKHa.
2. OTKpOETCH OKHO CO CMUCKOM I'IpVIJ'IO)KeHVIVI, no6aBfneHHbIX B KaTanor.

3. Y
HaxXmMuTe Ha KHOrMKy L , Pa3MeLLeHHY0 PAgoM C MPUNOXKEHNEM, KOTOpOoe Heo6X0AUMO yaanuTb
N3 N36paHHbIX.
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anﬂO)KeHI/le 6y,u,eT yaaneHo 13 M36paHHbIX nnponaget n3 60KOBOIro MEH!0.

XXypHan akTMBHOCTU N UCTOPUA BXOLOB

YXypHan akTUBHOCTU — 3TO UHCTPYMEHT 6€30MacHOCTU, KOTOPbIN NO3BONSAET OTCNEXMBaTb OTKYAa
N C KaKnx yCTponcTe Bbl 3axoannm B Trusted.ID nnu npunoxeHus.

[eTanu3ayma cobbiTUn

[ns KaXkgoro cobbITus OOCTyneH NpocMOoTpP NOAPOBHbIX CBeAEeHNN.

MapameTp YTo copepxurt

3arosioBOK COGbITUS KaTteropwus gencrteus

[OaTta u Bpems ToYHble BpEMEHHbIE METKHU
MpunoxeHue MaoeHTndukaTop (client_id) npunoxeHus
Monb3oBaTenb MaoeHTudumkatop (id) nonb3osaTens
YcTponcTBO Tun ycTpowncTea 1 6paysep
MecTonono)xxeHue IP-agpec
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USER_LOGIN_SUCCESS

[larta u sBpems

2025-05-27 10:26:48
Mpunoxenune

tznT6jwkNalmtILv-vB7y

Nonb3oBartens

884

MecTononoxenue

172.21.0.57

YcTtponcTeo

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 OPR/119.0.0.0

Kak npocMoTpeTb XYpHan akTUBHOCTU?

1. Nepengute B cBOoU Mpodunb.
2. OTkpownTe BKNaaky XXypHan.

PekomMmeHgauum no 6e30nacHoOCTH
1. PerynsipHo npoBepsiuTe XXypHarn.
2. O6paLlanTe BHUMaHME Ha aHOMaJUu:

o BXxogbl C HE3HAaKOMbIX YCTPOWCTB UM MeCTOMOSIOXEHUN
o Heo6bl4YHOE BpeMsi aKTUBHOCTH
o MHOXeCTBEHHbIe HeyfayHble MonbITKM BXoaa

3. Mpu nopo3puTenbHOM aKTUBHOCTM:

o HemepneHHO cMeHuTe naposnb
o 3aBepLUMTe BCe CeaHCbl B NOJ03PUTENbHbIX NMPUTOXEHNUAX
o OT30BUTE pa3peLleHUst Y HEN3IBECTHbIX NPUIOXEHUN

000 «Uundposble TexHoNornm» « Trusted.ru
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o O6paTnTeChb K agMUHUCTPATOPY CUCTEMDbI

CMOTpuUTe Takxe

e HacTpolka naponbHow NOAUTUKK U MPOobUIISA Nosib3oBaTeNs — PYKOBOACTBO MO HAaCTPOWKe
MaposibHOM MOMUTUKM, 06sA3aTeNIbHbIX U LOMONHUTENbHBIX NoNen NPpodunsa Nosb3oBaTens.

e Peructpaums v BXof nosib3oBaTtenen — UHCTPYKLUMA MO CO34aHMI0 aKKayHTa, BXOAY C MOMOLLbHO
NOrMHa/Napons U BHELWHUX CEPBUCOB ayTEHTUOUKALUMN.
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OTKprTb CTaTbio Ha canTe

HacTpouka Bxofa yepe3 BkoHTakTe B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pyKoBOACTBE Bbl y3HAETE, Kak NOAKOUYNTL ayTEHTUOUKALMIO C MOMOLLbHO aKKayHTa
BkoHTakTe K cucteme Trusted.ID. OT0T cnoco6 Bxoga NO3BONSET NOMb30BaTENSAM BXOAUTL B
NPUOXEHUS C MOMOLLBLIO YYETHOM 3anNncKu cepBnca BKOHTaKTe.

HaCTpOIZKa BXOoOa 4vepes BKOHTaKTe COCTOUT U3 TpéX KNKO4YeBblX 3TaNOB, KOTOPbIE BbIMOJIHAKOTCA B
OBYX Pa3HbIX CUCTEMaX:

« lllar 1. HacTpowka npunoxeHusi BO BKOHTaKTe
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

» OnuncaHne napameTpoB

e CMOTpUTe Takxe

LLlar 1. HacTponka npunoxXeHusa Bo BkoHTakTe

Mepepn HacTponkon cnocoba Bxoga B Trusted.ID Heo6Xx04MMO 3aperncTpmpoBaTh Balle
NpUnoXeHne B KabHeTe pa3paboTymMka BKOHTaKTe 1 NoNyuYnTb KKOYN JOCTyna:

1. 3apernctpupymnTtecb UM aBTopulymntechb B ceTn BKoHTakTe.
2. OTkponTe dev.vk.com 1 nepenguTe No CChlike ANs CO34aHusA NPUIOXEHUs ¢ Tunom Caunr.

3. Ha nepBom ware ¢popMbl pernctpaunm npunoXKeHuns:

o BBeguTe HasBaHWe NPUIOXEHUS;
o Bbibepute nnatpopmy Web;
o [1o6aBbTe M306paxkeHne (Npm HeoGXoAMMOCTH).

000 «Uundpposbie TexHoNnorum» o Trusted.ru 184


https://trusted.ru/documentation/trusted-id/v1.0/instructions/01-provider-vk/
https://vk.com/
https://dev.vk.com/ru/mini-apps/management/creating-new-apps?ref=old_admin_panel

Trusted ID Penuns v1.0

War 1mns3 2

PeI'VICTpaLl,VIﬂ MPUAOXEHNA

BeeanTe HazBaHWe NPUNOXEHWUA 0/48

Moé npunoxexue

BbibepuTe HyXHble NNaTGopMbl

@ Web [ @)
&8 Android ©
& ios o

BbibepuTe nsobpaxeHve

| [nA OKOH aBTOpPU3aLMM M MKOHKWU NPUIOXKEHWUA
B IMYHOM KabuHeTe nonb3oeatena VK

4. Ha BTOpOM Luare ¢opMbl perucTpaumm NpuIoXKeHnsa yKaxmTe:

o ba3oBbIi JOMEH - agpec UHcTansaumm cepsuca Trusted.ID;
o [loBepeHHbI1 Redirect URL - Bo3BpaTHbI URL (Redirect uri) B dopmaTte https://<appec
WHCTannauuu>/api/interaction/code.
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War2wus 4

[JlaHHble AN perucTpauum

@ Web-npunoxenue

Penus v1.0

5a30Bbii AOMEH

TR e e - -

Jo6asut 6a30BbIV AOMEH

JloeepenHbli Redirect URL

Rt A T

Jo6aeute goBepeHHbI Redirect URL

Hasap

5. Haxxmute CospaTtb NpunoxeHue.

—

Coszgartb npuaoXxeHuwe

6. Ha TpeTbeM Luare ¢ HaCTPOMKOM CNOCO6GOB BbLICTPOro Bxoga Haxxmute K HacTponke.
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War3mnsz 4

Cnocobbl 6bicTporo Bxoaa B web-npuaoxxeHnm

e T

AB'Cpl-";‘-aL‘.L'ﬂ B OAHO KaCaHue

@0

LTopka aBTOpU3aLUK
AE'Cpl'BaL‘,l‘ﬂ 4yepes BECn/ibiBakoliee OKHO Npy BXOAe Ha CepBUC

-
(M
@ 8 e

Buaxer 381

Cpazy Tpu cnocoba aeTopu2aumu: yepes akkayHT BKoHTakTe, OgHOKAAcCHUKM 1 Mail

7. CkonupynTte 3HaveHus nonen ID Mpunoxenus/Client ID n Cekpet/Client Secret. OHu
NOHafo06ATCA NpU co3gaHum npunoxenust B Trusted.ID.
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€ K Cnvcky NpUaoXeHuii CNMCOK NPUAOXeHNT Tect
- CBepHyTb peKomMeHaauum -~
prnoxeHie MpunoxeHue DL Aan

AsTOpU3aUMA

LWar 2 War 3
D.ocrynb! “SCT;:):\‘% NoAKAKUYEHNEe 7C,77.~4."'E TOKeH gna [)EOC“}J

CBOEro NpUAOXeHUAa C NONB30BATENbCKUMW A3HHBIMK
MHTE[DQLMR 3N1eMEeHTOB

Moapo6Hee 0 HacTpoiikax Cnocobbl NOAKNOUEHNA Moapo6Hee o TokeHe

KHonka One Tap

LWTopka aeTopuzaumu

Wndopmauums o npw.
Buaxer3e 1

D npunoxexus

Mnatpopma

AHanuTvKa

COCTOAHUE NPUNOXEHUA

LokymeHTaums
MpunoxeHne BKAKOUEHO 1 BUAHO BCEM

HazeaHue npunoxeHua

Tect

LLlar 2. Co3paHune cnocoba Bxoaa

Tenepb, Mes KNtoun oT BKOHTaKTe, cCo3gaaMm COOTBETCTBYHOLWMIA NPOBangep B CUCTEME
Trusted.ID.

1. MepenguTe B KABUHET agMUHUCTPaTOpa —> BKNagka HacTpouku.

¢ YTO6bI co3aaTb cnocob Bxoaa AsnA opraHn3aumm, OTKponTe KabUHeT opraHusauuun. Ecnv
Ccnoco6 BXoga HYy>XeH AJ11 KOHKPETHOro MPUIOXEHUs, OTKPONTE HAaCTPOMKK 3TOro
MPUIIOXKEHUS.

2. Hangute 6nok CnocoGbl BXoga v Haxkmute HacTpouTb.

3. e

B oTKpbIBLLEMCS] OKHE HaXXMuUTe KHOMKy Co3paTh
4. OTKPOETCS OKHO CO CMUCKOM LIab/IOHOB.
5. BolbepuTte wabnoH BKoHTaKTe.

6. 3anonHute popmMy Co3gaHus:
OcHoBHasi UHpopmaLums

o Umsaa — HasBaHue, KOTOpoe YBUAAT NOJSib30BaTeNN.
o OnucaHue (onumoHanbHoO) — KpaTkoe onncaHue.
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o Jlorotun (OI'IU,VIOHaJ'IbHO) — MOXHO 3arpys3nTtb CBOKO UKOHKY, NN 6y,u,eT MCcnonb3oBaHa
CTaHOapTHaAdA.

MapameTpbl ayTeHTUDUKAL UK

o UpeHTudukatop pecypca (client_id) — BctaBbTe ckonnpoBaHHbiv ID MpunoxeHus (Client
1D).

o CekpeTHbI Ko (client_secret) — BcTaBbTe ckonnpoBaHHbI CekpeT (Client Secret).

o BosepaTHbiii URL(Redirect URI) — MNone 3anonHUTCS aBTOMaTUYECKN Ha OCHOBE Ballero
OoMeHa.

JononHuTtesibHble HaCTPOﬁKM

o My6nnyYHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b110 [O6aBUTb B Apyrue NpUIoXKeHUs CUCTeMbl (MM opraHmsaumm), a Takxe B npodunb
nonb3oBaTens B KayecTBe naeHTudukaTopa BHELHErO cepBuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONYAHUIO A1 MAeHTUdPUKaTopa
BHELLHEro cepBuca B npodusie nosb3oBaTens.
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Co3paTtb cnocob Bxoga Vkontakte

OcHoBHasa nHdopmauus

WNma *

Vkontakte

HazeaHue, 0To6pa>|<aeM0e none3oBarenam

Onucaxue

/255 cumsonoe

Norotun

@ Yaanutb 3arpyautb

MapameTpsbl

MyBnuuHbIA cnocob Bxoaa

Cnocob exona 6yaet gocTtyneH ans 4obaBneHns B NONb30BaTENbCKUE NPUIOXEHUA

My6nuuyHocTb
YpoBeHb ny6nnYHOCTY MONR ANA HOBbIX NONMb30BaTENen

WpexHTudukaTtop pecypca (client_id) *

YHUKanbHbIN MASHTUOMKATOP NOAKMHY3EMOro pecypca

BoaspatHbiit URL(Redirect URI)

https:// /api/interaction/code

Ccbinka gonxHa bbite YyKasaHa B HaCTPOMKax BHELUHWX cnocoboe Bxof,

ayTeHTUdMKaLKU NoNb30BaTENA

7. Haxmunte Co3path.

A KOPPEKTHON

Penus v1.0

[Mocne ycnewHoro co3gaHus HOBbIM CNOCO6 BXOAa NOSBUTCS B O6LLEM CMMCKe NpoBangepos.
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LLar 3. [lo6aBneHne Ha BUAXET

Penuns v1.0

YTo6bl MoNb30BaTENM YBUAENN KHOMKY BOUTHU Yyepe3 BKOHTaKTe Ha popMe aBTOpM3aLIMK, HY>KHO
aKTMBMPOBaTb 3Ty QYHKLMIO B HACTPOMKax BUAKeETa:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. Bknrounte nepekntoyaTesb Ha NaHenu ¢ npoBanaepom.

Mpoeepka: MNocne coxpaHeHust oTKponTe GopMy BXxofa B TECTOBOM MPUSIOXKEHUN. Ha BuaxeTe
[0J>XHA MOSIBUTbCA HOBasi KHOMKA C OroTunom BKoHTaKTe.

OnuncaHne napameTpoB

OcHoOBHasa UHpopMaumsa

HasBaHue OnucaHue

Nwmsa HasBaHue, koTOpoe 6ygeT
oTo6paxkaTtbCs B
NHTepdence cepauca
Trusted.ID

OnucaHue KpaTkoe onucaHue,
KoTopoe 6yaet
oTo6paxkatbCs B
nHTepdence cepauca
Trusted.ID

JNoroTtun M3o6paxeHune, koTopoe
oygeT oTobpaxkaTbCs B
WHTepdence cepauca
Trusted.ID v BugXxete
BXoAa

MapameTpbl ayTeHTUPpUKaLmnm

HassaHue MapameTp
NpeHTndukaTop pecypca Client id
(client_id)

BosepatHbIit URL(Redirect URI) (He  Redirect URI
pepakTupyemoe)

000 «Uundpposbie TexHoNnorum» o Trusted.ru
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TekcT

TekcT

JPG, GIF, PNG nnn WEBP

OrpaHu4yeHus

Makc. 50 cumBonos

Makc. 255 cumBonos

Makc. pasmep: 1 Mb

OnucaHue

ID npunoxXeHus, co3gaHHOro B
BKoHTakTe

Appec Trusted.ID, Ha KOTOPbIN
nonb3oBaTenb NepeHanpasnsieTcs
nocne ayTeHTMGMKaLmmM B
CTOPOHHEM CcepBuUCe
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ononHutenbHble HaCTpOIZKM

HasBaHue OnucaHue

My6nuyHbIA cnoco6 Bxopaa Mpw aKkTUBaLMN HACTPOMKMU:
- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fobaBneHus B
Opyrue rnpunoXxeHusa cepsuca.
- Cnoco6 BxoAa CTaHeT AOCTyneH Ansa nobasneHus B
KauyecTBe naeHTudmkKaTopa BHELLHEro cepeuca B
npodune nonb3osartens.

My6nuuyHocTb 3afaeT ypoBeHb MYyBNYHOCTM MO YMOMYaHUIO ANs

naeHTUdUKaTopa BHELIHEro cepBuca B npodune
nonb3oBaTens

CMOTpUTe TakXe

o O6LLee pyKOBOACTBO MO HAaCTPOVKe CMoco60oB BXxoAa — 0630p BCEX AOCTYMHbIX METOA0B
ayTeHTUOUKALMUN.
o JIMYHbIN Npodunb Nonb3oBaTens — Kak fo6aBnsaTb M yaansaTe gpyrue naeHTMoukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTpownka Bxoga 4yepes Mail.ru B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Y3HAETE, KakK MOAKMOUNTDE ayTEHTUPMKALMIO C MOMOLLBIO akkayHTa Mail.ru
K cucteme Trusted.ID. 3ToT cnocob Bxoga No3BONAsSET NONb30BaTENAM BXOAUTb B NPUIOXEHUS C
NoMOLLbIO YYETHOM 3anucu cepeuca Mail.ru.

HacTpoika Bxoga Yyepes Mail.ru cocTouT 13 TPEX KoYeBbIX 3TarnoB, KOTOPbIE BbIMOMHAKTCA B ABYX
pasHbIX CUCTEMaAX:

« lar 1. HacTpowka npunoxeHust B Mail.ru
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

e [TapameTpbl cnocoba Bxona

e CMOTpUTe Takxe

Lar 1. HacTpownka npunoxenua B Mail.ru

Mepepn HacTponkon cnocoba Bxoga B Trusted.ID Heo6Xx04MMO 3aperncTpmpoBaTh Balle
npunoXxeHue B kabmHeTe paspaboTymnka Mail.ru u NoNyuYnTb KNKOYM JoCTyna:

1. 3apernctpupymntecb Unm aBTopulymTechb Ha cante Mail.ru.
2. Mepengute B NUYHBLIN KaBUHET YNpaBneHus NPUIOXEHUAMM.
3. Haxxmunte CospaTtb NnpunoxXeHue.

4. B oTKpbIBWeNcS GopMe Co3[aHUS yKaxuTe:

o Ha3BaHue npoekKTa,

o ®PoTo (NpPU HEOGXOAMMOCTH),

o Bce redirect_uri — Bo3BpaTHbIi URL #1 (Redirect uri) B popmate https://<appec
WHCTannauum>/api/interaction/code.
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Trusted ID

Co3sgaHue NpunoxeHuna

Penuns v1.0

I Hazeanue npoekta Trusted

Nobaeuts doto th 3arpyauTb usobpaxeHue

W3aobpaxexue paamepom 96x96 (*.png)

Bce redirect_uri  https://id.trusted.plus/api/interaction/code

NpAONEHUM (MO OQHOM CCHINKE B CTpoke)

£ oaHakomunca u NPUHUMaLO YCNOBUA, [EH3UOHHOro CornaleHna u I'Ipasmn WCNoNbL308aHNA AaHHbIX.

MoaxniounTb canT OTMeHUTb

5. HaxmuTte kHonky MoAaknounuTb canT.

6. Ha cnegytowem ware ¢opmebl B 6510ke Mnatdpopmbl BbiGepnte Web.

PeAaKTVIpoBaHVIe npunoXxeHusa

93aa4f12d8bf4c14b9f7fa4473eb9629

ID Mpunoxexun / Client ID

Cexper / Client Secret 16 b

Beegute B cTonbuk Bce redirect URI, koTopele ByayT ucnons3osatecA Ha eawwem cavte unu iOS/Android

Trusted

[ Haseanue npoekTa

RoBasuts doto ¢y 3arpyauTs u3obpaxeHne

Bee redirect_uri  https:/id trusted

Mnatgopmb!
MpocTasLTe ranoyk, yToOsl OTMETUTL, Ha Kakux nnatcopmax GyAeT YCTaHOBNEHO Balue NPUNOXEHHe.
[ Web ]
Korchuryparop KHOMku
i0s
Android

[lononHuTenbHbIE BO3MOKHOCTH
Loctyn k noytosomy Awmky no IMAP, POP u SMTP

MPOAANTE MOAEPALIIO U MONY4MTE SOCTYN K GOMbLUEMY YHCNY BOIMOX

« One Tap Sign In Basoe

OTNpasuTL Ha Moaepaunio

Mpaea pocryna

o NodaewTs nonszosarens

COXpaHMTL M3MEHEHMA OTMeHnTL

7. Haxkmute CoxpaHeHUs1 UsSMEeHEeHMUs.

8. CkonupymnTe 3Ha4deHus nonen ID MpunoxxeHus/Client ID n CekpeT/Client Secret. OHu

NOHaf06ATCA NPU co3gaHum npunoxenusi B Trusted.ID.
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LLlar 2. Co3paHune cnocoba Bxoaa

Tenepb, umes kntoum ot Mail.ru, cosgagum cooTBeTCTBYOWMI NpoBangep B cncteme Trusted.ID.

1. NMepenguTe B KaBUHET agMUHUCTPaTopa —> BKNagka HacTpouku.

. YTo6bl co3paTh CNoco6 BXoAa AN OpraHn3aLmnm, OTKponTe KaGUHeT opraHusauumn. Ecnv
CNoco6 BX0OAa HY>eH [/ KOHKPETHOIo NPUIOXEHNS, OTKPOWTE HACTPONKU I3TOro
NPUNOXKEHUS.

2. Hangnte 6nok Cnoco6bl Bxoaa 1 HaxxmuTe HacTpouTb.

3. —

B oTKpbIBLLEMCSI OKHE Ha)XXMuUTe KHomnky Co3spaTtb
4. OTKpoeTCcs OKHO CO CMUCKOM LWabIOHOB.
5. Boi6epuTte wabnoH Mail.ru.

6. 3anonHute GpopmMy CO34aHUS:
OcHoBHast MHpopMauus

o Umss — HasBaHue, KOTOpoe YBUAAT NOJSib30BaTeNN.

o OnucaHue (onumoHanbHo) — KpaTkoe onucaHue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK MKOHKY, UK 6yaeT UCNOoNb30BaHa
cTaHZapTHas.

[MapameTpbl ayTeEHTUPUKaLNN

o UpeHTudpukatop pecypca (client_id) — BctaBbTe ckonmpoBaHHbii ID MpunoxxeHms (Client
1D).

o CekpeTHbI Kntou (client_secret) — BcTaBbTe ckonMpoBaHHbIM CekpeT (Client Secret).

o Bo3paTHbii URL(Redirect URI) — lMone 3anonHMTCA aBTOMaTUYECKN Ha OCHOBE BallEero
OOoMeHa.

[JononHutenbHble HaCTpOVIKM

o My6nnYHbIN cNoco6 Bxogda — BkounTe, €Cnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b1N10 J06GaBUTbL B ApYrne NpUNoXeHns cuctemsl (Mnm opraHusaumum), a Takxe B npodusnb
nonb3oBaTens B KayecTBe MaeHTUdGuKaTopa BHELHEero cepeuca.

o My6nuyHocTb — HacTpounTe ypoBeHb Ny6ANYHOCTU NO YMONYaHUIO ANs uaeHTudunkaTopa
BHeLLHero cepsuca B npoduse nosib3osaTtens.

7. Haxkmute Co3paTtb.

Mocne ycnewHoro co3gaHuna HOBbIV CMOCO6 BXO[a NOSABUTCS B O6LLEM CNUCKe HpOBaVIﬂ,epOB.
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LLar 3. [lo6aBneHne Ha BUAXET

Penuns v1.0

YTo6bI NONb30BaTENN YBUOENN KHONKY BoiTHn yepes Mail.ru Ha dpopme aBTOpM3aLMK, HYXKXHO
aKTUBMPOBATb 3Ty GYHKLUMIO B HACTPOMKaXxX BUAKETA:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. Bknrounte nepekntoyaTesb Ha NaHenu ¢ npoBanaepom.

Mpoeepka: MNocne coxpaHeHust oTKponTe GopMy BXxofa B TECTOBOM MPUSIOXKEHUN. Ha BuaxeTe
[LOJXHa NOSIBUTbCA HOBasi KHoMKa ¢ norotunom Mail.ru.

MapameTpbl cnocoba Bxoa

OcHoOBHasa UHpopMaumsa

HasBaHue

Nma

OnucaHue

Jlorotun

OnucaHue

Ha3sBaHue, koTopoe 6yaeT
oTo6paxkaTtbCs B
NHTepdence cepauca
Trusted.ID

KpaTkoe onucaHue,
KoTopoe 6yaet
oTo6paxkatbCs B
nHTepdence cepsuca
Trusted.ID

M306paxeHune, koTopoe
oygeT oTobpaxkaTbCs B
WHTepdence cepauca
Trusted.ID v BugXxete
BXofAa

MapameTpbl ayTeHTUPpUKaLmnm

HasBaHue

NpeHTudukaTop pecypca
(client_id)

CekpeTHbIi kntou (client_secret)

MapameTp

Client id

Client_secret

Redirect URI

000 «Uundpposbie TexHoNnorum» o Trusted.ru

Tun

TekcT

TekcT

JPG, GIF, PNG nnn WEBP

OrpaHu4yeHus

Makc. 50 cumBonos

Makc. 255 cumBonos

Makc. pasmep: 1 Mb

OnucaHue

ID npunoxXeHus, co3gaHHOro B

Mail.ru

CepBUCHbBIN KNHOY JocTyna
NPUIOXEHUs, CO30aHHOIo
cos3pgaHHoro B Mail.ru
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HassaHue MapameTp OnucaHune
Bo3BpatHblit URL(Redirect URI) (He Appec Trusted.ID, Ha KOTOPbLIN
pepakTupyemoe) nonb3oBaTenb NepeHanpasnsieTcs

nocne aytTeHTMdmKaumm B
CTOpPOHHEM CepBuUce

[lononHuTenbHbIe HAaCTPONKM

HassaHue OnucaHune

My6nuyHbIN cnoco6 Bxopaa Mpw akTUBaLMN HACTPOMKMU:
- Cnoco6 Bxofa CTaHeT AOCTyneH Ansa nobasneHus B
Opyrue npunoXeHus cepsuca.
- Cnoco6 Bxofa CTaHeT AOCTYNeH A9 fo6aBneHus B
KauyecTBe naeHTudmnkKaTopa BHELLHEro cepeuca B
npodwune nonb3oBartens.

My6nuyHocTb 3agaeT ypoBeHb MYyG/AMYHOCTU MO YMOYaHUIO o
naeHTUouKaTopa BHELHEro cepauca B npopune
nonb3oBaTens

CMOTpuUTe Takxe

o O6LLEee pyKOBOACTBO M0 HACTPOMKE CNOCOBOB BXO4a — 0630p BCEX AOCTYMHbIX METOA0B
ayTeHTUpUKaunm.
o JInyHbIM Npodunb Nonb3oBaTens — Kak Ao6aBnaTb U yganate Apyrue ngeHtudumkaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTpounka Bxofa yepes AHOeKcC B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Y3HAETE, KakK MOAKMOUNTD ayTEHTUPMKALMIO C MOMOLLBbIO akkayHTa SIHAEKC
K cucteme Trusted.ID. 3ToT cnocob Bxoga No3BONAsSET NONb30BaTENAM BXOAUTb B NPUIOXEHUS C
NMOMOLLIbIO YYETHOW 3anuncu cepsuca AHQEKC.

HaCTpOIZKa BXofa yepes AHAEKC COCTOUT U3 TpéX KNHOYeBblX 3TaNOB, KOTOPbIe BbIMOJIHAKOTCA B ABYX
Pa3HbIX CUCTEMAX:

« lar 1. HacTpowka npunoxeHus B AHAEKC
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

» OnuncaHne napameTpoB

e CMOTpUTe Takxe

LLar 1. HacTponka npunoxXeHua B AHOEKC

Mepepn HacTponkon cnocoba Bxoga B Trusted.ID Heo6Xx04MMO 3aperncTpmpoBaTh Balle
NpUNoXeHne B KabMHeTe pa3paboTymka AHJEKC 1 NoNYy4YnTb KUY JoCTyna:

1. 3apernctpupymntecb Unm aBTopulymntechb B cepence AHgekc OAuth.

2. Haxxmute kHonky Co3paTthb.
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flupekc @ | oaun e

N

84 Baww npunoxexus
@ [HokymenTaums

Mpo AHaexc ID

oy
5

Co3panTte nepBoe
NpUNoXeHue

MoakniounTe aBTOpMU3aLMIo yepes fiHaekc ID
Ha Ballem cepsuce

3. Boibepute BapuaHT Onsa aBTopu3sauum nonb3oBatenen n HaxxmuTe NepenTun K cosgaHuio.

Kakoe npunoxeHune *
XOTUTe co3aaTb?

O

lNepeiT K co3pgaHnIo

4. OTKpoeTcsa dpopma cosgaHus.
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5. Ha nepBom Lware popmMbl yKaxure:

o Ha3sBaHue cepsuca,
o IkoHKyY cepBuCca,
o DNEKTPOHHYIO MouTYy.

War1us 4

Co3paHue NPUIOXeHUA

Ha3BaHue 1 uKoHKa ByayT BUAHbI BalLMM NONb30BaTeNAM BO BpeMA
aBTopu3aumnmn yepes AHpekc ID

MkoHka cepBuca (He 6onee 1M6)

@ TNpuUKpenuTb UKOHKY

MouTta aonga cea3um

1)
74
=
1
-
o
=
7
(
— |
)
|
|
)
m
X,
o
=
[g»]
o
(T
i)
-
o
&)
(@)
w
(T
=
(D
I
X
b
C
(

MpoaomxuTe

6. Ha BTOpOM Lare ycTaHOBUTe YeKGOKC Be6-cepBuchbl 1 ykaxkute BosspaTHbiit URL #1
(Redirect uri) B popmaTte https://<your-domain>/api/interaction/code.
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lar2u3 4

[MnaTtdopMbl NPUNOKEHUN

Beb-cepsuchl

Redirect URI

URL, Kyfia HanpaevM NONb30BaTENA NOCNE TOro, Kak OH
pPaspewnn unn oTkasasn NnpUnoXxXeHuto B A4oCTyne

Suggest Hostname -
XoCT CTpaHwvLUbl, Ha K(J:'Ofii“iiil,:‘. PasMECTUTCA KHOMKa U BUIDKET

dBTOPU3aLUU

i0OS-npunoxexHue

Android-npunoxeHue

Hasapg Mpopomxurtb

7. Ha TpeTbeM ware yCTaHOBUTE YEKOOKChI:

o [locTyn K agpecy 3/1eKTPOHHOM NOouThbI;
o JJOCTYN K JIOTUHY, UMeHU U damMmunum, nony.
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lar3u3 4
[MpaBa goctyna K AaHHbIM
nosnb3oBaTeneun

3anpalumBanTe TONbKO Heobxoanmble

OCHOBHbIe

[locTyn K aate poxaeHus
[locTyn K agpecy 3N1eKTPOHHOW NoyTbl
[loCTyn K NOruHYy, UMeHU 1 Gamunun, nony
[locTyn K nopTpeTy nonb3oBarena

JocTyn K Homepy TenedoHa

[lononHutenbHble

HazBaHue gocryna

YT106bI 4OBABUTL JOCTYN, YKAXKUTE €ro Ha3BaHUe

[locTyn K agpecy 3N1eKTPOHHOM NoYThl @
ogin:email

LlOoCTyn K NOTUHY, UMEeHU U damMunnu, nony @
ogin:info

Hasap MNMpopomxuTe

8. Ha YeTBEepPTOM Ware nogrsepanTe co3gaHune npuioXXeHna.
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lar4u3 4

Y6eputech, UTO BCE YKa3aHO BEPHO

Monb3oBaTenu yBUAAT 3TOT 3KPaH aBTOPU3aLIMK, KOraa BOMAYT Ha Ball
CepBuC C nomMolLbio AHgekc ID

Kak ybpaTtb npegynpexaeHue «Cepeuc \
He BepudULUUPOBaH»? -—
[locne co3paHuA NPUNOXEHWUA NoATBEPANTE ;

aKKayHT yepes Focycnyru %

Hasap Bcé BepHO, cO3aaTh NPUNIOXKEHNE

Co3paBsas NpUNoXeHue, Bbl Cornawaetech ¢ YCNoBMAMM UCMONb30BaHNA
cepsuca «AP| asTopu3aumm yepes Aupekc [D»

9. CkonupymnTe 3Ha4deHus nonen ID MpunoxxeHus/Client ID n CekpeT/Client Secret. OHu
NOHaf06ATCA NPU co3gaHum npunoxenusi B Trusted.ID.
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3anpalmvBaembie Npasa

APl AHpekc ID A

« [locTyn K agpecy 3NeKTPOHHOW NO4ThI
« IOCTYN K NOrUHY, UMEHU 1 daMununu, nony

ClientID

ClientlD

adcdfcaf1f1744fe9392be546b3b2645 a

NpeHTUdUKaTop NpUnoXxeHna. CNonb3yinTe ero B 3anpocax Ans nonyyeHus
OAuth-ToKeHa

Client secret

Client secret

A
941ada0fbb2a4d3e8b6917e721831c05 a pet

CeKpeTHbIN KNy, KOTOPbIM 6yAET NoANUCaH jwt-TokeH
C uHdopMaLmelt 0 nonb3oeaTene

LLlar 2. Co3paHne cnocoba Bxopaa

Tenepb, UMes KNoun oT AHAEKE, Co30aAnM COOTBETCTBYHOWNIM NpoBanaep B cucteme Trusted.ID.

1. Mepengute B KABUHET agMUHUCTPaTOpa - BKNagka HacTpounku.

¢ YTO6bI co3aaTh cnocob BxoAa A1 OpraHnsaumm, OTKponTe KabuMHeT opraHusauuun. Ecnu
Cnoco6 BXoJa Hy>eH AJ19 KOHKPETHOro NPUNOXEHUS!, OTKPONTE HACTPOMKK ITOro
MPUIIOXKEHUS.

2. Hangute 610k CnocoGbl BXoga 1 Haxkmute HacTpouTb.
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B oTKpbIBLIEMCS] OKHE HaXXMUTe KHOMKy Co3paThb
4. OTKpoeTCs OKHO CO CMUCKOM LWabIOHOB.
5. BblbepuTte WwabnoH AHpeKc.

6. 3anonHute ¢opmMy Co3gaHuA:
OcHoBHasi MHpopMauus

o Umsaa — HasBaHue, KoTopoe yBMAAT Nofb30BaTeNu.

o OnucaHue (onuMoHanbHO) — KpaTkoe onucaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3nTb CBOK MKOHKY, UK 6YAET UCMOMb30BaHa
CTaHAapTHas.

MapameTpbl ayTEHTUDMKALMM

o UpeHTudukaTop pecypca (client_id) — BctaBbTe ckonnpoBaHHbiv ID MpunoxeHus (Client
1D).

o CekpeTHbIH Kntou (client_secret) — BcTaBbTe ckonnpoBaHHbIM CekpeT (Client Secret).

o Bo3paTHbii URL(Redirect URI) — lMone 3anonHMTCA aBTOMaTUYECKN Ha OCHOBE BallEero
OoMeHa.

[JononHutenbHble HaCTpOVIKM

o My6nnyHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
OblN1I0 f,06GaBUTb B ApYrue NpUnoXKeHus CUCTeMbI (MK opraHu3aumm), a Takxxke B Npodunb
nonb3oBaTens B KayecTBe UaeHTUdGUKaTopa BHELLIHEro cepeuca.

o My6nnyHocTb — HacTponTe ypoBeHb NyGANYHOCTM MO YMONYaHUIO 415 MaeHTUudunKaTopa
BHeLLHero cepeuca B npodune nonb3osartens.

7. Haxkmute Co3paTb.

Mocne yCcnewHoro co3naHuna HOBbLIN CMOCO6 BX0O4a MNOsIBUTCS B OOLLEM CMUCKE HpOBaVI,D,epOB.

LLlar 3. [lo6aBnieHne Ha BUOXKET

YTO6bI NONb30BaTENN YBUAENN KHOMKY BonTh yepes AHAeKc Ha dopme aBTOpU3aLMn, HY>KHO
aKTMBMPOBATb 3Ty PYHKUMIO B HACTPOMKaxX BUAXeTa:

1. B o6wem cnucke npoBanaepoB HananTe cosgaHHbli cnocob Bxoga.
2. BkntounTte nepekntoyaTtenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: [Mocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BugxeTe
OOJKHA NOSABUTLCA HOBAas KHOMKa C 1I0rotunom gHpeKc.
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OnncaHne napameTpoB

OcHoBHada nHpopmaums

HassaHue OnucaHue Tvn OrpaHuyeHus

Nmsa HasBaHue, koTopoe 6ypetr  TekcT Makc. 50 cumBonos
oTobpaxaTtbcs B
NHTepdence cepauca
Trusted.ID

OnucaHue KpaTkoe onucaHue, TekeT Makc. 255 cumBonos
KoTopoe 6yaet
oTo6paxkaTbCs B
nHTepdence cepsuca
Trusted.ID

JloroTtun M3o6paxkeHune, koTopoe JPG, GIF, PNG nnn WEBP Makc. pasmep: 1 Mb
O6ygeT oTobpaxaTbCcs B
NHTepdence cepauca
Trusted.ID v BugXxete
BXoAa

MapameTpbl ayTeHTUMKaLUK

HassaHue MapameTp OnucaHune

NpeHTUdMKaTop pecypca Client id ID npunoxXeHus, co3gaHHOro B
(client_id) flHpekc

CekpeTHbIi kntou (client_secret) Client secret CeKpeTHbI KoY gocTyna

MPUMOXEHWUSA, CO3[aHHOro
co3fgaHHoro B lHaeKc

BosepaTHbiii URL(Redirect URI) (He Redirect URI Agpec Trusted.ID, Ha KoTopbIN

penakTupyemoe) nonb3oBaTesb NepeHanpasnsieTcs
nocne ayTeHTUGUKaLnm B
CTOPOHHEM CepBUCe

[ononHutenbHble HaCTpOIZKVI

HasBaHue OnucaHue

My6nuyHbIN cnoco6 Bxoaa Mpu aKkTUBaLMN HACTPONKM:
- Cnoco6 Bxofa CTaHeT AOCTyneH A9 fo6aBneHus B
Apyrue npunoXeHusa cepeuca.
- Cnoco6 Bxofa CTaHeT AOCTyneH Ansa nobasneHus B
KayecTBe naeHTudmnkKaTopa BHELLHErO cepBuca B
npodune nonb3osartens.
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HassaHue OnucaHue

My6nuyHocTb 3agaeT ypoBeHb MYyG/AMYHOCTU MO YMOIYAHUIO s
ngeHTudunKaTopa BHELWHEro cepsnca B npopune
nonb3oBaTens

CMOTpUTe TakXxe

o O6LLee pyKOBOACTBO M0 HACTPOMKE CNOCOBOB BXO4a — 0630p BCEX AOCTYMHbIX METOA0B
ayTeHTUpUKaunm.
e JTInyHbIM Npodunb nonb3oBaTens — Kak Ao6aBnaTb U yoansaTe UAEHTUPUKATOPDI.
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OTKprTb CTaTbio Ha canTe

HacTpowuka Bxoga yepes Google B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Y3HAETE, Kak MOAKMOUNTDE ayTEHTUPMKALMIO C MOMOLLBIO akkayHTa Google
K cucteme Trusted.ID. 3ToT cnocob Bxoga No3BONAsSET NONb30BaTENAM BXOAUTb B NPUIOXEHUS C
NOMOLLIbIO YYETHON 3anucu cepeuca Google.

HacTpolika Bxofa yepes3 Google COCTOUT 13 TPEX KHOYEBLIX 3TaMNoB, KOTOPbIE BbINMOMHAKOTCS B ABYX
pasHbIX CUCTEMAX:

« lar 1. HacTpowka npunoxeHusi B Google
e lllar 2. Co3pgaHue cnocoba Bxoaa

e lllar 3. [lo6aBneHmne Ha BUOXeT

» OnuncaHne napameTpoB

e CMOTpUTe Takxe

LLar 1. HacTponka npunoxenua B Google

Mepepn HacTponkon cnocoba Bxoga B Trusted.ID Heo6Xx04MMO 3aperncTpmpoBaTh Balle
npunoXeHne B KabnHeTe paspaboTymka Google 1 NoNy4YnTb KIKOYM JOCTyna:

1. Bongute nop ceBoen yyeTHom 3annceto Google.
2. OTkpownTe KoHconb Google Cloud Console.

3. Co3panTe HOBbIM MPOEKT:

o B BepxHen naHenn HaxxmuTe Bbi6paTb NpoeKT - HoBbIM NPOEKT.
o YKa)xute HasBaHne npoekTa (Hanpumep, Trusted.ID Login A Ha3BaHWe BalLero camra).
o Haxxmute Co3paTthb.

%/ MNopgpobHee untTamTe B UHCTPYKLUMK Ha developers.google.com.

4. Hactponte OAuth consent screen. Ecniv Bbl paHee BbIMOSHANN HACTPOWKK, NPONyCcCTUTE 3TOT
war.

o Mepengute B APl and Services - OAuth consent screen.
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X  Google Cloud

32 Cloud Hub >
Il Cloud overview >
28 Solutions >
(©  Recentlyvisited >
Pinned products

Pin your top products here

Products
& Billing Q
© AM&Admin a >
W Marketplace Q
APIs & Services
[ et B ] Enabled APIs & services
¥ VertexAl 3 > Library
i Credentials
{&f Compute Engine o »
OAuth consent screen
@ KubemetesEngine 4 > Page usage agreements
B Cloud Storage a » |
[ TP n

o OTKpomnTe pasgen Branding.

o HaxxmunTte Ha kHonky Get started B LeHTpe OkHa.

o YkaxuTe App Information: HazBaHWe NPUNOXKEHUSA 1 afpecC 3NIEKTPOHHOW MOYTbI, KOTOPbIN
oyneT oTob6paxkaTbCs AN Nofib3oBaTeNen Ha aKpaHe cornacus.

o Boi6epuTte TMn Audience - External.
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© App Information & App Information
|
[ App name * ]
The name of the app asking for consent 0 AUdience
Internal ®
[ User support email * v ]

Only available to users within your organization. You will not
need to submit your app for verification. Learn more about

ser type 2
[ Next 2 L

® External ®

For users to contact you with questions about their consent. Learn more (4

©® Audience Available to any test user with a Google Account. Your app will
[ start in testing mode and will only be available to users you
add to the list of test users. Once your app is ready to push to

© Contact Information production, you may need to verify your app. Learn more about
| user type 2
O Finish
I Next |

Create Cancel

© Contact Information
|

© Finish

o YKaXuTe apec 3/1eKTPOHHOW NoYThbl A1F NONYYEHUS YBEAOMIEHMI MO NPOEKTY.
o Cornacutecb C Nofib30BaTENbCKOWN MOSIUTUKOMN.

@ App Information @ App Information
| |
@& Audience @ Audience
| |
© Contact Information @ Contact Information
|
[ Email addresses * ]

© Finish

D 1 agree to the Google API Services: User Data Policy. &

[ Next [ Continue |
Continue
© Finish Cancel

Create Cancel

These email addresses are for Google to notify you about any changes to your
project.

5. Cospante OAuth Client ID:

o Mepengute B APl and Services - Credentials.
o HaxxmuTte Create credentials - OAuth client ID.
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= Go:,gle Cloud $* TrustedID Login H Search (/) for resources, docs, products, and more ‘ Q_ search ] * ﬁ G @ @ : m
API APIs & Services a Credentials [ + Create credentials ~ ] Delete ' Restore deleted credentials
API key

- .
% Enabled APIs & services Create credentialstoa Identifies your project using a simple API key to check quota and access

i Library OAuth client ID

R API Keys Requests user consent so your app can access the user's data

¥ OAuth consent screen 2 () o PEVICS RO itrictions Actions
Hd

, Enables server-to-server, app-level authentication using robot accounts
No API keys to displ

s Page usage agreements
Help me choose
OAuth 2.0 Client | Asks a few questions to help you decide which type of credential to use

Name Creation date Type Client ID Actions
yp
No OAuth clients to display
Service Accounts Manage service accounts

[0 Email Name 4 Actions
No service accounts to display

o Ykaxute Type - Web application.
o 3anosiHMTe Ha3BaHue 1 Bo3BpaTHbin URL#1 (Redirect uri).
o Haxkmute Create.
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&  Create OAuth client ID

A client ID is used 1o identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0 2 for more information. Learn more (2 about OAuth client types.

Application type *
[ Web application v

~ Name *
Web client 1

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added
10 your OAuth consent screen as authorized domains 2.

Authorized JavaScript origins @

For use with requests from a browser

+ Add URI

Authorized redirect URIs @

For use with requests from a web server

+ Add URI

Note: It may take 5 minutes to a few hours for settings to take effect

|\ Mocne co3gaHMs NosSIBUTCA OKHO C AaHHbIMK: Client ID M Client Secret. CoxpaHuTe 3Tv
3HaYeHMs — OHM NOHaZo6aTCs Npu HacTporke B Trusted.ID.
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OAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

OAuth access is restricted to the test users [2 listed on
your OAuth consent screen

Client ID 1057837571589-
8aksc3jalfribg7bf2e095d6638k245n.app
s.googleusercontent.com |

Starting in June 2025, you will no longer be able to view or
download the client secret once you close this dialog.
Make sure you have copied or downloaded the information
below and securely stored it.

Client secret

. ]
Creation date October 22, 2025 at 10:31:28 AM GMT+3
Status & Enabled
¥ Download JSON
OK

6. MpoBepbTe HacTponkn OAuth consent screen:
[Mepepn ncnonb3oBaHnem yéeauTtech, YTo:

o CTaTyC aKpaHa cornacus Onyé6nukoeaH (Enabled), a He B paspa6oTke,
o fl06aBJIeHbl HY>XHble scopes — email U profile.

LLlar 2. Co3paHune cnocoba Bxoaa

Tenepb, Mmes kntoum ot Google, co3gaanm COOTBETCTBYHOLWMIN NpoBanaep B cuctemMe Trusted.ID.

1. NepengunTe B KaBUHET agMUHUCTPATOpa - BKIagka HacTporku.
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» YTO6bI co3AaTh CNOCO6 BXOAA A1 OpraHn3aLmnmn, OTKpoUTe KabUHeT opraHusauun. Ecnu
Crnoco6 Bxoda HY>eH 0151 KOHKPETHOro NPUNOXEHUS, OTKPOMTE HACTPOMKU 3TOrO
MPUNOXKEHUS.

2. Hangute 610k CnocoGbl BXoga 1 Haxkmute HacTpouTb.

3. -+

B oTKpbIBLLEMCS] OKHE HaXXMuTe KHoMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LIabOHOB.
5. BbibepuTe wabnoH Google.

6. 3anonHute popmMy CO3[aHuUA:
OcHoBHasi UHpopMmaLuUs

o Umsaa — HasBaHue, KoTopoe yBUAAT Nofib30BaTeNu.

o OnucaHue (onumMoHanbHoO) — KpaTkoe onucaHue.

o Jlorotun (onumMoHanbHo) — MOXHO 3arpy3nTb CBOK UKOHKY, UK ByaAeT UCNOMb30BaHa
CTaHAapTHas.

MapameTpbl ayTeHTUGUKALUK

o UpeHTudukatop pecypca (client_id) — BctaBbTe ckonnpoBaHHbiv ID MpunoxeHusa (Client
ID).

o CekpeTHbI Koy (client_secret) — BcTaBbTe ckonnpoBaHHbIM CekpeT (Client Secret).

o BosepaTHbii URL(Redirect URI) — lMNone 3anonHUTCS aBTOMaTUYECKN Ha OCHOBE Ballero
AoMeHa.

JononHuTenbHble HACTPOMUKMU

o My6nnyHbIN cnoco6 Bxoga — Bkounte, eCnm XoTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
ObIN10 O6GaBUTL B ApYrue NpUnoXKeHUs cCMcTeMbl (MK opraHu3aumm), a Takxxe B npodunb
Nnosb30BaTenis B KadecTBe UAeHTUGMKaTOpa BHELLIHErO cepBuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGINYHOCTM MO YMONMYaHUIO AN1S AeHTUdPuUKaTopa
BHeLLHero cepsuca B npoduse nonb3osaTtens.

7. Haxxmute Co3paTtb.

lMocne ycnewHoro co3gaHna HOBbIM CNOCo6 BXo4a NOSBMTCA B O6LLEM CMUCKe NpoBangepos.

LLar 3. [lo6aBneHne Ha BUAXET

Y706kl NONB30BaTENN YBMAENN KHONKY BoTh yepes Google Ha popme aBTOpM3aLMK, HYXKHO
aKTUBMPOBATb 3Ty GYHKLUMIO B HACTPOMKaXxX BUAKETA:

1. B o6LemM crnucke npoBangepos HanamTe co3gaHHbIM cnocob Bxoaa.
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2. Bkntounte nepekn4yaTesb Ha naHenm c nposaﬁp,epOM.

Penuns v1.0

Mpoeepka: MNocne coxpaHeHuss OTKponTe GpopMy BXxoda B TECTOBOM MPUNIOXEHUN. Ha BuaxXeTe
[LOJI>XHA NOSIBUTbCSA HOBasi KHomMKa ¢ norotunom Google.

OnucaHue napamMeTpoB

OcHoBHas UHpopMaLus

HasBaHue OnucaHue

Umsa HasBaHue, KkoTopoe 6yaeT
oTo6paxkatbCs B
nHTepdence cepsuca
Trusted.ID

OnucaHue KpaTkoe onucaHue,
KoTopoe 6yaeT
oTo6paxkaTbcs B
nHTepdence cepsuca
Trusted.ID

JloroTtun M3o6paxeHune, koTopoe
6ygeT oTobpaxaTbCcs B
nHTepdence cepauca
Trusted.ID v Bugxete
BXogda

[MapameTpbl ayTeHTUPUKaLUn

HassaHue MapameTp
NpeHTudukaTop pecypca Client id
(client_id)

CekpeTHbIM Kntou (client_secret) Client secret

BosepatHblit URL(Redirect URI) (He  Redirect URI
pepakTupyemoe)
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Tun

TekcT

TekcT

JPG, GIF, PNG nnu WEBP

OrpaHu4yeHus

Makc. 50 cumBonos

Makc. 255 cumBonos

Makc. pasmep: 1 Mb

OnucaHue

ID npunoxeHus, co3gaHHOro B

Google

CepBUWCHBIN KOY focTyna
NPWUNOXEHNS, CO34aHHOr0
cospgaHHoro B Google

Appec Trusted.ID, Ha KoTopbIn
nonb3oBaTeflb NepeHanpasnseTcs
nocrne ayTeHTudmMKauumn B
CTOPOHHEM cepBuce
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ononHutenbHble HaCTpOIZKM

HasBaHue OnucaHue

My6nuyHbIA cnoco6 Bxopaa Mpw aKkTUBaLMN HACTPOMKMU:
- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fobaBneHus B
Opyrue rnpunoXxeHusa cepsuca.
- Cnoco6 BxoAa CTaHeT AOCTyneH Ansa nobasneHus B
KauyecTBe naeHTudmkKaTopa BHELLHEro cepeuca B
npodune nonb3osartens.

My6nuuyHocTb 3afaeT ypoBeHb MYyBNYHOCTM MO YMOMYaHUIO ANs

naeHTUdUKaTopa BHELIHEro cepBuca B npodune
nonb3oBaTens

CMOTpUTe TakXe

o O6LLee pyKOBOACTBO MO HAaCTPOVKe CMoco60oB BXxoAa — 0630p BCEX AOCTYMHbIX METOA0B
ayTeHTUOUKALMUN.
o JIMYHbIN Npodunb Nonb3oBaTens — Kak fo6aBnsaTb M yaansaTe gpyrue naeHTMoukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpownka Bxoga yepes GitHub B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Y3HAETE, Kak MOAKIOUNTD ayTEHTUPMKALMIO C MOMOLLbIO akkayHTa GitHub
K cucteme Trusted.ID. 3ToT cnocob Bxoga No3BONAsSET NONb30BaTENAM BXOAUTb B NPUIOXEHUS C
nomMoLbio Y4€THOM 3anuncu cepsuca GitHub.

HacTporka Bxoga Yepes GitHub cocTont ns Tpéx KNr4YeBbIiX 3TanoB, KOTOPbIE BbINMOJHAOTCA B ABYX
pasHbIX CUCTEMAX.

« UUlar 1. HacTtpowka npunoxeHus B GitHub
e lllar 2. Co3pgaHue cnocoba Bxoaa
e lllar 3. [lo6aBneHmne Ha BUOXeT

Lar 1. HacTpownka npunoxenua B GitHub

Mepepn HacTponkon cnocoba Bxoga B Trusted.ID Heo6X0AMMO 3aperncTpmpoBaTh Balle
npunoxexue B kabuHeTe paspabotumka GitHub 1 nonyunTb KNOUYKM gocrtyna:

1. Mepengute B HacTpomkm GitHub no ccoinke: https://github.com/settings/developers
2. B pasgene OAuth Apps HaxkxmnTe New OAuth App.
3. 3anonHuTe o6sa3aTenbHble HACTPONKN MPUNOXKEHUS:

o Application name - Ha3BaHWe NPUNOXEHUS,

o Homepage URL - agpec nHcTtannsauuu cepeuca,

o Authorization callback URL - agpec B popmarte https://<agpec uHcTannauuu>/api/
interaction/code.
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Register a new OAuth app

Application name *

Something users will recognize and trust.

Homepage URL *

The full URL to your application homepage.
Application description

Application description is optional

4

This is displayed to all users of your application.

Authorization callback URL *

Your application’s callback URL. Read our OAuth documentation for more information.

(] Enable Device Flow

Allow this OAuth App to authorize users via the Device Flow.

Read the Device Flow documentation for more information.

Register application Cancel

4. HaxxmuTe Register application.
5. Mocne co3gaHnsa NPUNOXEHUS OTKPOWTE €ro HaCTPOMKKN 1 CKONMUPYMITE:

o ClientID
o Client Secret (co3paétcs yepes KHoMky Generate a new client secret)
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Settings / Developer settings / My app name

| Genera My app name

Optional features

Advanced 0 Olga-Gazizova owns this application. Transfer ownership
You can list your application in the GitHub Marketplace so that other users can List this application in the
discover it. Marketplace
0 users Revoke all user tokens
Client ID
0v231i0LtorT2cXR6KUT
Client secrets Generate a new client secret

**3%%42135849

p Added now by Olga-Gazizova

Never used
Client secret . .
You cannot delete the only client secret. Generate a new client secret first.

OTM 3HAYEHUSA NPUroaaTcs Ha cnepywoulem wiare.

LLlar 2. Co3paHune cnocoba Bxopaa

1. Mepengute B KaBUHET agMUHUCTpPAToOpa - BKNagka HacTpounkm.

¢ YTO6bI CO3aaTh COCO6 BXOAaA A1 OpraHu3aunm, OTKpoMTe Ka6UHeT opraHusauum. Ecnv
Crnoco6 Bxoda HY>eH O1s1 KOHKPETHOrO MPUNOXXEHUS, OTKPOMTE HACTPOMKU 3TOrO
MPUNOXKEHUS.

2. Hangute 610k CnocoGbl BXoga 1 Haxkmute HacTpouTb.

3. -+

B oTKpbIBLLEMCS] OKHE HaXXMuUTe KHOMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LWabOHOB.
5. BbibepuTe wabnoH GitHub.

6. 3anonHute popmMy CO3[aHuUA:
OcHoBHasi UHpopMmaLUs

o Umsa — HasBaHue, KoTopoe yBMUAAT Nosib30BaTeNN.
o OnucaHue (onumMoHanbHoO) — KpaTkoe onucaHue.
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o JloroTun (OI'IU,VIOHaJ'IbHO) — MoXHO 3arpys3nTtb CBOKO UKOHKY, NN 6y,u,eT Mcnonb3oBaHa
CTaHOapTHadaA.
I'Iapameprl ayTeHTMd)MKaLl,MM

o UpeHTudukatop pecypca (client_id) — BctaBbTe ckonnpoBaHHbiv ID MpunoxeHus (Client
1D).

o CekpeTHbI Ko (client_secret) — BcTaBbTe ckonnpoBaHHbI CekpeT (Client Secret).

o BosepaTHbiii URL(Redirect URI) — MNone 3anonHUTCS aBTOMaTUYECKN Ha OCHOBE Ballero
OoMeHa.

JononHuTtesibHble HaCTDOﬁKM

o My6nnyYHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b110 [O6aBUTb B Apyrue NpUIoXKeHUs CUCTeMbl (MM opraHmsaumm), a Takxe B npodunb
nonb3oBaTens B KayecTBe naeHTudukaTopa BHELHErO cepBuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONYAHUIO A1 MAeHTUdPUKaTopa
BHELLHEro cepBuca B npodusie nosb3oBaTens.

7. Haxkmute Co3pgaTb.

Mocne yCcnewHoro co3gaHuna HOBbIN CMOCO6 BXO4a NOsIBUTCS B OOLLEM CMUCKE HpOBaVIAepOB.

LLlar 3. [lo6aBneHne Ha BUAXKET

YTo6bI NONb30BaTENN YBUAENN KHOMKY BoiThn yepes GitHub Ha popme aBTOpU3aLMK, HYXKHO
aKTUBMPOBATb 3Ty GYHKLUMIO B HACTPOMKaXxX BUAXKETA:

1. B o6wem cnucke npoBanaepoB HanauTe cosgaHHbli crnocob Bxoga.
2. Bknrounte nepekntodaTtesb Ha NaHenu ¢ npoBanaepom.

MpoBepka: lMocne coxpaHeHust OTKponTe popMy BXoLa B TECTOBOM NPUMIOXEHUU. Ha BugxeTe
JOMKHa NoABUTbCA HOBast KHormka ¢ iorotunom GitHub.

OnucaHne napamMeTpoB

OcHOBHasa UHpopMaLmsa

HassaHue OnucaHue Tun OrpaHu4yeHus

Nma TekcT Makc. 50 cumBonos
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HassaHue OnucaHue

HasBaHue, koTopoe 6yaeT

oTob6paxkxatbCs B
nHTepdence cepauca
Trusted.ID

OnucaHue KpaTkoe onucaHue,
KoTopoe 6yaeT
oTo6paxkaTbCs B
WHTepdence cepauca

Trusted.ID

JloroTtun M3o6paxkeHne, koTopoe
O6yfeT oTo6paXkaTbCs B
NHTepdence cepauca
Trusted.ID v BugXxeTe

BXO/Aa

[MapameTpbl ayTeHTUPpUKaLumn

HassaHue MapameTp

NpeHTUduUkKaTop pecypca
(client_id)

Client id

CekpeTHbIn Koy (client_secret) Client secret

BosepaTHbIii URL(Redirect URI) (He
penakTupyemoe)

Redirect URI

ononHutenbHble HaCTpOIZKM

HasBaHue

My6nuyHbIA cnoco6 Bxopaa

My6nuyHocTb
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Tvn OrpaHu4yeHus

TekcT Makc. 255 cumBonos

JPG, GIF, PNG nnn WEBP Makc. pasmep: 1 Mb

OnucaHue

ID npunoxeHus, co3gaHHOro B
GitHub

CepBUCHbIN KNHOY AocTyna
NPWUNOXEHNS, CO30aHHOMO
cospaHHoro B GitHub

Appec Trusted.ID, Ha KoTopbIn
nonb3oBaTeflb NepeHanpasnseTcs
nocrne ayTeHTudmKaummn s
CTOPOHHEM cepBuce

OnucaHue

Mpw aKkTUBaLMN HACTPOMKMU:

- Cnoco6 Bxofa CTaHeT AOCTyneH A9 fobaBneHus B
ApYyrve NpunoXxeHus cepeuca.

- Cnoco6 BxoAa CTaHeT AOCTyneH Ansa AobasneHus B
KauyecTBe naeHTudmnkKaTopa BHELLHEro cepeuca B
npodwune nonb3oBaTtens.

3afaeT ypoBeHb NYyGIMYHOCTH MO YMOJTYaHUIO As
naeHTudMKaTopa BHELLUHEro cepauca B npodune
nonb3oBaTens
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CMOTpUTE TakXe

e O6Llee PYyKOBOACTBO MO HAaCTpoOWKe cnocob6oB BXoga — 0630p BCEX AOCTYMHbIX METOL0B
ayTeHTudumnKaumu.
e JINYHBIM Npobunb NoNb3oBaTena — Kak 406aBNATb U yAanaTb Apyrne naeHTndumkaTopobl.

000 «Uundposble TexHoNornm» « Trusted.ru 222



Trusted ID Penuns v1.0

OTKprTb CTaTbio Ha canTe

HacTtpounka Bxoaa yepes OpenlD Connect
B Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pyKoBOOCTBE Bbl Y3HAETe, Kak NOAKIUYUTE ayTeHTMdMKaumnto OpenlD Connect K cucteme
Trusted.ID.

HacTtpoiika Bxona Yepes OpenlD Connect cOCTOUT U3 TPEX KNOYEBbIX 3TaMNoB, KOTopble
BbIMOSIHAOTCSA B ABYX Pa3HbIX CUCTEMaX:

e Lllar 1. HacTponka Ha CTOPOHEe BHELLUHEN CUCTEMDbI
e lllar 2. Co3paHue cnocoba Bxoaa

e lllar 3. [lo6aBnenne Ha BUOXET

e OnuncaHne NnapameTpoB

e CMOTpUTE Takxke

LLlar 1. HacTpownka Ha CTOpOHE BHELLUHEN CUCTEMDI

1. Co3pganTte NpUNoXXeHne BO BHELLHEM CepBUCE MAEHTUDMKALMN.
2. CkonupynTte 3HaveHus nonen ID MpunoxeHus/Client ID n Cekpet/Client Secret. OHu
NOHaf06aTCA NpU co3gaHum npunoxenusi B Trusted.ID.

LLlar 2. Co3paHune cnocoba Bxoaa

1. MepenguTe B KaBUHET agMUHUCTPaTOpa -> BKNagka HacTpouku.

» YTO6bLI COo3AaTh CNOCO6 BXOAA A1 OpraHn3aLmnmn, OTKpoMTe KabMHeT opraHusauun. Ecnu
Ccnoco6 BXo4a HYy>eH AJ1 KOHKPETHOro NPUIOXEHUs, OTKPONTE HACTPOMKU ITOro
NPUNOXXEHMUS.

2. Hangnte 610k Cnoco6Gbl BXoga 1 Haxkmute HacTpouTb.

3. —

B oTKpbIBLLEMCS] OKHE HaXXMuUTe KHOMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LWabOHOB.
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5. BbibepuTe wabnoH OpenlD Connect.
6. 3anonHute popmMy CO3[aHus:
OcHoBHast UHpopmaLums

o Uma — HasaHune, KoTopoe yBUAAT NONb30BaTeNN.

o OnucaHue (onumMoHanbHO) — KpaTkoe onucaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3uTb CBOKO MKOHKY, UK BYAET MCNOMb30BaHa
CTaHgapTHasa.

MapameTpbl ayTeHTUPUKaLUU

o UpeHTudukatop pecypca (client_id) — BctaBbTe ckonnposaHHbiv ID MpunoXxeHusa (Client
1D).

o CeKpeTHbIN Ktou (client_secret) — BcTaBbTe ckonnpoBaHHbii CekpeT (Client Secret).

o BosBpaTHbii URL(Redirect URI) — lMNone 3anonHUTCA aBTOMaTUYECKU Ha OCHOBE Ballero
OOMeHa.

o basoBbi agpec cepBepa aBTopu3aumm (issuer) — Agpec cepBrca BHELUHEWN
MAeHTUGUKaLmu.

o Appec aBTopusauum (authorization_endpoint) — Agpec, Ha KOTopbIN Nonb3oBaTeNb
nepeagpecoBbIBaeTCs A1 aBTopm3auuu.

o Appec Bbigaum TokeHa (token_endpoint) — Pecypc, o6ecneumBatoLLmii Bblgady TOKEHOB.

o Agpec nonyyeHus nHpopmaumm o nonb3oBartene (userinfo_endpoint) — Pecypc, koTopbin
BO3BpalLaeT nHGopmMaLmio O TeKyLLEM nofb3oBaTene.

o 3anpawmnBaemble paspelueHus (scopes) — lNepedeHb paspelleHnit, KoTopble A0NXKHbI BbITb
nony4yeHbl Npy o6paLleHnn K NOCTaBLUKY naeHTudukaumm. [ng nobasneHus paspeLlleHuns
BBEAMTE ero ums n Haxxmute Enter.

JononHuTtesibHble HaCTpOVIKM

o My6nnYHbIN cnoco6 BxoAda — BkounTe, €Cnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
OblN1I0 O6GABUTL B ApYrue NpUnoXeHUs CUCTeMbI (MK opraHu3aumm), a Takxxe B Npodunb
nosib30BaTens B KayecTBe MAeHTUDMKaTOpPa BHELLIHErO cepBuca.

o My6nuyHocTb — HacTponTe ypoBeHb MNyBANYHOCTM MO YMONYaHUIO AN1s uaeHTudunKaTopa
BHeLLHero cepeuca B npodune nonb3osarens.

7. Haxkmute Co3spaTtb.

lMocne ycnewHoro co3gaHuns HoBbIM CNoco6 BXxoga NOSIBUTCS B OBLLEM CMUCKE NMPOoBangepos.

LLlar 3. [lo6aBneHne Ha BUOXKET

YTO6bI NONb30BaTENN YBUAENN KHOMKY BoiTn yepes OpenlD Connect Ha ¢opMe aBTOpM3aLMK,
HY>XHO aKTMBMPOBATb 3Ty QYHKLMIO B HACTponKax BUOXKETa:

1. B o6Wem cnucke npoBangepoB HanantTe co3faHHbIM cnoco6 Bxoaa.
2. BkrounTe nepekntovaTeslb Ha NaHenu ¢ nposanaepom.
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MpoBepka: lMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUMIOXKEHUU. Ha BuaxeTe
OO/MKHa NosABUTbCA HOBast KHorka ¢ norotunom OpenlD Connect.

OnuncaHne napamMeTpoB

OcHoBHas UHpopMaLms

HassaHue OnucaHue Tun OrpaHu4yeHus

Nmsa HasBaHue, koTopoe 6ypetr  TekcT Makc. 50 cumsonos
oTo6paxkaTbCs B
nHTepdence cepsuca
Trusted.ID

OnucaHue KpaTkoe onucaHue, TekcT Makc. 255 cumBonos
KOTOopoe 6yaeT
oTob6paxkatbcs B
NHTepdence cepauca
Trusted.ID

JNoroTtun VM3o6paxeHune, kotopoe JPG, GIF, PNG nnn WEBP Makc. pasmep: 1 Mb
o6ygeT oTobpaxaTbCs B
nHTepdence cepsuca
Trusted.ID n Bugxete
BXofAa

MapameTpbl ayTeHTUOUKALMUK

HaseaHue MapameTp OnucaHue

NpeHTndukaTop pecypca client_id ID npunoxXeHus, co3gaHHoro Bo
(client_id) BHELUHEN cucteme

CekpeTHbIM Ko (client_secret) client_secret CepBUCHbBIN KNHOY JocTyna

NPUNOXeHud, co3aaHHOoro
CO3aHHOIo Ha CTOpOHe BHeELLHEeN

cUCTEMbI
BosepatHblit URL(Redirect URI) (He  redirect URI Appec Trusted.ID, Ha KoTopbIN
penakTupyemoe) nosib3oBaTesib NepeHanpasnaeTcs

nocne ayTeHTuduKauumn B
CTOpPOHHEM CcepBuUce

BasoBbiit agpec cepBepa issuer AZpec cepBuca BHELLHEWN
aBTOpMu3auum (issuer) naeHTUdUKaumm

authorization endpoint
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HassaHue MapameTp OnucaHune

Appec aBTOpU3aLUK AfQpec, Ha KOTOpbIN Nonb3oBaTenb

(authorization_endpoint) nepeagpecoBbliBaeTCcs s
aBTOpM3aLmm

Appec Bbljaum TOKEHa token_endpoint Pecypc, o6ecneunBatoLnin Bolgavy

(token_endpoint) TOKEHOB

Appec nonyyeHus uHpopmauum o userinfo_endpoint Pecypc, koTopbit Bo3BpalLaeT

nonb3oBaTene (userinfo_endpoint) MHGOPMaLMIO O TEKYLLEM
nonb3oBaTene

3anpawmBaemMble pa3spelleHus - MepeyeHb paspeLleHnin, KoTopble

(scopes) LOMKHbI GbITb NOMYyYeHbI NpK

obpalleHnmn K NoCTaBLUUKY
naeHTnoukauuu. na goéasneHuns
paspeLlleHunss BBeguTe ero uMs u
HaxxmuTe Enter.

[ononHutenbHble HaCTpOVIKVI

HasBaHue OnucaHue

My6nuyHbIM cnoco6 Bxoaa Mpu akTMBaLMK HACTPOMKM:
- Cnoco6 Bxofa CTaHeT AOCTYneH A9 fo6aBneHus B
Apyrue npunoXeHus cepeuca.
- Cnoco6 Bxofa CTaHeT AOCTyneH Ansa Ao6asneHus B
KayecTBe MaeHTUdrKaTopa BHELLIHEro cepeuca B
npodune nonb3oBaTtens.

My6nuuHocTb 3afaeT ypoBeHb Ny6AMYHOCTM MO YMONYaHWUo Ans

naeHTUdMKaTopa BHeLLHero cepauca B npodune
ronb3oBaTens

CMOTpuUTE TakXxe

e O6Llee pyKOBOACTBO MO HAaCTPOMKe Croco60B Bxofa — 0630p BCEX AOCTYMHbIX METOAOB
ayTeHTUpMKaumn.
e JInyHbIM Npodunb nonb3oBaTens — Kak Ao6aBnaTb U yoanatb Apyrue naeHtTudukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpouka Bxoga yepe3 mILS B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pyKoBOOCTBE Bbl yY3HaeTe, Kak NOAK/YUTE ayTeHTUdMKauno mTLS K cucteme Trusted.ID.
HacTpoiika Bxofa yepe3 mTLS COCTOUT U3 HECKOMbKUX KKOYEBbIX 3TanoB:
1. HacTporka mTLS-ayTeHTUOMKaunmn gnsa agMmmHuctpatopos Trusted.ID

o LLar 1. HacTtpouka Nginx gna mTLS
o lar 2. Co3pgaHue npoBangepa mTLS
o lar 3. [lo6aBneHune nposangepa mTLS Ha BUAXeET

2. NpuBsa3Ka KNMeHTCKoro ceptudumkaTa ons nonb3osatenen Trusted.ID

o lLlar 1. YcTaHOBKa K/IMEHTCKOro cepTudukaTa B 6paysepe
o LLlar 2. [lo6aBneHne nageHTudukaTopa B npodunb
o lLlar 3. MNMpoBepka

O6wasa nHpopmauums

mTLS (Mutual TLS) — cnoco6 ayTeHTUdMKaLMM, OCHOBAHHbIN Ha B3aMMHOWN NpoBepke
cepTMdMKaTOB KIIMEHTa U cepBepa.

JTOT cnocob obecrneymBaeT BbICOKMN YPOBEHb J0BEPUS N 6€30MacHOCTU, Tak Kak BXOL, B CUCTEMY
BO3MOXEH TOMIbKO NPW HanM4yuKn y nonb3oBaTens 4eENCTBUTENbHOIO cepTudukaTta, nognmcaHHoro
[LOBEPEHHbIM LeHTpOM cepTudpuxkaumm (CA).

mMTLS 0COGEeHHO noseseH AN KOpnopaTUBHbLIX N YYBCTBUTENBHbLIX CUCTEM, rae TpebyeTcs
MWHUMN3NPOBATb PUCK HECAHKLIMOHMPOBAHHOIO AOCTyna.

Mpouecc pa6oTbl MTLS

1. NHnuymauma coeguHeHusn: KnueHT oTnpasnseT 3anpoc K cepsepy Trusted.ID.

2. 3anpoc cepTudukaTa KnmeHTta: Cepaep TpebyeT NpeAoCcTaBNeHUs KMMEHTCKOro cepTudmkaTa.

3. OTnpaBKa K/IMEeHTCKoro ceptudukaTta: KnmeHT npefoctaBnseT cBon cepTudumkaT, NognncaHHbIN
noBepeHHbiM CA.
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4. MpoBepka cepTudPuUKaTa Ha cepBepe:

o CepBep cBepsieT cepTuduKat ¢ 0OCHoBHbIM CA.
« [MpoBepsieT CPOK AeNCTBUSA, NOAMUCH U COOTBETCTBUE TpeboBaHWSIM 6€30MacHOCTMU.

1. AyteHTUdMKaLMA Nonb3oBaTens:

o« Ecnin cepTudmMKaT BanmaeH, cepeep ConocTasnseT ero ¢ y4eTHOM 3anucbio nosib3osaTens 1
paspellaeT goCcTyn.
o ECcnu cepTudUKaT HeBaNUAeH UM OTCYTCTBYET — AOCTYN OTK/IOHAETCA.

1. YcTaHOBNEHMe 3alMLLEeHHOro KaHana: [locne ycnewHon npoBepku ceptudmkaTta
yCTaHaBnuBaeTcH WwndppoBaHHOE coegUHEHUe, 1 Mosib3oBaTe b nonyyaeT JOCTyr.

HacTponka mTLS-ayTeHTudmnKauum ans
agMunHUcCTpaTtopos Trusted.ID

[Onsa pa6otel MTLS Heo6xoanmo:

e HacTpouTb Be6-cepBep Nginx, YTOGbI OH MPUHMMAaN TONbKO 3anpochbl, MOANUCAaHHbIE
OOBEPEHHbIM CepTUPUKaToM;

e CO34aTb 1 aKkTUBUpPOBaTb NpoBangep mTLS B uHTepdence Trusted.ID;

e YCTAaHOBUTb KNMEHTCKME cepTudmMKaTbl Ha YCTPOMCTBA NoNb3oBaTeNnen.

Lar 1. Hactpownka Nginx gna mTLS
Mepepn poGasneHnem npoeangepa B Trusted.ID Heo6x0ANMMO NOAIOTOBUTE KOHPUrypaumto Nginx:
1. OTkpounTe dpann KoHuUrypaumm nginx.local.conf.

2. lo6aBbTe HOBbIN server GOK:

Mpumep KoHPUrypaumm:

server {
server_name local.trusted.com;
listen 3443 ss1;

# CepTudmkatbl cepsepa
ssl certificate certs/local.trusted.com.pem;
ssl certificate key certs/local.trusted.com-key.pem;

# CepTudmnkat kopHeBoro CA [nS NPOBEPKUM KIAMEHTCKUX cepTudukaToB
ssl client certificate certs/ca-bundle.crt;

ssl verify client on;

ssl verify depth 3;

# HacTponMku ceccuum M MpOTOKOJIOB
ssl session timeout 10m;

ssl _session_cache shared:SSL:10m;
ssl protocols TLSv1l.2 TLSvl.3;
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# OrpaHuMyeHue pQoCTyna Ha OCHOBHOW NyTb, MTLS pa3peweH Tonbko gnsa /api/mtls
location / {

return 404 "mTLS endpoints only. Use port 443 for regular access.";

# HacTpolka npokcupoBaHus 3anpocoB Ha backend
location /api/mtls {

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

# MNepepava MHPOPMaLUM O KIMEHTCKOM cepTudukate

proxy set header X-SSL-Client-Verify $ssl client verify;
proxy set header X-SSL-Client-DN $ssl client s dn;
proxy set header X-SSL-Client-Serial $ssl client serial;
proxy set header X-SSL-Client-Fingerprint $ssl client fingerprint;
proxy set header X-SSL-Client-Issuer $ssl client i dn;

# MpokcuposaHme Ha backend
proxy pass http://backend;
proxy redirect off;

3. MepesanycTtute Nginx nocne BHECEHUS U3MEHEHUN.

OnuncaHne napameTpoB

MapameTp
ssl certificate
ssl certificate key

ssl client certificate

ssl verify client on

ssl verify depth

ssl session timeout
ssl protocols

proxy set header X-SSL-Client-*

HasHaueHue
CepTtudukat cepsepa, ucnonbzyemoin gns HTTPS.
3aKpbITbIN KKOY cepBepa

KopHesow ceptudumkat CA gnsi NpoBEPKM KITMEHTCKUX
cepTnupunkaTos.

BkntoyeHue o6513aTeNbHOM MPOBEPKU KITMEHTCKUX
cepTnupunKaTosB.

MakcumarnbHasa rnyéuHa Lenoykn nposepku
cepTMdMKaToB KIMEHTa.

Bpemsi xun3Hun SSL-ceccun.
PaspeluéHHblie Bepcum TLS.

Mepenaya nHpopmMaLmm O KNIMEHTCKOM cepTudumKaTe Ha
backend.

o PaszmecTuTe cepBepHble cepTudmkaTthbl (. pem 1 Kntod) n kopHeBon CA (ca-bundle.crt) B yao6HON

AVPEKTOPUK, Hanpumep certs/.

e [MyTb K cepTudukaTam ykaxute B KoHourypauum Nginx.
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Lar 2. Co3gaHue npoBangepa mTLS

1. MepenguTe B KABUHET agMUHUCTPaTOpPa - BKNagka HacTpouku.

¢ YTO6bI CO34aTb CNOCO6 BXOAA ANS OPraHM3aLumn, OTKpouTe KaGUHET opraHusauun. Ecnu
CNoco6 BX0oAa HY>XeH ANsi KOHKPETHOrO MPUIOXEHNS, OTKPOMTE HAaCTPOMKU ITOFro
MPUIIOXKEHUS.

1. Hangute 6nok Crnoco6bl BXoga 1 HaxmuTe HacTtpouTb.
2. -+

B oTKpbIBLLEMCSI OKHE Ha)XXMuUTe KHomnky Co3paTtb
3. OTKpoeTCcHa OKHO CO CMUCKOM LLabsIoHOB.
4. Bbibepute wabnoH mTLS.

5. 3anonHuTte popmy Co3faHus:
OcHoBHast UHpopmaLuUs

o Umsaa — HasBaHue, KOTOpoe YBUAAT NOJSIb30BaTESNN.

o OnucaHue (onumoHanbHo) — KpaTkoe onucaxue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK 6yaeT UCNoNb30BaHa
cTaHZapTHas.

JAononHuTtesnbHble HaCTpOﬁKM

o My6nunyHbIN cnoco6 Bxopa — Bkntounte, 4Tobbl 3TOT CNOCO6 BXOAA MOXHO 6b1/10 06aBUTb B
npodunb Nonb3oBaTens B KayecTBe MAeHTUDMKATOPa BHELIHErO CepBUCa.

o My6nnyHocTb — HacTponTe ypoBeHb MNyBGANYHOCTM MO YMONYAHUIO 415 MaeHTUudunKaTopa
BHELLUHero cepsuca B npoouse nonb3osBaTens.

6. Haxxmunte Co3pgartb.

Mocne yCcnewHoro co3gaHuna HOBbIV CMOCO6 BXO[a NOSIBUTCS B OOLLEM CMNUCKe HpOBaVIﬂ,epOB.

LWar 3. [Jo6aBneHne npoeangepa mTLS Ha Buaxer

YToO6bl NoNb3oBaTeNn yenaenn kHonky mTLS Ha popme aBTopmU3aLmm, HY>XXKHO aKkTUBMPOBaTb 3Ty
GYHKLUMIO B HACTpOMKax BUAKeTa:

1. B o6wem cnucke npoBanaepoB HananTe cosgaHHbli cnocob Bxoga.
2. BkntounTte nepekntoyaTenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepkKa: NMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BuaxeTe
JOJIXHa NOABUTbCA HOBasA KHOMKa ¢ iorotunom mTLS.
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[MpuBsi3Ka KIMEHTCKOro cepTnudunkaTta ans nonb3oBaTenemn
Trusted.ID

o VIHCTpyKuma npefHa3HayeHa Af1sl Nonb3oBaTenem, KOTOPbIM HEOGXOAMMO BbINONHUTL BXOA, B
cuctemy yepes mTLS.

LLlar 1. YcTaHOBKa K/IMEHTCKOro cepTueumnkaTta B 6paysepe
Mepepn yCTaHOBKOM YyGeAUTECH, UTO Yy Bac eCTb dann cepTudukarta B popmaTte .pl2 unm .pfx.
OTOT pann fo/mKeH coaepXaTb:

e Balll NepCOoHanbHbIM cepTUPUKar,
* 3aKPbITbIA KO,
e N LEenoyky goeepus (ecnm TpedyeTcs).

YcTtaHoBka B Google Chrome / Microsoft Edge

1. OtkpouTe 6pay3ep Chrome unu Edge.
2. NMepengute B HacTtponku - KoHpuaeHUanbHOCTb U 6€30MacHOCTb.
3. Hanaute pasagen besonacHoCTb.
4. HaxxmuTe YnpasneHue ceptupukaTamm.
5. Mepengute Ha BkNagky JinuHoe / Bawm ceptudukarthbl.
6. Haxxmnte Amnopr....
7. B macTepe umnopta Haxxmute Ldanee.
8. Haxxmunte 0630p 1 BbiGepUTE Bawl Gann .pl2 uam .pfx.
9. BBeguTe Naposib, KOTOPbLIA Bbl NONYYUIN C CEPTUPUKATOM.
10. BuibepuTte NMomecTuUTb BCE cepTUPUKAThI B creaylollee XpaHunuue.
11. Haxxmute O630p 1 BblbepuTe JInuHoe.
12. Haxxmute Oanee - lNotoBo.
13. MNMpwu nosiBneHuun npegynpexaeHnsa 6e3onacHocTn HaxxmuTe Oa.

lMocne ycnewHon ycTaHOBKU cepTUdMKaT NOSIBUTCS B CNUCKE Ha BKagke JInuHoe / Bawm
cepTtudpukaTbl.

YcTaHoBKa B Mozilla Firefox

. OTkponTe MmeHto Firefox - Hactpoiiku

. Nepengute B pasgen NpueaTHOCTDb U 3awWmTa
. MpokpyTuTe BHM3 Jo CepTUdPUKaTtbl

. Haxkmute NMokasaTtb cepTuduKaThl...

. Mepengnte Ha BKNagky Bawm cepTudukartbl
. Haxkmnte Umnopr...

. BibepuTe Baw ¢pann .pl2 unm .pfx

. BBegute naposnb K ceptudpukaty

. Haxxmute OK

© 00 NO O b WN PP
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Mocne yCHeLUHOVI YCTaHOBKU CepTI/I(bI/IKaT NosIBUTCA B CMMUCKE Ha BKNaake Bawu CQpTMd)MKaTbI.

| CepTVI(DMKaTbI HY>XXHO yCTaHaB/inBaTb TOJIbKO Ha OOBEPEHHbIE yCTpOViCTBa M CTPOro cneanTb
3a COXPaHHOCTbIO Maposid.

¢ [Mocne yctaHoBKK cepTuduKaTa, Npu BXxode Yyepe3 mTLS, 6paysep aBToMaTu4ecku
NPeanoXunT Bol6paTb COOTBETCTBYHOLWINIK cCepTUDMKAT ANs ayTeHTUUKaLMN.

Lar 2. [lobaBneHne nageHtneumnkaTopa B npodusib
1. NMepengute B cBoK Mpodpunb.

2. Haxxmute [lo6aButb B 6510ke aeHTUPUKaTOpDbI.

NpeHTudukaTopsl PEDRSS. NoGaput

3. B oTKpbIBLLEMCS OKHE Bbl6epUTe cnocob Bxoda mTLS.

JobaeuTtb cnocob Bxoga

4 WEBAUTHN
& weBaUTHN

OtmeHa

4. BblbepuTe paHee YCTaHOBJIEHHbIN CepTUPUKAT.
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Select a certificate
Select a certificate to which you want to authenticate local.trusted.com:3443
Subject Issuer Senal

client-trusted Local-CA 3F9EAD2569DEF88

Certificate Information Cancel °

« CoseT: Ecnun naeHtndumkaTtop yxe npmsasaH K ApyromMmy nosib3osartento, He06XoANMo
yOoannTb ero n3 npodunsa aToro Nosb3oBaTess, a 3aTeM NpUBA3aTb HAa HOBOM aKKayHTe.

Lar 3. NpoBepka

1. MepengunTe Ha CTpaHMLYy BXOAa C BKIHOYEHHbIM cnoco6om Bxofa mTLS.
2. BbibepuTe MKOHKY criocob6a Bxoga mTLS.

« MepBbiN BXOA,: CUCTEMA MOXET 3aNPOCUTb BbIGOP KIIMEHTCKOro cepTudukaTa.
« MoBTOpHbIE BXOAbI: ayTEHTUDUKALMSA BbINOSIHAETCA aBTOMaTUYECKU C UCMOSIb30BaHMEM paHee
BblGpaHHOro ceptumkara.

CMoOTpuUTe TakXxe

o O6Llee PYKOBOACTBO MO HAaCTPoOWKe cnocob6oB BXxoga — 0630p BCEX AOCTYMHbIX METOL0B

ayTeHTUpMKaumn.
e JIn4yHbIM Npodunb nonb3oBaTens — Kak 4o6aBnaTb U yoanatb Apyrue naeHTudukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpouka Bxoga yepe3 WebAuthn B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak noaknountb ayteHTudunkaumo WebAuthn k cucteme
Trusted.ID.

Copep)xaHue:

» O6Lwaa nHpopmaumsa

» Hactpownka WebAuthn-ayTeHTUdMKaLun ansg agMMHUCTPaTOPOB
e [lToGaBNneHune Knro4a ans rnosb3oBaTtens

¢ CMOTpUTE Takxe

O6waa nHpopmaumsa

WebAuthn (Web Authentication) — cTaHgapT ayTeHTMOUKALMM, KOTOPLIN MO3BOJIAET NOJSIb30BaTENSAM
BXOOMTb B CUCTEMY 6€3 Napons, UCMOb3ys HaAEXHbIE METObl MPOBEPKU:

o 6uomeTpus (Face ID, Touch ID);
e annapaTHble KoY Ge30MacHOCTH;
e BCTPOEHHblE MOAYNM 6e30MacHOCTM YCTPONCTB.

WebAuthn BxoauTt B cneumdukaumto FIDO2, nogaepxmBaeTca BCEMU COBPEMEHHbLIMU Bpay3epamu.

. WebAuthn MOXHO ncnonb3oBaTh Kak OCHOBHOW CMOCO6 BX0Aa, NGO Kak AOMNOSHUTENbHbIN
— AN MHOropaKTOpHOM ayTEHTUPUKALMN.

[Mpouecc pa6oTtbl WebAuthn
1. Peructpauua nonb3oeartens:

 [lonb3oBaTtesnb co3[aeT KoY ayTeHTVI(DVIKaLl,VIVI.
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e YCTPOWMCTBO reHepupyeT napy Knoden: NyGAndHbIn KoY COXpaHaeTCcst B CUCTEME, a MPUBaTHLIN
OCTaeTCcd TObKO Y Mob3oBaTens.
1. UlHmuymayua exopa:

o [lonb3oBaTenb Bbli6UpaeT cnocob Bxoaa WebAuthn Ha Be6-pecypce.
o CepBep oTnpaBnseT Bbi30oB (challenge) Ans NOATBEPXAEHUS MAEHTUYHOCTMU.

2. AyTeHTUdMKaLumsa nonb3oBaTens:

o YCTPOWCTBO WK TOKEH NoAnucbiBaeT challenge NPMBaTHLIM KJIHOYOM.
o CepBep NpoBepsieT NOANUCH C MOMOLLbK COXPaHEHHOro NyGNYHOrO KIoya.
o ECNM nognucb KoppekTHa — Nosib3oBaTeNb NosyyYaeT 4OCTyn.

3. YcTaHOBNEeHUe 3almueHHoro KaHana: locre ycnewHom ayTeHTMoUKaumm nosb3oBaTesb BXOAUT
B CUCTeMy 6e3 nepegayn Naponsa yepes ceTb.

HacTtponka WebAuthn-ayteHTnpmkaumm gns
agMUHNCTPaTOPOB

LLiar 1. Co3gaHune cnocoba Bxoaa

1. Mepengute B KABUHET agMUHUCTpPATOpa - BKNagka HacTpounkm.

» UYTO6bI co3AaTh CNOCo6 BXoAa AN OpraHn3aLmnmn, OTKponTe KabMHeT opraHusauun. Ecnu
CNOCo6 BX0OAa HY>XeH ANsi KOHKPETHOIO MPUIOXKEHNS, OTKPOMTE HAaCTPOMUKU ITOro
MPUIIOXKEHUS.

1. Hangute 6nok Crnoco6bl BXoga 1 HaxXmuTe HacTpouTb.
2. -

B oTKpbIBLLEMCS] OKHE HaXXMuUTe KHOMKy Co3paTh
3. OTKpOeTCs OKHO CO CMUCKOM LIaGIOHOB.
4. Bbibepute wadnoH WebAuthn.

5. 3anonHute ¢popmMy cosgaHus:
OcHoBHast UHpopmaL U

o Umsaa — HasBaHue, KOTOpoe YBUAAT NOJSib30BaTeNN.

o OnucaHue (onumoHanbHO) — KpaTkoe onncaHue.

o Jlorotun (onNunoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK ByaeT UCNOoNb30BaHa
cTaHAapTHas.
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JononHuTtesnibHble HaCTpOﬁKM

o My6nnyYHbIN cnoco6 Bxoda — Bk/itounTe, YTOGbLl 3TOT CNOCOG BXO4A MOXHO 6bl10 JO6aBUTb B
npodunb Nonb3oBaTens B Ka4ecTBe UAeHTUDMKATOPa BHELLIHErO cepBuUca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONMYaHUIO AN1s MaeHTUdPuKaTopa
BHELLHero cepsuca B npodusne nonb3osaTens.

6. Haxxmunte Co3pgartb.

Mocne ycnewHoro cosgaHuna HOBbIN CMOCO6 BXO4a NOsIBUTCS B O6LLEM CMUCKE HpOBaVIﬂepOB.

Lar 2. [Jo6aBneHune nposangepa WebAuthn Ha Bugxet

YT1o6bl nonb3osaTenu yeuaenun kHonky WebAuthn Ha popme aBTOpU3aLUK, HYXKHO aKTUBUMPOBATb
3Ty OYHKUMIO B HACTPOMKax BuaXeTa:

1. B o6WemM crnucke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. BkntounTte nepekntoyaTtenb Ha NaHenm ¢ NPoBanaepoM.

MpoBepka: lNocne coxpaHeHUs OTKponTe GopMy BxoAa B TECTOBOM MPUIOXEHUU. Ha BuaxeTe
JOo/MKHa NosiBUTbCSA HOBas KHomnka ¢ norotunomMm WebAuthn.

IlobaBneHune Kn4ya gnga nonb3oBaTensd

Lar 1. [lo6aBneHue Kroya Ha YCTPOUCTBO

Peructpaumsa kntoya WebAuthn — 310 npouecc, npu KOTOPOM CO3[aETCA CBA3Ka MyOGNYHOIo U
NPMBATHOIO KNKOYEN U NPUBS3bIBAETCS K KOHKPETHOMY MOMb30BaTENHo.

Y106kl Mcnonb3oBaTb Bxog no WebAuthn, nonb3osaTento He0O6X04MMO CHavana 3apernctpmpoBaTtb
KNHOY — 3TO MOXET GbiTb BCTPOEHHbIN ayTeHTuduKaTop (Hanpumep, Touch ID, Face ID nnu
Windows Hello), nM60 BHEWHNN pU3nMYecKnin Koy 6e30nacHOCTH.

Bo Bpemsi f,06aBNeHNs Ktoua Co34aéTca YHUKaNbHaa Kpuntorpapuyeckasn napa — ny6GaANYHbINA 1
NPUBaTHbIN KITIOUMU.

o [MpunBaTHBIN KHOY HAEXHO COXPaHAETCS Ha YCTPOMCTBE NOMb30BaTENS U HUKOFAaA He
nepepaércs B ceTb.

o [MyGnnyHbIN KNtOY coxpaHsieTcs Ha cepBepe Trusted.ID n ncnonb3yeTcs Ans nocnegytowlemn
NPOBEPKU MNOANNHHOCTU NPKU BXOAE.

[Mocne peructpauum Knro4va nonb3oBaTtento Heob6xoaAnmo fobasutb ngeHTupukatop WebAuthn s
csoem npodune Trusted.ID.
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LWar 2. [lobaBneHne naeHtneumnkaTtopa B npodusib
1. Nepengute B con Mpodpunb.

2. Haxxmute [o6aBuTb B 6510ke UpaeHTUPUKaTOpBbI.

NpeHTudukatopsl

3. B oTKpbIBLLIEMCS OKHE BbiGepuTe cnocob sxona WebAuthn.

Job6aeuTtb cnocob Bxoga

Boibepute cnocob Bxoaa, KoTopbin xoTuTe fobaents B CBOM Npodunb

g weauTn | o

mTLS
(v EBAU MTLS

4. B CUCTEMHOM OKHE YKa)XUTe paHee 3apermMcTpmMpoBaHHbIN KIHOY.

Penuns v1.0

DaBATL

OtmeHa

. CoBeT: Ecnu ngeHTudukaTop yke NpuBsizaH K ApyromMy nosnb3oBaTento, Heo6xoAMMO
YAAnuTb ero u3 npoduns 3Toro Nosib3oBaTens, a 3aTeM NpMBSi3aTb HA HOBOM aKKayHTe.

CMOTpUTe TakXe

» O6LLee pyKOBOACTBO MO HAacCTPOVKe CMoco60oB BXxoAa — 0630p BCEX AOCTYMHbIX METOA0B

ayTeHTM(DMKaLLMM.

o JIMYHbIN Npodunb Nonb3oBaTens — Kak fo6aBnsaTb M yaansaTb gpyrue naeHTMoukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTpounka Bxoga yepes aneKTPOHHOU
nodTbl B Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pykoBOACTBE Bbl Y3HaeTe, Kak MOAKMOUYNTL ayTEHTUDUKALMIO C MOMOLLbIO 3N1EKTPOHHOM
NoYTbl B CBOEN opraHunsaunmn nnmn npunoxeHmm. Cnocob exoga Email 6yget ncnonbsosaH Ans
OTnpaBKu email-yBefOMMAEHUN, TaKUX KakK NMUCbMa O perucTpaumm, BOCCTaHOBEHUU Napons
OPYrux cobbITUAX.

HaCTpOVIKa BXOoOa 4epes Email cocTonT n3 HeCKoNbKMX LLIAroB:

e lllar 1. Co3pgaHune cnocoba Bxoga
e lllar 2. [lo6aBneHmne Ha BUOXET

LLlar 1. Co3paHue cnocoba Bxoga

1. MepenguTe B KABUHET agMUHUCTPaTOpa —> BKNagka HacTpouku.

. YTo6bl co3paTh CNocob BXoAa AN OpraHn3aumnm, OTKponTe KaGUHET opraHusauum. Ecnv
CMNoco6 BX0OAa HY>eH A KOHKPETHOro NPUIOXKEHNS, OTKPOWTE HACTPOUKU ITOro
NPWIOXKEHUS.

2. Hangnte 6nok Cnoco6bl Bxoaa 1 HaxmuTe HacTpouTb.

3. -

B oTKpbIBLLEMCS1 OKHE HaXXMuUTe KHomnky CospaTtb
4. OTKpOeTCs OKHO CO CMUCKOM LWabIOHOB.
5. BbibepuTe wabsoH Email.

6. 3anonHute GpopmMy CO34aHUS:
OcHoBHast UHpopmaLums

o Umsaa — HasBaHue, KOTOpOoe YBUAAT NOJSib30BaTeNN.

o OnucaHue (onumMoHanbHo) — KpaTkoe onucaxue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK MKOHKY, UK 6yaeT UCNOoNb30BaHa
cTaHZapTHas.
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MapameTpbl

o OCHOBHOM NOYTOBbIN agpec — OCHOBHOW MOYTOBLIN agpec, KOTOpbIM ByaeT NCNO/1b30BaTbCA
ANA pacCblIKK NMUCeM.

o Appec cepBepa ucxogsaiien noutbl — Afpec cepepa UCXoasLlen noYTol.

o MopT cepBepa ucxogsaLwen noutbl — NopT cepBepa UCXo[sALEN NOYTbI.

o Maponb nouTbl — OGbIYHbLIN NAPOsb UKW MNAPONb MNPUIOXKEHUS, KOTOPbIA CO34aeTcs B
HaCTpOMKax akkayHTa NOYTOBOro cepBuca.

o Bpemsi )xusHu koga noaTeepXXaeHnsa — Bpems Xn3Hu Koga NoaTBEPXAEHUS 415 MOYTOBOro
cepBuUca B CEKYHAaAX.

JononHuTtesibHble HaCTpOﬁKM

o My6nnyYHbIN cnoco6 Bxoga — BkounTe, €Cnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6bl110 OGaBUTb B APYrue NpUIoXKeHUs cucTemMbl (MM opraHmnsaumm), a Takxe B npodunb
Nnosb30BaTens B KayecTBe MAeHTUDMKaTOpPa BHELLIHErO cepBuca.

7. Haxkmute Co3spaTtb.

lMocne ycnewHoro co3gaHuns HoBbIM CNoco6 BXxoga NoOSIBUTCS B OBLLEM CMUCKE MPOoBangepos.

LLlar 2. [lo6baBneHue Ha BUOXKET

YTO6bI NONb30BaTENN YBUAENN KHOMKY BoiTun yepes3 Email Ha dopme aBTOpM3aLMK, HYXXHO
aKTUBMPOBATb 3Ty PYHKLUMIO B HACTPOMKaX BUAXKeTa:

1. B o6Wem cnucke npoBangepoB HananTe co3gaHHbIM cnocob Bxoaa.
2. BkrounTe nepekntovaTesb Ha NaHenu ¢ nposanaepom.

Mpoeepka: MNocne coxpaHeHuss OTKponTe GpopMy BXxoa B TECTOBOM MPUNIOXEHUN. Ha BuaxXeTe
[OJXHA NOSIBUTbCS HOBasi KHomMKa ¢ norotunom Email.

CMOTpuUTe Takxe

o O6Llee pyKOBOACTBO MO HAacCTPOVKe CMoco60B BXxo4a — 0630p BCEX AOCTYMHbIX METOA0B
ayTeHTUOUKaL M.
o JIMYHbIN Npodunb Nonb3oBaTens — Kak o06aBnsaTb M yaansaTb gpyrue naeHTMoukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpouka Bxopfa yepe3 TOTP B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Y3HAETE, Kak MOAKIOUNTD ayTEHTUPMKALMIO MO OLHOPA30BbIM MapPOsaMm
TOTP k cucteme Trusted.ID.

Komy noaxoauT aTa MHCTPYKUMS:

o ApMUHUCTpaTOpaM — [i/19 HACTPOMKN MeToa BXo4a B CUCTEME.
* Monb3oBaTtenam — gnsa npmesasku TOTP kK ceoemy npodunto.

HacTpouka Bxoga Yepe3 TOTP COCTOUT M3 HECKOJSIbKMX KNHOUYEBbIX 3TAMoOB:

» HacTpowka ayTeHTMduMKaummn gns agMMHUCTPATOPOB
e [puBaska TOTP gna nonb3oBatenen

O6wasa nHpopmauums

TOTP (Time-based One-Time Password) — 3To anroputm reHepauum ofHOpPa3oBbIX Naponen,
LEeNCTBUTESNIbHbIX B TeYeHMEe KOPOTKOro MPOMeEXYTKa BPEMEHMU.

¢ Ansa co3paHua cnocoba Bxofa oCHoBaHHOro Ha HOTP BoCMnonb3yntech MHCTPYKLMEN
HacTtpoika ayTeHTudmkaumm yepes HOTP.

naBHoe otnnune TOTP oT HOTP — reHepaumst naposisi Ha OCHOBE TeKyLero BpeMeHu. MNMpu sTom
06bIYHO UCMNOMb3YETCHA HE TOYHOE YKasaHue BPEMEHU, a TEKYLUNA NHTEpPBas C YCTaHOBNEHHbIMU
3apaHee rpaHuuamm (06bl4HO — 30 cekyHp).

OCHOBHbI€ KOMIMOHEHTbI:

» CepBep ayTeHTUPUKALUU — CepBeP, KOTOPbLIM FreHepupyeT CEKPETHbIN K04 1 NpoBepsieT
BBeJEHHble KoAbl.

o AyTeHTUPUKATOP — MNPUNOXKEHUE, XPaHSLLee CEKPETHbIN KNOY U reHepupytollee TekyLmn OTP.

o CeKpeTHbIN KoY — 06LLan A5 cepsepa v NpUnoXeHus 6asa, MCNonb3yemMas ans reHepauun
KOLOOB.
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[Mpouecc pa6oTbl TOTP
1. MpepBapuTenbHas HaCTpPoOMKa

o AgMUHUCTpaTOp co3paeTt cnocob Bxoga TOTP v akTMBUpPYET ero OJ1s1 BUOXKETOB HYXHbIX

NPUIOXXEHUN.
o [Monb3oBaTenb B cBoEM npodune gobasnseT HoBbIM naeHTudunkaTop TOTP, ckaHupysa QR-koz

C CEKpPETHbIM KJTFOUOM 4epes ﬂpVIJ'IO)KeHMe-ayTeHTVI¢VIKaT0p.

2. NeHepauus ¥ NpoBepKa Koga

o [MpunoxeHne-ayTeHTUGUKATOP BblYNCNSET OAHOPA30BbLIN NAPOsb HA OCHOBE CEKPETHOro
KJltoYa M TeKyLLEero BpeMeHHoro HTepaana (06bi4Ho 30 CeKyHA) C UCMOIb30BaHNEM
anroputma SHA1, SHA256 unm SHA512.

o Korga nonb3oBaTtesib BBOAMT KOA, Ha popMe BXoa, CepBep NOBTOPHO BbIUUCAET OXNAaEMbIN
KOZ, MO TOMY e CEKPETY U TeKYLLEMY BPEMEHW.

o ECnu BBefEHHbIN Ko, COBMajaeT C OXuUAaeMbIiM, NOSIb30BaTENO NPEeLOCTaBNAETCS AOCTYM.

£3 BaxHo: Bpems Ha yCTpOMCTBE MoMb30BaTesNis U Ha cepBepe AO/MKHO BbiTb
CUMHXPOHM3MPOBaHO. HecoBnageHne BpeMeHn — camMasi YacTasi NpuYMHa oTkasa koga. [Ana
KOMMEHCaLMN HEGONbLLION pa3HuLIbl BO BPEMEHU CepBep MOXET NPUHUMATb Koabl U3 COCEOHMUX
BPEeMEeHHbIX MHTepBasioB (06bIYHO *1 UHTepBan).

HacTpounka ayTeHTudmnKaunum gna agMmMHUCTPATOPOB

LLlar 1. Co3pgaHne cnocoba Bxoga

1. MNepengute B KaBUHET agMUHUCTPaTopa -> BKnagka HacTporku.

» YTO6bI co3paTh CNOCO6 BXoAa AN OpraHn3aLmnmn, OTKponTe KabMHeT opraHusauun. Ecnu
CNoco6 BXxoAa Hy>eH ANl KOHKPETHOrO MPUIOXEHNS, OTKPOWTE HAaCTPOMKU ITOro
NPUNOXEHMUS.

1. Hangute 6nok Cnoco6bl BXxoga 1 HaxkmuTe HacTpouTb.
2. -+

B oTKpbIBLLEMCS] OKHE HaxXMuTe KHoMKy Co3paTh
3. OTKpoeTCcs OKHO CO CANCKOM LLUabIoHOB.
4. Bbibepute wabnoH TOTP.

5. 3anonHuTte GpopmMy co3gaHus:
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OcHoBHas uHpopmauus

o Umsaa — HasBaHue, KOTOpoe YBUAAT NOJSib30BaTeNN.

o OnucaHue (onumoHanbHO) — KpaTkoe onncaHue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK ByaeT UCNOoNb30BaHa
cTaH4apTHas.

MapameTpbl

o Konuuecteo uudpp — Konnuyectso undp B ogHopa3oBoM napone (06blYHo 6).

o Mepuop pencTeua — Bpemsa aencTsns o4HOPa3oBOro napons B CeKyHaax (pekomeHayetcs
30).

o AnroputMm — ANropuTtMm xewwmnpoBaHus (SHA1, SHA256 nnm SHA512) (06bI4YHO SHA-1).

JononHuTtesibHble HaCTDOﬁKM

o My6nnyHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b110 [O6aBUTb B Apyrue NpUIoXKeHUs CUcTeMbl (MM opraHmsaumm), a Takxe B npodunb
nonb3oBaTens B KayecTBe naeHTudukaTopa BHELHErO cepBuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONYAHUIO A1 MAeHTUdPUKaTopa
BHELLHEro cepBuca B npodusie nosb3oBaTens.

6. Haxxmunte Co3pgartb.

Mocne yCcnewHoro co3gaHuna HOBbIN CMOCO6 BXO4a NOsIBUTCS B OOLLEM CMUCKE HpOBaVIAepOB.

Lar 2. [Jo6aBneHue nposangepa TOTP Ha BngXxeT

Y106kl Nonbaosatenu yemngenun kHornky TOTP Ha ¢opme aBTopm3aLnm, HY>XXHO aKTUBMPOBATb 3Ty
GYHKUMIO B HaCTpOMKax BUAXKETA:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.
2. Bknrounte nepekntoyaTesb Ha NaHenu ¢ npoBanaepom.

MpoBepka: lNMocne coxpaHeHus OTKponTe popMy BXofa B TECTOBOM NPUIOXEHUU. Ha BuaxeTe
JOJIXHa NosABMUTbCA HOBasa KHomnka ¢ norotunom TOTP.

[Mpussizka TOTP gna nonb3oBaTtesneu

o VIHCTpyKUMa npefHa3HayeHa Afisl Nonb3oBaTenemn, KOTOPbIM HEOGXOAMMO BbINONHUTL BXOA, B
cuctemy yepes TOTP.
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LLlar 1. YcTaHOBKa npunoXeHus-ayTeHTUpMKaTopa

Ha Balle Mo6unbHOE YCTPONCTBO HEOBXOOUMO YCTAaHOBUTb NPUIOXKEHME, KOTOPOE reHepupyeT
TOTP-koabl.

Camble nonynsipHble BapuaHThbl:

« AHaekc Knioy (AHpekc)
» Google Authenticator (Google)

& Y6eputechb, YTO BpeMs Ha BalleM MOOGUTIbHOM yCTpOVICTBe HaCTpPOEHO aBTOMaTU4YECKHU
(Llepe3 ceTb). HenpasunbHoe BpeMs — camMas 4YacTasd npuymHa Toro, Yto Kogbl He
NPUHUMAKOTCA.

LWar 2. lo6asneHne TOTP-ngeHTudukaTopa B npodunb
1. NMepengute B cBoK Mpodpuinb.

2. Haxxmute [lo6aBuTb B 6/110ke aeHTUPUKaTOpPDbI.

NpenTudukaTtopsl > / BUT

3. B oTkpbIBLLEMCSH OKHE Bbl6epuTe cnocob sxoga TOTP.

Add login method

lect the login method you want to add to your profile

5 WEBAUTHN mTLs MTLS Ttotp TOTP (Time-based One-Time Password)

’\ Cancel

4. OTcKaHupymnTe QR-KOA, C MOMOLLBLIO NPUNOXEHUS-ayTEHTUDMKaTOPA.
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HacTtpounka TOTP

Cekpet (manual):
O5AEASRRER2CKZLXNMYEGSJXPEYTITCWFFNGSLDLIEYECQSREUYA

Anroputm: shal
Unepp: 6
Mepwuoa: 30

BeeauTte Kog U3 NPUNOXEHUA

OTMmeHa

5. Beegute Ko 13 npunoXXeHna n noarsepgunTe.

¥ CoBeT: Ecnin VI,D,eHTM(DMKaTOp Y>Xe npuBA3aH K ApyromMy nosib3oBatesto, Heo6XxoauMo
yYAannTb ero 13 I'IpOd)I/U'IFI 3TOro Nnojib3oBaTesid, a 3aTeM NPuUBA3aTb Ha HOBOM aKKayHTe.

Lar 3. lNMposepka

1. MepenguTe Ha CTpaHuULy BXOoAa C BKIKOYEHHbIM cnoco6om Bxogda TOTP.
2. BbibepuTe MKOHKY criocoba Bxoga TOTP.

3. OTKpoeTca dopma Ans BBofa Kofa. He 3akpbiBas CTpaHuLy, OTKPONTe NpUnoXxeHue-
ayTeHTUdMKaTOp Ha CBOEM TenedoHe.
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Trusted ID @
TOTP

Enter username
Code

Confirm

4. Hanpgute cepsuc, cootsetcTaytowmnn Trusted.ID (11v Ha3zBaHUIO NPUNOXEHUS) 1 BBELUTE CBOW
NOrMH 1 6-3HaYHbIN KOA, B Nose Ha popme Bxoaa.

Mpumep oToGpaxeHns Koga B NPUNOXEHUM:
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Trusted ID

< 00

€3 Slupekc @®
Beepgute ogHoOpasoBbIn

KOA, Ha A pyrom
YCTPOUCTBE

| Bxop B akkayHT IDTrustedNode
timofeeva-alexs@mail.ru

Ha)muTe, 4yTobbl CKOMUPOBaTh

o =F
Hactpouts 2FA TOTP 4 1 9 O 6 6 (m)

CkaHuposatb QR
[ns Bxopa BTopoii pakTop 3amThl
-
AHpekc Lpyrve cepsucsl
IDTrustedNode
| _ 4
timofeeva-alexs@mail.ru
| O) «

5. Haxxmute kHonky NMoareepauThb.

:+] Ecnu kop, He npuHUMaeTcs: Y6eanTech, UTo BpeMs Ha BalleM TenledpoHe 1 cepeepe
CUHXPOHM3MPOBaHO. MonpobynTe NOAOXAATb FreHepaumm cneaytoulero koga (HoBbI NOABUTCSA

yepes 30 cekyHa). Ecnu npo6nema He ucyesaeT, o6paTUTeCh K agMUHUCTPATOPY.

CMOTpUTE TakXe

e O6Llee PYyKOBOACTBO MO HAaCTpoWKe cnocob6oB BXxoga — 0630p BCeX AOCTYMNHbIX MeTOO0B

ayTeHTUOUKaLMH.
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o JIMYHbIN Npodunb Nonb3oBaTens — Kak fo6aBnsaTb M yoansaTb gpyrue naeHTMoukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpounka Bxoga yepe3 HOTP B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Y3HAETE, Kak MOAKIOUNTD ayTEHTUPMKALMIO MO OLHOPA30BbIM MapPOsaMm
HOTP k cucteme Trusted.ID.

Komy noaxoauT aTa MHCTPYKUMS:

e AOMUHUCTpaTOpaM — AN1s1 HACTPOMKU MeToda BXofa B CUCTEME.
e [onb3oBatenam — gnsa npmesasku HOTP k ceoemy npodunto.

HacTponka Bxoga yepe3 HOTP COCTOUT 13 HECKONIbKMX KINHOYEBbLIX 3TaroB:

» HacTpowka ayTeHTMduMKaummn gns agMMHUCTPATOPOB
e [puBsaska HOTP gns nonb3oBaTenen

O6wasa nHpopmauums

HOTP (HMAC-based One-Time Password) — 3To anropuT™M reHepauum o4HOPa3oBbIX Naposen Ha
OCHOBE CEKPETHOro Kto4a 1 CYeTUMKa, KOTOPbIA yBENUYMBAETCH MPU KaXKA0M YCMNeLwHOM
NCNonb3oBaHWN Koda. OTO LWMPOKO UCNonNb3yeTcs ANns AByxpakTopHOM ayTeHTUdPUKaumm, nobasnas
ypOBeHb 6€30MacHOCTM MOBEPX CTaHAAPTHOrO SIOrMHa U Napons.

MnasHoe otnnyne HOTP oT TOTP — Kopgbl He 3aBUCST OT BpeMeHU. KaXkgoe ncnonb3oBaHne Koga
yBENIMUYMBAET CUYETUMK, U CEPBEP NPOBEPSET BBEAEHHbIN KO OTHOCUTENBHO TEKYLLErO 3HaYeHMs
cyeTymKka.

« [na co3paHuns cnocoba Bxofa ocHoBaHHOro Ha TOTP Bocnonb3ynTech MHCTPYKLMEN
HacTtpoika ayTeHTudmkaumm yepes TOTP.

OCHOBHbIe KOMIMOHEHTbI:

» CepBep ayTeHTUPUKaALUN — CePBEP, KOTOPbIN FeHEPUPYET CEKPETHBIN KoY 1 NpoBepsieT
BBEeLEHHble KOAbl,yUNTbIBas CYETUMK.

o AyTEHTUPUMKATOP — MPUSIOXKEHUE, XPaHSALLEE CEKPETHbIN KoY U TEKYLLUA CUETUUK,
reHepupytoLLee ogHOPa3oBblie Naposu.
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o CeKpeTHbIN KoY — 006LLas s cepsBepa 1 NpunoxeHna 6asa, Mcnonb3ayemMas ansa reHepaumm
KOOOB.

[Mpouecc pa6oTtel HOTP
1. MpepBapuTenbHas HaCTpPoOMKa

o AOMuUHUCTpaTop co3gaeT cnocob Bxoga HOTP 1 akTuBMpYeT ero Ans BUOXKETOB HYXHbIX
NPUIOXXEHUN.

o [Monb3oBaTenb B cBoEM npodune gobaenseT HoBbiM naeHTudmnkaTop HOTP, ckaHupysa QR-koz
C CEKpPETHbIM KITH0YOM Yepes NpUnoXeHne-ayTeHTUGunKaTop.

2. NeHepauus U NpoBepKa Koga

o MpunoxeHune-ayTeHTUGMKATOP BbIYMCIAET OLHOPA30BbIN NapOosib HA OCHOBE CEKPETHOMO
KJtoYa M TeKyLero BpeMeHHOro MHTepBana C UCMosib30BaHNEM anropuTMa SHAL, SHA256 unu
SHA512.

o Korga nonb3oBaTesnb BBOAUT KOA, Ha GopMe BXOAa, CEPBEP BbIYMCNAET 0XNOAAEMbIN KOg, MO
TOMY Xe CEKPETY U TEKYLLEMY CUYETUUKY.

o Ecnu Ko coBrnagaeT, cepBep YBENMUMBAET CYETUMK U NpeaocTaBnseT AOCTYN Nosib3oBaTento.

£3 BaxHo: HOTP He 3aBMCUT OT BPEMEHW, MO3TOMY CUHXPOHMU3aLMS YacoB He TpebyeTcs.

HacTpouka ayTeHTUpuUKaumm ona agMmMHUCTPaToOpOB

LLar 1. Co3gaHue cnocoba Bxoga

1. Mepengute B KaBUHET agMUHUCTpPAToOpa - BKNagka HacTpourkm.

» YTO6bI co3AaTh CNOCO6 BXoAa AN OpraHn3aLmnmn, OTKponUTe KabMHeT opraHusauun. Ecnu
Cnoco6 BXxoga HY>XeH AN KOHKPETHOro NpunoXeHns, 0TKPOMTe HACTPOMKU 3TOro
MPUNOXKEHUS.

1. Hangute 6510k Crnoco6bl BXoga 1 HaxmuTe HacTpouTb.
2. -+

B OTKpbIBLIEMCS OKHE HaXXMuUTe KHonky Co3paTtb
3. OTKpOEeTCs OKHO CO CMUCKOM LUaBOHOB.
4. Boibepute wabnoH HOTP.

5. 3anonHuTte ¢popmMy cosgaHus:
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OcHoBHas uHpopmauus

o Umsaa — HasBaHue, KOTOpoe YBUAAT NOJSib30BaTeNN.

o OnucaHue (onumoHanbHO) — KpaTkoe onncaHue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK UKOHKY, UK ByaeT UCNOoNb30BaHa
cTaH4apTHas.

MapameTpbl

o Konuuecteo uudpp — Konnuyectso undp B ogHopa3oBoM napone (06blYHo 6).
o HayanbHoe 3HaueHue cYEéTUMKa — TeKyLINN CYETUMK (He pepaKTupyemoe).
o AnroputmMm — ANropuTtm xewmnpoBaHus (SHA1, SHA256 nnu SHA512) (06bIYHO SHA-1).

JononHuTtesnibHble HaCTpOﬁKM

o My6nunyHbIN cnoco6 Bxopa — BKOUNTE, eCin XOTUTe, YTOOLI 3TOT CNoco6 BXoAa MOXHO
ObI/10 O6GaBUTL B ApYrne NpUnoXeHUs cCMCcTeMbl (MK opraHu3aumm), a Takxxe B npodunb
Nnosb30BaTenis B KadecTBe UAEHTUGMKaTOpa BHELLIHEro cepBuca.

o My6nuuyHocTb — HacTponTe ypoBeHb MyBGANYHOCTM NO YMONYaHUIO ANs uaeHTudukaTopa
BHeLLHero cepsuca B npoduse nonb3osartens.

6. Haxxmunte Co3pgaTtb.

Mocne ycnewHoro co3gaHuns HoBbIM CNOCO6 BXofa NOSIBUTCS B O6LLEM CNUCKE NMpoBangepos.

Lar 2. Jo6aBneHune npoangepa HOTP Ha Buaxer

YT1o6bl Nonb3oBaTenu yeuaenu kHonky HOTP Ha ¢opme aBTOpU3auuK, HY>KHO aKTUBUMPOBATL 3Ty
OYHKUMIO B HACTpOMKax BUAXKeTa:

1. B o6em cnucke npoBangepos HananTe co3gaHHbIM cnocob Bxoaa.

2. Bkrntounte nepekn4yaTtesib Ha naHesnm c HpOBaVIﬂ,GDOM.

MpoBepka: lNocne coxpaHeHUs oTKponTe GopMy Bxoda B TECTOBOM MPUIOXeHUU. Ha BuaxeTe
JOJDKHA NosABUTbCA HOBas KHomnka ¢ iorotunom HOTP.

Mpussiska HOTP ans nonb3oBaTteneun

o VHCTpyKuma npegHasHayeHa Afis nonb3oBaTenem, KOTopbiM HE06X0AMMO BbINONHUTE BXOZ B
cuctemy yepes HOTP.
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LLlar 1. YcTaHOBKa npunoXeHus-ayTeHTUpMKaTopa

Ha Balle Mo6unbHOE YCTPONCTBO HEOBXOOUMO YCTAaHOBUTb NPUIOXKEHME, KOTOPOE reHepupyeT
HOTP-kogbl.

Camble nonynsipHble BapuaHThbl:

« AHaekc Knioy (AHpekc)
» Google Authenticator (Google)

LWar 2. [lo6baBneHne HOTP-ngeHtupumkatopa B npopunb
1. Mepengute B cBou Mpodunb.

2. Haxxmute [lo6aBuTb B 6/10ke aeHTUPUKaTOpbI.

NpeHTudukaTopsl

3. B oTKpbIBLIEMCS OKHE Bbl6epuTe cnocod Bxopga HOTP.

4. OTcKaHupyinTe QR-KopA, C MOMOLLBIO NPUNOXEHUsI-ayTeHTUdMKaTopa.
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HacTtpounka TOTP

Cekpet (manual):
O5AEASRRER2CKZLXNMYEGSJXPEYTITCWFFNGSLDLIEYECQSREUYA

Anroputm: shal

Unepp: 6
Mepwuoa: 30

BeeauTte Kog U3 NPUNOXEHUA

OTMmeHa

5. Beegute Ko 13 npunoXXeHna n noarsepgunTe.

¥ CoBeT: Ecnin M,D,eHTM(I)MKaTOp Y>Xe npuBA3aH K ApyromMy nosib3oBatesto, Heo6XxoauMo
yYAannTb ero 13 I'IpOd)I/U'IFI 3TOro Nnojib3oBaTesid, a 3aTeM NPuUBA3aTb Ha HOBOM aKKayHTe.

Lar 3. lNMposepka

1. MepenguTe Ha CTpaHULYy BXOAa C BKIKOYEHHbIM cnoco6om Bxoga HOTP.

2. BbibepuTe NKOHKY criocob6a Bxoga HOTP.

3. OTkpoeTcsa popma Ans BBoAa Koga. He 3akpbiBasg CTpaHULYy, OTKPOUTE MPUIoXeHne-
ayTeHTUPUKATOP Ha CBOEM TenegoHe.

4. Hanpute cepsuc, cootsetcTayrowmnin Trusted.ID (M1v HazBaHUIO NPUNOXEHUS) 1 BBELUTE CBOW
NOMVH 1 6-3HaYHbIN KO B Nnosne Ha popme Bxopga.
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Trusted ID

Mpumep oToBpaxeHUs Koga B NPUNOXEHUM:

S ID)
£3 Slupekc @®
Beepute ogHopas3oBbIin

KO, Ha Apyrom
YCTPOUCTBE

I Bxop, B akkayHT IDTrustedNode
timofeeva-alexs@mail.ru

HaxmuTte, 4Tobbl CKoOnMupoBaTb

o F
Hactpouts 2FA TOTP 4 1 9 O 6 6 )

CkaHuposatb QR
[ns Bxopa BTopoii pakTop 3amThl
[}
Anpekc Opyrue cepeuicsl
IDTrustedNode :
| _ _
timofeeva-alexs@mail.ru
[ O <

5. Haxxmute kHonky MNopareBepauTb.

CMOTpUTe TakXe

o O6lIEee PYKOBOACTBO MO HAaCTPOVKe CNoco60B BXoaa — 0630p BCEX AOCTYMHbIX METOA0B

ayTeHTUOUKaLMUMN.
e JIMYHbIN Npodunb Nonb3oBaTens — Kak o6aBnsATb M yaAansTe apyrue naeHTMoukaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpouka Bxoga ¢ nomouwlbto LDAP B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl Yy3HAETE, Kak MOAKMOUNTD AOBEPEHHbIV NpoBangep ayteHTudmkaumm LDAP
K cucteme Trusted.ID, HacTpOUTbL CONOCTaBNEHNE aTPUBYTOB, MPOBEPUTL AOCTYMHOCTb BHELUHEN
CUCTEMbI U UHTErPUPOBATb KHOMKY BXO4a Ha BUOXKET aBTopu3aLmu.

[oBepeHHbIn NnpoBangep LDAP npegHasHadyeH ans opraHusaumm Bxoaa B MUHGOPMaLMOHHbIe
CUCTEMbI NO AaHHbLIM YYEeTHbIX 3anncen nosnb3osatenen cuctemol LDAP.

./ Ba>xHoO:
JaHHbIn dyHKuMoHan BxoauT B Enterprise-Bepcuto Trusted.ID
INpnobpecTn NULEH3NIO | Texnogaep>xka

LLar 1. HacTpownka Ha CTOpPOHE BHELLUHEN CUCTEMDI

B Active Directory Heo6xogumo co3gaTb Nonb3oBaTens:

» O6nagaroLero npaBaMu agMUHUCTPaTopa, C BO3MOXHOCTbIO M3MEHSITb Naposib Nofib3oBaTenen
B Active Directory;
o CocTosLero B rpynne 6e3onacHOCT AGMUHUCTpPaTOpPbl JOMEHa.

LLlar 2. HacTpouka B Trusted.ID

B cepsuce Trusted.ID Heo6xoauMO co3faTb OBEPEHHBIN NpoBanaep no wabnoHy LDAP:

1. MepenguTe B KABUHET agMUHUCTPaTOpPa - BKNagka HacTpouku.
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Trusted ID

m Trusted ID

Pecypch

@ Mpoduns @ Paspeluexna =: XypHan

Bbi MOXeTe ynpaBnATb AOCTYNOM K BalleMy akkayHTy. HacTpoiTe kakue AaHHble OyayT npefocTasneHbl NpUnoXeHi

OcHoBHanA Hpopmaums

ID nonb3osatens 884

MNy6nnyHoe ums AnexcaHgpa TuMmodeeea

®oto npodpuna

Penuns v1.0

Anekcanapa Tumodeeea a
a '

Anekcanapa Tumodeera

[J Trusted D

2 Mpoduns [> Bsixoa
@ v

® -

» YTo6bl co3faTh NpoBaaep 4SS OpraHU3aLmMm, OTKPONTE KaBUHET OpraHU3aLuu.

2. PackponTe 610K [loBepeHHble npoBangepbl 1 HaxXxMuTe HacTpouTb.

m Trusted ID
Pecypcel o
€§3 HacTtpoitku \0/ Mpunoxenusa 2, Monbzosatenn =: XypHan
\l JloBepeHHble npoBanaepsbl
ABTOMaTMyecKoe 06beavHeHne Nonb3osarenen
BaHHbIX NONb3OBATENEI B 4OBEPEHHLIE NONb30BATENM NPY COBNaAeHM email

i ‘i{ LDAP  =ALD

B oTKpbIBLLEMCSI OKHE HaXXMUTe Ha KHoMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LLIabOHOB.

5. BoiGepuTe wabnoH nposangepa LDAP.
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Cos3pgaTb npoBangep X

Boibepute wabnoH npoBanaepa

LDAP LDAP

= ALD ALDPRO

1C

IDM

6. B popmMe co3gaHus 3arnofniHuTe Nons UM BCTaBbTe CKOMMPOBAHHbIE 3HAYEHUS U3 paHee
CO3[aHHOro gosepeHHoro nposangepa LDAP:

OcHoBHas uHpopmauua

o Umss — HasBaHue, KOTOpOoe YBUAAT NOJSib30BaTeSN.

o OnucaHue (onumoHanbHo) — KpaTkoe onucaxHue.

o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK MKOHKY, UK 6yaeT UCNOoNb30BaHa
cTaHZapTHas.

MapameTpbl

o Appec cepeepa LDAP (Idap_url) — Agpec cepsepa LDAP B popmaTe ldaps://example.com.

o ba3a noucka (ldap_base) — O6beKkT KaTanora, HaunHasi C KOToporo 6ygeT NPon3BOANTLCS
nounck. [lomxeH 6bITb KoppekTHbIM DN, Hanpumep, dc=example, dc=com.

o flomeH LDAP (ldap_domain) — Vims gomeHa, KOToOpoMy npuHagfiexaT nonb3oBaTenu.

o ®unbTp noucka (Idap_filter) — GunbTp ANa Nnoncka yyeTHOM 3anucm Nonb3oBaTens.

o ConocTtaBneHue atpuyTtos LDAP (Idap_mapping) — CooTBeTcTBME aTpMbyTOB Npodumns
nonb3oBatens Trusted.ID c atpu6yTtamu B LDAP. dopmar:
trusted id attribute:ldap attribute (Hanpumep, given name:givenName, family name:sn,
email:mail, picture:photo). [logpo6Hee o npaBunax -

o lormH agMmuHucTpaTtopa (ldap_admin_dn) — JlorvH agmuHucTpatopa LDAP.

o Maponb agmuHucTpaTtopa (Idap_admin_pwd) — Maponb agmuHucTpatopa LDAP.
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JononHuTtesnibHble HaCTpOﬁKM

o My6nnyYHbIN cnNoco6 Bxogda — Bktounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b1N10 406GaBUTb B ApYrne NpUNoXeHns cuctemsl (Mnm opraHusaunm), a Takxe B npodusnb
nosib3oBaTens B KayecTse naeHTMdrKaTopa BHELIHEro cepsuca.

o My6nuyHocTb — HacTponTe ypoBeHb Ny6ANYHOCTU NO YMONYaHUIO ONs uaeHTudunkaTopa
BHeLLHero cepsuca B npoduse nosb3osartens.

o 3anpeTuTb c6poc napons — onb3oBaTeslb He CMOXET CMEHUTb Naposib OT YYETHOM 3anmcu
BHELWHeN cuctemMsbl. B BuaKeTe Bxoda KHornka CMeHUTb naposb 6YAeT CKpbITa.

7. Haxkmute CoXpaHUTb.

Mocne ycnewHoro co3aaHus npoeangep oTo6pasnTcs B CrMcKe.

LLlar 3. MpoBepka AOCTYMHOCTU BHELLUHEN CUCTEMDI

MpoBepKa JOCTYNHOCTU — 3TO BCTPOEHHbIA MHCTPYMEHT, KOTOPbIM MNO3BONSET y6eouTbCs, YTo
yKasaHHble napamMeTpbl NOLKIHOYEHMS K LOBEPEHHOMY NPOBanaepy HAaCTPOEHbl KOPPEKTHO U CEPBUC
YyCMeLwHo B3aMMOLENCTBYET C BHELLUHEN CUCTEMON.

[Mocne 3anofHeHNA napameTpoB nposaﬁ,u,epa Ha)xmuTe KHonky MNpoBepka JOCTYNHOCTHU. Cuctema
BbIMNOTHUT TECTOBLIN 3anpocC Ha YKa3aHHble KOHEYHble TOYKU npOBale,epa.

L

Mpoeepka AOCTYNHOCTH /

[MNokazbieaTe NOroTun npoeangepa B sugxere [

@ MNpoBepka NOAKMHYEHUA YCnelHa X
3aronosok cnocoba exoga

B pes3ynbraTte NpPoBEPKUN BO3IMOXXHbI iBa BapWaHTa OTBETa:

« (4 Mpoeepka NoaKNOYEHUSA YCNeLwWwHa — coeMHEHME YCTaHOBEHO, MapaMeTpbl KOHPUrypaumm
KOPPEKTHbI.

« X{ Owmn6Ka NpoBepKU NOAKIOUEHUSI — BO3HMKIIA OLUMGKA COeIMHEHWS. B 3TOM criyyae
npoBepbTe NPaBUIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIIMEHTCKMX KHOYEN UM TOKEHOB.

. PekomeHpyeTCs BbINOMHATL NPOBEPKY NOCE KaXA0ro M3MEHEHUSI HACTPOEK, YTOObI
y6eguTbCa, YTO NapameTpbl YKasaHbl KOPPEKTHO Nnepes CoXpaHeHneM.
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LLiar 4. INpueaska nuueH3nm

1. B o6em crnucke npoBangepos HananTe co3fgaHHbIM cnocob Bxoda v Haxkmute HacTpouTb.

2. B JInueHsus BoibGepuTe KHOY U3 BbiNagatoLwero cnncka.

NuueHs3nA NobaenTb

(HeT nNuueH3uKn) A

(HeT nuueHsuun)
TN3AH-XXXXX-MQDWT

TN3PF-XXXXX-MKVGQ

P72 0707 7 fUSTIHUACCOUNTNnTy

¢ CoseT: Ecnin B criMcke HeT NMLEH3NN, CHayana 3arpysure ee yepes KHomnky [106aBuTb.

3. CoxpaHuTe namMeHeHus rno KHorke CoxpaHuTb.

LLlar 5. [lo6aBneHne Ha BUOXeT

YTo6bl MONb30BaTENM YBUAENM KHOMKY BXOAa Ha GopMe aBTopu3aumm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOWMKaxX BUAXeTa:

1. B o6wem cnucke npoBanaepoB HanauTe cosgaHHbli crnocob Bxoga.
2. BkntounTte nepekntoyaTenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: lMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXEHUU. Ha BngxeTte
OOJKHA NOSABUTLCA HOBas KHOMKa C IOroTUNOM crnocoba Bxoga.

[TpaBunia conocTaB/ieHUa aTpUOYTOB

ConocTaBneHune aTpmMbyTOB NO3BONASIET HACTPOUTL COMNOCTaBNeHME NoNsa NPoduNa Nosb3oBaTess
Trusted.ID c aTpnu6yTom nonb3osaTens B Active Directory.

Ecnun 3HayeHuWe nons He 3af4aHo, ncnonb3yeTcqa 3Ha4vyeHne no yMO4aHUKo:

e given name:givenName,
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e family name:sn,
e email:mail.

OcHoBHble nona nonb3oBaTtensa Trusted.ID

Mone OnucaHune

sub MpeHTudukatop nonb3oBaTtens
email ALpEeC 3/1eKTPOHHOM NOYThbI
phone number Homep TenedoHa

nickname MMy6nuyHoe nms

given name 21V

family name damunua

login JlornuH

birthdate [aTta poxaeHus

picture ®oTo npoduns

Ocob6eHHOCTU COoMoCcTaB/IeHUS anVI6yTOB
1. JlonosiHUTesNbHbIe NONK:

o [lonyckaeTcs HacTpoMKa CONOCTaBNEHUA Ha AOMONHUTE NbHbIE NoNs NPpodunsa Nonb3oBaTens.
B Takom cnydae B kadecTtBe nons npoounsa Trusted.ID ykasbiBaeTca HassaHue
OOMNONHUTENBHOrO NONS.

2. Oco6eHHOCTU paboThbl C JIOFTUHOM

o MOXXHO 3agaTb conocTaBneHne Ha nosne JIoruH, ons Toro, YTo6bl NOrMHbI NOMb30BaTENS B
Trusted.ID 1 BO BHelLHeN cucteMe coBrnagann. B aTom cnydyae fOrMH Bo BHELWHEN CUCTeMe
OOMKEH UMETb YHUKaSIbHOE 3HaYeHMe.

o Ecnn B conoctaBneHnmn atpmGyToB OTCYTCTBYET HAaCTponKa CONoCcTaBeHUs Ha none JIoruH,
WNK NIOMMH YXXe UCMOoNb3yeTca ANs APYroro nonb3oBaTtens, To Npu aBToOMaTU4YeCKoMn
perncrtpauum nonb3oBaTesto NPMCBanBaeTCA BHYTPEHHUA NOTMH, CTEHEPUPOBAHHbIN
CUCTEMOMN.

3. ConocTtaBJjieHue C YC/IOBUEM KUNTU»

o B none ConocTtaBneHue aTpu6yToB 419 OBEPEHHbLIX NPOBangepoB MOXHO 3a4aTb
HEeCKOJIbKO BO3MOXHbIX aTPMOYTOB Yepes Aedpuc, 4Tobbl MICNOSb30BaTh 3HAYEHME N3 OOHOTO,
€C/in B JpyromM OHO OTCYTCTBYET.

o [lpumep 3anncu: <none Trusted.ID>:<aTpnbyTl>-<aTpubyt2>
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CMOTpUTE TakXe

e O6Llee PYyKOBOACTBO MO HAaCTpoOWKe cnocob6oB BXoga — 0630p BCEX AOCTYMHbIX METOL0B
ayTeHTudumnKaumu.
e JINYHbIM Npodunb Nonb3oBaTena — Kak Ao06aBNATb U yAanaTb MaeHTMGUKaTopbl.
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OTKprTb CTaTbio Ha canTe

HacTpouka Bxoga ¢ nomoulbto 1C B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aToM pykoBOoACTBe Bbl y3HaeTe, Kak MOAKMIOUYNTbL AOBEPEHHbIM NpoBangep ayTeHTudmkaumm 1C K
cucteme Trusted.ID, HacTpouTb conocTaBneHne aTpMByTOB, NPOBEPUTL AOCTYMHOCTb BHELLIHEN
CUCTEMbI U UHTErPUPOBATb KHOMKY BXO4a Ha BUOXKET aBTopu3aLmu.

,El,osepeHHbM npOBaWJ,ep 1C npepgHasHa4veH and opraHn3aunm Bxoaa B MH(DOpMaLI,MOHHbIe CUCTEMbI
Nno OaHHbIM (J'IOFI/IH/I'IapOJ'Ib) YYEeTHbIX 3anuMcen nonb3oeartenen cuctemsol 1C.

./ Ba>xHoO:
JaHHbIn dyHKuMoHan BxoauT B Enterprise-Bepcuto Trusted.ID
INpnobpecTn NULEH3NIO | Texnogaep>xka

LLar 1. HacTpownka Ha CTOpPOHE BHELLUHEN CUCTEMDI

1. YcTaHoBUTE paclunmpeHune KoHourypauum 1C.

B3anmopgencrteune ¢ MHPpopmMaLnoHHoW 6a3on 1C peannsoBaHO Yepes paclunpeHune
KoHOUrypaumm (bann pacwmpeHuns NnpefoCcTaBnseTcs OTAENbHO), N OCYLLECTBSAETCS C
ncnonb3oBaHmem http-cepsucos.

2. Ony6nukynTe http-cepBuChl NPUIOXEHUS Ha web-cepBepe Ans paboThbl C pacLUMPEHNEM.
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NyGmecasen 1a seG-cepeepe X

JCHOBHDIE OpeniD pow

Py O OBAT

DemoSSL e

BeScepser ntemet Information Services -
Karanor C:\inetpub \wwwroot \DemoSSL DT
v yGmmosat SOCTIN QNS KIAMesTe OVIN0 X et

MySmecosat cTanaapes immepdenc OData — -

MBS 83T ST AT

Web-cepance: HTTP cepsuce ] ol TS

fiyGmvosats HTTP cepancs: no yMonsareac -
Cnpasxa
v  Banmves biing
Nepegasalaveeix &

3. YcTaHoBuTe npusHak NMy6nukosaTb HTTP cepBucoB pacluMpeHus rno ymMosnyaHuio a1s padoTbl
http-cepBucoB pacLuimpeHus.

[ns NnpoBepKu KOppeKTHOCTM ny6nvkaumm http-cepeucos nposepseTcsa ¢pann nybnmkaumm (.vrd)
Ha web-cepsepe. ®ann ny6nmkaumm ONXKeEH cogep)XaTb CBOMCTBO
publishExtensionsByDefault, paBHO€ 3HayeHUo true.

4. Co3painTe Nonb30oBaTens, yYeTHble faHHble KOTOporo 6yayT UCNoSib30BaTbCs AN aBTOPU3aLLMK
3anpocoB (gonyckaeTca nonb3oBaTteNb 6e3 npas).
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Lar 2. Hactpouka B Trusted.ID

B cepsuce Trusted.ID Heo6xoanMMO co3faTb AOBEPEHHbLIV NpoBangep no waodnoHy 1C.
YTob6bl co3aaTh NpoBanaep:

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.
¢ YTO6bI CO3paTh NpoBanaep A1 OPraHn3aummn, OTKPONTe Ka6UHET opraHusaLuu.

2. PackponTe 610K [loBepeHHble npoBangepbl N HAXMUTe HacTpoUThb.

m Trusted ID AnekcaHapa Tumodeesa Q

€§3 HacTpoitku & Npunoxenus 2, Monbzosarenu =: XypHan

\ [loBepeHHble NpoBanaepsbl ~

AsTOMaTnyeckoe o6beguHerne nonb3osaTenein

peopsase coucsaperCTIVBERDs o 0BaTereh 3 BsapaS TOeSaTa 94 Cooas o @

ai LDAP  =ALD

B OTKpPbIBLUEMCA OKHE Ha>XXMUTE Ha KHOMKY Cospatb
4, OTKpoeTCFI OKHO CO CMUCKOM LWabIOHOB.

5. BblbepuTe WabnoH nposangepa 1C.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 263



Trusted ID Penuns v1.0

Cos3pgaTb npoBangep

BoibepuTe wabnoH nposangepa

LDAP LDAP

= ALD ALDPRO

=1

1C

IDM

6. B popme co3gaHusi 3anosiHUTe NoNs UM BCTaBbTe CKOMMPOBaHHbIE 3HaYeHNsA U3 paHee
CO34aHHOro foBepeHHoro npoeangepa 1C:

OcHoBHas uHpopmauua

o Umss — HasBaHue, KOTOpOoe YBUAAT NOJSib30BaTeSN.
o OnucaHue (onumoHanbHo) — KpaTkoe onucaxHue.
o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK MKOHKY, UK 6yaeT UCNOoNb30BaHa

CcTaHgapTHas.

MapameTpbl

o Apgpec cepBepa 1C — HasaHue ony6MKoBaHHOW 6a3bl B popmarte: http(s)://[cepsep]:
[mopT]/[6a3al.

o JlornH agMmuHucTpatopa 1C — JlornH nonb3osartens 1C, yyeTHble AaHHble KOTOPOro 6yayT
MCNoNb30BaTbCs A1 aBTOPM3aLMmM 3anpocoB (gonyckaeTcs nofnb3oBaTtenb 6e3 npas).

o Maponb agmuHucTpatopa 1C — lNaponb nonb3oBatens 1C.

o ConocTtaBneHue aTpuobyTos 1C — CoOTBETCTBME aTpuOyTOB Npodunga nonb3oBaTens
Trusted.ID c atpu6ytamu B 1C. Gopmar: trusted id attribute:1C attribute (Hanpumep,
given name:givenName, family name:sn, email:mail, picture:photo). [Tlogpo6Hee o npasunax

->
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JononHuTtesnibHble HaCTpOﬁKM

o My6nnyYHbIN cnNoco6 Bxogda — Bktounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b1N10 406GaBUTb B ApYrne NpUNoXeHns cuctemsl (Mnm opraHusaunm), a Takxe B npodusnb
nosib3oBaTens B KayecTse naeHTMdrKaTopa BHELIHEro cepsuca.

o My6nuyHocTb — HacTponTe ypoBeHb Ny6ANYHOCTU NO YMONYaHUIO ONs uaeHTudunkaTopa
BHeLLHero cepsuca B npoduse nosb3osartens.

o 3anpeTuTb c6poc napons — onb3oBaTeslb He CMOXET CMEHUTb Naposib OT YYETHOM 3anmcu
BHELWHeN cuctemMsbl. B BuaKeTe Bxoda KHornka CMeHUTb naposb 6YAeT CKpbITa.

7. Haxkmute CoXpaHUTb.

Mocne ycnewHoro co3aaHus npoeangep oTo6pasnTcs B CrMcKe.

LLlar 3. MpoBepka AOCTYMHOCTU BHELLUHEN CUCTEMDI

MpoBepKa JOCTYNHOCTU — 3TO BCTPOEHHbIA MHCTPYMEHT, KOTOPbIM MNO3BONSET y6eouTbCs, YTo
yKasaHHble napamMeTpbl NOLKIHOYEHMS K LOBEPEHHOMY NPOBanaepy HAaCTPOEHbl KOPPEKTHO U CEPBUC
YyCMeLwHo B3aMMOLENCTBYET C BHELLUHEN CUCTEMON.

[Mocne 3anofHeHNA napameTpoB nposaﬁ,u,epa Ha)xmuTe KHonky MNpoBepka JOCTYNHOCTHU. Cuctema
BbIMNOTHUT TECTOBLIN 3anpocC Ha YKa3aHHble KOHEYHble TOYKU npOBale,epa.

L

Mpoeepka AOCTYNHOCTH /

[MNokazbieaTe NOroTun npoeangepa B sugxere [

@ MNpoBepka NOAKMHYEHUA YCnelHa X
3aronosok cnocoba exoga

B pes3ynbraTte NpPoBEPKUN BO3IMOXXHbI iBa BapWaHTa OTBETa:

« (4 Mpoeepka NoaKNOYEHUSA YCNeLwWwHa — coeMHEHME YCTaHOBEHO, MapaMeTpbl KOHPUrypaumm
KOPPEKTHbI.

« X{ Owmn6Ka NpoBepKU NOAKIOUEHUSI — BO3HMKIIA OLUMGKA COeIMHEHWS. B 3TOM criyyae
npoBepbTe NPaBUIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIIMEHTCKMX KHOYEN UM TOKEHOB.

. PekomeHpyeTCs BbINOMHATL NPOBEPKY NOCE KaXA0ro M3MEHEHUSI HACTPOEK, YTOObI
y6eguTbCa, YTO NapameTpbl YKasaHbl KOPPEKTHO Nnepes CoXpaHeHneM.
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LLiar 4. INpueaska nuueH3nm

1. B o6em crnucke npoBangepos HananTe co3fgaHHbIM cnocob Bxoda v Haxkmute HacTpouTb.

2. B JInueHsus BoibGepuTe KHOY U3 BbiNagatoLwero cnncka.

NuueHs3nA NobaenTb

(HeT nNuueH3uKn) A

(HeT nuueHsuun)
TN3AH-XXXXX-MQDWT

TN3PF-XXXXX-MKVGQ

P72 0707 7 fUSTIHUACCOUNTNnTy

¢ CoseT: Ecnin B criMcke HeT NMLEH3NN, CHayana 3arpysure ee yepes KHomnky [106aBuTb.

3. CoxpaHuTe namMeHeHus rno KHorke CoxpaHuTb.

LLlar 5. [lo6aBneHne Ha BUOXeT

YTo6bl MONb30BaTENM YBUAENM KHOMKY BXOAa Ha GopMe aBTopu3aumm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOWMKaxX BUAXeTa:

1. B o6wem cnucke npoBanaepoB HanauTe cosgaHHbli crnocob Bxoga.
2. BkntounTte nepekntoyaTenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: lMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXEHUU. Ha BngxeTte
OOJKHA NOSABUTLCA HOBas KHOMKa C IOroTUNOM crnocoba Bxoga.

[TpaBunia conocTaB/ieHUa aTpUOYTOB

ConocTaBneHune aTpmMbyTOB NO3BONASIET HACTPOUTL COMNOCTaBNeHME NoNsa NPoduNa Nosb3oBaTess
Trusted.ID c aTpnb6yTom nosnb3osartens B 1C.

Ecnun 3HayeHuWe nons He 3af4aHo, ncnonb3yeTcqa 3Ha4vyeHne no yMO4aHUKo:

e given name:firstName,
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e family name:lastName,
e email:email,

e picture:photo.

OcHoBHble nonga nonb3oBatensa Trusted.ID

Mone OnucaHue

sub MaoeHTndukaTop nonb3osartens
email AZpec aneKTPOHHOM NOYThbI
phone number Homep TenedoHa

nickname My6nuyHoe nms

given name Nms

family name Gamunua

login NloruH

birthdate [ata poxpaeHus

picture ®oTo npoduns

OCo6eHHOCTN conocTaBeHNs aTpUoyToB
1. donoJsiHuTesbHble Nons:

o JlonyckaeTcsl HaCTpOMKa CONOCTaBEHUS Ha SOMOSHUTENbHbBIE NOMAS NPoduns Nonb3oBaTens.
B Takom crniyyae B kadecTBe nons npoouns Trusted.ID ykasbiBaeTcss HasesaHue
OOMNONMHUTENBHOMO NONS.

2. Oco6eHHOCTU paboThbl C JIOTUHOM

o MOXHO 3afaTb conocTtaBneHue Ha none JIoruH, ans Toro, YTo6bl NOrMHblI NOb30BaTENS B
Trusted.ID 1 BO BHeLLHEN CUCTEME COBMagann. B aTom cny4yae fOrmH Bo BHELWHEN CUCTEME
JOMMKEH UMETb YHUKaNbHOE 3Ha4YeHuMe.,

o Ecnu B conocTtaBneHnm aTpuoéyToB OTCYTCTBYET HACTPOMKa conocTaBeHns Ha nosne JIorux,
WK JIOTUH y>Ke UCTONb3YeTCs 18 APYroro nosib3oBartens, To Npy aBToMaTUYeCcKon
perucTpaumm Nnonb3oBaTento NPMCBaMBaeTCs BHYTPEHHUIM NTOTUH, CTEHEPUPOBaHHbIN
CUCTEMOMN.

3. ConocTaBJieHue C YC/IoOBUEM KUNTU»

o B none ConocTtaBneHue aTpubyToB /189 LOBEPEHHbLIX MPOBangepOB MOXHO 3afaTb
HECKOJIbKO BO3MOXHbIX aTpMBYyTOB Yepes aedpuc, 4Toobl MICNOAb30BaTb 3HAaYEHME N3 OOHOrO,
€C/i1 B JpyromM OHO OTCYTCTBYET.

o [lpumep 3anncu: <none Trusted.ID>:<aTpnbyTl>-<aTpubyt2>
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CMOTpUTE TakXe

e O6Llee PYyKOBOACTBO MO HAaCTpoOWKe cnocob6oB BXoga — 0630p BCEX AOCTYMHbIX METOL0B
ayTeHTudumnKaumu.
e JINYHbIM Npodunb Nonb3oBaTena — Kak Ao06aBNATb U yAanaTb MaeHTMGUKaTopbl.
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OTKprTb CTaTbio Ha canTe

HacTtpounka Bxoga ¢ nomouwbto ALD Pro B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B sTOM pyKOBOACTBE Bbl y3HAeETe, Kak MOAKMOUNTD AOBEPEHHbIV NpoBangep ayteHTudmkaumm ALD
Pro k cucteme Trusted.ID, HacTpouTb conocTaBfeHne aTpmbyToB, NPOBEPUTb AOCTYMHOCTb
BHELLHEN CUCTEMbI U MHTErpUpoOBaTb KHOMKY BXOAa Ha BUOYKET aBTOpU3aLnu.

[oBepeHHbIn npoBangep ALD Pro npegHasHayeH ansa opraHMsaunmn Bxoga B MHGOPMaLUMOHHbIE
CUCTEMbI NO AaHHbLIM YYeTHbIX 3anunucen nosibaoaTtenen cuctemol ALD Pro.

./ Ba>xHoO:
JaHHbIn dyHKuMoHan BxoauT B Enterprise-Bepcuto Trusted.ID
INpnobpecTn NULEH3NIO | Texnogaep>xka

LLar 1. HacTpownka Ha CTOpPOHE BHELLUHEN CUCTEMDI

B ALD Pro Heo6xoanMMo co34aThb Nosib3oBaTens:

» O6nagaroLero npaBaMu agMUHUCTPaTopa, C BO3MOXHOCTbIO M3MEHSITb Naposib Nofib3oBaTenen
B ALD Pro;
o CocToslero B rpynrne 6e3onacHoCcT AGMUHUCTpPaTOPbI OMEHA.

LLlar 2. HacTpouka B Trusted.ID

B cepeuce Trusted.ID Heo6xoauMMO co3aaTb OBEPEHHBIN NpoBanaep no wabnoHy ALD Pro:

1. MepenguTe B KABUHET agMUHUCTPaTOpPa - BKNagka HacTpouku.
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https://trusted.ru/documentation/trusted-id/v1.0/trusted-providers/03-ald/
https://cryptoarm.ru/shop/
mailto:ask@trusted.ru

Trusted ID

m Trusted ID

Pecypch

@ Mpoduns @ Paspeluexna =: XypHan

Bbi MOXeTe ynpaBnATb AOCTYNOM K BalleMy akkayHTy. HacTpoiTe kakue AaHHble OyayT npefocTasneHbl NpUnoXeHi

OcHoBHanA Hpopmaums

ID nonb3osatens 884

MNy6nnyHoe ums AnexcaHgpa TuMmodeeea

®oto npodpuna

Penuns v1.0

Anekcanapa Tumodeeea a
a '

Anekcanapa Tumodeera

[J Trusted D

2 Mpoduns [> Bsixoa
@ v

® -

» YTo6bl co3faTh NpoBaaep 4SS OpraHU3aLmMm, OTKPONTE KaBUHET OpraHU3aLuu.

2. PackponTe 610K [loBepeHHble npoBangepbl 1 HaxXxMuTe HacTpouTb.

m Trusted ID
Pecypcel o
€§3 HacTtpoitku \0/ Mpunoxenusa 2, Monbzosatenn =: XypHan
\l JloBepeHHble npoBanaepsbl
ABTOMaTMyecKoe 06beavHeHne Nonb3osarenen
BaHHbIX NONb3OBATENEI B 4OBEPEHHLIE NONb30BATENM NPY COBNaAeHM email

i ‘i{ LDAP  =ALD

B oTKpbIBLLEMCSI OKHE HaXXMUTe Ha KHoMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LLIabOHOB.

5. BoiGepuTe wabnoH nposangepa ALD Pro.
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Cos3pgaTb npoBangep

Boibepute wabnoH npoBanaepa
LDAP LDAP
®ALD ALDPRO
1C

6. B popmMe co3gaHus 3arnofniHuTe Nons UM BCTaBbTe CKOMMPOBAHHbIE 3HAYEHUS U3 paHee
CO3[aHHOro goBepeHHoro nposangepa ALD Pro:

IDM

OcHoBHas uHpopmauua

o Umss — HasBaHue, KOTOpOoe YBUAAT NOJSib30BaTeSN.
o OnucaHue (onumoHanbHo) — KpaTkoe onucaxHue.

Penuns v1.0

o Jlorotun (onumoHanbHo) — MOXHO 3arpy3uTb CBOK UKOHKY, UNK 6yaeT UCNofb3oBaHa
CcTaHgapTHas.

MapameTpbl

o Appec cepeepa ALD Pro (aldpro_url) — Aapec cepsepa ALD Pro B popmate ALD Pros://

example.com.

o ba3a noucka (aldpro_base) — O6bekT KaTanora, HaunmHas ¢ KOToporo 6ygeT NPOM3BOANTLCS

nouck. [lonmkeH 6bITb KOppekTHbIM DN, Hanpumep, dc=example,dc=com.

o JomeH ALD Pro (aldpro_domain) — imss goMeHa, KOTOpOMY NpUHaAAeXaT Nnonb3oBaTesu.
o @unbTp nomncka (aldpro_filter) — OunbTp 415 NoMcka yyeTHOM 3anncy Nofb3oBaTens.

o ConocTtaBneHue atpuéytoB ALD Pro (aldpro_mapping) — CooTBeTcTBMNE aTPMOYTOB
npodwunsa nonb3osartens Trusted.ID ¢ atpuGytamu B ALD Pro. ®opmar:
trusted id attribute:ALD Pro_attribute (Hanpumep, given name:givenName,
family name:sn, email:mail, picture:photo). [Nlogpo6Hee o npasunax -

o JlornH agpMuHucTpaTtopa (aldpro_admin_dn) — Jlorun agmmnHucTpatopa ALD Pro.

o Maponb agmuHucTpaTtopa (aldpro_admin_pwd) — MNaponb agMmuHuctpaTopa ALD Pro.
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JononHuTtesnibHble HaCTpOﬁKM

o My6nnyYHbIN cnNoco6 Bxogda — Bktounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
6b1N10 406GaBUTb B ApYrne NpUNoXeHns cuctemsl (Mnm opraHusaunm), a Takxe B npodusnb
nosib3oBaTens B KayecTse naeHTMdrKaTopa BHELIHEro cepsuca.

o My6nuyHocTb — HacTponTe ypoBeHb Ny6ANYHOCTU NO YMONYaHUIO ONs uaeHTudunkaTopa
BHeLLHero cepsuca B npoduse nosb3osartens.

o 3anpeTuTb c6poc napons — onb3oBaTeslb He CMOXET CMEHUTb Naposib OT YYETHOM 3anmcu
BHELWHeN cuctemMsbl. B BuaKeTe Bxoda KHornka CMeHUTb naposb 6YAeT CKpbITa.

7. Haxkmute CoXpaHUTb.

Mocne ycnewHoro co3aaHus npoeangep oTo6pasnTcs B CrMcKe.

LLlar 3. MpoBepka AOCTYMHOCTU BHELLUHEN CUCTEMDI

MpoBepKa JOCTYNHOCTU — 3TO BCTPOEHHbIA MHCTPYMEHT, KOTOPbIM MNO3BONSET y6eouTbCs, YTo
yKasaHHble napamMeTpbl NOLKIHOYEHMS K LOBEPEHHOMY NPOBanaepy HAaCTPOEHbl KOPPEKTHO U CEPBUC
YyCMeLwHo B3aMMOLENCTBYET C BHELLUHEN CUCTEMON.

[Mocne 3anofHeHNA napameTpoB nposaﬁ,u,epa Ha)xmuTe KHonky MNpoBepka JOCTYNHOCTHU. Cuctema
BbIMNOTHUT TECTOBLIN 3anpocC Ha YKa3aHHble KOHEYHble TOYKU npOBale,epa.

L

Mpoeepka AOCTYNHOCTH /

[MNokazbieaTe NOroTun npoeangepa B sugxere [

@ MNpoBepka NOAKMHYEHUA YCnelHa X
3aronosok cnocoba exoga

B pes3ynbraTte NpPoBEPKUN BO3IMOXXHbI iBa BapWaHTa OTBETa:

« (4 Mpoeepka NoaKNOYEHUSA YCNeLwWwHa — coeMHEHME YCTaHOBEHO, MapaMeTpbl KOHPUrypaumm
KOPPEKTHbI.

« X{ Owmn6Ka NpoBepKU NOAKIOUEHUSI — BO3HMKIIA OLUMGKA COeIMHEHWS. B 3TOM criyyae
npoBepbTe NPaBUIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIIMEHTCKMX KHOYEN UM TOKEHOB.

. PekomeHpyeTCs BbINOMHATL NPOBEPKY NOCE KaXA0ro M3MEHEHUSI HACTPOEK, YTOObI
y6eguTbCa, YTO NapameTpbl YKasaHbl KOPPEKTHO Nnepes CoXpaHeHneM.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 272



Trusted ID Penuns v1.0

LLiar 4. INpueaska nuueH3nm

1. B o6em crnucke npoBangepos HananTe co3fgaHHbIM cnocob Bxoda v Haxkmute HacTpouTb.

2. B JInueHsus BoibGepuTe KHOY U3 BbiNagatoLwero cnncka.

NuueHs3nA NobaenTb

(HeT nNuueH3uKn) A

(HeT nuueHsuun)
TN3AH-XXXXX-MQDWT

TN3PF-XXXXX-MKVGQ

P72 0707 7 fUSTIHUACCOUNTNnTy

¢ CoseT: Ecnin B criMcke HeT NMLEH3NN, CHayana 3arpysure ee yepes KHomnky [106aBuTb.

3. CoxpaHuTe namMeHeHus rno KHorke CoxpaHuTb.

LLlar 5. [lo6aBneHne Ha BUOXeT

YTo6bl MONb30BaTENM YBUAENM KHOMKY BXOAa Ha GopMe aBTopu3aumm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOWMKaxX BUAXeTa:

1. B o6wem cnucke npoBanaepoB HanauTe cosgaHHbli crnocob Bxoga.
2. BkntounTte nepekntoyaTenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: lMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXEHUU. Ha BngxeTte
OOJKHA NOSABUTLCA HOBas KHOMKa C IOroTUNOM crnocoba Bxoga.

[TpaBunia conocTaB/ieHUa aTpUOYTOB

ConocTaBneHune aTpmMbyTOB NO3BONASIET HACTPOUTL COMNOCTaBNeHME NoNsa NPoduNa Nosb3oBaTess
Trusted.ID c atpubéyTom nonb3osatens 8 ALD Pro.

Ecnun 3HayeHuWe nons He 3af4aHo, ncnonb3yeTcqa 3Ha4vyeHne no yMO4aHUKo:

e given name:givenName,
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e family name:sn,
e email:mail.

OcHoBHble nona nonb3oBaTtensa Trusted.ID

Mone OnucaHune

sub MpeHTudukatop nonb3oBaTtens
email ALpEeC 3/1eKTPOHHOM NOYThbI
phone number Homep TenedoHa

nickname MMy6nuyHoe nms

given name 21V

family name damunua

login JlornuH

birthdate [aTta poxaeHus

picture ®oTo npoduns

Ocob6eHHOCTU COoMoCcTaB/IeHUS anVI6yTOB
1. JlonosiHUTesNbHbIe NONK:

o [lonyckaeTcs HacTpoMKa CONOCTaBNEHUA Ha AOMONHUTE NbHbIE NoNs NPpodunsa Nonb3oBaTens.
B Takom cnydae B kadecTtBe nons npoounsa Trusted.ID ykasbiBaeTca HassaHue
OOMNONHUTENBHOrO NONS.

2. Oco6eHHOCTU paboThbl C JIOFTUHOM

o MOXXHO 3agaTb conocTaBneHne Ha nosne JIoruH, ons Toro, YTo6bl NOrMHbI NOMb30BaTENS B
Trusted.ID 1 BO BHelLHeN cucteMe coBrnagann. B aTom cnydyae fOrMH Bo BHELWHEN CUCTeMe
OOMKEH UMETb YHUKaSIbHOE 3HaYeHMe.

o Ecnn B conoctaBneHnmn atpmGyToB OTCYTCTBYET HAaCTponKa CONoCcTaBeHUs Ha none JIoruH,
WNK NIOMMH YXXe UCMOoNb3yeTca ANs APYroro nonb3oBaTtens, To Npu aBToOMaTU4YeCKoMn
perncrtpauum nonb3oBaTesto NPMCBanBaeTCA BHYTPEHHUA NOTMH, CTEHEPUPOBAHHbIN
CUCTEMOMN.

3. ConocTtaBJjieHue C YC/IOBUEM KUNTU»

o B none ConocTtaBneHue aTpu6yToB 419 OBEPEHHbLIX NPOBangepoB MOXHO 3a4aTb
HEeCKOJIbKO BO3MOXHbIX aTPMOYTOB Yepes Aedpuc, 4Tobbl MICNOSb30BaTh 3HAYEHME N3 OOHOTO,
€C/in B JpyromM OHO OTCYTCTBYET.

o [lpumep 3anncu: <none Trusted.ID>:<aTpnbyTl>-<aTpubyt2>
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CMOTpUTE TakXe

e O6Llee PYyKOBOACTBO MO HAaCTpoOWKe cnocob6oB BXoga — 0630p BCEX AOCTYMHbIX METOL0B
ayTeHTudumnKaumu.
e JINYHbIM Npodunb Nonb3oBaTena — Kak Ao06aBNATb U yAanaTb MaeHTMGUKaTopbl.
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OTKprTb CTaTbio Ha canTe

HacTpounka Bxoga ¢ NOMOLLbHO
Trusted.IDM B Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pykoBOACTBE Bbl Y3HaeTe, Kak MOAKNIOUYMTL AOBEPEHHbIV NpoBanaep ayTeHTudMKaumm
Trusted.IDM k cucteme Trusted.ID, HacTpouTb conocTaBneHne aTpnubyToB, MPOBEPUTL
AOCTYMHOCTb BHELIHEN CUCTEMBI U MHTErPUPOBaTb KHOMKY BXOA4a Ha BUOYKET aBTOpU3aLnu.

[osepeHHbIn nposangep Trusted.IDM npegHasHaveH ona opraHnsauum Bxoga B MHPOPMaLMOHHbIE
CUCTEMbI NO AaHHbIM YYEeTHbIX 3anncen nosb3oBaTtenen cuctemol Trusted.IDM.

Trusted.IDM — cuctema, npefHasHavyeHHasa ans LeHTpan30BaHHOIo yrnpaBneHus YyYeTHbIMN
3anncamun n npasamMum gocTtyna nonb3oBaTenen B NOAKIOYAEMbIX VIH(bOpMaLl,VIOHHbIX Cncrtemax.

./ Ba>xHoO:
JaHHbIn dyHKuMoHan BxoauT B Enterprise-Bepcuto Trusted.ID
INpnobpecTn NULEH3NIO | Texnogaep>xka

Lar 1. HacTpowka B Trusted.ID

¥ LononHutenoHas HaCTpOVIKa Ha CTOpPOHe BHELUHEN CUCTEMbI HE Tpe6yeTc;|.

B cepsuce Trusted.ID Heo6xoauMMO co34aTb [OBEPEHHBIN NpoBanaep no wabnoHy Trusted.IDM:

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.
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Trusted ID

m Trusted ID

Pecypch

@ Mpoduns @ Paspeluexna =: XypHan

Bbi MOXeTe ynpaBnATb AOCTYNOM K BalleMy akkayHTy. HacTpoiTe kakue AaHHble OyayT npefocTasneHbl NpUnoXeHi

OcHoBHanA Hpopmaums

ID nonb3osatens 884

MNy6nnyHoe ums AnexcaHgpa TuMmodeeea

®oto npodpuna

Penuns v1.0

Anekcanapa Tumodeeea a
a '

Anekcanapa Tumodeera

[J Trusted D

2 Mpoduns [> Bsixoa
@ v

® -

» YTo6bl co3faTh NpoBaaep 4SS OpraHU3aLmMm, OTKPONTE KaBUHET OpraHU3aLuu.

2. PackponTe 610K [loBepeHHble npoBangepbl 1 HaxXxMuTe HacTpouTb.

m Trusted ID
Pecypcel o
€§3 HacTtpoitku \0/ Mpunoxenusa 2, Monbzosatenn =: XypHan
\l JloBepeHHble npoBanaepsbl
ABTOMaTMyecKoe 06beavHeHne Nonb3osarenen
BaHHbIX NONb3OBATENEI B 4OBEPEHHLIE NONb30BATENM NPY COBNaAeHM email

i ‘i{ LDAP  =ALD

B oTKpbIBLLEMCSI OKHE HaXXMUTe Ha KHoMKy Co3paTh
4. OTKpoeTCs1 OKHO CO CMUCKOM LLIabOHOB.

5. BoiGepuTe WwabnoH nposangepa Trusted.IDM.
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Cos3pgaTb npoBangep X
BoibepuTe WwabnoH npoeangepa
LDAP LDAP

= ALD ALDPRO

=1

1C

IDM

6. B popmMe co3gaHus 3arnofniHuTe Nons UM BCTaBbTe CKOMMPOBAHHbIE 3HAYEHUS U3 paHee
CO3[aHHOro gosepeHHoro nposangepa Trusted.IDM:

OcHoBHas uHpopmauua

o Umss — HasBaHue, KOTOpOoe YBUAAT NOJSib30BaTeSN.
o OnucaHue (onumoHanbHo) — KpaTkoe onucaxHue.
o Jlorotun (onunoHanbHO) — MOXHO 3arpy3uTb CBOK MKOHKY, UK 6yaeT UCNOoNb30BaHa

cTaHZapTHas.
MapameTpbl

o Agpec cepeepa Trusted.IDM — Agpec cepBepa Trusted.IDM.

o Mpynnbl noucka Trusted.IDM — HassaHue rpynn Trusted.IDM yepes /"

o ConocTtaBneHue aTpuoyTtos Trusted.IDM — CooTBeTcTBME aTpMbYyTOB NpOoduns
nonb3oBatens Trusted.ID c atpu6ytamu B Trusted.IDM. Gopmar:
trusted id attribute:Trusted.IDM attribute (Hanmpumep, given name:givenName,
family name:sn, email:mail, picture:photo). [Mogpo6Hee o npasunax =

o JloruH agMuHucTpaTopa — JloruH agMmmnHuctpartopa Trusted.IDM.

o Maponb agmuHucTpaTopa — Naponb agMuHucTpatopa Trusted.IDM.

JononHuTtesnibHble HaCTpOVIKM

o My6nnyYHbIN cnoco6 Bxoda — Bk/ounTe, €Cnn XOTUTE, YTOOBbI 3TOT CNOCO6 BXOAA MOXHO
6b110 0OGaBUTb B ApYyrue NpuUioXKeHns CUcTeMbl (MM opraHmMsaumm), a Takxe B npodunb
nonb3oBaTens B KadecTBe naeHTudukaTopa BHELWHErO cepBuca.
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o My6nuuyHocTb — HacTponTe ypoBeHb MNyBANYHOCTM MO YMONYaHUIO AN1s uaeHTudukaTopa
BHeLLHero cepsuca B npodune nonb3osarens.

o 3anpeTuTb c6poc naponss — [Nofib3oBaTeNlb HE CMOXET CMEHUTb MNaposib OT YYETHOM 3aMunCK
BHeLLHen cucTembl. B BugxxeTe Bxoga KHornka CMeHUTb naposib 6yAeT CKpbITa.

7. Haxxmute CoxpaHUTb.

Mocne ycnewHoro co3gaHuna npOBale,ep OT06pa3VITCF| B 06LLEM crncke cnocoboB Bxoaa.

LLlar 2. MpoBepKa AOCTYNHOCTU BHELLUHEN CUCTEMBI

MpoBepKa AOCTYMHOCTU — 3TO BCTPOEHHbIN MHCTPYMEHT, KOTOPbIN NO3BONAET y6eauTbCs, UTO
yKa3aHHble napameTpbl NOAK/IHOYEHMSA K OBEPEHHOMY NPOBanaepy HAaCTPOEHbl KOPPEKTHO U CEPBUC
yCMNeLwHOo B3aMMOAENCTBYET C BHELLUHEN CUCTEMON.

Mocne 3anonHeHus napamMeTpoB npOBale,epa Ha>XMUTEe KHOMKY HPOBepKa AOCTYNHOCTM. Cucrtema
BbIMOJTHUT TECTOBbLIN 3anpocC Ha yKa3aHHble KOHEYHbIE TOYKHU npOBaPl,u,epa.

Mpoeepka AOCTYNHOCTH / Q

[NokasbleaTe NOroTUN NPOBangepa B BUAXeTe [

@ MNposepka NoAKMOYEHUA yenewHa X
3aronosok cnocoba exona

B pe3ynbTaTe NpoBepKM BO3MOXHbI iBa BapuaHTa oTBeTa:

« /4 MpoBepka nogknoyeHUs ycnewHa — coenHeHne yCTaHOBIEHO, NapamMeTpbl KOHGUrypaLmm
KOPPEKTHbI.

Y Owmn6kKa NpoBepPKU NOAKNIOUEHNUSI — BO3HUKIIA OLUMGKA COeAMHEeHUs. B aToM cnyyae
NpoBepbTe NPaBUSIbHOCTb YKa3aHHbIX URL 1 KOPPEKTHOCTb KIIMEHTCKUX KITHOUEN UM TOKEHOB.

. PekomeHpyeTcs BbIMOMHATL MPOBEPKY MOCHE KaXA0ro MU3MEHEHUsI HACTPOEK, YTOGbI
y6eguTbCs, YTO NapameTpbl yKasaHbl KOPPEKTHO Nepes CoXpaHeHNeM.

LLar 3. lNpuBaska nuueH3nm

1. B o6emM crnucke npoBangepos HananTe co3fgaHHbIM cnocob Bxoda v Haxkmute HacTpouTb.
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2. B JlnyeH3us BoibepuTe KHOY U3 BbiNagatoLwero cnucka.

NvuueHsnA Hobaentb

(HeT nuueH3un) A

(HeT nuueHsuun)
TN3AH-XXXXX-MQDWT

TN3PF-XXXXX-MKVGQ

P Z 0707 7 fUSTIHUACCOUNnTy

» CoseT: Ecnv B crivcke HeT nMLEH3UK, CHavana 3arpysnte ee yepes KHomnky [lo6aBuUTb.

3. CoxpaHuTe n3aMeHeHust No KHonke CoXpaHUTb.

LLlar 4. [lo6baBneHne Ha BUOKET

YTO6bl MONb30BaTENM YBUAENM KHOMKY BXOAa Ha GopMe aBTopu3aumm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HACTPOWMKaXxX BUAXKeETA:

1. B o6wem cnncke npoBanaepoB HangnTe cosgaHHbii cnocob Bxoga.
2. BkntounTte nepekntoyaTtenb Ha NaHenu ¢ NpoBanaepoMm.

MpoBepka: lNMocne coxpaHeHus oTKponTe popMy BXofa B TECTOBOM NPUIOXKEHUU. Ha BuaxeTe
OO/MKHa NOSIBUTLCA HOBasi KHOMKa C /IOroTUNoM cnocoba Bxoaa.

[1paBuna conocTtaBneHna aTpmMoyToB

ConocTaBneHne aTpubyTOB NO3BONASIET HACTPOUTb COMOCTaBeHMe nNonsa NPoduNa Nosb3oBaTesns
Trusted.ID ¢ aTpnbyTom nosnb3oBaTesns B Trusted.IDM.

Ecnun 3HayeHuWe nons He 3af4aHo, ncnonb3yeTca 3Hav4yeHne no ymMmoJsi4aHuto:

e given name:givenName,
e family name:sn,
e email:mail.
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OcHoBHble nona nonb3oBaTtensa Trusted.ID

Mone OnucaHune

sub MaoeHTndukaTop nonb3osatens
email AZpec 3N1eKTPOHHOM NOYThbI
phone_number Homep TenedoHa

nickname [MyénuyHoe nms

given name Mima

family name damunusa

login JNlornH

birthdate [aTta poxaeHus

picture ®oTo npoduns

OCcob6eHHOCTU COMoCcTaBIEHUS anVI6yTOB
1. JononHuTenbHbIE Nons:

o [lonyckaeTcs HaCTponKa CONOCTaBNEHUA Ha AOMONHUTE NbHbIE NoNs NPodunsa Nonb3oBaTens.
B Takom cnyyae B kadecTtBe nons npoounsa Trusted.ID yka3sbiBaeTca Ha3saHue
OOMNONHUTENBHOMO NONS.

2. Oco6eHHOCTH paboThbl C JIOTUHOM

o MOXXHO 3agaTb conocTaBneHune Ha nosne JIoOruH, oas Toro, YTo6bl NOrMHbI NONb30BaTENS B
Trusted.ID 1 BO BHelLHeN cucTeMe coBnagann. B aTom cnydyae normH Bo BHELWWHEN CUCTeEME
OOMMKEH UMETb YHUKaNIbHOE 3HaYeHuMe.

o Ecnn B conocTtaBneHun aTpubyToB OTCYTCTBYET HAaCTPOMKa conocTaBieHus Ha none JIorux,
WNKM NIOMMH YXXe UCMOoNb3yeTcs ANs APYroro nonb3oBaTensi, To Npy aBToOMaTU4YeCKOM
perncrtpauum nonb3oBaTesnto NPMCBaNBaeTCA BHYTPEHHWUA NOTMH, CTEHEPUPOBAHHbIN
CUCTEMOMN.

3. ConocTaBJjieHue C YC/IOBUEM KUNTU»

o B none ConocTtaBneHue aTpuGyToOB 419 LOBEPEHHbLIX NPOBangepoB MOXHO 3a4aTb
HEeCKOJSIbKO BO3MOXHbIX aTpUByToB Yepes geduc, 4Tobbl NICNOSb30BaTh 3HAYEHME U3 OL4HOrO,
€eCnn B ApYrom OHO OTCYTCTBYET.

o [lpumep 3anncu: <none Trusted.ID>:<aTpnbyTl>-<aTpubyT2>
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CMOTpUTE TakXe

e O6Llee PYyKOBOACTBO MO HAaCTpoOWKe cnocob6oB BXoga — 0630p BCEX AOCTYMHbIX METOL0B
ayTeHTudumnKaumu.
e JINYHbIM Npodunb Nonb3oBaTena — Kak Ao06aBNATb U yAanaTb MaeHTMGUKaTopbl.
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OTKprTb CTaTbio Ha canTe

HacTtpounka Bxoga ¢ nomouwbto ECA B
Trusted.ID

(] 9Ta MHCTPYKLMA BXOAUT B CEPUIO CTaTel Mo HAacTpolike Cnoco6oB Bxoga. MNogpo6Hee
YyuTanTe B UHCTPYKLUMKM CNocoBbl BXOAA M HAaCTpoMKa BUaXKeTa

B aTOM pyKOBOACTBE Bbl Y3HAETE, Kak NMOAKMOUNTD AOBEPEHHbIM NpoBangep ayTeHTudmkauum ECUA
K cucteme Trusted.ID, HacTpOUTbL CONOCTaBNEHNE aTPUBYTOB, MPOBEPUTL AOCTYMHOCTb BHELUHEN
CUCTEMbI U UHTErPUPOBATb KHOMKY BXO4a Ha BUOXKET aBTopu3aLmu.

[oBepeHHbIn NnpoBangep ECUA npegHasHayeH ansg opraHmsaummn exoga B MUHGOPMaLUMOHHbIE
CUCTEMbI C NOMOLLbIO EONHON cUCcTeMbl MOeHTUGUKaUUKM 1 ayTeHTudukauuun. OnepaTop CUCTEMbl —
MuHuMdpbl Poccuu.

B Tekywen peanmnsauum Trusted.ID gns nognmMcm n NnpoBepKun 3anpocoB UCMNONb3YeTCs MPUNoXeHNe
KpuntoAPM Cepsep.

.|/ Ba)kHo:
LaHHbln dyHKUMoHan BxoguT B Enterprise-Bepcuto Trusted.ID
[NpnobpecTn NULEH3NIO | Texnopaepkka

LLlar 1. HacTponka Ha CTOPOHE BHELUHEN CUCTEMDI

Moaknro4YnTe CBOKO KOMMAHUKO Mo MHCTPYKLUUN.

Lar 2. Hactpouka KpuntoAPM CepBep

YcTtaHoBuTe npunoxeHne KpuntoAPM CepBep Nno MHCTPYKLNUN.

Bce TexHM4yeckume BONpOChl MHTErpauum aetanbHO pacCMOTpEeHbl B MeToanyecknx pekomMeHgalmsx
no ucnonb3oBaHunto ECUA.

Lar 3. HacTpouka B Trusted.ID

B cepsuce Trusted.ID Heo6xoaumMo co3faTb NpoBangep no wabnoHy ECUA.
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Trusted ID Penuns v1.0

YT06bI co3naTh nposangep ECUA:

1. MepenguTe B KABUHET agMUHUCTPaTOpa - BkNagka HacTpouku.

¢ YTO6bI CO3paTb NpoBanaep ANS OpraHu3aLmmn, OTKPoWTe KaGUHET opraHu3aLum.

m Trusted ID Anekcanapa Tumodeesa ﬁ
@ Mpoduns @ Paspeluexuns =: Xypxan X
Bbl MOXeTe ynpaensTh 4OCTYNOM K BalweMy akkayHTy. HacTpoiTe Kakue gaHHble 6yayT npefocTasneHbl NPUIoXeHi eeea
OcHoBHana Hpopmaums
Dirionbaoaarans 884 / 2 Dpofae E_y Beixog
My6nnyHoe umsa AnekcaHgpa Tumodeesa O v
doTo npoduna a @ v
2. PackponTe 610Kk Cnoco6bl BXoga v Haxmute HacTtpouTb.
m Trusted ID AnekcaHapa Tumodeesa a

@ HacTtpoiiku 9 MNpunoxexuns 2, Monbzosatenu =: XypHan

\’ Cnocobbl Bxoaa A

®

@O F & Ko

ai LDAP E

B OTKpPbIBLLEMCA OKHE Ha>XMUTE Ha KHOMKY Co3spatb

4. OTKpOETCHA OKHO CO CMUCKOM LUAGIOHOB.
5. Boi6epuTe wabnoH npoeangepa ECUA.

6. B oTKpbiBLIENCS GOpMe CO3haHnsA NpoBangepa 3anonH1MTe NnapamMmeTpbl NpoBangepa:
OcHoBHast UHpopmaLums

o Uma — HasBaHue, KoTopoe yBUAAT NoNb30BaTeNun.

o OnucaHue (onumMoHanbHO) — KpaTkoe onucaHue.

o Jlorotun (onumMoHanbHO) — MOXHO 3arpy3nTb CBOKO MKOHKY, UK BYAET MCNOMb30BaHa
CTaHgapTHasa.
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MapameTpbl

o UpeHTudukatop pecypca (client_id) — YHMKanbHbIn ngeHTMOMKATOP NOLAKIHOYAEMOTrO
pecypca.

o Maponb — Naposb OT KNKOYEBOro KOHTENHEPA KtoYa NOANUCH.

o CepTuduMKaT Nnoanucu u NpoBepku sanpocoB — CepTnduKaT Knroda KeanmpuumpoBaHHOM
3NEeKTPOHHOMN NOAMNNUCH, BbINYLLEHHOM AN NOAK0YaeMon MUHPOPMAaLMOHHOW CUCTEMBI.
Heob6xoanmo ykasaTtb NyTb K danny ¢ cepTudmnkaTom.

o Agpec nonyyeHus nognucu 3anpoca (sign_endpoint) — Pecypc, KoTopblt nognuceiBaeT
3anpoc.

o Appec npoBepku nognucu 3anpoca (verify_endpoint) — Pecypc, KoTopbi npoBepseT
noanuch oteeta ot ECUA.

JlononHuTenbHble HACTPOMUKMU

o My6nnyYHbIN cnoco6 Bxoga — Bkounte, eCnm XOTUTE, YTOObI 3TOT CNOCO6 BXOAA MOXHO
ObIN10 O6GaBUTb B Apyrne NpunoXKeHUs cucTemMbl (MK opraHusaumm), a Takxxe B npodusnb
Nnosib30BaTernis B KadecTBe UAeHTUGMKaTopa BHELLIHEro cepBuca.

o My6nnyHocTb — HacTponTe ypoBeHb MyGANYHOCTM MO YMONMYaHUIO AN1s MaeHTUdPuKaTopa
BHELLHero cepsuca B npodusne nonb3osaTens.

7. Haxkmute CoXpaHUTb.

Mocne ycnewHoro co3faHus npoeangep oTo6pasnTcs B CrMCKe.

LLiar 4. INpueBaska nuueH3nm

1. B o6LemM crnucke npoBangepos HananTe co3fgaHHbIM cnoco6 Bxoda v Haxkmute HacTpouTb.

2. B JlnueHsus BbiGepuTe KHOY U3 BbiNagatoLlero cnncka.

NnueHszna JobBaenTe

(HeT nuueH3uun) A

(HeT nuueHsuun)
TN3AH-XXXXX-MQDWT

TN3PF-XXXXX-MKVGQ

P2 Z 0707 7 fUSTIHUATCOUNNnTy

¢ CoseT: Ecnin B criMcke HeT NMLEH3NN, CHavyana 3arpysure ee yepes KHornky Jlo6aButb.
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3. CoxpaHunTe n3amMeHeHus rno KHornke CoxpaHuTb.

LLlar 5. [lo6aBneHne Ha BUOXeT

YTo6bl MoNb30BaTENM YBULAENN KHOMKY BXOAa Ha GopMe aBTopu3aumm, Hy>XHO akTUBUPOBaTb 3Ty
GYHKUMIO B HAaCTPOWKax BUaXeTa:

1. B o6LeM crnmcke npoBangepos HananTe co3gaHHbIM cnoco6 Bxoaa.
2. BkntounTte nepekntoyaTtenb Ha NaHenu ¢ NPoBanaepoM.

Mpoeepka: MNocne coxpaHeHuss OTKponTe GopMy BXxofa B TECTOBOM MPUSIOXKEHUN. Ha BuaxXeTe
[0JXHa NOSIBUTLCA HOBasi KHOMKa C JIOroTMINoM crnoco6a Bxoaa.

CMOTpUTe TakXe

o O6OLlee PYKOBOACTBO MO HAaCTPoOWKe cnocob6oB BXxoga — 0630p BCEX AOCTYMHbIX METOL0B
ayTeHTUOMKaLnK.
e JINYHbIK Npodub Nofb3oBaTeNnsa — Kak A06aBNATb U yAansaTb naeHTMGUKaTopsbl.
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OTKprTb CTaTbio Ha canTe

HacTtpowuka nHterpauunm 1C ¢ Trusted.ID

B aTOoM pyKkoBOACTBE Bbl y3HaAeTe, Kak HacTpouTb MHTerpaumto 1C ¢ Trusted.ID.

HacTpoiika Bxoga ¢ nomoupbto Trusted.ID coCTOUT M3 HECKOJIBKMX KITHOUEBBIX 3TAMNoB, KOTOPbIe
BbINOMHAKTCA B ABYX Pa3HbIX CUCTEMAX.

o lllar 1. CosgaHune npunoxenua B Trusted.ID
» lllar 2. HacTpowka cuctemsbl 1C
o lllar 3. MNMpoBepkKa NoaKIrYeHUs

LLlar 1. Co3pgaHue npunoxeHus B Trusted.ID

1. ABTOpU3ynTECH NN 3aperncTpupymntecb B cucteme Trusted.ID.

2. Co3faiTe NpunoXxeHue c HacCTponKamu:

Mone 3HayeHue

Appec npunoxeHus <Agpec onybnukoBaHHoW 6a3bl 1C>

BosspaTHbiit URL #1 (Redirect_uri) <Anpec ony6nukosaHHoi 6a3el 1C>/authform.html
URL BbIxoga us cuctemsl #1 <Agpec ony6sivMkoBaHHOW 6a3bl 1C>/exit.html

(post_logout_redirect_uri)

Q\ Moapob6Hee 0 Co3a4aHNU MPUNOXKEHNN YNTAUTE B UHCTPYKLMN.
3. OTKpONTE HACTPONKM MPUITOXKEHNSA N CKONMUPYNTE 3HAaYEHUS:

o UpeHTudukartop (client id),
o CeKpeTHbIM KoY (client secret).

OTW gaHHble NOHAL06ATCS AN HaCcTPOoMKK cnctemsbl 1C.

LLlar 2. HacTtpouka cuctemsbl 1C

1. Ony6nukynte MHGOpMaLMOHHYHO Ga3y Ha BeG-cepBepe.

%/ MoapobHOEe PYKOBOACTBO MO Ny6/MKauum OCTYNHO B fokyMeHTauum 1C.
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2. OTkpownTe .vrd-dpann onybnmkoBaHHOM 6a3bl. B KOHew, [o6aBbTe 3anNUchb MeXay Teramu
openidconnect:

<httpServices poolTimeout="5"/>

<openidconnect>
<providers>
<! [CDATAI [
{
"name": "Digit",
"title": "Digit",
"authenticationClaimName": "email",
"endSessionEndpoint": "<ApgpecCc MHCTannsuum cucTembl>/api/oidc/session/end",
"discovery": "<Appec uHCTannauuMm cuctems>/api/oidc/.well-known/openid-
configuration",
"authenticationUserPropertyName": "email",
"clientconfig": {
"authority": "<Appec uHCTannsuuuM cuctemb>/api/oidc/",
"client id": "",
"client secret": "",
"redirect uri": "",
"post logout redirect uri": "",
"scope": "openid email",
"response_type": "code"
}
}
111>
</providers>
<allowStandardAuthentication>true</allowStandardAuthentication>
</openidconnect>
roe
MapameTp HasHaueHue
scope Cnucok 3anpalunBaembix paspeLleHuit (openid email)
endSessionEndpoint <Apgpec uHCTannauuu cuctemsl>/api/oidc/session/end
discovery <Appec uHcTannauuMm cuctems>/api/oidc/.well-known/
openid-configuration
authority <Appec uHCTannauuMm cuctems>/api/oidc/
authenticationClaimName Mone ons conocTtaBneHus nonb3oBaTenen
authenticationUserPropertyName LononHutenoHoe rnone conocraBneHuns

LLar 3. NpoBepka noakroyeHud

1. OTkpounTe ony6nnkoBaHHyto 6a3y 1C B 6paysepe.

2. Ha ¢opme Bxoga nossBUTCS KHoMKa «Bontn yepes Trusted.ID».
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BoArwn

1D Trusted Net

3. Hakmnte Ha KHOMKY — OTKpOeTCsl OKHO aBTopu3saumn Trusted.ID.

4. Mocne ycnewHoro Bxoga Bbl 6yaeTe nepeHanpasieHbl 06paTHO B 6a3y 1C.
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OTKprTb CTaTbio Ha canTe

HacTtpowuka nHterpaunm 1C-butpukc c
Trusted.ID

B 3TOM pyKOBOACTBE Bbl y3HaeTe, Kak HaCTPOUTb MHTerpauuto butpukce c Trusted.ID.

o Butpukc — aTo nnaTdopma ANs ynpaBneHus Gu3Hec-npoueccamu, paspaboTaHHas
komMmnaHuen 1C-butpukc.

HacTpoiika Bxoga ¢ nomoupbto Trusted.ID coCTOUT U3 HECKOSIBKMX KITHOUYEBBIX 3TAMNOB, KOTOPbIE
BbINOMHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

o lllar 1. CosgaHune npunoxenua B Trusted.ID
« lllar 2. HacTpowka cuctembl butpukc
o lllar 3. lNMpoBepka NoaKIroYeHUs

LLlar 1. Co3gaHue npunoxeHusa B Trusted.ID

1. ABTopusynTtech B cuctemMe Trusted.ID.

2. Co3panTe NpUNoXeHue C HaCTPONKaMu:

Mone 3HayeHue
AJpec npunoxeHus Afpec nHcTannauumn cuctembol BUtpukc
BosepaTHbiit URL #1 (Redirect_uri) <afpec MHCTannauum Butpukc>/bitrix/tools/oauth/

trustedid.php

), Moapo6Hee 0 CO3/AHNUMN NPUNOXKEHUIA YNTANTE B UHCTPYKLMN.

3. OTKpOWTE HACTPONKM MPUIOXKEHMS U CKONUPYNTE 3HAYEHUS:

o UpeHTudukartop (client id),
o CeKpeTHbIM KIou (client secret).

OTW gaHHble NOHaQo6AaTCA ANst HAaCTPOMKK BUTpUKC.
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MapaMeTpbl NPUNOXEHUA

Mpentupmkarop (Client_id)

aUojdROO7J7jOvrNF

YHUKaNbHLIA MAEHTUONKATOP NPUNOKEHUA

CekpeTHbin kntoy (client_secret)

OOHOBUTL

Afpec NPUNoXeHns"

https:// ted.ru/

Afpec NpunoXeHus B opmMare «nNpoTokon://AOMEHHOE MMA:NOPT!

BoaspatHei URL #1 (Redirect_uri)*

https:// d.ru/bitrix/tools/oauth/trustedid.php Hobasute URI
AQpec, Ha KOTOPLIN NONbL30BaTeNb NepeaapecoBbIBaeTCA NOCNe aBTopuaanum

URL sbixopa n3 cuctemel #1 (post_logout_redirect_uri)

https:// ed.ru Hobaeuts URI

LLlar 2. HacTpouka cuctembl butpumkc

YcTtaHoBka moayns «Trusted ID»

1. B agMuHUCTpaTUBHOM YacTu butpuke yctaHosute moaynb Trusted ID.
2. MNepengunTe B HACTPOMKN Moayns: AGMUHUCTpUpoBaHue > HacTponku > HacTponkm npoaykrta
- Hactpownku moagynen - Trusted ID

3. 3anonHuTe nonsa:

o Ha3sBaHue cepBUCa — TEKCT, KOTOPbIM ByaeT oTo6paXkaTbCsl NPU HaBeAeHUM Ha NOroTUN Ha
dbopme aBTOPU3aALUNN.
o JloroTun cepBuca — NKOHKa ans ¢opmMbl aBTopm3auunm.

000 «Uundposble TexHoNornm» « Trusted.ru 291



Trusted ID

PaGouwii cTon » HacTpoikw »  HacTpoiiku npoayxta »  Hactpoiku moayneii »  Trusted ID 2

Hactpouku moaynsa +

Buumarue! Bocnoneayiitecs TexHonorveit SiteUpdate Ana nonysexna nocneaxnx oGHoBNeHW

370 NpoBHas BepchA npoaykTa "1 C-Butpuke: Kopnopatuensiii nopran’. flo UcTeuenns npoBHOro nepoga octanocs 230 aHei. Bel MOXETE KyNUTh NONHOBYHKUOHANLHYIO BEPCHIO NPoAYKTa no aapecy hitp:/Auvw. c-bitrix.rulbuy/

Trusted.ID 2 v
Hacrtponka

HacTtpoiikn mogyns Trusted.ID 2

Haaeanue cepeuca ‘ Trusted Ne{ \

Tlorotun cepeuca ‘ /ID.png ‘

Coxpanms

4. CoxpaHuTe U3MEHEHMUSI.

HacTpoWka coluanbHbiX CEPBUCOB

1. NepenguTe K HaCTpoOMKaM napamMeTpoB Moayns: AGMUHUCTpUpoBaHue -> HacTponku -
HacTtpouiku npoaykTa - HacTtpoiku mogynen - CouunanbHble CepBUCHI.

Penuns v1.0

2. B pa3gene BHelwHue cepBUCHI BKIIoUUTE dnar Ass HaCTPoeHHOro Ha3eaHusa cepsuca Trusted ID.

HacTtpouku moayns

Bhavanma! Bocronssyimecs Texkonored SitaUpdate A7 NOAYNEHMA NOCABRRIK OBHOBNGHIKA

310 npoHan sepcun npoayKTa "1C-Butpue

Counaneeie ceopicw v

Hacrporika napameTpos moayns

Obwme [s1] Mon xomnanmn
OBLMe HaCTPOMKK ANA BCEX CaNToB

Pa3peWnTs OTNPARKY BKTUBHOCTEIA NONW3IOBATENEI B COUNANBHEIE CaTH [v]

TPAKCNMPOBATS TEATSI NONLICRATENRIR © XeLTErOM | #E24 ' nexTy HosocTeil (4

Brewnne cepsucol

Cnncox cepancos:

0D DDDDDDODDODDDDODDOoDDD

=R R JoR=) o B = Elo k- 4R
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MpuBA3Ka NPUNOXEHMUS

1. B HacTporKkax MoAyns yKaxuTe napamMeTpbl NPpUNoXeHus, cosgaHHoro B Trusted.ID:

MapameTp 3HauyeHue

Appec cepBuca URL Bawewn nHctannsaumm Trusted.ID

ID npuno>XxeHus aBTopusauum Client_id, CKOMMPOBAHHbIN N3 MPUNTOXEHNS
Trusted.ID

Maponb npunoXxeHus asTopusaLum client secret, CKOMMPOBAHHbLIN U3 NPUITOXKEHUS
Trusted.ID

Hacrponku Trusted.Net

MMA xocTa cepevca asTopuaauumn { hitps:/Mtest.trustednet ru \
ID npunoxeHus aeTopuaaunn | aUojdROOTJ7)OVINFq |

Mapons NPUNOXEeHUA aBToPU3aunn \ 290roN-PTghjhg78FPOFuApgelEyNN1V2yOVxigQl

2. NpyMeHUTEe N3MeHeHuUs.

HaCTpOVIKa pernctpauunmu nosb3oBaTenen
Ecnu TpebyeTcs aBTOMaTM4YeCKas pernctpaums HoBbIX nNonb3oBatenen yepes Trusted.ID:

1. B HacTporkax rnaBHoro mogyns bButpukc nepengnte B pasgen Pernctpauus n aBtopusanms.
2. Y6eputech, yto ¢nar NMo3BonsATb N1 NoNb3oBaTeNISIM PerucTpupoBaTbCsi CAaMOCTOATENIbHO?
aKTUBEH.

LLlar 3. lNpoBepka nogknoyeHusd

1. OTKponTe hpopmMy aBTOpM3aLMM Ballero canTa Ha BUTpUKcC.

2. [lomxHa nosiBuTbCS KHoMka BonTu uepes Trusted.ID:
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@]

3. Haxxmunte Ha KHONKY — OTKpoeTcsl OKHO aBTopu3auumn Trusted.ID.

4. lMocne ycnewHoOro Bxoaa Bbl 6yaeTte nepeHanpasieHbl 06paTHO B BUTpUKC.
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OTKprTb CTaTbio Ha canTe

HacTpowuka nHterpaunm KoHTyp.Tonk c
Trusted.ID

B 3TOM pyKOBOACTBE Bbl y3HaeTe, Kak HacTpouTb MHTerpaumto KoHTyp.Tonk ¢ Trusted.ID.

& KoHTyp.Tonk — cepBUC Ansi NPOBeAEHUS BUAEOKOHPEPEHLUMI C BOZMOXHOCTbBIO 3amumcHy,
naaHNMpoOBaHUEM, NHTErpaumen ¢ TenepoHmenm n MHorum gpyrium. O6ecneumBaeT yoo6Hoe n
6e3onacHoe o6LLeHne COTPYAHUKOB APYr C APYroM M C MapTHepaMu, B popmaTte BUaeo-ayamo
KOHdEepeHUUN.

HaCTpOVIKa BXxofa ¢ nomoubto Trusted.ID cCOCTOUT U3 HECKOJbKMX KITFOYEBbIX 3TanoB, KOTOpble
BbIMOMTHAKOTCA B ABYX Pa3HbIX CUCTEMAX.

¢ O6LLee onucaHne NHTerpauum

o Lllar 1. Co3gaHue npunoxenus Trusted.ID
e lLlar 2. HacTponka cuctembl KoHTYp.Tonk
e lllar 3. lNpoBepka NogKIH4YeHUs

O6Lee onnucaHne UHTerpaumm

SSO (Single Sign-0On) no3BonseT LeHTpann3oBaHHO YNpaBAaTb BXOAOM Nofib3oBaTenem:

o AyTeHTUGUKaLMA BbINOTHAETCH Yepe3 KOPNopaTUBHYO CUCTEMY.

» [Monb3oBaTeNsIM He HY>XXHO cO3faBaTb OTAESbHbIN aKKayHT B KOHTyp.Tonk.

o [1na uHTerpaumm ncnonosyetcs npotokon Authorization Code Flow yepes OpenID Connect nnu
OAuth 2.0.

KOHTyp.TOJ'IK nogaep>XmnBaet crneayroume Knro4yesble anI/I6yTbI N KOHEeYHble TOYKN:

KaTteropus MapameTp OnucaHue Mpumep/3HaueHune
OcCHOBHbIe NapameTpbl authorization endpoint URL gng ayteHTudumkaumm  https://id.kloud.one/
api/oidc/auth
device authorization en  URL gnga aBTopusauum https://id.kloud.one/
dpoint YCTPOMNCTB api/oidc/device/auth
claims_parameter_suppor Moppepxka napameTpa false
ted claims
claims_supported MoppepxuBaemMble ["sub","email", "name","
aTpuOyTbl B TOKEHE picture",...]
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Trusted ID

KaTteropus

MeTopabl
ayTeHTUMUKauumn

JononHuTenbHoO

KoHeuHble ToOUKHU

MeTopabl
ayTeHTUUKaLUmn
KOHEYHbIX TOYeK

MapameTp

code challenge methods

supported

end session endpoint

grant types supported

id token signing alg va

lues supported

issuer

jwks uri

registration_endpoint

response_modes_supporte

d

response_types_supporte
d

scopes_supported

subject types supported

token endpoint

userinfo endpoint

introspection endpoint

revocation endpoint

token endpoint auth met
hods supported

introspection endpoint

auth methods supported
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OnucaHue

MeTopabl pna PKCE

URL BbIXOaa

Moppep>xmBaemble TUMbI

OAuth 2.0

Anroputmbl nognucu 1D
TOKeHa

MpeHTudukatop cepsepa

URL JWKS

URL perucTtpauum

KIMeHTa

Pexxumbl oTBeTa

Tunbl OTBETOB

MopaepxmBaemble

scopes

Tunbl CYy6bEKTOB

URL nony4yeHusa TokeHa

URL nHpopmauum o
nonb3osaTesne

URL npoBepku TOKeHa

URL oT3bIBa TOKEHA

MeToapbl ayTeHTUdUKaLnm

[na uHTpocnekumm

[na oT3blBa TOKEHOB

Penuns v1.0

Mpumep/3HayeHne

["S256"]

https://id.kloud.one/
api/oidc/session/end

["implicit", "authorizat
ion code",...]

["RS256" ]

https://id.kloud.one

https://id.kloud.one/
api/oidc/jwks

https://id.kloud.one/
api/oidc/reg

["form post","fragment"
, Ilqueryll]

["code token","code
id token",...]

["openid", "email","prof
ite",...]

["public","pairwise"]
https://id.kloud.one/
api/oidc/token

https://id.kloud.one/
api/oidc/me

https://id.kloud.one/
api/oidc/token/
introspection

https://id.kloud.one/
api/oidc/token/
revocation

["client secret basic",

-]

["client secret basic",

.l
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KaTteropus MapameTp OnucaHune Mpumep/3HayeHne

revocation endpoint aut ["client secret basic",
h methods supported -

Anroputmbl claim_types supported Tunbl aTpnbyTOB normal

LLar 1. Co3gaHue npunoxeHusa Trusted.ID

1. ABTOopmsynTtechb ne cucteme Trusted.ID.

2. CospainTte HoBOE npuno>xeHue c HaCTpOVIKaMMZ

MapameTp 3HayeHue
AZpec NpunoxeHns <apgpec uHcTannauum Tonk>
Redirect_uri (#1) <agpec uHcTannauum Tonk>/login/callback

), Mopapo6Hee 0 CO3/aHNUMN NMPUNOXKEHUIA YUTANTE B MHCTPYKLMMN MO YNIPaBNEHUHO
MPUNOXEHUAMM.

3. OTKpONTE HACTPONKM MPUITOXKEHNS N CKONMUPYNTE 3HaYEeHUS:

o UpeHTndukatop (Client id)
o CeKpeTHbIN KoY (client secret)

Lar 2. HacTpouka cuctembl KoHTYp.Tonk

HacTpoika Ha cTopoHe KoHTyp.Tonk TpebyeT B3aUMOAENCTBUSA C TEXHUYECKOM NOAOEPXKKOM
cepsuca:

1. OTnpasbTe 3anpoc B Texnogaep>xky KoHTyp.Tonk Ha nogkntovyeHme SSO. B 3anpoce ykaxuTe:

o CLIENT ID npunoxeHus, cosgaHHoro B Trusted.ID
o CLIENT SECRET npunoxeHus

2. MNocne NoATBEPXAEHUS TEXNOAAEPXKKOW, NapaMeTpbl MPUIoXeHUa 6yayT NpuBSA3aHbl K Ballemy
npocTpaHcTBy B KOHTYp.TOMK.
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LLlar 3. [NpoBepka noakro4yeHud

1. OTKpownTe cTpaHuLly Bxoaa B KoHTyp.TosnkK.
2.YbepuTtechb, YTo nosiBunacb KHornka Bxop yepes Trusted.ID.

3. MNonpobynte BONTU C YYETHOM 3aMNMCbo KOPMOpaTMBHOIO NOSib3oBaTeNs:

o [locne Ha)xaTust KHOMKKU CUCTEMa NepeHanpaBuUT Bac Ha CTpaHuULy ayTEHTUGUKaLNK
Trusted.ID.
o BBeguTe KopnopaTuBHbIE YYETHbIE JaHHbIE.

4. TpoBepbTe, YTO NMOCne yCnewHon ayTeHTudGmKaLmMm Bbl nonagaete B CBOE NPOCTPaHCTBO B
KoHTyp.Tonk.

Bxoa Ha Kontyp.Tonk

CO3JIATH AKKAYHT AANEE

HAoCcTynHble CNOCo Obl agTOPHIaALMMK

e 0o

Pycckun  + © 2015-2024, TenedowHble CACTEMBI
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OTKprTb CTaTbio Ha canTe

HacTtpouka nHterpauunmn GitLab ¢
Trusted.ID

B sTOM pyKOBOACTBE Bbl y3HaeTe, Kak HacTpouTb UHTerpaumto GitLab ¢ Trusted.ID.

o GitLab — 370 Be6-nnatdopmMa Ans ynpaBneHusi NpoeKTamMun U penosnTopusimMu
NpPOrpaMMHOro Koga, paéota KOTOPOW OCHOBaHa Ha MONyAsipPHON CUCTEME KOHTPONS BEPCUi
Git.

HacTpoika Bxoga ¢ nomMmoupbto Trusted.ID cOCTOUT U3 HECKONbKUX KNOYEBbIX 3Tanos, KOTopble
BbIMOJIHAKOTCA B ABYX Pa3HbIX CUCTEMAX.

o lllar 1. CosgaHue npunoxenus B Trusted.ID
e lllar 2. HacTpouka cuctemsbl GitLab
o lllar 3. MNMpoBepka paboTbl MHTErpaLmn

LLar 1. Co3gaHue npunoxeHusa B Trusted.ID

1. ABTopusymnTtech B cuctemMe Trusted.ID.
2. Co3panTte NpuNoXeHne ¢ HaCTPOMKaMMu:

o Appec NpUNoXXeHUsa - agpec UHCTannsumm cuctemsl GitLab;

e BosBpaTtHbiit URL #1 (Redirect uri) - <appec uHctannauum GitLab>/users/auth/
oauth2 generic/callback.
), Moapo6Hee 0 CO3/aHNUUN NMPUNOXKEHUIA YNTANTE B UHCTPYKLMN.
1. OTKpoOWTE HacTPOMKN NPUIIOXKEHUS U CKOMUPYWUTE 3HAUYEHUS Nonen:

o UpeHTUdukartop (Client id),
o CeKpeTHbIM Kitou (client secret).

000 «Uundpposbie TexHoNnorum» o Trusted.ru 299


https://trusted.ru/documentation/trusted-id/v1.0/integrations/04-Gitlab/
https://about.gitlab.com/
https://trusted.ru/documentation/trusted-id/v1.0/integrations/04-Gitlab/#%D1%88%D0%B0%D0%B3-1-%D1%81%D0%BE%D0%B7%D0%B4%D0%B0%D0%BD%D0%B8%D0%B5-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F-%D0%B2-projectname

Trusted ID Penuns v1.0

MapaMeTpbl NPUNOXEHU]

naentupmnkarop (Client_id)

g-AumOCGPSVJT

YHUKANbHLIM NAEHTUONKATOP NPUNOXEHWS

CekpeTHbin Koy (client_secret)
LA R AR AR R R AR AR AR R R AR AR AR R R AR R R AR LR ERR R R RRRERRELEEEREERREEELEEREMN)

QOHOBM

Afpec NpuNoXeHns*

https://testgitlab.ru

npw KEeHWRA B Qopmar 1P KON AOMEHHOE NMF op1

BoaspatHbit URL #1 (Redirect_uri)*

https://testgitlab.ru/users/auth/oauth2_generic/callback floGasute URI

Ha | Opbin NONL30BaTeNL Nnepeanps LIBAETCH NoChHe Pn3aunn

LLlar 2. HacTtpouka cuctemsbl GitLab

HacTpolika aBTopm3aumm nonb3osatenen cepeuca GitLab yepes Trusted.ID nponcxogut B panne
KoHdurypaumm GitLab gitlab.rb, pacnonoxeHHoro B nanke koHdurypaumm cepauca (/config).

1. OTkpouTe dpann koHdurypaumm gitlab.rb B pexkume pegakTMpoBaHUsa U NEPENTU K BIIOKY
OmniAuth Settings.

2. 3apanTe crepytollme 3HauYeHUs 419 napamMeTpoB, MPU HEOB6XOAMMOCTMU, PACKOMMEHTMPOBAB MK
[06aBMB HefocTaloLWme:

gitlab_rails['omniauth_enabled'] = true

gitlab rails['omniauth_allow single sign on'] = ['oauth2 generic', '<Ha3saHueCuctembiTr
usted.ID>"]

gitlab rails['omniauth block auto created users'] = false

3HaveHune gitlab _rails['omniauth providers'] ponxHo BbIrNAgeTb crepylwMMm obpa3oMm:

gitlab_rails['omniauth providers'] = [

{

'name' => 'oauth2 generic',

'app_id' => '<Client id npwnoxenus, co3paHHoro B Trusted.ID>',
'app_secret' => '<Client secret npunoxeHusa, co3paHHoro B Trusted.ID>',
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#44

'args' => {

client options: {

'site' => 'https://<Appec cuctembl Trusted.ID>/',
'authorize url' => '/api/oidc/auth',

'user_info url' => '/api/oidc/me',

"token_url' => '/api/oidc/token'

1

user_response_structure: {

root path: [],

id path: ['sub'],

attributes: { email:'email', name:'nickname' },
}

scope: 'openid profile email',

'name' => '<Ha3BaHueCuctembiTrusted.ID>"'

}

}

1

OmniAuth Settir

#4##! Docs: https://docs.gitlab.com/ee/integration/omniauth.html

gitlab_rails(['omniauth_enabled'] true
gitlab_rails['omniauth_allow_single_sign_on'] [ 'oauth2_generic',
gitlab_rails|
# gitlab_rails['omniauth_sync_profile_from_pr er' ['saml')]
[
[

$

# gitlab_rails
# gitlab_rails
gitlab_rails|
# gitlab_rai
$

$

‘omniauth_sy email from_provide ‘saml’

‘omniauth_sync_profile_attribute ['email’]
iauth_auto_sign_in_with_pr er' ‘saml’
suth_block_auto_created_users alse
\iauth_auto_link_ldap_u )

5 [
# gitlab_rails['omniauth_auto_link_saml_u false
[

# gitlab_rails

'‘omniauth_external_providers ['twitter', 'google_oauth2']

gitlab_rails['omniauth_providers'] [

\

'name’ 'oauth2_generic’',
‘app_id' '‘DifyT
'app_secret’ 'dtYR7yDUYkI36q0Q«
‘args’ {
client_options: {
‘site’ ‘https:// r ', # including port if necessary
‘authorize_url' .
‘user_info_url'
'‘token_url'

user_response_str
root_path:
id_path: [' -
attributes: { email:'email', name:'nickname' }, # if the nickname attribute ¢

scope: 'openid profile email',

'name’ 'TestTru .

3. Mepe3zanycTtute cepsuc GitLab ans npnmMmeHeHNss HOBbIX HACTPOEK.

TrustedRu']

Penns v1.0

4. MNpKn HeOB6X0AMMOCTH, 3anauTe noa aaMUHUCTPATOPOM B MHTEPPENCHYIO YacTb cepBuca GitLab.

MepenanTe B HacTpolku rno nytu Admin (Admin Area) — Settings-General.

Ha oTkpbIBLIeNCs cTpaHuLe B 6110Ke Sign-in restrictions yctaHoBWTe dpnar HanpoTue

<HaseaHuneCucrtembiTrusted.ID> B goyepHem 6510ke Enabled OAuth authentication sources.
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L) (]
(1 b3

& Admin Area

82 Overview

@ cl/co

e Analytics

G2 Monitoring

& Messages

s System Hooks

88 Applications

® Abuse Reports

£ Deploy Keys

Q@ Labels

@ Settings

| ceneral
Integrations
Repository
clco

Reporting

@ Help

"

Q

Penuns v1.0

in Area General
Sign-in restrictions Collapse
Set sign-in restrictions for all users. Learn more

B Allow password authentication for the web interface

Clear this checkbox to use an external authentication provider instead

B Alow password authentication for Git over HTTP(S)
Clear this checkbox to use a personal access token insteac
Enabled OAuth authentication sources

8 Public Trusted

Two-factor authentication

Enforce two-factor authentication
Enforce two-factor authentication for all user sign-ins. Learn mor
Two-factor grace period
48
Maximum time that users are allowed to skip the setup of two-factor authentication (in hours). Set to 0 (zero) to enforce at next sign in

Admin mode (&

Enable admin mode
Require additional authentication for administrative tasks. Learn mor

Email notification for unknown sign-ins
@ Enable email notification

Notify users by email when sign-in location is not recognized. Learn more

Home page URL

LLlar 3. lNpoBepka paboTbl UHTErpaLUnmn

1. OTKkpounTe cTpaHuuy Bxoga B GitLab.
2.YbepuTtech, YTo nosiBUnach KHornka Bxopn yepes Trusted.ID.
3. HaxXmunte Ha KHOMKY M BbIMNOJIHUTE BXOL, C KOPNOPATUBHON YYETHON 3amnmncChbio:

o CuctemMa nepeHanpaBuT Bac Ha CTpaHuuy ayTeHTupmkauum Trusted.ID.

» Beegute cBou KoprnopaTtuBHblEe Y4YeTHble aHHble.
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v

GitLab Community Edition

Username or email

| |

Password
| ®|
Forgot your password?

() Remember me

Don't have an account yet? Register now

Public Trusted

(] Remember me

Explore Help About GitLab Community forum

Penuns v1.0

@ English v

1. Mocne ycnewHon ayTeHTUPUKALIMM Bbl [OMKHbI ObITb NepeHanpasneHbl 06paTHO B GitLab n

aBTOMaTN4eCKN aBTOPU3OBaAHbI B CBOEM aKKayHTe.
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OTKprTb CTaTbio Ha canTe

HacTtpouka nHterpauunmn Grafana c
Trusted.ID

B sTOM pyKOBOACTBE Bbl Y3HaeTe, Kak HAaCTpouTb UHTerpaumto Grafana ¢ Trusted.ID.

o Grafana — cBo6ogHasi NporpamMMHast CUCTEMA BM3yann3aummn AaHHbIX, OPUEHTUPOBaAHHas Ha
OaHHble cuctemMm VIT-MOHUTOPUHra.

HacTpoiika Bxoga ¢ nomoupbto Trusted.ID coCTOUT U3 HECKOSIBKMX KITHOUYEBBIX 3TAMNOB, KOTOPbIE
BbINOMHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

o lllar 1. CosgaHune npunoxenua B Trusted.ID
» Ullar 2. HacTpowka cuctembl Grafana
o lllar 3. lNMpoBepka NoaKIroYeHUs

LLlar 1. Co3gaHue npunoxeHusa B Trusted.ID

1. ABTopusynTtech B cuctemMe Trusted.ID.
2. Co3pganTte NpuUnoXeHue ¢ HaCTponKamu:

o Appec NpUNoXeHus - agpec MHcTannaumMmM cuctemsl Grafana;

» BosBpaTHbii URL #1 (Redirect_uri) - <appec nuctannauuu Grafana>/login/generic oauth.
O\ MoppobHee 0 co3a4aHNU MPUNOXKEHNN YNTAUTE B MHCTPYKLMN.
1. OTKpOWTE HAaCTPOMKN NPUMIOXKEHUS U CKOMUPYMUTE 3HAYEHUS NONen:

o UpeHTUdukartop (Client id),
o CeKpeTHbIM Kitou (client secret).
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https://trusted.ru/documentation/trusted-id/v1.0/integrations/05-Grafana/
https://www.grafana.com/
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Trusted ID Penuns v1.0

MapamMeTpbl NPUNOXKEHUS

Npentnoukarop (Client_id)
Dodqdh4z0qOxFBO

YHUKaNbHbIA NAEHTUOUKATOP NPUNOXKEHNA

CekpeTHbin ko (client_secret)
LA R AR AR R R R R R AR R AR R R R RRRR LR R R RRRRRRRRRRRRRRRRRRR R Rl RRRRlRE LR R RN)]

UOHOBUTDL

AApec NPUNOXEeHUR"*

https://test.grafana.ru

BoaepaTthbin URL #1 (Redirect_uri)*

https://test.grafana.ru/login/generic_oauth [lo6asutk URI

Lar 2. Hactpouka cuctembl Grafana

HacTpoiika aBTopu3saumm yepes Trusted.ID BuinonHseTcs B dpanne kKoHourypauum grafana.ini,
KOTOpPbIN Ha Linux 06bIYHO HaXo4MTCA Mo NyTu: /etc/grafana/grafana.ini.

1. OtkpouTe dann grafana.ini B pexmme pegakTMpoBaHus.

2. Hangute nnn pob6aBbTe 610K [auth.generic oauth] 1 3aganTe cneaytowme napameTpbl:

[auth.generic oauth]

enabled = true

name = <Ha3BaHueCuctemsiTrusted.ID>

allow sign up = true

client _id = <Client _id npunoxenus, co3paHHoro B Trusted.ID>
client secret = <Client secret npunoxeHus, co3paHHoro B Trusted.ID>
scopes = openid profile email

empty scopes = false

email attribute name = email:email

email attribute path = data.email

login attribute path = data.login

name_attribute path = data.givenName
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auth_url = https://<Appec cuctemsl Trusted.ID>/api/oidc/auth
token url = https://<Appec cuctemsl Trusted.ID>/api/oidc/token
api url = https://<Agpec cuctemsl Trusted.ID>/api/oidc/me

enabled = true

name = <Ha3BaHueCucrtembiTrusted.ID>

allow_sign_up = true

client_id = BCfS65FnItNpoOXobyKTd

client_secret = yOThHD_#qEm{hjJrNglxhU#B%?PsYw9St{LICbfgEMecXSmEp-mNybMrxjGgrTyS5Eszdfk_nTsX#}Df2Bsb%p
scopes = openid profile email

empty_scopes = false

email_attribute_name = email:email

email_attribute_path = data.email

login_attribute_path = data.login

name_attribute_path = data.givenName

auth_url = https://<Aapec cuctembl Trusted.ID>/api/oidc/auth
token_url = https://<Aapec cuctemsl Trusted.ID>/token
api_url = https://<Aapec cuctemsl Trusted.ID>

3. MNepeszanyctute cepsuc Grafana ons npuMeHeHUsa HOBbIX HAaCTPOEK.

sudo systemctl restart grafana-server

LLar 3. NpoBepka noakro4yeHud

1. OTkpounTe cTpaHuLly Bxofa B Grafana.
2. YbepuTtech, YTo nosiBUnach KHornka Bxopn yepes Trusted.ID.

3. HaxxmunTte Ha KHOMKY U BbINOJIHUTE BXOA, NCMOb3yA KOPNopaTuBHbIe Y4YeTHbIe OaHHble:

o Bbl OyfeTe nepeHanpab/ieHbl Ha CTpaHuuy ayTeHTuemkauum Trusted.ID;
o [Nocne ycnewHoro Bxoga Bbl Nonagéte ob6paTtHo B Grafana, aBTopn3oBaHHbIM
nonb3oBaTenem.
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Welcome to Grafana

Email or username

Password

Login

Forgot your password?

Sign in with <Trusted.Net>
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OTKprTb CTaTbio Ha canTe

HacTtpounka nHterpaunmn Moodle ¢
Trusted.ID

B aTom pykoBoAcTBe Bbl y3HaeTe, Kak HacTpouTb UHTerpaumio Moodle ¢ Trusted.ID.

o Moodle — cuctema ynpaBneHus 06pa3oBaTenbHbIMU 3N1EKTPOHHBIMU Kypcamu
(sanekTpoHHOE 06yueHue).

HacTpoiika Bxoga ¢ nomoupbto Trusted.ID coCTOUT U3 HECKOSIBKMX KITHOUYEBBIX 3TAMNOB, KOTOPbIE
BbINOMHAKOTCS B ABYX Pa3HbIX CUCTEMAX:

o lllar 1. CosgaHune npunoxenua B Trusted.ID
« lllar 2. HacTpowka cuctembl Moodle
o lllar 3. lNMpoBepka NoaKIroYeHUs

LLlar 1. Co3gaHue npunoxeHusa B Trusted.ID

1. ABTopusynTtech B cuctemMe Trusted.ID.
2. Co3pganTte NpuUnoXeHue ¢ HaCTponKamu:

o Agpec NpunoXeHus - agpec MHcTannsauum cuctemol Moodle;

» BosepaTHbii URL #1 (Redirect_uri) - <appec nuctannauum Moodle>/admin/oauth2callback.php.
MoapoBHee 0 CO3a4aHUM MPUNOXKEHUIN YNTANUTE B MHCTPYKLNN.

1. OTKpoOWTE HaCTPOMKUN NPUIIOXKEHUS U CKOMUPYWUTE 3HAUYEHUS Nonen:

o UpeHTudukartop (Client id),
o CeKpeTHbIM Kiou (client secret).
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Trusted ID Penuns v1.0

MNapaMeTpbl NPUNOXEHUS

Mpentupmkarop (Client_id)

HiykWSKRBGMb18PxIVep) =

YHUKanNbHLIA NAEHTUDUKATOP NPUNOXEHWUA

CekpeTHbin knlov (client_secret)

LA R LR R R R L A A L R R A A A A A L A A A R R R ]

ObHOBUTL

ALpec NPUNoXEeHNs"

https://testmoodle.ru

Afpec NPUNoXeHUA B popmMare «NPOTOKON://AOMEHHOE MMA:NOPT»

BoaspatHbit URL #1 (Redirect_uri)*

https://testmoodle.ru/admin/oauth2callback.php Hobasute URI

AQpPec, Ha KOTOPLIA NONL30BaTEeNL NepeaapecosLIBaeTCA NOCNe asTopusaunm
A ' #

Lar 2. HacTtpounka cuctembl Moodle

[nsa HacTpoWkM aBTopU3aLuMM Nosib3oBaTeneit TpebyoTcsa Npaea agMuHucTpatopa 8 Moodle.

BkntoyeHue nnarnmHa OAuth2
1. AeTopusymntecb B Moodle ¢ agMUHUCTPATMBHBIMK NpaBaMMu.

2. Mepengute B AAMUHUCTpUpOBaHUe - MnaruHbl - AyTeHTUPUKaLUA 1 aKTUBUPYNTE MnarunH
Oauth 2, BkntoumB ero B ctonbue BknounTb.
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New Site B Hauano /unii kabureT Mow Kypcsl  AAMMHUCTPUPOBaHME A S
AyreHtudukauma / Hactpovikv ayTeHTudmKaumm
New Site
OcHoBHbIE Monbzosatenu Kypce! OueHkn Maarvkel BrewHuii eng Cepeep Oryers! Paspabotka

Hactpoiiku ayteHTUdUKaumm

JAocTynHble NnaruHel ayTeHTUdUKaLumn

Hazsanue Monbzosarenn
PyuHan peructpauma 120

Bxopa aanpewer 0

OAuth 2 B

Cepeep CAS (S50) s

BHewHnn 6aza AaHHLIX 0
CamocroarensHan perncrpauna no ,\\'H?K”)ONN()V‘\ nourte 0
Cepeep LDAP 0
LTI 0

Binrounts  Beepx/Bruz _sHactpoiiku

Hacrpoiikun
® Hacrpoiiku
® Hacrpoiiku
® Hacrpoiiku
® Hacrpoiiku
® Hacrpoiiku
®

Co3pgaHne nNonb3oBaTebCKOro npOBal7|,u,epa

Penns v1.0
AU v Pexxum peaaktupoeanva (@
<
Haiitm B
MpoBepka HacTpoek Yaanuto
Mpoeepka HacTpoek
Mpoeepka HacTpoek Ypanute
MNpoeepka HacTpoek Yaanute
Ypanute
MNpoeepka HacTpoek
i

1. Mepengute B pasgen AgMuHUcTpuposaHue -> Cepeep - Cnyx6bl OAuth2.

2. HaxxmuTe kHonky MNonb3oBaTenbcKasd.

New Site B Hauano JflvuHeii kabuHeT Mou Kypcbl  AAMUHUCTPUPOBaHUE

Cny6b1 OAuth 2

e

OcHOBHbIE Monb3oearenu Kypcer OueHkun MnaruHbl BHewHwi Bua Cepeep Oruerbl Pa3spabotka

Cnyx6b1 OAuth 2

B VHcTpykumm no HacTpoiike NOCTaBLMKa CAyX6bi

OTto6paXkaTh Ha CTpaHuue BHyTpeHHue
Hassanue JloruH  BXopa Kak cnym6bl
Trusted.Net v

Trusted.Net

5;{. DM v DM J

Cospatb Hoeyto cayx6y:  Google Microsoft Facebook Nextcloud

3. OTKkpoeTca popma co3gaHusa nposangepa.
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4. 3anonHuTe nons:

o Ha3BaHue — nto60e oTo6paxkaemoe HazBaHWe CepBuUCa;

o ID nonb3oBaTtens — Client id npunoxenus Trusted.ID;

o NMaponb knueHTa — Client secret npunoxeHus Trusted.ID;
o basoBbin URL-agpec cnyx6bl — <Anpec Trusted.ID>/api/oidc;
o OTy CnyX6y MOryT ucrnosnb3osatb — CTpaHuLa BXOoAa U BHYTPEHHUE CIYXObI;

o O6nacTu, BKJIFOUEHHbIe B 3anpoc Ha Bxofd — openid profile email offline access;

o O6nacTH, BKJIIOYEHHbIe B 3anpoc Ha BXop, AJ1I1 aBTOHOMHOro focTyna — offline access.

New Site

Nndrbiid kaburer

B Havano

Cayx6m OAuth 2

OcroBrme lonb3oeaTenn

Mowu Kypcel  AZMUHHCTPUPOBAKUE

Co3pare HoByO cayx6y: MoAs3oBaTENbCKAA
Cny6b1 OAuth 2

Kypee Quenrky Tnarume

Co3patb HoBYO cnyX6y: Monb3oBaTenbckan

33NPaLWNEATE TOKEHI AyTEHTUOMKALMK Yepes 3aronoekn HTTP @

B Noapobrsie MKCTPYKLWN NO HACTPOIKE 0BLYUX cAyX6 OAuth 2
Haisanue 00 ‘ Trusted.Net \
ID none3osarens 00 ‘ HiykWS5KRBGMb18PxIVep, ‘
Naponk kAWexTa 00 ‘ KWWUmMZMIcludCeTVImij ‘
Basoebii URL-agpec cayx6el (7] ‘ https://test.trustednet.ru/i ‘
URL-agpec norotuna (] ‘ \
31y CAYXEY MOTYT UCNONBIOEATE! (7] ‘ CTparnua BXOA3 1 BRyTpeHHME CAYX6bl &
Hazeanune, oTobpaxaemoe Ha Q ‘ \
CTPAHMLE EXOAA & CHCTEMY

O6nacTh, BKAKOYEHKpe B 3anpoc HA @ ‘ openid profile email offlin ‘
EX0A.

06nacTh, BrAOYERKEe B 33anpocHa @ ‘ offline_access ‘
EXOA ANA ABTOHOMHOTO AOCTYNa,

LoOnoAHMTENbHEIE NADAMETPS| o | \
EKAIO4EHHbIE B 3ANPOC K3 EXOA.

LAONOAHUTENbHEIE NADAMETPLI, (7] ‘ \
EKNONERHbIE B 2ANPOC 13 BXOA ANA

ABTOHOMMOrO A0CTYNA

LoMerbl BXx0a3 (2] ‘

Tpe6osars noaTEEPXACHM

COXpaHUTL UIMEHEHUA

& 33peca 3NeKTPOHKOM nouTs @

Ormera

e 65

Penuns v1.0

Pexum pesaktupoearun @ )

5. CoxpaHuTe N3MeHeHus.

HacTponka KOHEYHbIX TOYEK

1. HaxxmuTe HacTponKu KOHeUYHbIX ToYeK B cTonbue PegakTupoBaTb.
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NewSite  BHausAo Juansil xaburer: MowKkypcs: ASMMHHCTWPOEaHMe e ﬁ v | Pexum peaxtupoearun @)
<
Cnyx6bl OAuth 2
Ocrosrbie Tonbsoearenu Kypcs Ouerkn Tnarume BrewHni eng Cepeep Oryery
IMUTEHT yAaReH x

Cny6b1 OAuth 2

B VikcrpyKuyuin N0 KT ABLYWKA CyXEb
Hassanue Norun  OTO6paXaTH HA CTPAHMLLE BXOAD KaK BHyTpeHHME CRyK6bi O6mapyxenne @ CHCTeMHaA yueTHas 3anuce noaktouena @ PeaaKTHPOB:
;}énusted,ue& Trusted Net X [ =20 @

.| HacTpoiika koHeuHbIx Touex
;;élmva DM x > [ = -

Cozaate Hoeylo cayx6y:  Google Microsoft Facebook Nextcloud Linkedin Clever MoodleNet Nonszosarensckan

2. B cnyyvae, ecnv Bce AaHHble 6blv BBEAEHbI KOPPEKTHO, HACTPOMKM aBTOMaTUYECKMN 3anoSHATCS.

New Site B Hauano JIMuHeli kabuHer Mow Kypcsl  AAMUHUCTPUPOBaHUWE A ® AU~ Pexum peaaktvposarus @ )

Cny>x6b1 OAuth 2

OcHoBHbIE Monsaoeatenn Kypcst OueHku Maarvkel BHewHwii eua Cepeep Oruetbl Paspabotka

WameHeHns coxpaHeHs! x

KoHeuHble Touku ans smuteHTa: Trusted.Net

Hazsanue URL PepgairvpoBats
authorization_endpoint https://test.trustednet.ru/api/oidc/auth L3 |
end_session_endpoint https://test.trustednet.ru/api/oidc/session/end o
registration_endpoint https://test.trustednet.ru/api/oidc/reg fo 3 |
token_endpoint https://test.trustednet.ru/api/oidc/token o m
userinfo_endpoint https://test.trustednet.ru/api/oidc/me S @
introspection_endpoint https://test.trustednet.ru/api/oidc/token/introspection o
revocation_endpoint https://test.trustednet.ru/api/oidc/token/revocation @

Co3a3Tb HOBYIO KOHEUHYIO TOUKY ANA 3MUTEHTa «Trusted.Net»

[Mpn HEOBXOOMMOCTN MOXHO 3anoNHUTb URL KOHEYHbIX ToYeK BPYYHYHD. CMCOK AOCTYMHbIX
URL cMm. no agpecy: https://<Appec cepsuca Trusted.ID>/api/oidc/.well-known/openid-
configuration

HacTpoika conoctaBneHusi nonen nonb3oBaTesns

1. HaxxmuTe HacTpoika conoctaBnieHui noneun nonb3oBartens B cTonoue PegakTuposaTb.
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New Site  Buauano /lauwsii kaGuwer Moy kypcs  ABMAHUCTDHpOBaHIE

Cnyx6b1 OAuth 2

Cnyx6b1 OAuth 2

8 Vicrpy
Hazoanve TNoruw OroBpaxars Ha cTPaMLe BXOAR Kak BhyTpennme cayxGei OGHapyxenve @
S Trusted.Net Trusted.Net
3 1om 1M

Coaats Hosylo cnywGy: | Google | Microsoft | Facebook  Nextdloud Linkedin  Clever | MoodleNet | fonssosarenscran

Penuns v1.0

0o BB roompemmposaun @

Cuctemman yuetnan sanmch nogKIoueHa PegakTuposam,

X [» =20 @

X [

2.B Clly4yae, eCn BCe AaHHble OblNn BBEAEHDI KOPPEKTHO, HaCTpOVIKM AdBTOMaTUYECKU 3aNOJIHATCA.

New Site B rHauano /uumelil kabuHeT Mow Kypcsl  AAMUHUCTPUPOBaHWE

Cny>»6b1 OAuth 2

OcHoBHble lonbosatenv  Kypcel  OueHk#t  Mnarvhbl  BHewnuiieua  Cepsep  Oruers

alg ﬁ

Pexum pesaktuposanus @ )

Paspabotka

ConocraBaeHnA No/ib30BaTe/IbCKUX NoJsel ans smurteHTa: Trusted.Net

Wms Brewnero nons Wms BHyTpenHero nons
address address

nickname alternatename

email email
given_name firstname
locale lang
family_name lastname
middle_name middlename
phone phone1
picture picture

Co3aaTh CONOCTABNEHNE HOBBIX NO/L30BATENLCKUX NONEH ANA IMUTEHTa «Trusted.Net»

Pepaktvposars

4 & & & & & & 4 o
al

I'IpM HEOB6XOANMOCTU COMOCTaBNEHNA MOXHO HaCTPOUTb BPY4HYHO.

HacTponka oTnpaBku no4ytbl B Moodle

B cnyuae, korga B C10 TpebyeTcs oTnpaBKa NMcCeM Nosib3oBaTeNsiM, TO HEO6XOANMO BbINOSHUTb

HaCTPOWKW MoYThl (eCnv paHee He GbiNn 3afaHbl):

1. Mepengute B AGMUHUCTPUPOBaHUE > CepBep > DNeKTpPOoHHasdA nouTta - HacTtponka

ucxopsaLen noyTbl.

2. 3anonHuTe nons:

o SMTP-cepBepbl — NosiHOE UMS smtp-cepBepa, BKIOYasa NopT Yepes ABoeToune;
o besonacHocTb SMTP — BbIGpaTb 3HaYEHNE U3 CMNCKA;
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o Tun ayteHTUPuUKauum SMTP — BbiGpaTh HY>XXHOE 3HayeHue. B crnyyae BbiGopa TUna

ayTeHTMdMKaumn LOGIN, 3anonHmtb nonsa JloruH SMTP n Maponb SMTP. None Agpec ans
OoTBeTa PEKOMeHYeTCs 3anofHUTb BO U36eXaHne NoTeHUManbHbIX

nmcem, He Tpe6y|ou.|,ux

npo6neM Nnpu oTnpaske nncem.

New Site B Hauano /luumuiil kabuHer  Mow kypcel

JCHOBKEIE

Hactpolika ncxogaueit noutbl

SMTP

HacTpoiiku SMTP 473 OTNPAEKM 3NEKTPOHKO NONTSI

SMTP-cepeepel

Besonacrocrs SMTP

Tun ayrentudukayuun SMTP

Cnyx6a OAuth 2

Norun SMTP

Mapons SMTP

Orparuuenue ceccun SMTP

Mucbma, He Tp

smtp.mymail.ru:465

BeeawTe NOAHOE MR OAHOTO MAM HeCKoAbKUX SMTP-cepsepos, KoTopsie Mood|e A0AXeN UCNO/bIOEATS AN OTNPAEKM 3AEKTPOKHOM

Tl (HaNPUMED, «mall.a.coms uan
naila.com:567»). 427 6ezonackoro
CoeRUMENHA NOPT 465 0BbISHO UCMONBIYETCA € SSL, NOPT 587 - ¢ TLS. Mpi HEOBXOAMMOCTH EbIGEDUTE Hitke 6e30NaCKsill NPOTOKON. ECAM OCTaEUTS oA NyCTBiM, To Moodle GyaeT
MCNOABIOBATL METOA OTNPABKM NOHTLI, YCTAHOBAGHHDIA & HACTPOMKaX PHP,

«mall.a.com;mall.b.coms).4TOBbI yXa3aTs HECTaHAAPTHBII (11060 KPOME 25) MOPT, UCROAb3YTe CUkTAKCHC [cepeepli[nop?] (HanpuNep,

‘55;;‘>‘4yw,. YMOAHAHMIO: He

Ecn SMTP-cepeep TPeByer JaLMLIEHHOTO COBAMHERNR, TO 3aAaiTe COOTBETCTEYIOWW TN NPOTOKOAA.
| LoGiN

370T NAPAMETD 3343€T TN BYTEHTUOUKAL MM, KOTOPBIA HCNOALIYET Cepeep SMTP,

| Her ¢ |3rauenue no ymonuanmio: He

BuiGepure cayx6y OAuth 2, HaCTPORKHYIO AR CBA3M ¢ SMTP-cepsepom. ECan Cryx6a ewe e CywecTeyer, Bam HyxHO ByaeT eé co3aate, O6paTuTe BrUMANIE, HTO BaM
YCTEHOBUTS THI ByTeHTHOMKaLMM SMTP Ha XOAUTH2.

adminemail@digt.ru

Ec/v Bol ykasanm seiwe SMTP-cepBep, v eMy HEOBXOAMMA ByTEHTUOMKALWR, TO EEEATE 34€CE UMA NONSI0BATENR H NAPONS,

ECAM Bl yKa38/M Bbie SMTP-ceDBEp, 1 €My HEOBXOAMMA yTEHTUHKALWA, TO BEEAUTE 336CH MMR NONBIOBATENA  NAPOS.

1

MaKcuManskoe KONNHECTEO COOBLIeHIH, NOCbINAeMBIX 33 0AHY SMTP-ceccuio, MpynNUPOEKa COOBLIERMI A MOXET YCKOPHTL OTNPABKY NCeM. MK IHAHENUAX Menble 2 KaXZ0e
31€KTPOHHOE COOBLIenIe ByaeT OTNPABAATSCA OTAENBHON SMTP-ceccued,

wwe oTeeTa, u

MapameTpel A7R NUCEM, He TDEBYIOLIUK OTBETa, U HACTPOEKH|

AQpec AR Nucew, He TpeByIowNX OTBeTa

afpecy aM1eKTPOHHON NOYTbI

nonb3oBatens B Moodle.

LLlar 3. INpoBepka

bIX AOMEHOE
adminemail@digt.ru | 3Hauerue no ymondaru
WHOraa cOOBLIEHNA 3NEKTPORHON NONTLI OTCHIABTCA 683 HENOCPEACTEEHROTO YHACTUR NOABIOBATENR (KANPUMED, COOBLIEHNR C GOPYMA), YKA3aHHbIA 3A€Ch AZPEC 3AEKTDONHON

NONTSI BYAET UCNOALIOBATLCA & NOAE «OT KOFO», B TOM CAYHaE, €M NOAYSATEAN HE SOAKHEI MMETS BOIMOXHOCTS OTEETHTL HENOCPEACTEEHHO NONBIOBATENO (HANPHMED, KOT4A
NO/B3CBATENL HE XOHET NOKA3LIBATS CBON AAPEC).

« CsasbiBaHue nonb3sosatensd CJO Moodle c nonb3osatenem Trusted.ID nponcxoaut no

. OtcyTcTBMe email B npodune Trusted.ID npmBegeT K

HEBO3MOXHOCTU aBTopm3aumn B Moodle. YoaneHue paHee npussizaHHOro kK Moodle noytoBoro
Aawmka B Trusted.ID n go6aBrneHne HOBOro NOYTOBOrO SALLMKaA MPUBELET K CO3L4aHUI0 HOBOIO

NnoAK/MHOYEeHUA

1. BepHutecb B cnncok Cnyxx6 OAuth 2 1 y6egntech, YTO CO3aHHbIM NpoBanaep aKkTUBEH.
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New Site B Hauano JluHeli kabuHeT Mowu kypcel  AAMUHUCTPUPOBaHUE ‘ » ﬁ v Pexum peaaktupoeativa (@

Cny>x6b1 OAuth 2

OcHoBHble  Monbsosatenvt  Kypcel  OueHkv  Mnarvkbl  Beewwwiiewa  Cepsep  Oruetsi  Paspabotka

Cnyx6bi OAuth 2

B WHcTpykumm No HacTpoiike NocTaeuuka cyxOsl
OtobpaXkath Ha CTpaHWLe BXOAa BHyTpenHve O G YUeTHaA 3anuch nogkaloueHa
Hazsanne Normn  Kak cnyx6bi (7] (7] Pepaktuposats
Trusted.Net X > =20 @
Trusted.Net v
- 1om IDM X > =2 d @
T

Co3paats HOBYIO CyXOy: Google Microsoft Facebook Nextcloud LinkedIn Clever MoodleNet Monvzoearensckan

2. OTkpownTe cTpaHuuy Bxoga B Moodle.
3. Ybeautechb, 4To nosiemnacb kKHornka Bxop, yepes Trusted.ID.
4. Ha>kMUTe Ha KHOMKY U BbIMNOMHUTE BXOL, MCNOSb3YS KOPNOpaTUBHbIE YUYETHbIE AaHHbIE:

o Bbl 6yfieTe nepeHanpasB/ieHbl Ha CTpaHuuy ayTeHTuomnkauum Trusted.ID;
o [locne ycnewHoro Bxoga Bbl nonagéte ob6patHo B Moodle, aBTopM30BaHHbIM NOJSIb30BaTENEM.
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3anTi Ha New Site
’ J1ornH ‘

‘ MNaponb ‘

3abbinm napons?

BoiTK ¢ ucnonbsoBaHnem yuyeTHOM
3anucun:

% Trusted.Net

Hexoropble KypcCbl, BO3MOXXHO,
OTKPbITbI ANA rocren

3aiTtv rocrem

Pycckuid (ru) v Yeegomnenwve o paiinax cookie
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OTKprTb CTaTbio Ha canTe

HacTtpowuka nHterpaunm MTC JInHK €
Trusted.ID

B aTOM pyKoBOACTBe Bbl Y3HaeTe, Kak HacTpouTb UHTerpaumio MTC JinHk ¢ Trusted.ID.

o MTC JIHK — 3KOCUCTEMA CEPBUCOB AJ1S GBU3HEC-KOMMYHMKaLMIN U COBMECTHOM paboThl,
00beaunHAoLWast 3BOHKN, BUAEOKOHPEPEHUMM, YaTbl U yrpaBneHne 3agadamu.

HacTpoiika Bxoga ¢ nomoulpbto Trusted.ID cocTomT M3 ABYX KMHOYEBBIX 3TANoB, KOTOpble
BbINOMHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

o lllar 1. CosgaHune npunoxenua B Trusted.ID
» ar 2. HacTtpoika cuctembl MTC JINMHK

LLar 1. Co3gaHue npunoxeHua B Trusted.ID

1. ABTOopusyntechb B cucteme Trusted.ID.
2. Co3pganTte NpUIoXeHne ¢ HaCTponKamu:

o Apgpec NpUIoXeHus - agpec nHctTannsaummn cuctemol MTC JIMHK;
o Bo3BpaTtHbint URL #1 (Redirect_uri) - <agpec unctannauum MTC JluHk>/api/oauth/return.
), Moapo6Hee 0 CO3/aHNUMN NPUNOXKEHUIA YUTANTE B UHCTPYKLMN.
3. MepenanTte B HACTPONKN MPUNOXKEHUSA N CKONMUPYUTE 3HAUYEHUS Monen:

o UpeHTudukartop (Client id),
o CeKpeTHbIM KU (client secret).
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MapaMeTpel NPUNOXEHUA

Naentudukarop (Client_id)
8nTtIAJ-pX5qQ8PycTV

{MKaNbHbIA MABHTUOUKATOD NPUNOXEHUA

CekperHbin kmou (client_secret)

ALpec npunoxeHnn*

https://mts-link.ru

BoasparHwi URL #1 (Redirect_uri)*

https://my.mts-link.ru/apifoauth/return Hobasure URI

Lar 2. Hactpounka cuctembl MTC JIMHK

[ns KOppeKTHON paboThl TpedyeTca NOATBEPXAeHNe AoMeHa B MTC JIMHK. MoareepxaeHue
HEOB6XOANMO, YTOObI TOIbKO COTPYLHMKN OpraHn3auum Mornm ncnonb3oBatb gomMmeH ansa SSO.
Moppo6HOe onucaHune B cTaTbsax [oareepxaeHne gomeHa ans SSO n Hactponka SSO.

BkntoueHne n HacTpomka SSO

1. AsTopusyntecb B MTC JIMHK.
2. MNepengute B pasgen busHec - Hactpomnku SSO.
3. OTKpoeTca popmMa HaCTPOMKM.

4. YKaXXnuTte HaCcTPOWKMU:

o [IpoTokon - OAuth,

o SSO npoBangep - ID.Trusted.ID,

o peHTudukatop npunoxeHus (Client id) — naeHTUGMKATOP NPUNOXEHUS, CO34AaHHOrO B
Trusted.ID;
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o CeKpEeTHbIN K/Tto4 nNpunoxeHus (Client secret) — CEKPETHbIN KU NPUNOXEHUS,
co3paHHoro B Trusted.ID;
o basoBbin URL-agpec — ykaxxunte agpec cepsuca Trusted.ID.

L™ M;SK BusHec TAPU®bI R4 Q p

Mow Tapud
HacTtpoiiku SSO

Tapudbl

Mocne HacTpoikn SSO cOTPYAHVKM KOMNaHUU CMOTYT aBTOPU30BbIBATLCA NOA

KOPNOPaTUBHOW YHETHOMN 3anvCbio ANA A0CTYNa K MEPONPUATUAM MU NMYHOM

OpraHuzaums pnop y ANA focTy ponp y
kabuHeTy. YaHaTb 6onblue

COTPYAHWKM 1 rpynnbl

BpeHaMpoBaHue Bbi6op npoToKona U HAaCTPOIKK NpoBaingepa

naeHTUPMKaunmn

Ceptudukart - .
BbibepuTte NpoToKoNn U HacTpoiiTe nposanaep. Bbl MOXeTe HacTPOUTL
TONbKO OAUH NPOTOKON.

AHanutuka

MnaTHbIe MePONPUATUA OAUTH .

O nporaiae

API / Webhooks IDTrusted.Net v

UaenTudukatop npm. eHn nt

8nTtIAJ-pX5qQ8PycTV-

HacTtpoikn SSO ‘

eXgmFXdv4yXtwzOr-cwEXXNVnjRxX3F6 1IEwLpq6l1OHr0I9-Cltb 1ufnAOhBo

WHTerpauum

abid URL-aap

https://latest.trusted.plus

5. Haxxmute Oanee:

[MpoBepka napameTpoB Redirect URI

Y6epuTtechb, YTO 3HaUYeHne napameTpoB Agpec npunoxeHus n BosspatHbin URL (Redirect uri)
COOTBETCTBYIOT 3HaYEHNAM, YTO YKa3aHbl B HacTpomnkax Trusted.ID.
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L ,“.','J,-SK BuaHec

Mo Tapud

Tapudbl

OpraHusauma
COTPYAHUKNA U rpynnbl
bpeHauposaHne
CepTtudukar
AHanutuka

[lnaTHble MeponpuATUA
API/ Webhooks

UHTEerpauumn

HacTtpoiikn SSO

Ecnu oHKM oTnuyatoTca — CKONUpynTe akTyasnbHble 3HaYeHus M3 MTC JIMHK 1 BCTaBbTe UX B

wwon | g o A

HacTpoikn SSO

Mocne KacTpoikn SSO COTPYAHUKM KOMMNaHWW CMOTYT aBTOPU30BbIBATLCA NOA
KOPMOPaTUBHO YHETHON 3aNvCbio ANA AOCTYNa K MEPONPUATUAM UK IMHHOMY

KabuHeTy. YaHaTb 6onblue

Bbi6op npoTokona n HacTpoiku npoeanaepa
naeHTUduKaymm

BeeauTe 3Ty aaHHble B nposanaep SSO

ANpec NPUNOXEHUA

https:/mts-link.ru [m]

BosepatHuidt URL #1 (Redirect_uri)

https://my.mts-link.ru/api/oauth/return 0

HacTponku Bawero npunoxexus Trusted.ID.

000 «Uudpposble TexHoNnormm» e Trusted.ru

Penuns v1.0

320



Trusted ID Penuns v1.0

MapaMeTpsl NPUNOXEHNA

aentudukarop (Client_id)

BnTUIAJ-pXSqQB8PycTV-

YHUKANbHBIN WABHTUOUKATOD NPHUNOXEHUA

e A KMou (client_secre
CekperHbin Kmou (client_secret)

R R R R R R

ALpec npunoxeHnn*

https://mts-link.ru
Afpe pPUNoXeHun 8 popmare POTOKON://AOMEHHOE UMA:NOPT
BoasparHwi URL #1 (Redirect_uri)*

https://my.mts-link.ru/api/oauth/return Hobagute URI

[loGaBneHne KOpnopaTUBHOIO JOMEHa

1. B nnyHom KabuHeTe MTC JIMHK yKa>Xnte AOMEH 3/1eKTPOHHOM NOYThbl, YTOObI MOb30BaTENN C
3TUM JOMEHOM HanpaBnsaAUCh Ha CTpaHuLy npoBangepa naeHtudmkaumm Trusted.ID.

2. Haxxmute [,06aBUTb, YTOObI NOb30BAaTENN C 3TUM AOMEHOM MNepeHanpaBnsIncb Ansa Bxona
yepes Trusted.ID.
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YKaxkute ooMeH 3NEeKTPOHHOM NOYTbI

Penuns v1.0

Monb3oBaTenu ¢ yKkasaHHbIM AOMEHOM 3NEKTPOHHOW NOYTLI ByayT

HanpaeNeHbl Ha CTpaHuuy Balwero nposanaepa naeHTUduKaumu,

Baeaure nomer

digt.com

Beeaute AOMEeH BaleR 3NeKTPOHHON NoYTkl, Hanpumep mts-link.ru

NOBABUTH

MpoBepKa KOPPEKTHOCTN HACTPONKM

1. B pasgene Hactpoiku SSO HaxxmuTe KHOMKY MpoBepuTb paGoTy.

2. OTKpoeTcs OKHO BxofAa Yepes Trusted.ID. YcnelwHasa aBTopum3aunsa NoATBEPXKAAET KOPPEKTHOCTb

MHTEerpaunn.

i M;ﬁ,( BusHec

Mo Tapud

Tapudbl

OpraHusauus
COTPYAHUKA U rpynnbl
bpeHavpoBaHue
CepTtudukar
AHanuTUKa

MnaTtHble MeponpuATUS
API/ Webhooks

UHTerpauum

HacTtpoiiku SSO

TAPMOLI | & Q P HH

HacTpoiiku SSO

Mocne HacTpoitkn SSO COTPYAHUKA KOMNaHWM CMOrY T aBTOPU30BbIBATLCA NOJ,
KOPNOpaTUBHOM YHETHO 3anucbio ANA AOCTYNa K MEPONPUATUAM NN IMYHOMY
KabuHeTy. Y3HaTb 60nbLue

Bbl6op npoToKoNa u HaCTPOWKKU NpoBainaepa
naeHTUPUKaumm

Bbi6epuTe NpoToKoN n HacTpoTe Nnposanaep. Bbl MoXeTe HacTPoUTb
TONBKO OAWH NPOTOKON.

Npotokon

OAUTH

posaiaep

IDTrusted.Net

aeHTUOUKATOP NprnoxeHus (Client id)

8nTtIAJ-pX5qQ8PYycTV-

CekpeTHbIil Koy npunoxeHus (Client secret)

KRARR AR RN AR

https://latest.trusted.plus

MNPOBEPUTL PABOTY W3MEHUTDb
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OTKprTb CTaTbio Ha canTe

HacTpounka nHterpaunmn Nextcloud c
Trusted.ID

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak HacTpouTb nHTerpaumio Nextcloud c Trusted.ID.

o Nextcloud — akocucTema cepBUCOB A1 GU3HEC-KOMMYHWKaLWIA U COBMECTHOW paGoTh,
00beaunHAoLWast 3BOHKN, BUAEOKOHPEPEHUMM, YaTbl U yrpaBneHne 3agadamu.

HacTpoiika Bxoga ¢ nomoulpbto Trusted.ID cocTomT M3 ABYX KMHOYEBBIX 3TANoB, KOTOpble
BbINOMHAKOTCS B ABYX Pa3HbIX CUCTEMAX.

o lllar 1. CosgaHune npunoxenua B Trusted.ID
« lllar 2. HacTpownku Ha cTtopoHe Nextcloud
o lllar 3. lNMpoBepka NoaKIroYeHUs

LLlar 1. Co3gaHue npunoxeHusa B Trusted.ID

1. AsTopusyunTtecsb B Trusted.ID.
2. Co3pante HOBOE NPUIOXEHUE, B KOTOPOM YKaXuTe:

o Agpec npunoXeHus - agpec nHctannsauum cuctemol Nextcloud. Hanpumep: https://<appec
uHctannaumm Nextcloud>.

o BospaTtHbiit URL #1 (Redirect uri) - agpec B popmate https://<agpec MHCTanIsLum
Nextcloud>/api/oauth/return.

), Moapo6Hee 0 CO3/aHNUUN NMPUNOXKEHUIA YNTANTE B UHCTPYKLMN.
3. OTKpOMTE HACTPONKMN MPUSOXKEHUS U CKONUPYNTE 3HAYEHMS Nonen:

o UpeHTUdukartop (Client id),
o CeKpeTHbIM Kitou (client secret).
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Trusted ID Penuns v1.0

MapameTpu NPUNOXKEHUA

Uaentndnkarop (client_id)

D

Cexpernmi Koy (client_secret)

D

Lar 2. HacTpoukn Ha ctopoHe Nextcloud

1. AsTopusymnTtecb B Nextcloud c npaBamu agmMmHUCTpaTopa.

2. YcTaHoBUTe NpunoxeHune Social Login. 3To NpunoXxeHne No3BoOSIET NOMb30BaTENSM BXOAUTL B
cuctemy Nextcloud ¢ Mcrnonb3oBaHMEM YUETHbBIX 3aNnCcen CTOPOHHUX CepBUCOB. NoapobHee o
NPUNOXEHUN YnTanTe Ha apps.nextcloud.com.

o Mepengunte B pasgen NMpunoxeHus - CouuanbHoOE U CBA3b.
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Onvra
O1xpuiTL NPOOKAL

@ Ycranosurs craryc
T BHewWwHuiA BUA ¥ AOCTYNHOCTL
& Nlnunbie HacTpoikm

I Napamerpui cepeepa

+ Npunaoxenna J’"j

& Nonvzosaren
i O nporpamme u uro HOBOrO
? NOMOUb ¥ KOHOUACHUMANBHOCT

® Buwim

o HaxxmuTe CkavaTb M BKNIOYUTb AN5 NpunoxeHust Social Login.

Social Login

Social login via OAuth or OpenID
1 8 8 & B*¢

Cxauarb M BKIIOUNTD

Mocne ycTaHOBKM NpunoXxeHust B pasgene MapameTpbl cepBepa nossutcsa nogpasgen Social
login.
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3. Mepengute B pasgen MapameTpbl cepBepa -> nogpasgen Social login (CounanbHbi BXog,).

4. +

HaxXmuTe KHoMKy pspom ¢ nonem Custom OpenlID Connect (Monb3oBaTenbckoe
nogkntoyeHme OpenliD).

5. 3anonHuTe NnapamMmeTpbl NOAKNYEHNS:

o BHyTpeHHee uMs - yKaxxute BHyTPEHHee Ha3BaHue cepBuca ayTeHTUdMKaLmmn, KoTopoe
oyneT oTo6paxkaTbcsa B HacTponkax Nextcloud.

o HasBaHue - ykaXxnute Ha3BaHue cepBuca ayTeHTUPuKauum, NoOHATHOE NoNb30BaTENAM.
HasBaHue 6yaeT oToGpaXkaTbCsl Ha KHOMKe CTPaHULbl ayTEHTUPUKALMM U B HACTPOMKaX
Nextcloud.

o Authorize url - ykaxute URL gnsa aBTopmsaumun. Hanpumep, https://<apgpec vHcTanisuum
Trusted.ID>/api/oidc/auth.

o URL token - ykaxxute URL gns nony4yeHus TokeHa goctyna. Hanpumep, https://<appec
uHcTannaumm Trusted.ID>/api/oidc/token.

o Clientid - ykaxuTe 3HayeHue, co3gaHHoe Ha ware 1.

o Client Secret - yka)xute 3HauyeHue, co3gaHHoe Ha ware 1.

o Scope - yKaxxute Heo6XxoAnMble paspeLleHns ansa nonydeHms gaHHbix. O6sa3aTenbHbIM scope
- openid M cTaHZAPTHbIN scope - profile . [Mpn yKa3aHUN HECKOMbKMX pa3peLleHuni
pasgenute ux npob6enom. Hanpumep: profile email openid.

000 «Uundpposbie TexHoNnorum» o Trusted.ru 326



Trusted ID

=
-«
<
<
L

6. Mpn HEO6GXOANUMOCTU BbICTaBUTE AOMOMHUTENbHbIE HACTPOWKMU:
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Flow
Privacy

Office

Administration

Overview

Support

Basic settings

Sharing

Socul login

Security

External storage

Theming

Artificaal Intelligence

Groupware

Administration privileges

Activity

Notifications

Flow

Talk

OpenlD Connect

Internal name

Custom OpenlD Connect +

( Trusted.|

Title

[ Trusted.ID

Authorize url

(

Token url

c

Display name claim (optional)

U ) U Ux

Ciog

User info URL (optional)

(

Logout URL (optional)

(

Client id

(

Client Secret

L_/\_/\_/u

Scope

( profile openid email

Groups clasm (optional)

(

Button style

( OpenlD

‘.

Default group

( None

L W S B S

Add group mapping
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[ ] OtkntounTs aBTOMATHMUECKOE CO3AaHKE HOBBIX NONb3OBaTeNe

[ ] Co3pasarb nonb3osareneit ¢ OTKAOUEHHbIM aKKayHTOM

[} No3eonate NoNb30BATENAM NOAKNIOUATL COUMANBHBIE NOTHHBI K CBOMM aKKAYHTaM
He NO3BONATL CO3A3BATL AKKAYHT, €CAK NONL30BATeNb € TAKMM email aapecom yxe
cywecrsyer

[ ] O6HOBAATL NPODMAL NONLOBATENA NPY KAXKAOM NOrMHE

[ ] He ebiunwiat HEAOCTYNHBIE NONL3OBATENIO IPYNNbLI NPU NOTUHE

[ ] ABromMaTruecku CO3AaBaTh HECYWLECTBYIOWME rpynnbl

[_] 3anpewarsb Bx0A Nonb30BaTeNAM 6€3 ACCOUMMPOBAHHDIX FPyNn

[ ] 3anpewars 8x0A NONb30BaTENAM 6€3 YCTAHOBAEHHbIX rpyNn

[ ] OtknounTs OnoBeweHre aAMUHUCTPATOPOB O HOBbIX NONbL30BATENAX

[ ] CxkpoiTs BXOA NO YMOAUAHKIO

[ ] Tekcr Ha kHonkax 6e3 npedukca

Coxpauurn

[Nocne 3aBeplleHns Bcex Wwaros B BugXxete astopusaumm Nextcloud oTo6pasntca KHonka Bxoga ansd
Trusted.ID.

LLar 3. [NpoBepka noakroyeHud

1. OTkpownTe cTpaHuuy Bxoga B Nextcloud.
2.YbepuTtechb, YTo nosiBUnach KHornka Bxopn yepes Trusted.ID.

3. Hakmnte Ha KHOMNKY W BbIMOSIHUTE BXO[4, UCMONb3Yys KOPNOPATUBHbIE YYETHbIE faHHbIE:

o Bbl 6ygeTe nepeHanpasneHbl Ha CTpaHuuy ayteHTnoumkaumm Trusted.ID;
o [locne ycnewHoro Bxoga Bbl nonagéte o6paTtHo B Nextcloud, aBTopn3oBaHHbIM
nonb3oBaTenem.
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Jlnanor BXxoAa OTKNIOUEH.

Vcnonbsyite Apyron cnocob Bxoaa

WK CBAXMTECDH C

AAMUHNCTPDATOPOM.
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OTKprTb CTaTbio Ha canTe

HacTtpounka nHterpaumnmn Rocket.Chat c
Trusted.ID

B aTOM pyKOBOACTBE Bbl y3HaeTe, Kak HacTpouTb MHTerpaumto Rocket.Chat ¢ Trusted.ID.

o Rocket.Chat — 370 nnaTdopma A/ 06MeHa COOBLLEHUAMM C OTKPBITBIM UCXOAHBIM KOAOM,
npegHasHayeHHas s KoMaHgHoM paboTbl U KOMMYHUKaunn. OHa npegocTaBnseT
dyHKUMOHanN, aHanornyHbln Taknum cepsucam, kak Slack nnn Microsoft Teams, Ho ¢
BO3MOXHOCTbIO CaMOCTOATENIbHOIO pa3BepThiBaHNA Ha COOCTBEHHOM CepBepe.

HaCTpOVIKa BXxofa ¢ nomoubto Trusted.ID cCOCTOUT U3 HECKOJbKMX KITFOYEBbIX 3TanoB, KOTOpble
BbIMOTHAKOTCA B ABYX Pa3HbIX CUCTEMAX:

e lllar 1. Co3pgaHune noaknroyeHmnsa B Rocket.Chat
o Lllar 2. Co3gaHue npunoxenus B Trusted.ID

e lllar 3. HacTponka nogkntoyeHnsa B Rocket.Chat
o Lllar 4. lNpoBepka NogKIHOYeHUS

LLlar 1. Co3paHune noaknovyeHna B Rocket.Chat

1. AsTopusymnTtechb B Rocket.Chat c npasamu agmuHucTpaTopa.

2. Bbl30BUTE MEHIO 1 BbibepuTe NMyHKT Pabo4yee NPoOCTPaHCTBO.

O Qi = @

Home

AaMuHUucTprposanmne

Hacrpoiikmn Omnichannel A |

{8} Pabouee NPOCTPAHCTBO

) HacrpoﬁwOmmchannel M

Mpunowennn
& Marasun ny
@ YcranoeneH

@ 3anpoce! -
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3. OTKpoeTca pa3gen AGMUHUCTPUPOBaHUe.

4. MNepenagnte B nogpasnen Hactponku n Haxxmmte OTKpbITb B 6510ke OAuth.

Agmunncrpuponanne BN X ~
Hacrpoiikun
&' Npurnawenns
Q
& Monvaoearenscxui craryc
~ ey
& Npasa pocryna
2 Orxpuirs. Orxpwime Orxpuirn

[:l Ynpaeaenne ycrpoicteammn
M
B Nourossie Awmkin Aipha Xp P noura Atlassian Crowd

Ornpaexa noun
= P ik Specify how emojis are stored. Conffis i for sending emails from Wnrerpauma ¢ Atlassian Crowd.

[& Third-party login

inside Rocket.Chat.

<> Wnrerpaunn Qnea Orxpuimn Orcpuirs
(¥) Wmnopruposars
B Reports CAS End-to-end encryption OAuth
@) Sounds Central Authentication Service allows members Ensure conversations are kept private Configure authentication methods beyond just
to use one set of credentials to sign in to multiple username and password.
o sites over multiple protocols.
MOAIN 2
A Feature preview Orxpuirn Orxpoims
N
£ Hacrpoiku

Aamunncrpuponanve ER] X

« OAuth

5. HaxxmuTe KHonky [lo6aBuTb co6¢TBEeHHbIM OAuth.

O6HoBuTs cepance OAuth | Aooalm?ﬁooamm OAuth I

&' Npurnawenns

& Mons3osatensckuil cratyc Dolphin v
& Npaea aocryna

U Ynpasaexue ycrpoicTeamn Drupal v
Noutossie AWMKH Aipha

O1npaexa nouTs! Deiicbyk v
[& Third-party login

<> Wnrerpaunn GitHub v
(4) Wmnopruposate

[® Reports GitHub Enterprise v
Q) Sounds

® 3mopm GitLab v
A Feature preview

% Hacrpoiiku Google v

HaXmunTe [Lo06aBUTD.
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© fo6baButb cobcTBeHHbIM OAuth X

Boibepure uma OAuth cepsuca

Ormena HAobasurk

7. Co3fgaHHoe nogkntoyeHne otobpasntcs B o6LLEM CANCKE NOOKNKOYEHUN. ECn 3TOro He
Nnpou3oLLno, 06HOBUTE CTPaHULY B 6pay3epe.

8. PackponTe HacTpomnKn nogknroveHms u ckonmpynte BosspaTHbiii URL-agpec.

Custom OAuth: Trusted A

LLar 2. Co3paHune npunoxeHusa B Trusted.ID

1. AsTopusymnTtecsb B Trusted.ID.
2. Co3pante HOBOE MPUNOXXEHNE, B KOTOPOM YKaXuTe:

o Appec nNpunoXxeHus - agpec nHctannaumm Rocket.Chat;
o BosepaTHbii URL #1 (Redirect_uri) - BCTaBbTe CKONUPOBaHHOE 3HaYeHne M3 CO34aHHOro
nogkntoyeHusi B Rocket.Chat.

Q\ MoppobHee 0 co3a4aHNU MPUNOXKEHUN YNTANUTE B MHCTPYKLMN.
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3. OTKpoONTE HACTPONKM MPUITOXKEHNUS N CKONMUPYNTE 3HaYEHUS NOMEN:

o UpeHTudumkaTop (Client id),
o CeKpeTHbIM KNntou (client secret).

LLar 3. HacTpounka nogkntodeHusi B Rocket.Chat

1. BepHutechb B Rocket.Chat.
2. OTKpoOnNTE HAaCTPOMKM NOAKMHOYEHNS, CO34AHHOMo Ha ware 1.

3. AKTUBMpPYMTE NepekntovaTenb BkAUUTb An8 akTMBaLMK paboTbl NOAKMOUYEHNUS, MO0
aKTMBMPYMTE NO3XKE MOC/e HACTPOMKMN BCEX NapaMeTPOB.

- OAuth OonosnTs copamcn OAuth Notasmry cobcrnomit OAuth
Custom OAuth: Trusted -~
ST o ¢ \
Ul
L f au 1
Braiomnty O &
URL o
Token Path 8]
Japlfokic/token
Token Semt Via
Teno sanpoca a
Icdentity Token Sent Via
Tow U Tokan Semt Viaw v
Iclontity Path (o]
Japlfokic/me
Flyrs & auroprssim ]
fapl/okic/ath
Obmacrn 8]

4. Ykaxunte napaMeTpbl MOAKNHOYEHNA!

o URL — URL-agpec cepuca Trusted.ID. Hanpumep: https://<agpec nHcTannauum
Trusted.ID>
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o Token Path — 370 yacTb URL-agpeca Token Endpoint, kKoTopas yka3sbiBaeT nyTb 414
nony4yeHuns TokeHoB. Hanpumep: fapi/oidc/token.

o Identity Path — koHeuHas Touka ¢ Hdopmaumen o nonb3oBartene. Hanpumep: fapifoidc/me.

o Authorize Path (MyTb kK aBTOpPU3aLMKM) - NYyTb OT KOHEYHOMN TOYKM aBTopu3auun. Hanpumep: /
api/oidc/auth.

o Scope (O6nacTb) — Heo6XoAMMble paspelleHns Ansa nonyyeHus adaHHbiX. O6a3aTenbHbIN
scope - openid 1 cTaHgapTHbIM scope - profile . MNpu yKazaHWM HECKONbKUX pa3peLleHni
pasgenuTe ux npoéenom. Hanpumep: profile email openid.

o Id (MpeHTndukaTop) - MaeHTuomkaTop (Client id). CkonupynTe 3HaYeHue, co3haHHoe Ha
ware 2.

o Secret (Kntoy) — CekpeTHbIN Koy (Client secret). CKONMpynTe 3HaYeHMe, CoO3gaHHOe Ha
ware 2.

5. Ykaxkute ocTanbHble HacTporku. C Nnoapo6HbIM OnMcaHMeM HacTPOEK MOXHO 03HAaKOMUTbLCSH Ha
nopTasne JoKyMeHTaummn docs.rocket.chat.

6. CoxpaHuTe HaCTPOMKM NOOKNHOUYEHMS.

Mocne 3aBeplUeHNs BCEX LWAroB B BUAXeTe aBTopu3aumm Rocket.Chat oto6pa3unTcs KHomnka Bxoga
nns Trusted.ID.

LLar 4. lNpoBepka noakr4vyeHud

1. OTkpouTe cTpaHuuy Bxoda B Rocket.Chat.
2.YbepuTtechb, YTo nosiBUnach KHornka Bxopn yepes Trusted.ID.

3. HaxxmunTte Ha KHOTMKY U BbIMOJIHUTE BXOLA4, NCMOJ1b3YyA KOPMNOpPaTUBHbIE YYE€THbIE AaHHbIE!:

o Bbl OyfeTe nepeHanpasBieHbl Ha cTpaHuuy ayteHTuomnkauum Trusted.ID;
o [Nocne ycnewHoro Bxoga Bbl nonaaéte o6patHo B Rocket.Chat, aBTopn3oBaHHbIM
Nnosib30BaTesNeM.
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AsTopusaumn

Email or username *

example@example.com

Mapons *
3]
Forgot your password?
New here? Create an account

wan

Sign in with Trusted
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OTKprTb CTaTbio Ha canTe

HacTpowuka nHterpauunm Sentry c
Trusted.ID

B aTOM pyKoBOACTBe Bbl Y3HaeTe, Kak HaCTpouTb MHTerpaunto Sentry ¢ Trusted.ID.

Sentry — 310 nnatdopmMa 4/19 MOHUTOPUHIa U OTCNEXMBAHUSA OLLMGOK B NPUNOXeHUaX. OHa
nomoraeT pa3paboTynKaMm BbIABNATb, aHaNN3MPOBaTb U UCMPaBNSATb OLUNMGKK B peasibHOM BPEMEHM,
ynyyLuasi KayecTBO NPOrpPaMMHOro o6ecrnedYeHus.

ba3oBasi Bepcus npoaykTa He NogaepXXmBaeTt ayTeHTudukauuto yepes OpenlD Connect. YToObl
peanusoBaTb 3Ty GYHKLMIO, MOXHO UCMONb30BaTb JONOMHUTENBHOE pelleHne — sentry-auth-oidc.
OTO cneumanbHbI NpoBangep, KOTopbin o6ecneymBaeT nHTerpaumto OpenlD Connect ¢ Sentry n
No3BONSAET HAaCTPOUTb eanHbin Bxof, (SSO) B cucteme.

HacTpoiika Bxoga ¢ nomoupbto Trusted.ID coCTOUT U3 HECKOJSIBKMX KITHOUEBBIX 3TANoB, KOTOPbIE
BbINOMHAKTCA B ABYX Pa3HbIX CUCTEMAX:

o lllar 1. CospgaHune npunoxenua B Trusted.ID
o Lllar 2. YcTaHoBKa sentry-auth-oidc
o Lllar 3. lNMpoBepkKa NoAKArYEHUS

LLlar 1. Co3gaHue npunoxeHusa B Trusted.ID

1. ABTOpUM3ynTECHh NN 3apernctpmpymntechb Trusted.ID.

2. Co3gaiTe NpunoXxeHue c HaCTpPoNKamMu:

Mone 3HaueHue
ALpec NpunoxeHus ALpec UHCTanAUUnM cucteMol Sentry
Bo3sepaTHbiit URL #1 (Redirect_uri) <afpec MHCcTannauum>/auth/sso

C)\ Moapo6Hee 0 co3a4aHNU MPUNOXKEHUN YUTANUTE B UHCTPYKLIMN.
3. OTKpONTE HACTPONKM MPUITOXEHNSA N CKONMUPYNTE 3HAaYEHUS NOSEN:

o UpeHTudukatop (Client id),
o CeKpeTHbIM KoY (client secret).
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HacTponku npunoxenus Sentry

OCHOBHON MMPOPMOALNA

NapoMeTP NPUNOKEHUA

Hamimdurarop (client_id)

RUSY3WHPIrtIVZ30hgoSC [D

Coxpornpih ximon (Cliom_socrol)

B

LLlar 2. YcTtaHoBKa sentry-auth-oidc

1. [ina ycTaHOBKM NpoBanfepa BbiNOMHUTE KOHCOSIbHYH KOMaHAy:

$ pip install sentry-auth-oidc

unun cosgante Shell-ckpunT ¢ coaepPXMMbIM

#!/bin/bash

set -euo pipefail

apt-get update

pip install sentry-auth-oidc

W 3aMyCcTWUTe ero U3 KaTtanora <nyTb k Sentry>/sentry/.

2. Mocne ycTaHOBKU NpoBanaepa oTpepaktTupymte ¢ann koHpurypaumm Sentry sentry.conf.py. B
danne koHUrypaumm gobasbTe 610K nNepeMeHHbix ¢ napameTpamu OIDC_CLIENT_ID n
OIDC_CLIENT_SECRET, ckonnpoBaHHbIMK U3 nNpunoxeHus Trusted.ID.

HAHHHHHHA A
# 0IDC #
HAHHHHHHHHAAHAHHH

#SENTRY_ MANAGED USER FIELDS = ('email', 'first name', 'last name', 'password', )

0IDC CLIENT ID = "client id w3 npwunoxenus Trusted.ID"

OIDC CLIENT SECRET = "client secret u3 npunoxeuus Trusted.ID"
0IDC SCOPE = "openid email profile"

0IDC DOMAIN "https://<appec Trusted.ID>/api/oidc"

0IDC ISSUER "UMs MOpByns [ONs BbICTaBNEHUs pa3peweHun”
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[Mocne atoro 3anyCcTuTe CKpuUMT, KOTOprIZ JIeXXUT B KOPHEe MNMpoeKTa Sentry install.sh,
[o>XXgnuTeCb UCNOJIHEHUA CKPUNTa U 3anyCTUTE MPOEKT.

3. MNepengute B NaHeNb agMUHMUCTpaTopa Sentry no agpecy https://<nyTb Kk Sentry>/settings/
sentry/ v Bbi6epute pasgen Auth. Janee soib6epute npunoxeHue Trusted.ID.

tir E t Auth P F
& = 8
USER SETTINGS Authentication
Setting:
&\ These settings can only be edited by users with the organization owner or manager role
ORGANIZATION
Setting
P . CHOOSE A PROVIDER
ear @ Get started with Single Sign-on for your organization by selecting a provider. Read more in our SS0 documentation.
Meml
Trusted.ID
Auth
og #  Google
. F et
Rep itorie
GitHub
& Integrations Enable y
Early Features @D
o Okta
DEVELOPER SETTINGS nab

Auth Token:
- i B Active Directory
Custom Integration: " o bston

s Y A

BbicTaBUTe BCe HEOBXOOMMbIE HACTPOUKUN U COXPaHUTE n3MeHeHus. lNMocne aToro 6yaeT BKOYEHA
aBTOpu3auus ¢ nomolbto Trusted.ID, a Bxo4 No NorvHy/naponto 6yAeT OTKKOYEH.

LLar 3. NpoBepka noakroyeHud

1. OTKpouTe CTpaHuly Bxoga B Sentry.
2. YbepuTtech, YTo nosiBunach KHorka Bxopn yepes Trusted.ID.

3. HaxxmunTte Ha KHOMKY U BbIMOJIHUTE BXOA, NCMOJ1b3yA KOPNOpaTUBHbIE YYEeTHbIe AaHHbIEe:

o Bbl 6yfeTe nepeHanpas/ieHbl Ha CTpaHuuy ayteHTuemnkauum Trusted.ID;
o [Mocne ycnewHoro Bxoga Bbl nonagére o6paTtHoO B Sentry, aBTOPM30BaHHbLIM MOJSIb30BaTENEM.
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A

Sentry

Sentry requires signing in with Trusted.|D.

Login with Trusted.ID
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